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EXECUTIVE SUMMARY 

 

“But, when we get hauled up to [Capitol] hill to testify on why we 

influenced the 2020 elections we can say we have been meeting for 

YEARS with USG [U.S. Government] to plan for it.” 

 

—July 15, 2020, 3:17 p.m. ET, internal Facebook message 

during Facebook’s meeting with the FBI and other agencies.1 

 

At 5:00 a.m. ET, on Wednesday, October 14, 2020, less than three weeks before the 2020 

presidential election, the New York Post published a potentially election-altering news story 

about a years-long influence peddling scheme carried out by the family of the Democratic 

nominee for president, former Vice President Joe Biden.2 The Post article detailed how Hunter 

Biden leveraged his famous last name to provide foreign officials with access to his father in 

exchange for the Biden family’s significant financial gain.3 This information was recovered from 

the hard drive of a laptop attributed to Hunter Biden, and the article included pictures of a signed 

federal subpoena, demonstrating that the Federal Bureau of Investigation (FBI) had seized that 

hard drive.4 Neither Hunter Biden nor the Biden presidential campaign denied the allegations or 

the provenance of the laptop; indeed, the Biden Department of Justice (DOJ) has since 

authenticated the laptop as evidence in federal court.5 

 

Soon after the Post article was published, however, something strange happened. Almost 

immediately, major social media platforms, including Twitter and Facebook—the modern-day 

digital town square—censored the true story about Biden family influence peddling. As a 

consequence, millions of Americans cast their presidential vote unaware of serious, credible 

allegations of misconduct levied against one of the two candidates. This censorship served to 

benefit one candidate over the other and wrongfully affected the 2020 election.6 Today, these 

companies and their executives belatedly admit that their censorship was wrong.7 

 

Why were the social media companies so ready to censor a true story about Hunter Biden 

featured in a prominent American newspaper? Because the FBI had primed them for it. For 

nearly a year, the FBI had been conditioning social media companies to expect a “hack-and-

leak” operation from Russia involving Hunter Biden. In more than thirty meetings across eight 

 
1 Internal messages among Facebook personnel (July 15, 2020, 3:17 p.m.), see Ex. 10. 
2 See Emma-Jo Morris & Gabrielle Fonrouge, Smoking-gun email reveals how Hunter Biden introduced Ukrainian 

businessman to VP dad, N.Y. POST (Oct. 14, 2020). 
3 Id. 
4 Id. 
5 James Lynch, Prosecution Introduces Hunter Biden’s Infamous Laptop at Trial, Uses Data as Evidence of Crack 

Addiction, NAT. REVIEW (June 4, 2024). 
6 See, e.g., Rich Noyes, SPECIAL REPORT: The Stealing of the Presidency, 2020, MEDIA RSCH. CTR. (Nov. 24, 

2020) (“Even more Biden voters (45.1%) said they were unaware of the financial scandal enveloping Biden and his 

son, Hunter . . . . According to our poll, full awareness of the Hunter Biden scandal would have led 9.4% of Biden 

voters to abandon the Democratic candidate[.]”). 
7 Letter from Mark Zuckerberg, CEO, Meta, to Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary (Aug. 26, 

2024) (“[W]e shouldn’t have demoted the [New York Post] story.”); Transcribed Interview of Nick Clegg, H. 

Comm. on the Judiciary (Mar. 1, 2024) (on file with Comm.); Transcribed Interview of Yoel Roth, H. Comm. on the 

Judiciary (Nov. 1, 2023) (on file with Comm.). 
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months, the FBI led Big Tech to believe that the allegations in the Post story were Russian 

disinformation, even though the FBI had authenticated Hunter Biden’s laptop nearly a year 

prior.8  

 

Beginning in early 2020, the FBI embarked on a concerted campaign to preemptively 

debunk—or “prebunk”—allegations about the Biden family’s influence peddling. Federal 

agencies repeatedly warned social media platforms about a pre-election Russian influence 

operation relating to Hunter Biden and the Ukrainian company Burisma.9 In many of these 

meetings between federal agencies and Big Tech, the FBI raised the topic of potential “hack-and-

leak” operations amid conversations about “election security” and potential foreign influence 

operations.10 In response, some platforms even adopted new content moderation policies 

specifically designed to address hacked materials.11 

 

Then, when the Post reported on Biden family influence peddling the morning of October 

14, 2020, Big Tech did exactly what it had been primed to do. The social media companies 

obediently treated the article as a potential Russian hack-and-leak operation and applied their 

content moderation policies to censor it, prevent it from spreading, and hide it from the 

American people.12 

 

Of course, as was obvious then and as is widely acknowledged now,13 the laptop was real 

and its contents were authentic. It was not Russian disinformation. The FBI knew this, too—it 

had been in possession of Hunter Biden’s laptop since late 2019 and used it in one or more 

ongoing investigations in 2020.14 Indeed, in June 2024, the Justice Department used content from 

the laptop as evidence against Hunter Biden in his trial for felony gun crimes.15 And yet, the FBI 

not only primed the social media companies to distrust allegations about Biden family influence 

peddling in advance, it misled social media companies about the authenticity of Hunter Biden’s 

laptop after the Post story broke.16 

 

 The FBI’s duplicity notwithstanding, Big Tech companies bear blame as well. 

Contemporaneous documents from the relevant period show that social media companies 

 
8 See infra Section II.B; Transcribed Interview of Gary Shapley, H. Comm. on Ways and Means (May 26, 2023) (on 

file with Comm.) at 12. 
9 See infra Section II.C. 
10 Id. 
11 See infra Section II.D. 
12 See infra Section III. 
13 See, e.g., Letter from Mark Zuckerberg, CEO, Meta, to Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary 

(Aug. 26, 2024) (“[T]he reporting was not Russian disinformation[.]”); Marshall Cohen & Holmes Lybrand, Special 

counsel plans to use infamous Hunter Biden laptop as evidence at gun trial, CNN (May 22, 2024); Ingrid Jacques, 

Trump right about Hunter’s ‘laptop from hell,’ though Biden claimed Russian disinformation, USA TODAY (June 6, 

2024). 
14 Transcribed Interview of Gary Shapley, H. Comm. on Ways and Means (May 26, 2023) (on file with Comm.) at 

12. 
15 Ryan King et al., Hunter Biden gun trial jurors shown infamous laptop first exposed by The Post in dramatic 

courtroom reveal, N.Y. POST (June 4, 2024); see also Josh Christenson, Video of Dems, media rejecting Post’s 

Hunter Biden laptop story as ‘Russian disinfo’ goes viral after FBI confirms authenticity in court, N.Y. POST (June 

6, 2024). 
16 See infra Section III. 
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recognized and received information that the Biden family influence peddling allegations were 

likely not Russian disinformation;17 nonetheless senior leadership at these companies decided to 

take steps to hide this true content highly relevant to the upcoming presidential election because 

they knew a failure to censor the story could affect how a potential incoming Biden-Harris 

Administration would treat them.18 

 

 
 

“Obviously, our calls on this could colour the way an incoming Biden administration 

views us more than almost anything else…” 

—Oct. 14, 2020, internal messages between Facebook’s then-Vice President of Global Affairs 

Nick Clegg to Vice President of Global Public Policy Joel Kaplan about Facebook’s censorship 

of the New York Post article 

 

The Committee on the Judiciary and the Select Subcommittee on the Weaponization of 

the Federal Government have been conducting oversight of how and to what extent the 

Executive Branch has coerced or colluded with companies and other intermediaries to censor 

lawful speech.19 Through a series of reports, the Committee and Select Subcommittee have 

revealed how the Executive Branch worked with social media companies, “disinformation” 

pseudoscientists, and others to censor Americans’ online speech.20  

 

This interim report focuses on the coordination between the FBI and Big Tech to 

suppress allegations about Biden family influence peddling in advance of the 2020 election. 

Testimony from key FBI and Big Tech personnel and subpoenaed nonpublic internal documents 

and communications obtained by the Committee and Select Subcommittee show that in the 

months before the election, the FBI provided social media companies with specific warnings: 

 
17 See, e.g., infra Section III.B.3. 
18 Messages between Nick Clegg and Joel Kaplan (Oct. 14, 2020), see Ex. 101. 
19 See Ryan Tracy, Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28, 2023). 
20 See, e.g., STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 

GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE CENSORSHIP-INDUSTRIAL COMPLEX: HOW TOP 

BIDEN WHITE HOUSE OFFICIALS COERCED BIG TECH TO CENSOR AMERICANS, TRUE INFORMATION, AND CRITICS OF 

THE BIDEN ADMINISTRATION (Comm. Print May 1, 2024); STAFF OF THE H. COMM. ON THE JUDICIARY AND THE 

SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH 

CONG., THE WEAPONIZATION OF THE NATIONAL SCIENCE FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT 

OF AUTOMATED TOOLS TO CENSOR ONLINE SPEECH “AT SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. 

Print Feb. 5, 2024); STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE 

WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF 

‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH 

UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023); STAFF OF THE H. COMM. ON 

THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE 

JUDICIARY, 118TH CONG., THE FBI’S COLLABORATION WITH A COMPROMISED UKRAINIAN INTELLIGENCE AGENCY 

TO CENSOR AMERICAN SPEECH (Comm. Print July 10, 2023); STAFF OF THE H. COMM. ON THE JUDICIARY AND THE 

SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH 

CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY COLLUDED WITH BIG TECH AND 

“DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023). 
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• WHO: Russia. The FBI repeatedly warned Big Tech of a potential influence operation 

by Russian actors targeting the 2020 election.21 

 

• WHAT: A hack-and-leak operation. The FBI repeatedly warned Big Tech that the 

Russian influence operation would likely take the form of a hack and leak, similar to the 

leak of Democratic National Committee emails in 2016.22 

 

• WHEN: Late September or October 2020. The FBI repeatedly warned Big Tech that this 

hack-and-leak operation would come right before the election, either as “an October 

surprise”23 or “as soon as the first Presidential debate on September 29th.”24 

 

• WHY: To reveal “evidence” regarding “links between the Biden family and Ukraine,” 

including “Burisma.” The FBI warned Big Tech that the Russian hack-and-leak 

operation would likely involve “real or manufactured evidence concerning links between 

the Biden family and Ukraine, including the oil company Burisma.”25 Internal Microsoft 

notes state that a “week” before the New York Post story broke on October 14, the “FBI 

tipped [Big Tech] off” that “this Burisma story was likely to emerge.”26 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

“USG partners . . . believe there is a risk of a hack/leak operation . . . likely involving . . . evidence 

concerning links between the Biden family and Ukraine, including the oil company Burisma.” 

—Sept. 21, 2020 internal Facebook email to senior Facebook executives 

 

 
21 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1; Transcribed Interview of the 

Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file with Comm.) at 21-25. 
22 Id. 
23 Internal message from Facebook personnel to Nick Clegg (Oct. 15, 2020, 9:29 a.m.), see Ex. 2. 
24 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1. 
25 Id. 
26 Microsoft internal meeting notes (Oct. 14, 2020, 3:27 p.m.), see Ex. 3. 
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“FBI tipped us all off last week that this Burisma story was likely to emerge” 

—Oct. 14, 2020, internal Microsoft notes on meeting between U.S. government and Big Tech 

 

As documents produced to the Committee and the Select Subcommittee show, the U.S. 

government—particularly the FBI, while in possession of Hunter Biden’s laptop—provided 

detailed warnings of an anticipated future Russian influence operation that directly mirrored the 

contents of the laptop.27 Documents and testimony also reveal that FBI personnel who were part 

of the FBI task force providing these warnings knew that the laptop was real prior to the release 

of the New York Post story.28 Armed with evidence of Biden family corruption, the FBI worked 

for months to ensure that when this evidence emerged in the public sphere, Big Tech would be 

ready to downplay and censor it.  

 

Big Tech’s immediate reactions to the October 14 Post story confirm how the companies 

were primed by the FBI’s months-long prebunking efforts. For example, internal Facebook 

communications show that the company almost immediately deemed the story to be a 

“hack/leak” of the sort Facebook was “expect[ing].”29 On the morning of October 14, Facebook 

employees exchanged candid communications about the story, including: 

 

• 8:37 AM ET: “About what we expected in the hack/leak department […] it’s pretty 

much exactly what we pregamed.”30 

• 8:42 AM ET: “It looks like exactly the hack/leak scenario we’d expected.”31 

• 9:06 AM ET: “Can we check with FBI Delaware if they have anything [on] this […] 

Article claims that FBI has had the HDD [hard drive] since December.”32 

 
27 See infra Section II.C. 
28 See infra Section II.A. 
29 Internal messages among Facebook personnel (Oct. 14, 2020, 8:37 a.m.), see Ex. 4. 
30 Id. 
31 Internal messages among Facebook personnel (Oct. 14, 2020, 8:42 a.m.), see Ex. 5. 
32 Internal messages among Facebook personnel (Oct. 14, 2020, 9:06 a.m.), see Ex. 6. 

Final Report 924



 

6 

 

• 9:09 AM ET: “Exact content expected for hack and leak.”33 

• 9:10 AM ET: “Right on schedule.”34 

• 9:14 AM ET: “[Facebook employee] is not in touch with the FBI on this. I’ll connect 

with Maryland and [Facebook employee] will raise at the [FBI’s Foreign Influence 

Task Force] meeting today.”35 

• 9:33 AM ET: “FYI. Our legal team is reaching out to FBI on this.”36 

• 10:40 AM ET: “We’re enqueuing the content with demotion and doing outreach to 

3PFCs [third-party factcheckers]. No updated info from FBI, no outreach from the 

Biden campaign.”37 

• 10:55 AM ET: “is this the Oct surprise everyone was waiting for?”38 

 

 
 

“It looks like exactly the hack/leak scenario we’d expected” 

—Oct. 14, 2020, internal messages among Facebook personnel 

 

 Other documents suggest that key employees within the social media companies 

understood how their censorship would influence the election. Before the story broke, Facebook 

personnel understood that their response to an alleged hack and leak could sway the presidential 

election: in a July 2020 internal exchange, a member of Facebook’s Trust and Safety team said 

that “when we get hauled up to the hill to testify on why we influenced the 2020 elections we can 

say we have been meeting for YEARS with [the U.S. Government] to plan for it.”39  Nothing had 

 
33 Internal messages among Facebook personnel (Oct. 14, 2020, 9:09 a.m.), see Ex. 7. 
34 Internal messages among Facebook personnel (Oct. 14, 2020, 9:10 a.m.), see Ex. 7. 
35 Internal messages among Facebook personnel (Oct. 14, 2020, 9:14 a.m.), see Ex. 6. 
36 Internal messages among Facebook personnel (Oct. 14, 2020, 9:33 a.m.), see Ex. 8. 
37 Internal messages among Facebook personnel (Oct. 14, 2020, 10:40 a.m.), see Ex. 7. 
38 Internal messages among Facebook personnel (Oct. 14, 2020, 10:55 a.m.), see Ex. 107. 
39 Internal messages among Facebook personnel (July 15, 2020, 3:17 p.m.), see Ex. 10. 
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changed by the time the story broke on October 14: the Head of Electoral and Emerging Risk for 

Facebook’s Trust and Safety reacted by noting that it was only “482 hours to first polls close.”40  

 
“But, when we get hauled up to the hill to testify on why we influenced the 2020 elections we can 

say we have been meeting for YEARS with USG [the U.S. Government] to plan for it.” 

—July 15, 2020, internal messages among Facebook personnel 

 

The FBI has defended its actions as information exchange with private-sector partners to 

prevent amorphous “foreign malign influence” operations.41 But if the FBI’s intent was truly to 

help social media companies combat actual foreign influence operations, the FBI should have 

shared the single most important fact: the influence-peddling allegations in the Post story were 

based off of real, credible information, including information in the FBI’s possession. The FBI 

failed to do so. While the FBI eventually conceded that it had no indication that the allegations in 

the Post story were Russian disinformation—only after an FBI agent mistakenly revealed to 

Twitter that the laptop was “real”—the FBI still withheld the fact that it had seized and 

authenticated Hunter Biden’s laptop months prior.42 

 

As a result, Twitter and Facebook continued to censor the most significant news story of 

the election cycle, limiting the reach of allegations of Biden family corruption and ultimately 

benefitting the Biden-Harris campaign.43 Twitter suppressed the Post story by removing links to 

 
40 Internal messages among Facebook personnel (Oct. 14, 2020, 11:11 a.m.), see Ex. 9. 
41 OFFICE OF THE INSPECTOR GEN., U.S. DEP’T OF JUSTICE, NO. 24-080, EVALUATION OF THE U.S. DEPARTMENT OF 

JUSTICE’S EFFORTS TO COORDINATE INFORMATION SHARING ABOUT FOREIGN MALIGN INFLUENCE THREATS TO U.S. 

ELECTIONS (July 2024) at 7. 
42 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.), at 83-85. 
43 Messages between Nick Clegg and Joel Kaplan (Oct. 14, 2020), see Ex. 101. 

Final Report 926



 

8 

 

it, applying “safety” warnings, and blocking the ability to send it via direct message.44 Although 

Twitter lifted the ban on the story the next day, it continued to suspend the Post’s account until 

October 30.45 For a week, Facebook manually demoted the content by 50 percent, substantially 

reducing the likelihood that users would see it in their feed.46 During this week, over 30 million 

Americans cast their votes in the 2020 election—nearly one-fifth of the final vote total, and far 

more than the final reported margin of forty-five thousand votes that determined the outcome of 

the election.47 

 

*          *          * 

 

 The roots of the FBI’s 2020 prebunking scheme date back to the 2016 presidential 

election, after which emerged sensationalized accounts that foreign “disinformation” had 

affected the integrity of the election. Fueled by left-wing election denialism, a cottage industry of 

pseudoscientists, think tanks, and university centers sprung up to combat the alleged rise in 

misinformation and disinformation, which they held responsible for President Trump’s victory. 

The FBI formed the Foreign Influence Task Force to coordinate with social media companies 

and prevent alleged foreign disinformation from reaching American voters. These entities 

worked together and with social media companies to censor speech—disproportionately 

conservative speech—all in the name of stopping disinformation and, ironically enough, 

promoting democracy. 

 

 The FBI’s prebunking of allegations of Biden family influence peddling in the closing 

weeks of the 2020 presidential election was merely a continuation of its earlier efforts to stop 

President Trump. This is the same FBI that abused its foreign surveillance authorities to spy on 

President Trump’s campaign in 2016.48 This is the same FBI that fabricated evidence to support 

warrantless surveillance on a Trump campaign associate.49 This is the same FBI where senior 

officials bragged about an “insurance plan” to prevent Donald Trump from becoming president 

and promised each other they would “stop” him.50 This is the same FBI that has purged 

conservative agents from its ranks and asked employees whether their colleagues are supporters 

 
44 Matt Taibbi (@mtaibbi), X (Dec. 2, 2022, 6:34 p.m.), https://x.com/mtaibbi/status/1598822959866683394. 
45 Bruce Golding, How tweet it is: Twitter backs down, unlocks Post’s account, N.Y. POST (Oct. 30, 2020). 
46 Transcribed Interview of Nick Clegg, H. Comm. on the Judiciary (Mar. 1, 2024) (on file with Comm.) at 117; 

Internal messages among Facebook personnel (Oct. 14, 2020, 11:05 a.m.), see Ex. 7; see also Messages between 

Nick Clegg and Joel Kaplan (Oct. 14, 2020), Ex. 101. 
47 See Brittany Renee Mayes et al., The U.S. hit 73% of 2016 voting before Election Day, WASH. POST (Nov. 3, 

2020); Catherine Park, More than 14M Americans have voted early in 2020 presidential election, data shows, FOX 

10 PHOENIX (Oct. 14, 2020); James M. Lindsay, The 2020 Election by the Numbers, COUNCIL ON FOREIGN RELS. 

(Dec. 15, 2020); Paul Waldman, We came much closer to an election catastrophe than many realize, WASH. POST 

(Nov. 18, 2020). 
48 See Bill Rivers, FBI abuses in domestic surveillance of the Trump campaign eerily echo Red Scare raids, NBC 

NEWS (Jan. 10, 2020); Trump Really Was Spied On, WALL ST. J. (Feb. 14, 2022). 
49 Press Release, U.S. Attorney’s Office, Dist. of Conn., FBI Attorney Admits Altering Email Used for FISA 

Application During “Crossfire Hurricane” Investigation (Aug. 19, 2020), https://www.justice.gov/usao-ct/pr/fbi-

attorney-admits-altering-email-used-fisa-application-during-crossfire-hurricane. 
50 John Bowden, FBI agent in texts: ‘We’ll stop’ Trump from becoming president, THE HILL (June 14, 2018); Jim 

Geraghty, Why Did Two FBI Officials Discuss an ‘Insurance Policy’ In Case of Trump’s Election?, NAT. REVIEW 

(Dec. 14, 2017). 
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of President Trump.51 The FBI’s protestations that it is not biased against conservatives ring 

hollow when it actively suppressed true and explosive allegations concerning the family of the 

Democrat nominee for president in 2020. 

 

It is impossible to know what would have happened if the FBI had not prebunked the 

allegations about Biden family influence peddling. But it is unquestionable that the FBI’s actions 

influenced the 2020 presidential election. And it cannot happen again. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
51 See Josh Christenson, FBI abuses security clearance to ‘purge’ conservatives, views them as ‘unworthy’ of 

employment: whistleblower, N.Y. POST (July 2, 2024); STAFF OF H. COMM. ON THE JUDICIARY AND SELECT 

SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, FBI 

WHISTLEBLOWER TESTIMONY HIGHLIGHTS GOVERNMENT ABUSE, MISALLOCATION OF RESOURCES, AND 

RETALIATION (Comm. Print May 18, 2023). 
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I. Background 

 

“Hack & Leak[.] FBI tipped us all off last week that this Burisma 

story was likely to emerge, and today’s call indicated that.” 

 

—Oct. 14, 2020, 3:27 p.m. ET, internal notes from Microsoft 

summarizing a “USG-Industry” meeting on the day the New 

York Post published the story on the Biden family’s influence 

peddling.52 

 

As the Committee on the Judiciary and the Select Subcommittee on the Weaponization of 

the Federal Government have revealed, following the 2016 election, offices within the Executive 

Branch launched efforts to covertly censor Americans’ free expression. The FBI formed the 

Foreign Influence Task Force (FITF) in the fall of 2017.53 The Global Engagement Center 

(GEC), a multi-agency entity housed within the State Department established by President 

Obama in early 2016 to counter terrorism,54 expanded its mandate in 2017 to include countering 

foreign disinformation.55 Not to be outdone, the Department of Homeland Security’s (DHS) 

Cybersecurity and Infrastructure Security Agency (CISA) formed the Countering Foreign 

Influence Task Force (CFITF) in 2018, which evolved into the “Mis, Dis, and Malinformation 

(MDM) Team” in 2021 to counter foreign and American speech.56  

 

Once the Biden-Harris Administration took power, these censorship efforts only further 

expanded. Senior members of the Biden-Harris White House immediately began a months-long 

pressure campaign on Facebook, YouTube, Amazon, and other companies to censor views 

disfavored by the Biden-Harris Administration.57 The Office of the Director of National 

Intelligence (ODNI) launched ODNI’s Foreign Malign Influence Center in 2021.58 DHS created 

the Orwellian Disinformation Governance Board in May 2022.59 And CISA built out and met 

 
52 Microsoft internal meeting notes (Oct. 14, 2020, 3:27 p.m.), see Ex. 3. 
53 Combatting Foreign Influence, FEDERAL BUREAU OF INVESTIGATION, 

https://www.fbi.gov/investigate/counterintelligence/foreign-influence (last visited Oct. 18, 2024). 
54 Exec. Order No. 13,721, 81 C.F.R. 14943 (2016). 
55 The Global Engagement Center: Leading the United States Government’s Fight Against Global Disinformation 

Threat: Hearing Before the Subcomm. on State Dep’t and USAID Management, Int’l Operations, and Bilateral Int’l 

Development of the S. Comm. on Foreign Rels., 116th Cong. (Mar. 5, 2020).  
56 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF 

THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” 

AGENCY COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 

26, 2023); see also STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE 

FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ 

PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO 

CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023). 
57 STAFF OF H. COMM. ON THE JUDICIARY & SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE 

H. COMM. ON THE JUDICIARY, THE CENSORSHIP-INDUSTRIAL COMPLEX: HOW TOP BIDEN WHITE HOUSE OFFICIALS 

COERCED BIG TECH TO CENSOR AMERICANS, TRUE INFORMATION, AND CRITIC OF THE BIDEN ADMINISTRATION, 

(Comm. Print May 1, 2024). 
58 Organization, NAT’L COUNTERTERRORISM CENTER, https://www.dni.gov/index.php/nctc-who-we-

are/organization/340-about/organization/foreign-malign-influence-center (last visited Oct. 18, 2024). 
59 Amanda Seitz, Disinformation board to tackle Russia, migrant smugglers, ASSOCIATED PRESS (Apr. 28, 2022). 
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with its MDM Advisory Subcommittee—featuring Big Tech executives and disinformation 

pseudo-scientists—throughout 2022.60 

 

The Executive Branch also began colluding with private and academic institutions on 

censorship during this period. The Committee and Select Subcommittee’s oversight of the 

censorship-industrial complex has revealed how a consortium of “disinformation” academics led 

by Stanford University’s Stanford Internet Observatory (SIO), called the Election Integrity 

Partnership (EIP), worked directly with CISA and the GEC to monitor and censor Americans’ 

online speech in advance of the 2020 presidential election.61 Created in the summer of 2020 “at 

the request of DHS/CISA,”62 the EIP enabled the federal government to launder its censorship 

activities through a university in hopes of bypassing both the First Amendment and public 

scrutiny.63 

 

This constellation of censorship organizations, alongside Big Tech, worked overtime to 

nominally “secure” the 2020 election from foreign interference.64 In reality, this meant censoring 

election-related speech, including questions about the validity of unrestricted mail-in voting.65 

And it also meant “inoculating” the public against damaging stories about Biden family 

influence peddling.66  

 
60 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF 

THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY 

COLLUDED WITH BIG TECH AND ‘DISINFORMATION’ PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 

2023). 
61 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF 

THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS 

AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ 

POLITICAL SPEECH (Comm. Print Nov. 6, 2023). 
62 Email from Graham Brookie to Atlantic Council employees (July 31, 2020, 5:54 p.m.); see Ex. 123. 
63 See STAFF OF H. COMM. ON THE JUDICIARY & SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF 

THE H. COMM. ON THE JUDICIARY, THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND 

BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ FREE 

SPEECH (Comm. Print Nov. 6, 2023). 
64 Id. 
65 Id. 
66 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1. 
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II.  After the FBI obtained the laptop with information on Biden family corruption in 

late 2019, the FBI began to condition Big Tech to incorrectly treat it as Russian 

disinformation  

 

“We have recently received indications from USG partners that they 

believe there is a risk of a hack/leak operation conducted by Russian 

actors, likely involving real or manufactured evidence concerning 

links between the Biden family and Ukraine, including the oil 

company Burisma. Timing for something like this is uncertain, but 

could happen as soon as the first presidential debate on September 

29th.” 

 

—Sept. 21, 2020, 2:04 p.m. ET, internal Facebook email about 

a potential Russian hack-and-leak threat.67 

 

In 2019, the FBI obtained a hard drive from a laptop attributed to Hunter Biden.68 Gary 

Shapley, an IRS whistleblower who spent years overseeing a tax evasion case against Hunter 

Biden, testified that by November 2019, the FBI had “verified [the laptop’s] authenticity” by 

“matching the device number against Hunter Biden’s Apple iCloud ID.”69  

 

As the New York Post later detailed, the laptop contained evidence of a variety of crimes, 

including extensive evidence of broad influence peddling schemes committed by the Biden 

family and Biden family business associates.70 The laptop also included evidence of Hunter 

Biden’s use of illegal drugs while engaging in other illicit activities.71 The laptop has since been 

used as evidence in Hunter Biden’s recent felony conviction on federal gun charges.72  

 

In 2020, just a few months after the FBI authenticated Hunter Biden’s laptop, it began a 

months-long campaign to “prebunk” a potential news story about the laptop’s contents, 

conditioning Big Tech platforms to falsely believe that Hunter Biden and his shady business 

dealings with the Ukrainian oil company Burisma would be the subject of the next Russian hack-

and-leak operation.73 A hack-and-leak operation is when an actor obtains information from a 

hacking campaign, then releases, or “leaks,” that information via social media or other means for 

public consumption.  

 
67 Id. 
68 Transcribed Interview of Gary Shapley, H. Comm. on Ways and Means (May 26, 2023) (on file with Comm.) at 

12; see also Marshall Cohen & Holmes Lybrand, Special counsel plans to use infamous Hunter Biden laptop as 

evidence at gun trial, CNN (May 22, 2024); Ingrid Jacques, Trump right about Hunter’s ‘laptop from hell,’ though 

Biden claimed Russian disinformation, USA TODAY (June 6, 2024); Emma-Jo Morris & Gabrielle Fonrouge, 

Smoking-gun email reveals how Hunter Biden introduced Ukrainian businessman to VP dad, N.Y. POST (Oct. 14, 

2020). 
69 Transcribed Interview of Gary Shapley, H. Comm. on Ways and Means (May 26, 2023) (on file with Comm.) at 

12. 
70 See Emma-Jo Morris & Gabrielle Fonrouge, Smoking-gun email reveals how Hunter Biden introduced Ukrainian 

businessman to VP dad, N.Y. POST (Oct. 14, 2020). 
71 Id.  
72 Marshall Cohen & Holmes Lybrand, Special counsel plans to use infamous Hunter Biden laptop as evidence at 

gun trial, CNN (May 22, 2024). 
73 See, e.g., Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), Ex. 1. 
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The FBI raised warnings about a potential hack-and-leak operation in meetings between 

the FBI’s Foreign Influence Task Force (FITF) and Big Tech companies. The FBI first began 

meeting with Big Tech companies during the 2018 election cycle to share information about 

potential foreign influence operations for which platforms should be on the lookout.74 In 2020, 

the FBI began raising specific warnings about a potential Russian hack and leak of information 

related to the Biden family—namely Hunter Biden—and Burisma, which would appear through 

authentic news sources.75  

 

By September 2020, many platforms had actively prepared to address this specific 

potential hack-and-leak scenario. On September 1, 2020, Google began enforcing a new policy 

specifically designed to curtail the distribution of hacked political materials.76 Later in the 

month, Facebook made an “inoculating announcement” to “mitigate the impact of such a leak if 

it does occur,”77 and then changed its hack-and-leak policies in October “to ensure we are 

prepared for foreign-backed leak operations that may develop in the weeks to come.”78 Also in 

September 2020, representatives from the country’s largest platforms, including many who were 

regularly attending FITF meetings, participated in a tabletop exercise—a meeting where 

participants engage with a hypothetical scenario and offer potential responses and solutions to 

the hypothetical problems—set up by the Aspen Institute to wargame a response to a potential 

scenario involving leaked documents concerning Hunter Biden’s work with Burisma.79  

 

By the time the Post published its story on Biden family influence peddling on October 

14, 2020, Big Tech platforms had (1) been thoroughly primed to view the story as a Russian 

hack-and-leak influence operation; (2) developed and implemented new protocols for handling 

content relating to a potential hack and leak; and (3) brainstormed and practiced their new 

responses in tabletop exercises with other platforms and news outlets in the months prior.  

 

Although the FBI conditioned Big Tech to believe any allegations about Hunter Biden 

were Russian disinformation, the social media companies are far from blameless. Internal 

messages obtained by the Committee and Select Subcommittee show that personnel at the social 

media platforms knew the dangerous consequences of their censorship decisions. In one message 

thread from July 2020, a member of Facebook’s Trust and Safety team said that when Facebook 

employees inevitably “get hauled up to the hill to testify on why we influenced the 2020 

elections,” they would be able to say that they had “been meeting for YEARS with USG to plan 

for it.”80 

 

 
74 Declaration of Yoel Roth, ¶¶ 10–11, Federal Elections Comm’n MUR 7821 (Dec. 17, 2020). 
75 Internal messages among Facebook personnel (Sept. 20, 2020, 6:26 p.m.), see Ex. 13; Microsoft internal meeting 

notes (Oct. 14, 2020, 3:27 p.m.), see Ex. 3. 
76 Hacked political materials policy global roll-out (November 2020), GOOGLE (Sept. 1, 2020), 

https://support.google.com/adspolicy/answer/9991623. 
77 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1. 
78 Internal Facebook email to CEO Mark Zuckerberg and COO Sheryl Sandberg (Oct. 5, 2020, 5:29 a.m.), see Ex. 

75. 
79 See infra Section II.E; Email from Aspen Digital staff to Roundtable participants (Sept. 1, 2020, 7:44 p.m.), Ex. 

99; see also Aspen Digital Hack-and-Dump Scenario Outline (Sept. 2020), Ex. 100. 
80 Internal messages among Facebook personnel (July 15, 2020, 3:17 p.m.), see Ex. 10. 
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“But, when we get hauled up to the hill to testify on why we influenced the 2020 elections we can 

say we have been meeting for YEARS with USG [the U.S. Government] to plan for it.” 

—July 15, 2020, internal messages among Facebook personnel 

 

These messages show that, while Big Tech may not have known that the FBI was priming them 

to censor a true story, they understood that their meetings with the U.S. government regarding 

online speech could very well influence the 2020 election. 

 

A. The FBI case team that possessed and authenticated Hunter Biden’s laptop in 

late 2019 briefed the FITF about the laptop months before the Post story. 

 

In late 2019, during the course of an ongoing investigation, the FBI seized and 

authenticated the hard drive of the laptop attributed to Hunter Biden, the subject of the October 

14, 2020 New York Post article.81 

 

Evidence obtained by the Committee and Select Subcommittee shows that the FBI case 

team was in contact with the FITF months prior to the New York Post story. The FBI Special 

Agent who served as the FITF’s Russia Unit Chief from mid-2019 to June 2021 testified that he 

received “three to five briefings” on the case because the Hunter Biden investigation was linked 

to Ukraine, which fell under the purview of the Russia Unit.82 The FITF Russia Chief further 

 
81 Transcribed Interview of Gary Shapley, H. Comm. on Ways and Means (May 26, 2023) (on file with Comm.) at 

12; see also Marshall Cohen & Holmes Lybrand, Special counsel plans to use infamous Hunter Biden laptop as 

evidence at gun trial, CNN (May 22, 2024); Ingrid Jacques, Trump right about Hunter’s ‘laptop from hell,’ though 

Biden claimed Russian disinformation, USA TODAY (June 6, 2024).  
82 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024), (on file 

with the Comm.) at 28-29. 
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testified that he first learned that the FBI was in possession of a laptop attributed to Hunter Biden 

in one of these briefings before the Post article was published.83 Similarly, an FBI Criminal 

Investigative Division analyst detailed to the FITF in 2020 testified that he learned about the 

existence of the Hunter Biden investigation “a few months before” October 14, when he received 

an internal FBI document confirming it, though he did not learn about the laptop until the 

morning the Post article broke.84 

 

The FITF Russia Unit Chief’s testimony that members of the FITF knew that the FBI was 

in possession of Hunter Biden’s authenticated laptop prior to the Post story is consistent with 

other testimony received by the Committee and Select Subcommittee.85 Laura Dehmlow, then-

China Unit Chief of the FITF and now the Section Chief of the FITF, testified that she and others 

knew that the FBI was in possession of the laptop well before October 14, 2020.86 Dehmlow 

testified to the Committee: 

 

Q. When the information was relayed to you following the Twitter call that the 

first agent had said the laptop was real, just to clarify, you knew prior to that 

conversation that the laptop was real.  Is that correct?  

 

A. I did, yes.  

 

Q. But you don’t recall when approximately you learned.   

 

A. I don’t, sorry.  

 

Q. Sitting here today, do you know when the FBI first determined that the 

laptop was real?   

 

A. I don’t.  I know that there is some information in the public record regarding 

when the FBI acquired the laptop, but I don’t, sitting here, remember that 

date.  

 

Q. Do you know who else at FITF knew that the laptop was real?   

 

A. I don’t actually.  I would assume both my – yes, I would certainly say that 

Brad Benavides [then-Section Chief of the FITF] was aware.87 

 
83 Id. 
84 Transcribed Interview of an FBI Criminal Investigative Division Analyst, H. Comm. on the Judiciary (Oct. 23, 

2024) (on file with Comm.) at 89-90. 
85 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.); Transcribed Interview of the Assistant Section Chief of the FITF, H. Comm. on the Judiciary (Apr. 

24, 2024) (on file with Comm.); Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 

2023) (on file with Comm.). 
86 Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 2023) (on file with Comm.) at 35-

37. 
87 Even though two of the three FITF unit chiefs and the Assistant Section Chief testified that they knew that the FBI 

was in possession of the laptop in advance of the Post publishing its report, then-Section Chief Brad Benavides 

testified that he did not know the FBI was in possession of the laptop prior to the story. See Transcribed Interview of 

Bradley Benavides, H. Comm. on the Judiciary (Sept. 28, 2023) (on file with Comm.) at 146-160.  
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Q. What about the individuals on the Russia unit?  

 

A. I would assume the unit chief was also aware.  I’m pretty certain of that fact.  

 

Q. For the individual --  

 

DOJ Counsel:  Just to clarify, do you know to a certainty that they were aware, or 

are you just making deductions?   

 

A.   I’m pretty certain that they were aware.88 

 

This testimony confirms that senior personnel of the FITF, the FBI task force providing 

warnings to Big Tech about a potential Russian hack-and-leak operation involving Hunter Biden 

and Burisma, knew that the FBI was in possession of the Hunter Biden laptop well before the 

Post article publicly disclosed the existence of the laptop or the evidence of influence peddling 

contained therein. 

 

B. The FBI and Big Tech met 30-plus times in 2020 to discuss a potential “hack and 

leak” while Big Tech privately laughed about “influenc[ing] the 2020 elections.” 

 

Throughout 2020, two parallel tracks emerged for information sharing between 

government agencies and Big Tech. In “FITF Bilateral Meetings,” FBI FITF staff would meet 

with individual social media platforms to discuss a number of topics, generally relating to 

ongoing or anticipated foreign influence operations. In “USG-Industry meetings,” the FBI’s 

FITF, other federal agencies, and social media companies convened as a large group to share 

information about potential foreign influence campaigns. Several of the FITF personnel who 

knew that the laptop was authentic prior to the release of the New York Post story attended these 

large group meetings.89 Through both sets of meetings, the U.S. government shared specific 

warnings of a potential Russian hack-and-leak operation relating to Hunter Biden and Burisma, 

priming social media platforms to censor the Post story when it broke on October 14, 2020.90 

 

 

 
88 Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 2023), (on file with the Comm.), 

at 37. 
89 See, e.g., USG-Industry meeting invitation (Apr. 20, 2022, 6:00 p.m.), Ex. 45; USG-Industry meeting invitation 

(May 13, 2020, 4:00 p.m.), Ex. 47; USG-Industry meeting invitation (June 10, 2020, 6:00 p.m.), Ex. 51; USG-

Industry meeting invitation (July 8, 2020, 6:00 p.m.), Ex. 71; USG-Industry meeting invitation (July 15, 2020, 6:00 

p.m.), Ex. 57; USG-Industry meeting invitation (Aug. 12, 2020, 6:00 p.m.), Ex. 59; USG-Industry meeting invitation 

(Sept. 9, 2020, 6:00 p.m.), Ex. 72; USG-Industry meeting invitation (Sept. 16, 2020, 6:00 p.m.), Ex. 64; USG-

Industry meeting invitation (Oct. 7, 2020, 6:00 p.m.), Ex. 68; USG-Industry meeting invitation (Oct. 14, 2020, 6:00 

p.m.), Ex. 27; USG-Industry meeting invitation (Oct. 21, 2020, 6:00 p.m.), Ex. 73; USG-Industry meeting invitation 

(Oct. 28, 2020, 6:00 p.m.), Ex. 74. 
90 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1; see also Declaration of Yoel 

Roth, ¶¶ 10–11, Federal Elections Comm’n MUR 7821 (Dec. 17, 2020). 
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1. FITF Bilateral Meetings 

 

From February 10, 2020 to October 14, 2020, the FBI’s FITF met over two dozen times 

with Google, Twitter, Facebook, Microsoft, and other companies in one-on-one “FITF Bilateral 

Meetings”—including individual meetings with Facebook and Twitter on October 14, 2020, the 

day that the Post story published.91 These bilateral meetings have restarted in 2024.92 

 

FBI agents—typically Elvis Chan, Assistant Special Agent in Charge of the FBI’s San 

Francisco Field Office—scheduled FITF bilateral meetings with social media companies 

quarterly, with additional calls or meetings on an ad hoc basis.93 Because the FBI would share 

technical threat intelligence and analysis, the social media platforms’ threat intelligence teams 

would generally be responsible for attending and participating in the FITF bilateral meetings.94 

 

While the FITF primarily shared technical, actor-focused information with Big Tech 

companies in these meetings, it also discussed high-level strategies and themes employed by 

foreign actors.95 The Russia Unit Chief of the FITF testified that he was “certain” there was 

discussion of a potential “hack-and-leak” threat from Russia during these meetings.96 He 

explained that in the FITF bilateral meetings, “we often talked about tactics that had happened in 

the past.”97 Because “larger cyber actors” like Russia had shown a propensity for this kind of 

 
91 See, e.g., Email from Elvis Chan to Yahoo personnel (Jan. 3, 2020, 3:46 p.m.), Ex. 19; Email from Elvis Chan to 

LinkedIn personnel (Jan. 3, 2020, 3:48 p.m.), Ex. 18; Email from Elvis Chan to Google personnel (Jan. 6, 2020, 

8:25 p.m.), Ex. 15; Email from Elvis Chan to Yahoo personnel (Apr. 13, 2020, 4:15 p.m.), Ex. 20; Email from Elvis 

Chan to LinkedIn personnel (Apr. 13, 2020, 11:21 p.m.), Ex. 24; Email from Elvis Chan to Google personnel (Apr. 

14, 2020, 9:51 p.m.), Ex. 21; Email from Elvis Chan to Facebook personnel (May 12, 2020, 5:29 p.m.), Ex. 22; 

Email from Elvis Chan to Google personnel (July 14, 2020, 10:59 a.m.), Ex. 26; Email from Elvis Chan to LinkedIn 

personnel (July 14, 2020, 11:02 a.m.), Ex. 31; Email from Elvis Chan to Yahoo personnel (July 14, 2020, 

1:58 p.m.), Ex. 28; Email from Elvis Chan to Facebook personnel (July 16, 2020, 10:10 p.m.), Ex. 29; Email from 

Elvis Chan to Google personnel (Sept. 10, 2020, 2:13 p.m.), Ex. 33; Email from Elvis Chan to LinkedIn personnel 

(Sept. 10, 2020, 2:13 p.m.), Ex. 37; Email from Elvis Chan to Facebook personnel (Sept. 10, 2020, 5:12 p.m.), Ex. 

36; Email from Elvis Chan to Yahoo personnel (Sept. 14, 2020, 5:21 p.m.), Ex. 34; Email from Elvis Chan to 

Google personnel (Sept. 29, 2020, 11:04 a.m.), Ex. 39; Email from Elvis Chan to Google personnel (Sept. 29, 2020, 

11:04 a.m.), Ex. 40; Email from Elvis Chan to Yahoo personnel (Sept. 29, 2020, 11:09 a.m.), Ex. 70; Email from 

Elvis Chan to Reddit personnel (Sept. 29, 2020, 11:10 a.m.), Ex. 69; Email from Elvis Chan to LinkedIn personnel 

(Sept. 29, 2020, 2:08 p.m.), Ex. 41; Email from Elvis Chan to Facebook personnel (Oct. 4, 2020, 2:31 p.m.), Ex. 16; 

see also Ex. 42 (Emails from FBI to Big Tech participants scheduling FITF Bilateral meetings). 
92 Kevin Collier & Ken Dilanian, FBI Resumes Outreach to Social Media Companies Over Foreign Propaganda, 

NBC NEWS (Mar. 20, 2024). 
93 Transcribed Interview of Yoel Roth, H. Comm. on the Judiciary (Nov. 1, 2023) (on file with the Comm.) at 22-23; 

Transcribed Interview of an FBI Criminal Investigative Division Analyst, H. Comm. on the Judiciary (Oct. 23, 

2024) (on file with Comm.) at 25. 
94 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 143. 
95 OFFICE OF THE INSPECTOR GEN., U.S. DEP’T OF JUSTICE, NO. 24-080, EVALUATION OF THE U.S. DEPARTMENT OF 

JUSTICE’S EFFORTS TO COORDINATE INFORMATION SHARING ABOUT FOREIGN MALIGN INFLUENCE THREATS TO U.S. 

ELECTIONS (July 2024) at 17-18. 
96 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 21. 
97 Id. 
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campaign in the past via other hack-and-leak operations, “that’s certainly one of the tactics [the 

FITF] discussed” with social media companies.98 

 

 Occasionally, Big Tech’s policy staff attended these bilateral meetings for awareness of 

the matters under discussion.99 For example, the Russia Unit Chief specifically remembered that 

the Facebook employee who developed an updated hack-and-leak policy for the platform (and 

subsequently briefed CEO Mark Zuckerberg on these changes) sometimes attended FITF-

Facebook bilateral meetings.100 In Elvis Chan’s Murthy v. Missouri deposition, he confirmed that 

in bilateral meetings, the FBI discussed platforms’ policies regarding hacked materials and how 

the policies might apply to potential foreign influence operations.101 

 

2. USG-Industry Meetings 

 

A second set of standing meetings occurred among several government stakeholders 

(including the FBI, DOJ, CISA, DHS’s Office of Intelligence & Analysis, and ODNI) and a 

group of industry participants from many different companies (including Facebook, Google, 

Twitter, and Microsoft, among others). Based on the documents the Committee and Select 

Subcommittee have obtained, the first USG-Industry meeting for the 2020 election occurred no 

later than April of 2020.102 These meetings continued on a monthly—and then, as the election 

drew nearer, weekly—basis in the lead-up to the 2020 election, including on October 14, 2020—

the day the Post story broke.103 In 2024, CISA and the FBI resumed meetings with Big Tech.104 

 

The USG-Industry meetings were a regular forum for federal agencies and social media 

companies to exchange high-level information about foreign threats. Meeting agendas and other 

 
98 Id. 
99 Id. at 143-145. 
100 Id. at 145; see e.g., Internal Facebook email to CEO Mark Zuckerberg and COO Sheryl Sandberg (Oct. 5, 2020, 

5:29 a.m.), Ex. 75. 
101 Murthy v. Missouri, No. 3:22-cv-01213, 2023 WL 43352270 (WD La. July 4, 2023) (Deposition of Elvis Chan), 

at 203-206. 
102 USG-Industry meeting invitation (Apr. 20, 2020, 6:00 p.m.), see Ex. 45. 
103 See, e.g., Email from CISA personnel to industry participants (May 12, 2020, 9:12 a.m.), Ex. 46; USG-Industry 

meeting invitation (May 13, 2020, 4:00 p.m.), Ex. 47; Internal Facebook readout of USG-Industry meeting (May 14, 

2020, 11:31 a.m.), Ex. 48; Agenda emails between industry participants (June 9, 2020, 1:45 p.m.), Ex. 49; 

Scheduling email from Facebook personnel to industry group (June 9, 2020, 8:45 p.m.), Ex. 50; Internal Facebook 

readout of the USG-Industry meeting (June 10, 2020, 8:35 a.m.), Ex. 53; USG-Industry Meeting invitation (June 10, 

2020, 6:00 p.m.), Ex. 51; Internal messages among Facebook personnel (June 30, 2020, 6:31 p.m.), Ex. 52; Internal 

messages among Facebook personnel (July 1, 2020, 4:14 p.m.), Ex. 54; Internal messages among Facebook 

personnel (July 10, 2020, 5:12 a.m.), Ex. 55; Scheduling email from Google personnel to industry group (July 14, 

2020, 10:13 p.m.), Ex. 27; USG-Industry Meeting invitation (July 15, 2020, 6:00 p.m.), Ex. 57; Internal Facebook 

readout of the USG-Industry meeting (July 17, 2020, 7:17 a.m.), Ex. 58; USG-Industry Meeting invitation (Aug. 12, 

2020, 6:00 p.m.), Ex. 59; Internal Facebook readout of the USG-Industry meeting (Aug. 13, 2020, 5:58 a.m.), 

Ex. 60; Agenda emails between CISA and Facebook personnel (Sept. 9, 2020, 11:41 a.m.), Ex. 66;Agenda emails 

between industry participants (Sept. 11, 2020, 12:40 p.m.), Ex. 61; Scheduling email from Facebook personnel to 

industry group (Sept. 11, 2020, 1:00 p.m.), Ex. 62; Agenda emails between CISA and Facebook personnel (Sept. 15, 

2020, 8:06 a.m.), Ex. 63; USG-Industry Meeting invitation (Sept. 16, 2020, 6:00 p.m.), Ex. 64; Internal Facebook 

notes about USG-Industry meeting (Sept. 16, 2020), Ex. 65; Agenda emails between CISA and Facebook personnel 

(Oct. 5, 2020, 6:41 a.m.), Ex. 67; USG-Industry Meeting invitation (Oct. 7, 2020, 6:00 p.m.), Ex. 68. 
104 David DiMolfetta, CISA, FBI resuming talks with social media firms over disinformation removal, Senate Intel 

chair says, NEXTGOV/FCW (May 7, 2024). 
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documents obtained by the Committee and Select Subcommittee show that the federal agencies 

and Big Tech repeatedly discussed “Hack/Leak” in the meetings leading up to the 2020 election.  

 

For example, a meeting on July 15, 2020, included “Hack/Leak and USG Attribution 

Speed/Process” as an agenda item listed under the heading “Deep Dive Topics.”105  

 

 
 

“Hack/Leak and USG Attribution Speed/Process” 

—July 15, 2020, USG-Industry meeting agenda 

 

 

 
105 USG-Industry meeting agenda (July 14, 2020, 3:11 p.m.), Ex. 76. 
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From the beginning, the platforms understood what the FBI was doing. During the July 

15, 2020, meeting, one Facebook employee messaged a colleague, writing that “when we get 

hauled up to the hill to testify on why we influenced the 2020 elections,” they would be able to 

say they had “been meeting for YEARS with USG to plan for it.”106 Meeting participants clearly 

understood that these discussions would have major electoral consequences.  

 

 
 

“[W]hen we get hauled up to the hill to testify on why we influenced the 2020 elections we can 

say we have been meeting for YEARS with USG to plan for it.” 

—July 15, 2020, internal messages among Facebook personnel 

 

 

 

 

 

 

 

 

 

 

 

 

 
106 Internal messages among Facebook personnel (July 15, 2020, 3:17 p.m.), see Ex. 10; USG-Industry meeting 

invitation (July 15, 2020, 2:00 p.m.), see Ex. 77. 
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In a September 16, 2020, USG-Industry meeting, Big Tech and federal agencies 

discussed “hack and leak operations” again.107 Facebook’s internal readout of the meeting 

explained that the discussion focused on “preparing for ‘hack and leak’ operations attempting to 

use platforms and traditional media to amplify unauthorized information drops,” among other 

topics.108 

 

 
 

“[P]reparing for ‘hack and leak’ operations” 

—Sept. 17, 2020 internal Facebook notes about USG-Industry meeting 

 
107 USG-Industry Meeting invitation (Sept. 16, 2020, 6:00 p.m.), see Ex. 64. 
108 Internal Facebook readout of USG-Industry meeting (Sept. 17, 2020, 12:55 p.m.), see Ex. 78. 
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Finally, on October 7, 2020, just one week before the Post article on Biden family 

influence peddling was published, the USG-Industry meeting agenda again included “Hack/Leak 

concerns” as a topic of discussion.109  

 

  
 

“Deep Dive Topics . . . Hack/Leak Concerns” 

—Sept. 29, 2020, USG-Industry meeting draft agenda 

 
109 USG-Industry meeting draft agenda (Sept. 29, 2020, 2:41 p.m.), see Ex. 67. 
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According to Facebook’s readout, “[t]he discussion focused on efforts to identify and 

mitigate delegitimization claims against US2020 electoral outcomes, including potential 

hack/leak scenarios.”110 

 

 

“The discussion focused on efforts to identify and mitigate…potential hack/leak scenarios” 

—Oct. 8, 2020, internal Facebook notes on Oct. 7 USG-Industry meeting 

 

C. The FBI specifically warned Big Tech about a Russian hack-and-leak operation 

in fall 2020 involving “Burisma” and the Biden family.  

 

 According to emails, meeting invitations, and internal readouts of meetings between U.S. 

government officials and Big Tech employees, foreign influence operations—and hack-and-leak 

threats specifically—were a recurring topic of discussion among the FBI and social media 

 
110 Internal Facebook readout of USG-Industry meeting (Oct. 8, 2020, 10:24 a.m.), see Ex. 80. 
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companies.111 In September 2020, the Big Tech companies participating in these meetings 

confirmed in a joint press statement that these discussions focused on “[w]ays to counter targeted 

attempts to undermine the election conversation before, during, and after the election,” including 

“preparing for possible so-called ‘hack and leak’ operations attempting to use platforms and 

traditional media to amplify unauthorized information drops.”112 

 

 
 

“[W]e specifically discussed…preparing for possible so-called ‘hack and leak’ operations” 

—Sept. 2020 statement from tech industry participants in USG-Industry meetings 

 

While Big Tech issued public statements about how it was generally discussing potential 

hack-and-leak operations with the U.S. government, the discussions themselves were more 

specific. Indeed, according to internal Big Tech documents obtained by the Committee and 

Select Subcommittee, the FBI told Big Tech to expect a “hack/leak operation” that almost 

exactly matched the details of the New York Post reporting on Biden family influence 

peddling.113 The FBI got the date and the contents right: it repeatedly warned that the supposed 

hack-and-leak operation would come right before the election, likely as “an October surprise,”114 

and that it would reveal “evidence” regarding “links between the Biden family and Ukraine,” 

 
111 See, e.g., USG-Industry meeting agenda (July 14, 2020, 3:11 p.m.), Ex. 76; Internal Facebook readout of USG-

Industry meeting (Sept. 17, 2020, 12:55 p.m.), Ex. 78; USG-Industry meeting draft agenda (Sept. 29, 2020, 

2:41 p.m.), Ex. 67; Internal Facebook readout of USG-Industry meeting (Oct. 8, 2020, 10:24 a.m.), Ex. 80. 
112 Statement from tech industry participants, see Ex. 11; see also Internal messages among Facebook personnel 

(Aug. 5, 2020), Ex. 12; Emails among tech industry participants (Sept. 15, 2020), Ex. 124. 
113 See, e.g., Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), Ex. 1; Microsoft internal 

meeting notes (Oct. 14, 2020, 3:27 p.m.), Ex. 3; see also Declaration of Yoel Roth, ¶¶ 10–11, Federal Elections 

Comm’n MUR 7821 (Dec. 17, 2020). 
114 Internal message from Facebook personnel to Nick Clegg (Oct. 15, 2020, 9:29 a.m.), see Ex. 2. 
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including the oil company “Burisma.”115 In fact, the week before the Post story broke on October 

14, the “FBI tipped [Big Tech] off” that “this Burisma story was likely to emerge.”116   

 

Documents obtained by the Committee and Select Subcommittee show that Big Tech got 

the message loud and clear. One Facebook employee predicted that “in the next few weeks” 

there would be “leaks about Biden’s supposed link to Burisma.”117 This employee wrote that 

while Facebook would not “be able to prove” that these were hacks, the company would “have 

responsible USG players publicly saying this is part of a foreign influence operation,” and that 

their “secret squirrel partners”—apparently referring to U.S. government officials—would also 

say it was a Russian operation.118 He conceded that there would not be a “public smoking gun to 

prove” that the leaks were Russian operations, but that “the circumstantial public evidence will 

be quite strong.”119 Facebook employees even discussed how the company’s policies might 

apply to different scenarios that “provide precedent for how [Facebook] would analyze the 

dissemination of materials that may result from a hack of Burisma” and how to brief leadership 

on their options.120 

 

The statement proved prescient. Once the Post story was published just a few weeks later, 

Facebook’s “secret squirrel partners” did exactly what the platform expected.121 Fifty-one former 

intelligence community officials organized by Antony Blinken and the Biden campaign falsely 

claimed that the story bore “all the classic earmarks of a Russian information operation.”122 All 

the while, Big Tech censored the story even though it did not (and, of course, could not) prove 

that the story was Russian disinformation.  

 

 

 
115 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1. 
116 Microsoft internal meeting notes (Oct. 14, 2020, 3:27 p.m.), see Ex. 3. 
117 Internal messages among Facebook personnel (Sept. 9, 2020, 2:28 p.m.), see Ex. 81. 
118 Id. 
119 Id. 
120 Internal messages among Facebook personnel (Sept. 9, 2020, 2:37 p.m.), see Ex. 81. 
121 Internal messages among Facebook personnel (Sept. 9, 2020, 2:28 p.m.), see Ex. 81. 
122 STAFF OF H. COMM. ON THE JUDICIARY, SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE 

H. COMM. ON THE JUDICIARY, AND H. PERMANENT SELECT COMM. ON INTELLIGENCE, 118TH CONG., THE 

INTELLIGENCE COMMUNITY 51: HOW CIA CONTRACTORS COLLUDED WITH THE BIDEN CAMPAIGN TO MISLEAD 

AMERICAN VOTERS (Comm. Print June 25, 2024); STAFF OF H. COMM. ON THE JUDICIARY, SELECT SUBCOMM. ON 

THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, AND H. PERMANENT SELECT COMM. 

ON INTELLIGENCE, 118TH CONG., THE HUNTER BIDEN STATEMENT: HOW SENIOR INTELLIGENCE COMMUNITY 

OFFICIALS AND THE BIDEN CAMPAIGN WORKED TO MISLEAD AMERICAN VOTERS (Comm. Print May 10, 2023); see 

also Brooke Singman, Biden campaign, Blinken orchestrated intel letter to discredit Hunter Biden laptop story, ex-

CIA official says, FOX NEWS (Apr. 20, 2023). 
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“[W]e won’t be able to prove they were ‘hacked’, but . . . we will hear from our trusted secret 

squirrel partners that this is a Russian op.” 

—Sept. 19, 2020, internal messages among Facebook personnel 

 

In a separate exchange of messages between Facebook employees on September 20, 

2020, an employee shared a BBC article about a “documents leak” revealing “how Russian 
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oligarchs have used banks to avoid sanctions,” and asked, “Is this what we were anticipating?”123 

Another Facebook employee replied that the BBC article was not the story the company was on 

the lookout for: “I think what folks are preparing for are a possible leak or hack of documents 

from Burisma from the Ukraine that will be aimed at Joe Biden.”124 Later in the same thread, 

another Facebook employee added that “we’ve gotten some indication from external partners 

that Russia may leverage a few distribution mechanisms to release the documents from a hack of 

Burisma,” and given that “Biden’s son Hunter worked for Burisma as a board member,” the 

Facebook employee was “worried about (1) legit documents released to embarrass or distract and 

(2) forged documents released under the aegis of the Burisma hack that are designed to directly 

target Biden.”125 The Facebook employee warned that these would “be distributed via either 

authentic news sources, state media sources, or via domestic proxies.”126 

 

“I think what folks are preparing for are a possible leak or hack of documents from Burisma . . . 

that will be aimed at Joe Biden” 

—Sept. 20, 2020, internal messages among Facebook personnel 

 
123 Internal messages among Facebook personnel (Sept. 20, 2020, 1:48 p.m.), see Ex. 13; FinCEN Files: All you 

need to know about the documents leak, BBC (Sept. 21, 2020). 
124 Internal messages among Facebook personnel (Sept. 20, 2020, 6:26 p.m.), see Ex. 13. 
125 Internal messages among Facebook personnel (Sept. 20, 2020, 6:48 p.m.), see Ex. 13. 
126 Id. 
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The discussion continued with one Facebook employee noting that a leak may be 

“imminent.”127 Another Facebook employee responded, “[we] expect this within the next 1-3 

weeks.”128 The date of the message—September 20, 2020—was just over three weeks before 

October 14th, the day that the New York Post story was published. 

 

 

“I think we’d expect [the hack and leak] within the next 1-3 weeks” 

—Sept. 20, 2020, internal messages among Facebook personnel, three weeks before the New 

York Post story on the Biden family’s influence peddling 

 

On September 21, 2020, in a separate email to Facebook leadership, including 

Facebook’s then-Vice President of Global Affairs Nick Clegg and Vice President of Global 

Public Policy Joel Kaplan, a Facebook employee stated clearly who specifically was warning 

Facebook about a Russian hack-and-leak threat involving Burisma and the Biden family in 

advance of the 2020 election: “USG [U.S. Government] partners.”129 In her description of 

communications with “USG partners,” the Facebook employee wrote that “they [the U.S. 

government partners] believe there is a high risk of a hack/leak operation conducted by Russian 

actors, likely involving real or manufactured evidence concerning links between the Biden 

family and Ukraine, including the oil company Burisma.”130 According to the Facebook 

 
127 Internal messages among Facebook personnel (Sept. 20, 2020, 6:54 p.m.), see Ex. 13. 
128 Id. 
129 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1. 
130 Id.; see also Internal messages among Facebook personnel (Sept. 18, 2020, 2:11 p.m.), Ex. 82; Internal messages 

among Facebook personnel (Sept. 21, 2020, 9:37 a.m.), Ex. 83. 
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employee, U.S. government “partners” believed that the hack and leak “could happen as soon as 

the first presidential debate on September 29th.”131 

 

 
 

“USG partners . . . believe there is a risk of a hack/leak operation conducted by Russian 

actors . . . involving . . . evidence concerning links between the Biden family and Ukraine, 

including the oil company Burisma . . . [that] could happen as soon as the first presidential 

debate on September 29th” 

 

—Sept. 21, 2020 internal Facebook email to Facebook leadership, including Facebook’s then-

Vice President of Global Affairs Nick Clegg and Vice President of Global Public Policy Joel 

Kaplan 

 

 

 

 

 

 

 

 

 

 

 

 
131 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1; see also Internal messages 

among Facebook personnel (Sept. 18, 2020, 2:11 p.m.), Ex. 82. 

Final Report 949



 

31 

 

Consistent with Facebook’s internal discussions, internal Microsoft notes taken during a 

USG-Industry meeting on October 14, 2020, confirm that the FBI led the prebunking efforts, 

stating that the “FBI tipped us all off last week that this Burisma story was likely to emerge, and 

today’s call indicated that.”132  

 

 
“FBI tipped us all off last week that this Burisma story was likely to emerge” 

—Oct. 14, 2020, internal Microsoft notes on USG-Industry meeting 

 

These documents confirm that the U.S. government—specifically, the FBI—had not only 

discussed the possibility of a hack-and-leak operation with Big Tech platforms months before the 

Post story was published, but had also shared specific details, including the type of operation 

(hack and leak), who the target would be (then-candidate Biden and his family), when it would 

happen (late September or October 2020), who would orchestrate the leak (Russia), what 

information would be leaked (the Biden family’s relationship with Burisma), and how the 

information might be disseminated (via authentic news sources). The FBI shared this information 

with Big Tech platforms in both bilateral and USG-Industry meetings. As the Committee and 

Select Subcommittee have learned from witness testimony, multiple FBI personnel assigned to 

the FITF, the FBI’s task force that provided these “hack-and-leak” warnings, were aware that the 

FBI had seized and authenticated Hunter Biden’s laptop months prior.133 

 

 
132 Microsoft internal meeting notes (Oct. 14, 2020, 3:27 p.m.), see Ex. 3. 
133 See Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on 

file with Comm.) at 28-29; Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 2023) 

(on file with Comm.) at 35-37. 
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D. Social media companies changed their policies on hacked materials and started 

“inoculating” the public for a “hack and leak.” 

 

In response to the repeated discussions with, and warnings from, the FBI and other 

federal agencies, platforms began preparing ways to combat an impending hack and leak of 

information relating to the Bidens and Burisma. Some platforms prepared by attempting to 

“inoculate the audience before the leak,”134 while other platforms began to change their content 

moderation policies to include more strict provisions regarding hacked materials—including 

changes designed specifically to target hacked political materials.135 These efforts by social 

media platforms to prepare for a potential hack and leak culminated in September 2020, just one 

month before the Post published its story.  

 

1. Facebook 

 

Facebook used public statements to raise awareness about a potential Russian hack-and-

leak operation and expanded its hack-and-leak policies to prepare for the potential operation. In 

September 2020, after receiving “indications from USG partners” that “there is a risk of a 

hack/leak operation conducted by Russian actors, likely involving real or manufactured evidence 

concerning links between the Biden family and Ukraine, including the oil company Burisma,” 

Facebook determined that the best way to prepare for this potential hack/leak operation was to 

“inoculate the audience.”136  

 

To accomplish this goal of inoculation, Facebook leveraged the announcement of its 

takedown of three Russian networks perpetrating influence operations around the globe to “both 

inform the public of our findings and the hack/leak risk and reassure them that we are on top of 

it.”137 Facebook employees described this inoculation—or prebunking—as “one of the most 

effective techniques to counter a hack/leak.”138 Facebook designed the announcement to prime 

Facebook users to view any pre-election release of damaging information about the Bidens as a 

Russian hack-and-leak influence operation—much like the FBI was priming social media 

companies to do.139 In September 2020, Facebook believed that “an inoculating announcement 

about hack/leak now will mitigate the impact of such a leak if it does occur, and send a strong 

message about Facebook’s proactive stance even if no such leak materializes.”140 

 

 

 
134 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1 (emphasis in original). 
135 Emails between Google personnel and Democratic National Committee staff (Aug. 5, 2020, 5:27 p.m.), see 

Ex. 84. 
136 Internal emails among Facebook personnel (Sept. 21, 2020, 2:04 p.m.), see Ex. 1. 
137 Id.; see also Email from Facebook personnel to DNI staff (Sept. 24, 2020, 4:16 p.m.), Ex. 85. 
138 Id. 
139 Id. 
140 Id. 
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“We know that one of the most effective techniques to counter a hack/leak is to inoculate the 

audience before the leak” 

—Sept. 21, 2020 internal messages among Facebook personnel 

 

In addition to inoculating its users to anticipate a hack-and-leak operation, Facebook also 

expanded its hack-and-leak policies. On October 5, 2020, Facebook employees emailed CEO 

Mark Zuckerberg and COO Sheryl Sandberg to make them “aware of a policy change designed 

to ensure we are prepared for foreign-backed leak operations that may develop in the weeks to 

come.”141 The employees explained that the policy change would allow Facebook to “remove 

any leaked material (whether evidence of a hack exists or not) that is part of a foreign 

government influence operation.”142 This was a change from previous policy, which permitted 

the removal of material resulting from a hack, but allowed leaked content to stay up “because of 

the significant role of whistleblowers in exposing corruption and empowering accountability 

throughout history.”143 Critically, the Facebook employees told Zuckerberg and Sandberg that 

the policy had a “narrow focus” and would “only apply to leaks targeting the US 2020 

election.”144  

 

 

 

 
141 Internal Facebook email to CEO Mark Zuckerberg and COO Sheryl Sandberg (Oct. 5, 2020, 5:29 a.m.), see 

Ex. 75. 
142 Id. 
143 Id. 
144 Id. 
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“We plan to expand [the hack-and-leak] policy…because our threat intelligence teams assess 

that a leak operation by Russian actors is a meaningful risk in the weeks to come.” 

 

—Oct. 5, 2020 internal Facebook email to CEO Mark Zuckerberg and COO Sheryl Sandberg 

 

Facebook employees told Zuckerberg and Sandberg that the company was “adopting this 

change because our threat intelligence teams assess that a leak operation by Russian actors is a 

meaningful risk in the weeks to come.”145 The threat intelligence teams referenced in the email 

were the primary points of contact for the FBI’s FITF and participants in FITF-Facebook 

 
145 Id. 
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meetings, during which a potential Russian hack and leak involving the Bidens and Burisma had 

been discussed for months.146 Facebook’s close interactions with the FBI allowed its employees 

to “anticipate that this policy change will be supported by the security community,” while 

admitting that it “may raise eyebrows by some free speech advocates.”147  

 

 

“I’m supportive of” the expansion of the “hack leak policy to prepare for US/2020 risks.” 

—Oct. 5, 2020, email from CEO Mark Zuckerberg to Facebook personnel  

 
146 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with the Comm.) at 143.  
147 Internal Facebook email to Mark Zuckerberg and Sheryl Sandberg (Oct. 5, 2020, 5:29 a.m.), see Ex. 75. 
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Zuckerberg asked specifically about how the company’s new policy would apply “[i]f a 

legitimate whistleblower also posts something that a foreign government had leaked.”148 Other 

than this one question, he was “supportive” of the policy expansion prior to the Post story 

breaking.149 A Facebook employee responded that, in that situation, the company “would only 

remove if the leak was part of a foreign influence operation.”150 

 

The emails between Zuckerberg and his Facebook team demonstrate how the FBI, 

specifically the FITF, prompted Facebook to change its content moderation policies. In the 

months preceding the 2020 presidential election, the FBI’s FITF met with Facebook’s threat 

intelligence team to warn them of a Russian hack-and-leak operation targeting the 2020 election. 

Based on these briefings, the threat intelligence team recommended an update to Facebook’s 

internal policies that would allow the company to remove additional content from the site. 

Facebook anticipated that the FBI and others would support this change, and Facebook 

leadership approved the change before its rollout at the beginning of October 2020.  

 

2. Google 

 

Google also developed and implemented new policies prohibiting ads from linking to 

hacked political materials.151 U.S. enforcement of this new policy began on September 1, 2020—

two months before the global policy went into effect.152 In August 2020, Google staff previewed 

this shift to employees of the Democratic National Committee (DNC), explaining that “[t]his 

policy is specifically related to the distribution of hacked political material.”153 DNC staff 

responded approvingly, thanking Google for its “work to reduce the risk and impact of hack-and-

dump operations.”154  

 
148 Internal email from CEO Mark Zuckerberg to Facebook personnel (Oct. 5, 2020, 1:09 p.m.), see Ex. 75. 
149 Id. 
150 Internal Facebook email to CEO Mark Zuckerberg and COO Sheryl Sandberg (Oct. 5, 2020, 2:05 p.m.), see Ex. 

75. 
151 Hacked political materials policy global roll-out (November 2020), GOOGLE (Sept. 1, 2020) 

https://support.google.com/adspolicy/answer/9991623. 
152 Id. 
153 Emails between Google personnel and Democratic National Committee staff (Aug. 5, 2020, 5:27 p.m.), see 

Ex. 84. 
154 Emails between Google personnel and Democratic National Committee staff (Aug. 5, 2020, 9:57 p.m.), see 

Ex. 84. 
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“In September 2020, we announced a hacked political materials policy.” 

—Aug. 5, 2020 email between Google personnel and DNC staff 

 

3. Twitter 

 

Twitter’s efforts to respond to a hack-and-leak operation began in 2018, when it started 

developing new policies to address concerns arising from the leaked 2016 DNC documents about 

how hacked materials could be distributed on the platform. Explaining how its new Distribution 

of Hacked Materials policy would have applied during the 2016 election, Twitter’s former Head 

of Trust and Safety, Yoel Roth, testified to the Committee that “Twitter would have removed 

tweets that were sharing the hacked materials, would have banned accounts directly associated 
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with the hackers themselves,” and “likely would have restricted the sharing of links related to the 

hacked materials.”155 Twitter adopted this policy because it “examined its role in the distribution 

of [former senior Clinton campaign official] John Podesta’s emails and other hacked materials” 

that were leaked in 2016.156 Twitter “reached the conclusion that we [Twitter] needed to have a 

policy restricting that type of behavior,”157 and because of concerns raised by the U.S. 

intelligence community about vulnerabilities that might be exploited in the future.158 These 

policies enabled the platform to later censor content based on the FBI’s warnings about a 

Russian hack and leak in 2020 involving the Bidens and Burisma.159  

 

E. The Aspen Institute hosted a tabletop exercise for Big Tech companies about a 

potential Russian hack-and-leak scenario involving the Bidens and Burisma. 

 

Non-governmental third parties, though likely not privy to key information such as the 

fact that the FBI had Hunter Biden’s laptop, also were part of the prebunking campaign. Most 

notably, on June 25, 2020, Aspen Digital—a program of the Aspen Institute, a think-tank that 

has done significant work relating to so-called “information disorder”160—hosted a “Hack and 

Leak Roundtable” that included “journalists, ethicists, First Amendment attorneys, and platform 

executives” for a discussion about “standards and ethics when it comes to publication and 

coverage in hack and leak scenarios.”161  

 

Documents obtained by the Committee and Select Subcommittee show that Facebook 

employees who had met with the FITF in 2020 were instrumental in developing and facilitating 

this roundtable and the subsequent tabletop exercise described below.162 The roundtable 

participants discussed how traditional news media and Big Tech platforms would handle 

materials that they obtained as a result of an alleged hack and leak, how to assess the motivation 

for hack and leaks, the role government actors could play in confirming whether the materials 

were authentic or had been manipulated in some way, and whether it was appropriate to apply 

information labels to related content.163 Other attendees included representatives from Twitter, 

Reddit, Wikimedia Foundation, NBC News, CNN, NPR, the Washington Post, and the New York 

Times.164 

 

 
155 Transcribed Interview of Yoel Roth, H. Comm. on the Judiciary (Nov. 1, 2023) (on file with Comm.) at 21. 
156 Id. at 20. John Podesta served as Hillary Clinton’s campaign manager in 2016. 
157 Id. 
158 Id.  
159 See infra Section III.C.2. 
160 Commission on Information Disorder, ASPEN INSTITUTE, https://www.aspeninstitute.org/programs/commission-

on-information-disorder/ (last visited Oct. 18, 2024).  
161 Aspen Digital Hack and Leak Roundtable agenda (June 25, 2020), see Ex. 86. 
162 See Emails between Aspen Institute and Facebook personnel (May 19, 2020, 5:48 p.m.), Ex. 91; Emails between 

Aspen Institute, Facebook, and Stanford personnel (June 25, 2020), Ex. 92; Emails between Aspen Institute and 

Facebook personnel (July 13, 2020), Ex. 93; Email from Aspen Institute personnel to Facebook personnel (Sept. 28, 

2020, 12:01 p.m.), Ex. 94. 
163 Id.; Aspen Digital Hack and Leak Roundtable meeting readout (July 2, 2020, 12:54 p.m.), see Ex. 87; see also 

Opening remarks from Aspen Institute roundtable, Ex. 88; Emails from Aspen Institute staff to industry participants 

(July 14, 2020), Ex. 89; Emails from Aspen Institute staff to industry participants (June 22, 2020), Ex. 90. 
164 Aspen Digital Hack and Leak Roundtable participant list (June 25, 2020), see Ex. 95. 
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 A few months later, in September 2020, Aspen Digital hosted a tabletop exercise about a 

hack-and-leak scenario.165 In a tabletop exercise, participants simulate their responses to a 

hypothetical set of facts, reacting to the responses of other participants and new information 

revealed incrementally throughout the exercise. Unlike the roundtable, which broadly discussed 

how companies handle materials related to a hack and leak, this exercise revolved around a 

specific hypothetical scenario involving a leak of Burisma documents tied to Hunter Biden.166 

Once again, Facebook personnel who had met with the FITF in 2020 were the primary drafters 

of the exercise.167 According to internal Facebook messages and emails, one Facebook employee 

even rewrote the scenario as the date of the exercise approached.168  

 

The final exercise outline laid out a hypothetical day-by-day developing story, beginning 

on October 5, 2020, in which a news outlet obtained and published leaked documents involving 

Hunter Biden and Burisma, and various government actors and campaign officials began to 

respond.169 The scenario was designed to give social media platforms and news outlets the 

opportunity to “think through out loud” how they would respond and “game out how various 

tech platforms and news organizations would respond in real time as the story unfolded.”170 

 

 This exercise gave social media companies the opportunity to stress test the hack-and-

leak responses they had proposed—and in some cases finalized—after the FBI’s warnings to 

expect one in September or October 2020. Even more, the scenario set forth by Aspen Digital 

closely mirrored the warnings given by the FBI and the details of the actual news story published 

by the Post just one month later. 

 

*          *          * 

 

By early October 2020, the stage had been set. In individual and group meetings with Big 

Tech platforms, the FBI’s FITF had repeatedly warned of an impending Russian hack and leak of 

documents alleging a Biden family influence peddling scheme relating specifically to Hunter 

Biden and Burisma. The social media platforms had deliberated and implemented new policies 

designed to limit the visibility of these documents if they did emerge. And in a tabletop exercise, 

the platforms had simulated how they would spike the exact story that the Post would ultimately 

publish. The prebunking was complete. When October 14 came, the platforms were ready to 

censor.  

  

 
165 Email from Aspen Institute staff to industry participants (Aug. 12, 2020, 12:49 p.m.), see Ex. 96. 
166 Id. 
167 Internal messages among Facebook personnel (Sept. 20, 2020, 8:03 p.m.), Ex. 97; Email from Aspen Institute 

personnel to Facebook and Twitter personnel (Aug. 7, 2020, 6:44 a.m.), Ex. 98. 
168 Id. 
169 Email from Aspen Digital staff to Roundtable participants (Sept. 1, 2020, 7:44 p.m.), Ex. 99; see also Aspen 

Digital Hack-and-Dump Scenario Outline (Sept. 2020), Ex. 100. 
170 Id. 
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III. Big Tech censored the true story, and the FBI hid key information, while millions 

voted  

 

“Obviously, our calls on this [New York Post story] could colour 

the way an incoming Biden administration views us more than 

almost anything else.” 

 

—October 14, 2020, WhatsApp message from Facebook’s then-

Vice President of Global Affairs Nick Clegg to Vice President of 

Global Public Policy Joel Kaplan about Facebook’s censorship of 

the New York Post story.171 

 

Early on October 14, 2020, the New York Post published an article, sourced from the 

contents of Hunter Biden’s abandoned laptop, exposing Biden family influence-peddling in 

Ukraine and around the world.172 For months, the FBI had conditioned social media companies 

to expect a Russian hack-and-leak operation that would target the Bidens and Burisma. The 

companies had developed responses for this scenario and had war-gamed the best way to apply 

them. The scenario they had been expecting, it seemed, was finally playing out. 

 

Conditioned to assess that the story was the product of a hack and leak, social media 

companies’ initial response to the Post story was to censor it. Some companies wanted more 

information, though, and reached out to the FBI to be certain that this was the hack and leak they 

had been warned of before making final decisions about whether to continue their censorship of 

the story and the content within. But the FBI refused to acknowledge that it possessed and had 

authenticated the laptop.  

 

 Having not received this critical information from the FBI about the provenance of the 

laptop, social media platforms continued doing what they had been primed to do since early 

2020: censor the Post’s true article. Twitter blocked the URL to the story and prohibited it from 

being shared on the platform, citing violations of its hacked materials policies. Facebook 

manually demoted the story in its algorithm, making users less likely to see it. Although 

platforms used different tools to achieve their goal, each invoked the warnings they received 

from their meetings with the government to explain why they censored the story.173  

 

But the FBI’s warnings were not the only thing motivating Big Tech. Platforms were 

keenly aware that their “calls on this [New York Post story] could colour the way an incoming 

Biden administration views us more than almost anything else.”174 Platforms knew that if they 

 
171 Messages between Nick Clegg and Joel Kaplan (Oct. 14, 2020), Ex. 101. 
172 Emma-Jo Morris & Gabrielle Fonrouge, Smoking-gun email reveals how Hunter Biden introduced Ukrainian 

businessman to VP dad, N.Y. Post (Oct. 14, 2020). 
173 See, e.g., Letter from Mark Zuckerberg, CEO, Meta, to Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary 

(Aug. 26, 2024) (“[T]he FBI warned us about a potential Russian disinformation operation about the Biden family 

and Burisma in the lead up to the 2020 election. . . . It’s since been made clear that the [New York Post] reporting was 

not Russian disinformation, and in retrospect, we shouldn’t have demoted the story.”); Declaration of Yoel Roth, ¶¶ 

10–11, Federal Elections Comm’n MUR 7821 (Dec. 17, 2020). 
174 Id. 
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did not act to suppress the story, their failure to censor it would threaten their relationship with a 

potential Biden-Harris Administration in 2021 and beyond. 

 

This censorship of true election-related material denied millions of voters access to 

crucial information as they cast their vote for president. When the Post article came out nearly 

three weeks before Election Day, early and mail-in voting had already opened in many states. 

According to public reporting, between October 14—the day the Post published its story—and 

October 21—the day Facebook’s demotion was finally lifted175—over 30 million Americans cast 

their ballots in the election.176 Roughly one-fifth of all votes in the 2020 presidential election 

were cast during the week that Facebook censored an article about the Biden family’s 

involvement in an influence-peddling scheme with foreign powers.177 This story was particularly 

relevant to voters making a decision about who to trust in the Oval Office. And, to add to the 

potential significance of Big Tech’s decision to censor the most important story of the election, 

the outcome of the 2020 election was fewer than forty-five thousand votes—just 0.1 percent of 

the votes cast during the time Facebook censored the story.178  

 

A. Big Tech quickly censored the true New York Post story, believing it was 

“exactly” what the FBI had warned about for months. 

 

The technical and policy teams within the platforms who had been meeting with the FBI 

immediately recognized the October 14 Post story as “exactly” the one the FBI had been 

warning about in detail.179 Contemporaneous internal messages among Facebook employees 

show that the company’s first reaction was to suspect a Russian hack-and-leak operation. For 

example: 

 

• 8:37 AM ET: “About what we expected in the hack/leak department […] it’s pretty 

much exactly what we pregamed.”180 

• 8:42 AM ET: “It looks like exactly the hack/leak scenario we’d expected.”181 

• 9:06 AM ET: “Can we check with FBI Delaware if they have anything on this […] 

Article claims that FBI has had the HDD [hard drive] since December.”182 

• 9:09 AM ET: “Exact content expected for hack and leak.”183 

 
175 Transcribed Interview of Nick Clegg, H. Comm. on the Judiciary (Mar. 1, 2024) (on file with Comm.) at 123. 
176 Brittany Renee Mayes et al., The U.S. hit 73% of 2016 voting before Election Day, WASH. POST (Nov. 3, 2020); 

Catherine Park, More than 14M Americans have voted early in 2020 presidential election, data shows, FOX 10 

PHOENIX (Oct. 14, 2020); James M. Lindsay, The 2020 Election by the Numbers, COUNCIL ON FOREIGN RELS. (Dec. 

15, 2020). 
177 Id. 
177 Brittany Renee Mayes et al., The U.S. hit 73% of 2016 voting before Election Day, WASH. POST (Nov. 3, 2020); 

Catherine Park, More than 14M Americans have voted early in 2020 presidential election, data shows, FOX 10 

PHOENIX (Oct. 14, 2020). 
178 Paul Waldman, We came much closer to an election catastrophe than many realize, WASH. POST (Nov. 18, 

2020). 
179 See, e.g., Internal messages among Facebook personnel (Oct. 14, 2020, 8:42 a.m.), Ex. 5. 
180 Internal messages among Facebook personnel (Oct. 14, 2020, 8:37 a.m.), see Ex. 4. 
181 Internal messages among Facebook personnel (Oct. 14, 2020, 8:42 a.m.), see Ex. 5. 
182 Internal messages among Facebook personnel (Oct. 14, 2020, 9:06 a.m.), see Ex. 6. 
183 Internal messages among Facebook personnel (Oct. 14, 2020, 9:09 a.m.), see Ex. 7. 
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• 9:10 AM ET: “Right on schedule.”184 

• 9:14 AM ET: “[Facebook employee] is not in touch with the FBI on this. I’ll connect 

with Maryland and [Facebook employee] will raise at the FITF meeting today.”185 

• 9:33 AM ET: “FYI. Our legal team is reaching out to FBI on this.”186 

• 10:40 AM ET: “We’re enqueuing the content with demotion and doing outreach to 

3PFCs. No updated info from FBI, no outreach from the Biden campaign.”187 

• 10:55 AM ET: “is this the Oct surprise everyone was waiting for?”188 

• 11:11 AM ET: “482 hours to first polls close…”189 

 

 
 

 
 

 
 

“Exact content expected for hack and leak . . . Right on schedule.” 

—Oct. 14, 2020 internal messages among Facebook personnel 

 

Documents show that Facebook employees thought the story was “about what we 

expected in the hack/leak department,” but many also realized that there was “[n]o where [sic] 

near enough evidence to determine this is ‘part of a foreign govt influence op’ . . . other then 

[sic] circumstantial instinct.”190 Meta’s President of Global Affairs Nick Clegg testified to the 

Committee and Select Subcommittee that the “team was very anxious to take a rapid decision,” 

and that the company had been preparing for “the risk of foreign interference” and for “hack-

and-leak operations” for some time.191  

 

 

 
184 Internal messages among Facebook personnel (Oct. 14, 2020, 9:10 a.m.), see Ex. 7. 
185 Internal messages among Facebook personnel (Oct. 14, 2020, 9:14 a.m.), see Ex. 6. 
186 Internal messages among Facebook personnel (Oct. 14, 2020, 9:33 a.m.), see Ex. 8. 
187 Internal messages among Facebook personnel (Oct. 14, 2020, 10:40 a.m.), see Ex. 7. 
188 Internal messages among Facebook personnel (Oct. 14, 2020, 10:55 a.m.), see Ex. 107. 
189 Internal messages among Facebook personnel (Oct. 14, 2020, 11:11 a.m.), see Ex. 9. 
190 Internal messages among Facebook personnel (Oct. 14, 2020, 8:37 a.m.), see Ex. 4; see also Internal Facebook 

Hack/Leak Policy Assessment (Oct. 20, 2020), Ex. 102. 
191 Transcribed Interview of Nick Clegg, H. Comm. on the Judiciary (Mar. 1, 2024) (on file with Comm.) at 123. 
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“But it’s pretty much exactly what we pregamed” 

—Oct. 14, 2020 internal messages among Facebook personnel 
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As confusion reigned, platforms immediately reached out to the FBI. For example, 

Facebook’s law enforcement outreach team contacted the FBI’s Baltimore field office, which 

was leading the Hunter Biden investigation.192 Critically, many of them had a prescheduled FITF 

meeting on the calendar for that day.193 Internally, Facebook employees said that information 

from the FITF “would have huge implications on our next steps.”194 

 

 

“[L]ooking at the calendar today, I see the FITF meeting. . . . Think we want to get more 

info on the email leak in the NY Post from today.” 

—Oct. 14, 2020 internal messages among Facebook personnel 

 

As Big Tech platforms began assessing how to implement their content moderation 

policies, including their newly updated hacked materials policies, they preemptively censored the 

story. Lacking evidence of a hack and leak, Facebook did not apply its newly developed hack-

and-leak policy, and instead elected to contort its general misinformation policies to apply to the 

 
192 Internal messages among Facebook personnel (Oct. 14, 2020, 9:14 a.m.), see Ex. 104. 
193 See, e.g., Emails among Elvis Chan and Google personnel (Sept. 29, 2020, 11:04 a.m.), Ex. 40; Emails among 

Elvis Chan and Facebook personnel (Oct. 4, 2020, 2:31 p.m.), Ex. 16; see also Internal messages among Facebook 

personnel (Oct. 14, 2020, 12:32 p.m.), Ex. 103; Internal messages among Facebook personnel (Oct. 14, 2020, 

12:35 p.m.), Ex. 103; Internal messages among Facebook personnel (Oct. 14, 2020), Ex. 56; Internal messages 

among Facebook personnel (Oct. 14, 2020), Ex. 108. 
194 Internal messages among Facebook personnel (Oct. 14, 2020, 1:19 p.m.); see Ex. 109. 
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New York Post story.195 This meant that Facebook took two steps “in the ensuing hour or two” 

after the Post article was published: (1) it manually flagged the article for review by fact 

checkers, or enqueued it, and (2) manually buried the story in users’ feeds, or demoted it, by 50 

percent for seven days.196 Notably, Facebook’s automated processes were not triggered—the 

article was manually targeted for demotion and fact-checking by decision-makers on the Trust 

and Safety team.197  

 

 

“The difficult issue is that the demotion was NOT automatic (we manually demoted it).” 

—Oct. 14, 2020 internal messages between Vice President of Global Public Policy Joel Kaplan 

told then-Vice President of Global Affairs Nick Clegg regarding Facebook’s censorship of the 

New York Post story 

 

Twitter, in contrast, decided to apply the company’s hacked materials policies despite the 

lack of specific evidence of a hack and leak, and began removing content and blocking the 

URL.198 This initial censorship was seen as a stopgap to help the platforms limit the spread of the 

story by “slowing it down so that the researchers can take time to validate and peel through the 

layers around the release.”199 Limiting the spread of the story also allowed platforms to ask for 

more information from the FBI.200 While companies wanted to wait for any additional 

information from the FBI to make their ultimate plans about how to handle the story about Biden 

family influence peddling, they began censoring the content immediately so they did not face 

backlash for inaction, particularly from “the press/left.”201 

 
195 Transcribed Interview of Meta’s Director of Global Threat Disruption, H. Comm. on the Judiciary (May 16, 

2023) (on file with Comm.) at 71-75. 
196 Transcribed Interview of Nick Clegg, H. Comm. on the Judiciary (Mar. 1, 2024) (on file with Comm.) at 117-

123; Internal messages among Facebook personnel (Oct. 14, 2020, 11:05 a.m.), Ex. 7. 
197 Id.; Messages between Nick Clegg and Joel Kaplan (Oct. 14, 2020), see Ex. 101; Internal messages among 

Facebook personnel (Oct. 14, 2020, 12:54 p.m.), see Ex. 9; Internal messages among Facebook personnel (Oct. 14, 

2020, 5:25 p.m.), see Ex. 9 
198 Matt Taibbi (@mtaibbi), X (Dec. 2, 2022, 6:34 p.m.), https://x.com/mtaibbi/status/1598822959866683394.  
199 Internal messages among Facebook personnel (Oct. 14, 2020, 11:09 p.m.), see Ex. 105. 
200 Internal messages among Facebook personnel (Oct. 14, 2020, 1:33 p.m.), see Ex. 106. 
201 Internal messages among Facebook personnel (Oct. 14, 2020, 6:26 p.m.), see Ex. 115. 
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B. Big Tech reached out to the FBI and the FBI hid key information. 

 

While social media companies scrambled internally to analyze the possible foreign 

influence risks of the Post article, they turned to the FBI with questions. After all, the platforms 

had met with the FITF about foreign interference and potential hack-and-leak operations dozens 

of times throughout 2020 in anticipation of just such an event. In light of this practice of 

information sharing, the social media companies thought the FBI would provide details to help 

the platforms determine which of their content moderation policies to apply. 

 

By happenstance, the FBI had at least three meetings with social media companies 

already scheduled for October 14, 2020—two bilateral FITF meetings (one with Facebook and 

one with Twitter) and a USG-Industry meeting—which provided the social media platforms with 

opportunities to directly confront the FBI for more information.202 

 

1. The Twitter-FITF Bilateral Meeting 

 

The first meeting occurred between the FITF and Twitter.203 An FBI analyst present at 

the meeting testified that Twitter’s Head of Trust and Safety, Yoel Roth, began the meeting by 

informing the FBI that Twitter had “seen the New York Post story about Hunter Biden’s laptop,” 

assessed it “as a Russian disinformation effort,” and planned to “suppress the story.”204 The 

analyst then testified that after an “awkward pause,” the FITF’s Russia Unit Chief made a few 

general comments about Russian disinformation and hack-and-leak threats, after which the 

analyst jumped in and, referencing the Hunter Biden laptop, said “that’s part of a separate 

matter.”205 However, according to testimony from two other senior FBI employees with 

knowledge of the meeting, that FBI analyst actually responded by saying something to the effect 

of “the laptop is real.”206 The analyst was quickly stopped by an FBI lawyer from the Office of 

 
202 USG-Industry Meeting invitation (Oct. 14, 2020, 6:00 p.m.), see Ex. 27; Email from Elvis Chan to Google 

personnel (Sept. 29, 2020, 11:04 a.m.), see Ex. 40; Scheduling emails between FBI and Facebook personnel (Oct. 4, 

2020, 2:31 p.m.), see Ex. 16; see also Internal messages among Facebook personnel (Oct. 14, 2020, 12:57 p.m.), 

Ex. 79. Though there were four meetings scheduled for October 14, 2020, witness testimony and documents 

containing contemporaneous notes obtained by the Committee have confirmed so far that at least three took place: 

Twitter-FITF, Facebook-FITF, and the USG-Industry meeting. It is unclear whether the Google-FITF meeting took 

place and, if so, whether anyone from Google asked whether the laptop was real. 
203 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 65-80; see also Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 

2023) (on file with Comm.) at 29-33; Internal FBI meeting notes (Oct. 14, 2020), Ex. 44. 
204 Transcribed Interview of an FBI Criminal Investigative Division Analyst, H. Comm. on the Judiciary (Oct. 23, 

2024) (on file with Comm.) at 32-33, 45. 
205 Id. at 45; The separate matter referenced was the Hunter Biden investigation. While the analyst who confirmed 

the existence of the laptop in the Twitter-FITF meeting had known about the Hunter Biden investigation for several 

months, he learned that the FBI possessed Hunter Biden’s authenticated laptop only on the morning of October 14. 

Shortly after the Post story broke, a colleague at a nearby desk told the analyst and others that he was surprised to 

see the laptop’s contents in a media report because the laptop was part of the Hunter Biden investigation, which the 

colleague oversaw as a Program Manager covering the Baltimore Field Office. Id. at 28. 
206 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 66-67; Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 2023) (on 

file with Comm.) at 29-33. 
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General Counsel, who said “no further comment” and shut down all subsequent conversation on 

the topic.207 In her interview before the Committee, Laura Dehmlow explained: 

 

Q. Are you familiar with the October 2020 New York Post story on Hunter 

Biden’s laptop?  

 

A. I am. 

 

Q. Do you recall whether any of these social media companies you were 

meeting with asked you any questions about it?   

 

A. I do.  

 

Q. And what is your recollection?  Who –   

 

A. So I remember having a conversation with or being involved in a 

conversation with Twitter, and I honestly can’t recall if this was repeated to 

me – I might have been a few minutes late to the meeting – or if – or if I 

was – I actually overheard it.   

 

But it was – it was relayed to me later that somebody from Twitter – I don’t 

recall who.  I’m not sure who.  Somebody from Twitter essentially asked 

whether the laptop was real.  And one of the FBI folks who was on the call 

did confirm that, yes, it was before another participant jumped in and said 

no further comment.  

 

*** 

 

Q. Was this individual affiliated with FITF?  

 

A. Again, it was somebody from the Criminal Investigative Division who is 

embedded with us.  

 

Q. So yes?  

 

A. Yes.  

 

Q. And did this question occur in the context of a bilateral meeting?  

 

A. It did.  

 

Q. Do you recall how soon after the story broke that this meeting occurred?  

 

A. I don’t remember.  I believe it was the same week, but I don’t remember the 

specific day.  

 
207 Id. 
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Q. On that call with that IA [Intelligence Analyst] who’s in the Criminal 

Investigative Division, that was the individual who said, “yes, the laptop is 

authentic”?  Is that correct?  

 

A. I don’t believe it was that specific.  Again, I don’t recall hearing the 

conversation itself.  I know it was relayed to me afterwards.  But my 

understanding is that we confirmed that, yes, the laptop was a real laptop.  

 

Q. And then you said another FBI individual came on and said, “No further 

comment.” 

 

A. Yes.  

 

Q. Is that correct?  

 

A. That’s correct.  

 

Q. Who was that individual? 

  

A. It was some -- it was one of our lawyers who was on the call.208  

 

The then-Russia Unit Chief of the FITF provided similar testimony to the Committee. He 

explained: 

 

Q. During the FITF-Twitter call on the 14th, was there any discussion about 

the New York Post story or Hunter Biden's laptop?   

 

*** 

  

A. I recall that when the question came up, an intelligence analyst assigned to 

the Criminal Investigative Division said something to the effect of, “Yes, 

the laptop is real.”  And then I believe it was an OGC attorney assigned to 

the FITF stepped in and said, “We will not comment further on 

this topic.”209   

 

2. The FBI’s Internal Deliberations 

 

FBI personnel testified that after the Twitter bilateral meeting, the FITF had internal 

discussions about how to respond to future questions about the contents of Hunter Biden’s 

abandoned laptop and the Post article.210 Various members of the FITF were involved in these 

 
208 Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 2023) (on file with Comm.) at 

29-31. 
209 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 66-67. 
210 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 65-80; see also Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 

2023) (on file with Comm.) at 29-33. 
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conversations, and the FITF Section Chief was made aware.211 The FITF decided on this course 

of action because the laptop was a part of an ongoing investigation.212 The then-Russia Unit 

Chief of the FITF testified:   

 

Q. Was there a decision made during these internal deliberations about how the 

FBI would respond going forward to future questions?   

 

A. The characterization that is – it’s true, we absolutely talked about it, but 

more to firm up with everyone that it’s a longstanding policy.  It wasn’t like 

this is something that wasn’t known, that we don’t talk about ongoing 

investigations.   

 

So there was sort of that reiteration of, okay, if they ask about ongoing 

investigations, we don’t talk about ongoing investigations.   

 

So from that point forward, again, we reiterated that it will be “no comment” 

when something like that comes up.  So as you can imagine, that kind of 

continued that way.213   

 

 For most of the Congress, when the Committee asked for the name of the FBI employee 

who made the decision that the FBI would have no comment to the social media companies 

going forward, the Justice Department forbid FBI witnesses from providing it. For example, 

during FITF Section Chief Dehmlow’s transcribed interview, she testified that she knew the 

identity of the FBI employee but the Justice Department prohibited her from disclosing the 

employee’s name: 

 

Q.    Who made the decision that the FBI would have no comment to the social 

media companies going forward?   

 

DOJ Counsel.  So I want to be clear. Ms. Dehmlow, obviously, can answer the 

question as long as it doesn’t get into internal deliberations or advice from 

a lawyer or anything. 

   

A. Yeah, and, unfortunately I can’t answer that with any further detail on that 

advice. 

   

Q.   So you can’t tell us who made the decision? 

   

 
211 Id. 
212 Id. 
213 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 78-79. 
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A.     I can say there were internal deliberations with a number of parties, and 

then -- but I can’t get into that further.214   

 

3. The Facebook-FITF Bilateral Meeting 

 

 Following the FITF’s internal deliberations after the FITF-Twitter bilateral meeting, the 

FITF held a prescheduled bilateral meeting with Facebook and a full USG-Industry meeting, 

during which the FBI would not officially comment on questions about the laptop or the Post 

article.215 The article was brought up in both meetings, but the FBI’s “no comment” response 

ended the discussion and the meetings continued with other matters.216 FITF Section Chief 

Dehmlow testified to the Committee and Select Subcommittee: 

 

Q When the Facebook employee asked the question, do you recall exactly 

what they asked?  

 

A. I don’t.  

 

Q. Do you know if it was about the laptop?  

 

A. Yes.  It was essentially whether or not we – yes, it was something about the 

laptop. I don’t remember – I know that my answer was “no comment” 

because – and the question doesn’t stick in my mind because it was 

something about the laptop. And I said, “No comment.”  

 

Again, that was not my decision. It wasn’t my final call. There were other 

agency, other departments, other FBI equities at stake, investigative 

equities, and so pretty typical for us to come to that conclusion.217 

 

  Through unofficial FBI channels, Facebook personnel were able to obtain more 

information than the “no comment” they were offered in the FITF bilateral meeting. 

According to internal Facebook messages, an FBI official told Facebook that the laptop 

existed and that it was “part of a criminal matter.”218  

 
214 Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 2023) (on file with Comm.) at 

33. 
215 Id. at 65-80; See also Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 2023) (on 

file with Comm.) at 29-33. 
216 Id.; see also Internal messages among Facebook personnel (Oct. 14, 2020, 9:05 a.m.), Ex. 56; Microsoft internal 

meeting notes (Oct. 14, 2020, 3:27 p.m.), Ex. 3. 
217 Transcribed Interview of Laura Dehmlow, H. Comm. on the Judiciary (July 17, 2023) (on file with Comm.) at 

36. 
218 Internal messages among Facebook personnel (Oct. 14, 2020, 3:45 p.m.), see Ex. 7; Internal messages among 

Facebook personnel (Oct. 14, 2020, 8:23 p.m.), see Ex. 7; Internal messages among Facebook personnel (Oct. 14, 

2020, 1:50 p.m.), see Ex. 108. The Russia Unit Chief of the FITF testified to the Committee that he did not know 

who at the FBI shared with Facebook that the laptop was part of a criminal matter. See Transcribed Interview of the 

Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file with Comm.) at 155. 
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“[T]hey did confirm that FBI has the laptop and it’s being review [sic] ‘as part of a 

criminal matter’” 

—Oct. 14, 2020 internal messages among Facebook personnel 

 

Despite the FBI’s limited revelations as well as obvious facts, such as the failure of the 

Biden campaign to deny the laptop’s authenticity, Facebook still chose to censor the Post story 

about Biden family influence peddling.219 

 

 
 

“The fact that the FBI apparently has the laptop[] may explain why no one in the Biden 

campaign is denying the authenticity.” 

 

—Oct. 14, 2020 internal message from Facebook’s Vice President of Global Public Policy Joel 

Kaplan to Facebook employees 

 

 
219 Internal messages among Facebook personnel (Oct. 14, 2020, 8:23 p.m.), see Ex. 7. 
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4. The USG-Industry Meeting 

 

The laptop again came up during the USG-Industry meeting scheduled for the afternoon 

of October 14.220 Like he did at the start of the Twitter-FITF meeting earlier that day, Twitter’s 

Head of Trust and Safety, Yoel Roth, once again shared that Twitter assessed the Post story to be 

Russian disinformation and intended to censor it.221 Afterwards, Elvis Chan “pitched the 

response over” to the same analyst who had confirmed the laptop’s existence in the Twitter-FITF 

meeting; that analyst then responded in this USG-Industry meeting “no comment.”222  

 

Notably, the analyst’s testimony contradicts Chan’s testimony from his Murthy v. 

Missouri deposition, in which Chan said he “was confident that [he] was not a party to any 

meeting with social media companies where Hunter Biden was discussed outside of the 

[Facebook-FITF bilateral meeting].”223 Likewise, Chan’s testimony that he had “no internal 

knowledge of [the Hunter Biden] investigation” was contradicted by the analyst, who testified to 

the Committee that he messaged Chan and “mentioned that there was an ongoing investigation” 

on the morning of October 14.224 The Justice Department continues to prohibit Chan from 

testifying to the Committee and Select Subcommittee.225 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

“FBI tipped us all off last week that this Burisma story was likely to emerge” 

—Oct. 14, 2020, internal Microsoft notes on USG-Industry meeting 

 
220 Microsoft internal meeting notes (Oct. 14, 2020, 3:27 p.m.), see Ex. 3. 
221 Transcribed Interview of an FBI Criminal Investigative Division Analyst, H. Comm. on the Judiciary (Oct. 23, 

2024) (on file with Comm.) at 107-108. 
222 Transcribed Interview of an FBI Criminal Investigative Division Analyst, H. Comm. on the Judiciary (Oct. 23, 

2024) (on file with Comm.) at 38. 
223 Murthy v. Missouri, No. 3:22-cv-01213, 2023 WL 43352270 (WD La. July 4, 2023) (Deposition of Elvis Chan), 

at 216.; see also Rep. Jim Jordan (@Jim_Jordan), X (Aug. 7, 2023, 10:11 a.m.), 

https://x.com/Jim_Jordan/status/1688553364211056640 (Facebook Files Part 4) (identifying other contradictions 

between Elvis Chan’s deposition testimony and documents obtained by the Committee and Select Subcommittee). 
224 Id. at 214; Transcribed Interview of an FBI Criminal Investigative Division Analyst, H. Comm. on the Judiciary 

(Oct. 23, 2024) (on file with Comm.) at 47. 
225 See House Judiciary GOP (@JudiciaryGOP), X (Sept. 15, 2023, 4:17 p.m.), 

https://x.com/JudiciaryGOP/status/1702778803037057503. 
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In minutes from this USG-Industry meeting, describing the discussion of the New York 

Post story with the FBI, Microsoft wrote that the “FBI tipped us all off last week that this 

Burisma story was likely to emerge, and today’s call indicated that.”226  

 

5. The FITF’s Follow-Up Discussions 

 

The FITF’s Russia Unit Chief testified that during the course of the FITF’s meetings with 

social media platforms on October 14, 2020, he felt there was significant confusion around the 

Post article and that it “felt necessary to reach out to some of the more major companies and 

have a follow-up discussion with them,” particularly in light of the FBI analyst’s apparent 

confirmation of the laptop’s existence to Twitter.227 The Russia Unit Chief testified that he had a 

joint “follow-up discussion” with one representative each from Twitter, Facebook, Google, and 

Microsoft.228 In this meeting, he shared a prepared statement that he had “cleared” with superiors 

while “trying to skirt multiple policies and be within bounds legally.”229 The statement, he later 

explained to the Committee and Select Subcommittee, “was something to the effect of: The FBI 

has nothing in its possession to suggest that the laptop is a hack or a leak.”230 The Russia Unit 

Chief also testified that he rebuffed any potential follow-up questions with a response of “I’ve 

told you everything I can tell you on this matter.”231 He testified that while the FBI “had more 

information” than just the fact that the laptop was not the product of a hack and leak, he could 

not share more due to the FBI’s policies.232 He explained: 

 

Q. After these FITF meetings take place, do you recall any follow-up outreach 

to you or other members of the FITF with the social media companies 

asking for more information?   

 

A. Yes. Specifically, I felt that there was some confusion after this meeting or 

around that time because of that sort of comment that was made outside of 

policy, and then sort of having to cut it off.   

 

  Again, like, when we normally answer “no comment,” we can’t say, 

“because we have an open investigation,” because that, in and of itself, is 

revealing that we have an investigation.   

 

  So in this case, there was some confusion and I felt necessary to reach out 

to some of the more major companies and have a follow-up discussion with 

them.   

 

Q. Which companies did you reach out to?   

 
226 Microsoft internal meeting notes (Oct. 14, 2020, 3:27 p.m.), Ex. 3. 
227 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 83. 
228 Id.  
229 Id. at 84. 
230 Id.; see also Internal messages among Facebook personnel (Oct. 14, 2020, 1:41 p.m.), Ex. 109; Internal messages 

among Facebook personnel (Oct. 18, 2020, 2:05 p.m.), Ex. 110. 
231 Id. 
232 Id. at 85. 
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A. I don’t remember all of them.  I’m pretty sure there was – I usually – I 

remember that it was, like, one person from each company, and I’m pretty 

sure Facebook, Google, and Twitter were represented.   

 

Q. Did you do –  

 

A. There may have been one or two other companies, but I don’t remember. 

Maybe Microsoft. But I don’t want to speculate, like, exactly which 

companies were sort of deemed pertinent or that we should give them 

somewhat of an update.  

 

*** 

 

Chairman Jordan.  What did you tell them?   

 

A. So I told them -- I cleared a phrase, trying to skirt multiple policies and be 

within bounds legally and within policy, of what I could communicate to 

them, and came up with a phrase that I could share.   

 

  And the phrase, I don’t have it verbatim, but it was something to the effect 

of:  The FBI has nothing in its possession to suggest that the laptop is a hack 

or a leak.   

 

  And what I intended to communicate with that was that we did not know 

that the laptop was hacked. And I was very deliberate with my words 

because there’s all sorts of things I could add that would either indicate that 

it’s an ongoing investigation or somehow communicate to them that I know 

more than I did.   

 

  So at that time what I knew was the laptop was not hacked, because we 

had it in our possession. So I was very deliberate in that statement.   

 

  Obviously there was follow-on questions. We expected there would be 

follow-on questions. So also came up with sort of a follow-on statement. 

And, again, I don’t know this verbatim, but something to the effect of:  I’ve 

told you everything I can tell you on this matter. Sort of beyond “no 

comment” but basically no comment otherwise.   

 

So obviously that phrase of we have nothing in FBI holdings to suggest that 

the laptop is hack-and-leak generally communicates that, as much as I can 

tell them, to try to clear up at least that element of the situation.233  

 

The FITF’s Russia Unit Chief testified that he felt an especially strong need to convey 

this statement to the major social media platforms because of the confusion from the Twitter-

 
233 Id. at 83-84 (emphasis added). 
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FITF meeting, in which an FBI analyst appeared to confirm the existence of the laptop with a 

statement “made outside of policy” before his superiors intervened.234 Had the analyst not 

spoken out of turn, it is unlikely that the FBI ever would have told the platforms anything about 

the true nature of the Hunter Biden laptop on October 14.235 

 

Ultimately, in response to questions from Big Tech platforms—who had been primed for 

moths to view this exact story as a Russian operation—about whether the Post article was a 

hack-and-leak operation, the FBI merely responded with “no comment” and “[t]he FBI has 

nothing in its possession to suggest that the laptop is a hack or a leak.”236 The FBI gave these 

answers even though it had possession of the laptop and had authenticated its contents and 

“knew [that] the laptop was not hacked.”237  

 

C. Despite a lack of evidence, Big Tech continued to censor the story because of 

concerns about a potential Biden-Harris Administration. 

 

Even after meeting with the FBI, social media platforms—particularly Facebook—

doubled down on their decision to censor the New York Post story about Biden family influence 

peddling. While the FBI clarified that it had no specific evidence of a Russian hack-and-leak 

operation, it failed to disclose that it possessed and had authenticated the laptop—a key fact that 

likely would have ended any justification for censorship. Instead, because the FBI’s statements 

on the laptop failed to clarify the situation, and because the platforms knew that their “calls on 

this could colour the way an incoming Biden administration views us more than almost anything 

else,”238 major platforms, such as Facebook, censored the story.   

 

1. Facebook 

 

 After the initial steps to apply Facebook’s misinformation policies by demoting and 

enqueueing the Post story for fact checking, a broader debate emerged on whether to invoke 

Facebook’s newly developed hacked material policies. This provision required there to be 

evidence of a hack, but contained an exception allowing materials considered “newsworthy” to 

remain on the site.239  

 

Many Facebook employees were initially convinced that the article was the product of a 

hack and leak, but they had differing degrees of confidence. One employee wrote in an internal 

message that the story was the “exact content expected for hack-and-leak, but sounds like so far, 

there is not much for us to do: 1. No evidence of foreign interference operation[,] 2. Coming 

directly from press[.] Sounds like next steps are to see if FBI contacts have any context for us 

and to wait.”240 

 

 
234 Id. at 83. 
235 Id. at 83-85. 
236 Id. at 83-84 
237 Id. 
238 Messages between Nick Clegg and Joel Kaplan (Oct. 14, 2020), see Ex. 101. 
239 Internal messages among Facebook personnel (Oct. 14, 2020, 7:03 p.m.), see Ex. 7. 
240 Internal messages among Facebook personnel (Oct. 14, 2020, 9:09 a.m.), see Ex. 7. 
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“Exact content expected for hack and leak . . . Right on schedule.” 

 

—Oct. 14, 2020, internal messages among Facebook personnel 

 

Others turned immediately to the hack-and-leak framework as Facebook contemplated a 

response. In a separate message thread, one Facebook employee wrote “(1) we need to assess 

whether the content violates our policies against hacked materials (sounds like that is how 

Twitter is handling) and (2) is the content newsworthy?”241 Another Facebook employee 

 
241 Internal messages among Facebook personnel (Oct. 14, 2020, 2:06 p.m.), see Ex. 9. 
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responded, after conducting an analysis, that the content “violates hacked policy,” subject to a 

determination of whether the content met the newsworthiness exception.242  

 

 

 
 

“[W]e need to assess whether the content violates our policies against hacked materials[.]” 

—Oct. 14, 2020, internal messages among Facebook personnel 

 

Facebook employees determined what qualified for the newsworthy exception on a case-

by-case basis by “weighing the public interest in seeing content against the risk of harm.”243   

Stories that were uninteresting or harmful “would be removed,” while high-interest or low-harm 

stories “would either stay up or be labeled, depending on what [Facebook] decide[d].”244 One 

employee wrote that “it seems like the vast majority of the content obtained from the laptop of a 

candidate’s child would not be newsworthy,”245 and another concurred, writing that “both [public 

interest and harm] are pretty low here. It’s not really news that Hunter Biden has done drugs or 

engaged in other bad behavior.”246  

 

Others in the company disagreed with this assessment. Joel Kaplan, Facebook’s Vice 

President of Global Public Policy, in particular, pushed back, writing: “Years of stories about the 

adult family members of Presidents would suggest that that content is newsworthy.”247  

 

 
 

“Years of stories about the adult family members of Presidents would suggest that that content is 

newsworthy” 

—Oct. 14, 2020, internal message from Joel Kaplan to Facebook personnel 

 
242 Internal messages among Facebook personnel (Oct. 14, 2020, 2:55 p.m.), see Ex. 9. 
243 Internal messages among Facebook personnel (Oct. 14, 2020, 7:44 p.m.), see Ex. 7. 
244 Internal messages among Facebook personnel (Oct. 14, 2020, 7:03 p.m.), see Ex. 7. 
245 Internal messages among Facebook personnel (Oct. 14, 2020, 7:07 p.m.), see Ex. 7. 
246 Internal messages among Facebook personnel (Oct. 14, 2020, 7:44 p.m.), see Ex. 7. 
247 Internal messages among Facebook personnel (Oct. 14, 2020, 7:17 p.m.), see Ex. 7. 
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The Facebook employees also debated whether Hunter Biden could be considered a 

“prominent person in public life”—another consideration in Facebook’s policy on hacked 

materials.248 Many Facebook employees argued that Hunter Biden did not meet that threshold as 

the son of a presidential candidate who was not a public figure in his own right.249 Again, Joel 

Kaplan pushed back, writing: “I don’t really buy how the adult son of a VP who is being accused 

of influence peddling for a foreign company is not considered a prominent person in public 

life.”250 

 

 
 

“I don’t really buy how the adult son of a VP who is being accused of influence peddling for a 

foreign company is not considered a prominent person in public life.” 

—Oct. 14, 2020, internal message from Joel Kaplan to Facebook personnel 

 

Before the newsworthy analysis became determinative, though, Facebook would have 

had to conclude that the contents of the Post article were the result of a hack. The company 

quickly determined that it did not have evidence to conclude that the Post story was the result of 

a hack.251 

  

Because of the lack of evidence of a hack and leak, and because the FBI told Facebook 

that it also did not have any evidence to suggest such a conclusion, Facebook could not censor 

the story under its hacked materials policy.252 Instead, the platform contorted its misinformation 

framework to trigger an automatic seven-day demotion while the story was sent to third-party 

factcheckers for their review. “Demotion is an appropriate and effective mitigation for what 

we’re almost certainly observing here,” one Facebook employee wrote in an internal chat.253 

“We’re slowing it down so that the researchers can take time to validate and peel through the 

layers around the release.”254  

 

Soon after Facebook’s decision to demote and enqueue content concerning Hunter 

Biden’s laptop and Biden family influence peddling, key decision-makers within the company 

began to express significant concerns with how the platform handled the situation and the public 

attention it was receiving. In an internal message thread, Vice President of Global Public Policy 

Joel Kaplan told then-Vice President of Global Affairs Nick Clegg that the company’s handling 

 
248 Internal messages among Facebook personnel (Oct. 14, 2020, 7:46 p.m.), see Ex. 7. 
249 Id. 
250 Internal messages among Facebook personnel (Oct. 14, 2020, 7:48 p.m.), see Ex. 7. 
251 Transcribed Interview of Meta’s Director of Global Threat Disruption, H. Comm. on the Judiciary (May 16, 

2023) (on file with Comm.) at 71-75. 
252 Id. 
253 Internal messages among Facebook personnel (Oct. 14, 2020, 11:09 p.m.), Ex. 105; see also Internal messages 

among Facebook employees (Oct. 14, 2020, 1:00 p.m.), Ex. 9. 
254 Id. 
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of the Post article had been “outrageous.”255 These concerns were shared at lower levels of the 

company: another employee wrote, “I think everyone was trigger happy about this type of 

content being leaked, and made decisions that should not have been made individually and 

without consultation.”256  Facebook employees were so “trigger happy” because “this was the 

content that people were most primed by LE [law enforcement], etc. to expect in a hack/leak.”257 

The FBI’s prebunking had worked. 

 

 
“This was the content that people were most primed by LE, etc. to expect in a hack/leak” 

—Oct. 14, 2020, internal messages among Facebook personnel 

 

The internal conflict over Facebook’s initial demotion of the content spurred discussion 

of potential alternative courses of action. In his transcribed interview before the Committee and 

Select Subcommittee, Meta’s President of Global Affairs Nick Clegg testified that there were 

suggestions to shorten the amount of time the story was demoted for from seven days to five or 

six, especially “in the absence of any fact checker finding fault with the content.”258 Clegg 

testified that COO Sheryl Sandberg was in favor of demoting the content for the full seven days, 

arguing that the company had already taken the action and should not reverse course; meanwhile 

CEO Mark Zuckerberg “was keen that we sort of cleaved as closely as possible” to the 

company’s standards, but “deferred very much” to Clegg.259 

 

In an internal message thread, Facebook’s Vice President of Global Public Policy Joel 

Kaplan and then-Vice President of Global Affairs Nick Clegg discussed other specific concerns 

with Facebook’s handling of content related to allegations of Biden family influence peddling. 

Kaplan highlighted a perceived double-standard: Facebook allowed leaked content that was 

politically damaging to one party, like the New York Times story about President Trump’s tax 

 
255 Messages between Nick Clegg and Joel Kaplan (Oct. 14, 2020), see Ex. 101. 
256 Internal messages among Facebook personnel (Oct. 14, 2020, 1:39 p.m.), see Ex. 115. 
257 Id. 
258 Transcribed Interview of Nick Clegg, H. Comm. on the Judiciary (Mar. 1, 2024) (on file with Comm.) at 124. 
259 Id. at 123-126. 
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returns, while demoting leaked content like the Post story that might be damaging to the other 

party.260 

  
 

“We did not do this when the NYT [dumped] [sic] an expose on Trump’s tax returns citing 

leaked documents that they wouldn’t even share.” 

—Oct. 14, 2020, internal messages between Nick Clegg and Joel Kaplan 

 

Similarly, as reflected in internal communications obtained by the Committee and Select 

Subcommittee, Facebook’s communications team understood that the traditional media 

employed a double-standard where Big Tech would face criticism not based on whether it fairly 

enforced its policies, but only on whether its enforcement hurt or helped President Trump.261 As 

one Facebook Communications Vice President wrote as the company decided whether and how 

to censor the New York Post story: “Golden Rule: The Press is only as good to you as you are 

bad to Trump.”262 

 

 

“Golden Rule: The Press is only as good to you as you are bad to Trump.” 

—Oct. 14, 2020, internal messages from Facebook Communications Vice President 

 
260 Messages between Nick Clegg and Joel Kaplan (Oct. 14, 2020), see Ex. 101. 
261 Internal messages among Facebook personnel (Oct. 14, 2020, 10:51 p.m.), see Ex. 115. 
262 Id. 
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Internal Facebook messages also suggest that Facebook’s leadership decided to continue 

to demote the New York Post story because of public pressure and concerns about how changing 

course would affect the company’s relationship with a potential Biden-Harris Administration. In 

the message thread, Kaplan told Clegg that the platform needed to “decide whether to undo this 

demotion” but that “Unwinding will likely leak and be a story (conversely, doing things that 

might be perceived as anti-conservative, like demoting the content, never seem to leak).”263 

Clegg agreed and responded by saying “unwinding it now will unfortunately create more 

headaches than it’s worth.”264  

 

 
 

“Unwinding it now will unfortunately create more headaches than it’s worth.” 

—Oct. 14, 2020, internal messages between Nick Clegg and Joel Kaplan 

 

Later in the message thread Clegg recognized that Facebook’s “calls on this could colour 

the way an incoming Biden administration views us more than anything else.”265  

 

 
 

“Obviously, our calls on this could colour the way an incoming Biden administration 

views us more than almost anything else” 

—Oct. 14, 2020, internal messages between Nick Clegg and Joel Kaplan 

 

Facebook seemed to be more concerned about its relationship with a potential Biden-

Harris Administration than protecting the free speech of its users on its platform. So, while the 

FBI had confirmed that there was no evidence that the laptop was a Russian influence operation, 

Facebook continued with its decision to reduce the story by 50 percent on its platform for seven 

 
263 Messages between Nick Clegg and Joel Kaplan (Oct. 14, 2020), see Ex. 101. 
264 Id. 
265 Id. 
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days.266 During these seven days of Facebook censorship, over 30 million Americans voted in 

the 2020 presidential election—representing nearly one-fifth of the total votes cast.267 After 

nearly four years, in August 2024, CEO Mark Zuckerberg told the Committee and Select 

Subcommittee in a letter that Facebook “shouldn’t have demoted the story.”268 

 

2. Twitter 

 

The Twitter Files, a series of reports authored by independent journalists and released 

shortly after Elon Musk acquired the company, show that Twitter quickly began applying its 

hacked materials policy to the Post article after its release.269 Twitter’s enforcement actions 

included suppressing the article, removing links, applying safety warnings, and blocking the 

ability to send it via direct message.270 Twitter even locked then-White House Press Secretary 

Kayleigh McEnany out of her account for tweeting about the Post article and prevented the 

Committee from tweeting a link to the Post article.271  

 

Despite the quick and aggressive enforcement of the hacked materials policy, decision-

makers at Twitter did have concerns about the platform’s response. Twitter’s Vice President of 

Global Communications asked whether Twitter could “truthfully claim that this [the Post article] 

is part of the [hacked materials] policy?”272 Twitter’s Deputy General Counsel responded, 

acknowledging that the company probably needed “more facts to assess whether the materials 

were hacked,” but that “it is reasonable for us to assume that they may have been and that 

caution is warranted.”273 Like Facebook, Twitter censored the story, relying on the warnings it 

had received from the FBI prior to the story’s publication. 

 

Some decision-makers at Twitter outright disagreed with the decision. Twitter’s former 

Head of Trust and Safety, Yoel Roth, testified to the Committee and Select Subcommittee that he 

reviewed the Post article and other relevant data, found it to be an ambiguous case, and thus 

“didn’t believe that the activity in question warranted enforcement under Twitter’s distribution of 

Hacked Materials Policy,” though he did believe the story should not be promoted.274 Mr. Roth 

testified to the Committee: 

 

 
266 Transcribed Interview of Nick Clegg, H. Comm. on the Judiciary (Mar. 1, 2024) (on file with Comm.) at 117-

123; Internal messages among Facebook personnel (Oct. 14, 2020, 11:05 a.m.), see Ex. 7. 
267 Brittany Renee Mayes et al., The U.S. hit 73% of 2016 voting before Election Day, WASH. POST (Nov. 3, 2020); 

Catherine Park, More than 14M Americans have voted early in 2020 presidential election, data shows, FOX 10 

PHOENIX (Oct. 14, 2020); James M. Lindsay, The 2020 Election by the Numbers, COUNCIL ON FOREIGN RELS. (Dec. 

15, 2020). 
268 Letter from Mark Zuckerberg, CEO, Meta, to Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary (Aug. 26, 

2024). 
269 Matt Taibbi (@mtaibbi), X (Dec. 2, 2022, 6:34 p.m.), https://x.com/mtaibbi/status/1598822959866683394.  
270 Id.; see also Noah Manskar, Twitter, Facebook censor Post over Hunter Biden exposé, N.Y. POST (Oct. 14, 

2020).  
271 Steven Nelson, WH press secretary locked out of Twitter for sharing Post’s Hunter Biden story, N.Y. POST (Oct. 

14, 2020); House Judiciary GOP (@JudiciaryGOP), X (Oct. 15, 2020, 9:13 a.m.), 

https://x.com/JudiciaryGOP/status/1316728942523547653. 
272 Matt Taibbi (@mtaibbi), X (Dec. 2, 2022, 6:34 p.m.), https://x.com/mtaibbi/status/1598822959866683394.  
273 Id. 
274 Transcribed Interview of Yoel Roth, H. Comm. on the Judiciary (Nov. 1, 2023) (on file with Comm.) at 29. 
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Q. Once you found out about the story, again, to your recollection, walk me 

through what you did next.   

 

A. Yeah. My first step was to ask a member of my team to develop what we 

called a policy assessment of the situation, a brief document that compiled 

the available evidence about what had happened and to make a 

recommendation under Twitter’s rules for what the company should do.   

   

  I recall the situation at that point being pretty ambiguous. There was one 

article or perhaps a series of articles from the New York Post discussing the 

incident, but there wasn’t a lot of available factual evidence at the time.   

 

  And so my recollection is that the member of my team working on the 

policy assessment struggled to identify what the right course of action here 

would be.   

 

  From that point, I discussed the issue with Del Harvey, who was my 

supervisor, and I represented to her that I didn’t believe that the activity in 

question warranted enforcement under Twitter’s Distribution of Hacked 

Materials Policy.  

 

  But, based on the available evidence that seemed to indicate a laptop of 

unknown provenance, a laptop that potentially had been broken into and the 

contents of which were being divulged, I made the recommendation to my 

supervisor that Twitter should take steps to not recommend or amplify the 

circulation of this content.   

 

  That is, I didn’t recommend that Twitter delete the story or block its 

distribution entirely, just that Twitter take steps to not actively recommend 

it to users, which was a content moderation action we would take in 

ambiguous cases.   

 

It’s my understanding that Ms. Harvey discussed that with Ms. Gadde, and 

the decision was communicated to me at some point in first half of the day – 

but I couldn’t exactly say when – that Ms. Gadde had decided that the 

content was a violation of Twitter’s policy and that we should enforce 

against it under the Distribution of Hacked Materials Policy.275 

 

In 2023, Twitter executives testified before Congress and called the company’s treatment 

of the Post article a “mistake.”276  

 

 
275 Id. at 29-30. 
276 Laura Romero, Former Twitter execs tell House committee that removal of Hunter Biden laptop story was a 

‘mistake’, ABC NEWS (Feb. 8, 2023); see also Kelsey Vlamis, Twitter’s former trust and safety chief said it was a 

mistake to censor the Hunter Biden laptop story: ‘We didn’t know what to believe’, BUSINESS INSIDER (Nov. 30, 

2022). 
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In November 2020, in the aftermath of the Post debacle, Twitter amended its policy on 

the distribution of hacked materials.277 First, Twitter changed the scope of the policy “to much 

more narrowly focus on situations in which there was a clearly confirmed hack that had taken 

place.”278 Second, the platform changed the kind of enforcement action it would take against 

hacked materials.279 Instead of removing the content that was the result of a hack, Twitter would 

merely apply a label to the content with additional information.280 Finally, Twitter added 

considerations to the policy about what kinds of sources were distributing the content at issue.281 

Twitter realized that its previous policy failed to account for mainstream media coverage of 

hacking stories and only focused on stopping the hackers themselves.282 The new policy would 

“no longer remove hacked content unless it is directly shared by hackers or those acting in 

concert with them.”283 In explaining this new hacked material policy, Mr. Roth testified to the 

Committee: 

 

Q Okay. Did Twitter during your time there have a policy as it related to 

hacked materials?  

 

A. It did. Twitter had a Distribution of Hacked Materials Policy.  

 

Q. And when was that policy first developed?   

 

A. To the best of my recollection, it was developed and introduced in 2018.  

 

Q. And did it change during your time at Twitter?   

 

A. It did. The policy was substantially changed in 2020.  

 

Q. And how did it change in 2020?   

 

A. Following Twitter’s decision to restrict the New York Post’s coverage of 

Hunter Biden’s laptop, the company made a decision to change the scope 

of Hacked Materials Policy to much more narrowly focus on situations in 

which there was a clearly confirmed hack that had taken place and to change 

the remedy under the policy from being the removal of content to the 

application of labels that would provide additional information.  

 

Q. And when did this change occur?   

 

A. The updated policy was developed in October and November of 2020. I 

don’t remember exactly when it was introduced within that window. To the 

 
277 Transcribed Interview of Yoel Roth, H. Comm. on the Judiciary (Nov. 1, 2023) (on file with Comm.) at 19-20. 
278 Id. at 20. 
279 Id. at 19-20. 
280 Id. 
281 Id. at 21. 
282 Id. 
283 Vijaya Gadde (@vijaya), X (Oct. 15, 2020, 10:06 p.m.), https://x.com/vijaya/status/1316923557268652033. 
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best of my recollection, it would have been in October 2020, but there were 

public announcements from the company that would have the exact date.  
 

Q. Okay. And who at the company signed off on this change?   

 

A. The policy was developed by me and by members of my team and 

ultimately was signed off on by Del Harvey and by Vijaya Gadde.  

 

*** 

 

Q. Was there any part of the policy that took into account whether the source 

being hacked was a public filling?   

 

A. No, that was not a consideration under the policy.  

 

Q. Was there any part of the policy that covered whether the hacking itself was 

considered newsworthy?   

 

A. That was one of the clarifications that was made in 2020, not whether the 

hack itself was newsworthy but the sources covering the content.  

 

  In the initial drafting of the policy, Twitter had been focused primarily on 

the activity that we saw in 2016, which were Russian hackers sharing it 

themselves. The hackers created Twitter accounts in their own personas and 

were directly laundering the content on social media using aliases like 

Guccifer 2.0 and DCLeaks.   

 

  And so we were focused on restricting that kind of direct distribution. 

Twitter didn’t consider the possibility that the hack would take place or – 

excuse me – the disclosure of the hack would take place through a 

mainstream media outlet.284 

 

But this policy update did not change the damage that had occurred: Twitter censored the 

article detailing the Biden family’s influence peddling less than one month before an election, in 

part because Twitter had been primed by the FBI to expect the story would be part of a Russian 

hack-and-leak operation. 

 

3. Other companies 

 

The FBI’s prebunking efforts notwithstanding, other social media platforms did not 

follow Facebook and Twitter’s lead and came to different conclusions about how to act in 

response to the New York Post article.  

 

In testimony before the Committee and Select Subcommittee, a member of Google’s 

Threat Analysis Group (TAG) explained that shortly after the story was published, he and his 

 
284 Transcribed Interview of Yoel Roth, H. Comm. on the Judiciary (Nov. 1, 2023) (on file with Comm.) at 19-21. 
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team conducted an analysis of whether the article or laptop were part of a Russian hack-and-leak 

operation.285 He testified that TAG “did not find any evidence that it was part of a foreign hack-

and-leak operation.”286 Accordingly, YouTube “largely did nothing” to censor the Post story, per 

public reporting.287 The TAG member also testified that he consulted with other contacts in the 

industry, such as Yoel Roth at Twitter and personnel at Apple, to see if they had any evidence 

that the content was the result of a hack and leak, but found that those platforms had no “direct 

evidence of specific foreign involvement or hack-and-leak.”288 Google’s TAG staffer testified: 

 

Q. Once [the New York Post] story was released, did your team conduct an 

assessment of whether materials from the story of the laptop were part of an 

either Russian hack-and-leak or hack-and-dump operation?  

 

A. Yes.  

 

Q. And what were your team’s findings?  

 

A. My team’s findings was that we did not find any evidence that it was part 

of a foreign hack-and-leak operation.  

 

Q. The story came out on October 14, 2020, early in the morning. . . . [D]o you 

recall how soon from when the story first broke – at least in the United 

States, it received a good amount of news coverage – from how soon the 

story first broke to when your team first began its assessment?  

 

A. Pretty quickly.  

 

Q. Same day?  

 

A. Same day or day after probably.  

 

Q. And then how long did it take your team to reach an initial assessment?  

 

A. I’d say we did an initial assessment based on the information we had access 

to within a few – within hours.289  
 

After completing its analysis, TAG communicated the finding to Google’s Vice President 

of Trust and Safety.290 The TAG staffer testified that later the same day, he was asked to join a 

call with the Vice President of Trust and Safety and “a number of other VPs and some lawyers 

 
285 Transcribed Interview of the Senior Director of Google’s Threat Analysis Group, H. Comm. on the Judiciary 

(July 19, 2023) (on file with Comm.) at 23-26. 
286 Id.  
287 A Misinformation Test for Social Media, N.Y. TIMES (Oct. 21, 2020); see also Siva Vaidhyanathan, The Hunter 

Biden story was a test for tech platforms. They barely passed, THE GUARDIAN (Oct. 19, 2020). 
288 Transcribed Interview of the Senior Director of Google’s Threat Analysis Group, H. Comm. on the Judiciary 

(July 19, 2023) (on file with Comm.) at 28. 
289 Id. at 23-24. 
290 Id. at 24. 
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from various products,” including YouTube, to provide a short verbal brief on TAG’s 

understanding of the article and to answer a few questions.291 According to his testimony, 

questions during this call revolved around whether TAG had found evidence of a foreign hack 

and leak or heard of any evidence from industry partners.292 The TAG staffer testified that he had 

not found any direct evidence of a foreign hack-and-leak operation, nor had he received any from 

industry contacts at other companies.293 He testified that “the only thing I heard was speculation. 

I hadn’t heard any evidence” from others in the industry.294 

  

Today, Facebook and Twitter point to the FBI’s warnings when explaining their 

censorship decisions.295 But other companies’ approach shows that even with the FBI’s 

prebunking, if Facebook and others had followed their proper protocols, the New York Post story 

should have never been censored.296  

 

Because the FBI primed platforms to look out for a Russian hack and leak targeting the 

Bidens and Burisma, when the Post story was published, some platforms jumped at the chance to 

censor it and failed to follow all of their applicable policies or the evidence. “[T]rigger happy” 

companies like Facebook and Twitter “made decisions that should not have been made 

individually and without consultation.”297 

 

D. FBI continued to withhold information as Big Tech continued to reach out. 

 

In the days following the publication of the Post article on Biden family influence 

peddling, social media platforms continued to seek new information or additional clarity from 

the FBI. Despite repeated requests, the FBI continually refused to provide more details.  
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video in which former FBI agent Marcus Allen, a Select Subcommittee witness, described his religious and political 

beliefs and prayed the rosary. See Letter from Rep. Jim Jordan, Chairman, H. Comm on the Judiciary, to Sundar 

Pichai, CEO, Alphabet (Aug. 5, 2024); Letter from Rep. Jim Jordan, Chairman, H. Comm on the Judiciary, to 

Sundar Pichai, CEO, Alphabet (Oct. 7, 2024). 
297 Internal messages among Facebook personnel (Oct. 14, 2020. 1:39 p.m.), see Ex. 115. 
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On October 15, 2020, a Facebook employee (and former FITF official) called Elvis Chan 

“as a follow up to the call with the Foreign Influence Task Force on 14 October.”298 The 

Facebook employee reported back to his colleagues in an internal message thread that he “asked 

SSA Chan whether there was any update or change since the discussion . . . as to whether the 

FBI saw any evidence suggesting foreign sponsorship or direction of the leak of information 

related to Hunter Biden.”299 Chan told the Facebook employee that he (Chan) was “up to speed” 

on what the FBI knew and “that there was no current evidence to suggest any foreign connection 

or direction of the leak.”300 Chan assured the Facebook employee that he “would be in contact” if 

any additional information came to light.301  

 

 
 

“SSA Chan advised that . . . there was no current evidence to suggest any foreign connection or 

direction of the leak” 

—Oct. 15, 2020, internal messages among Facebook personnel 

 

The same day, key Facebook decision-makers communicated about hearing “murmurs 

from the IC [intelligence community] substantiating the Burisma hack” and “the concern that 

this would be dumped in an October surprise.”302 

 
298 Internal messages among Facebook personnel (Oct. 15, 2020), see Ex. 117. 
299 Id. 
300 Id. 
301 Internal messages among Facebook personnel (Oct. 15, 2020), see Ex. 117; see also Emails between Facebook 

personnel and FBI personnel (Oct. 15, 2020, 10:03 a.m.), Ex. 118; Internal messages among Facebook personnel 

(Oct. 15, 2020, 5:14 p.m.), Ex. 119. 
302 Internal messages among Facebook personnel (Oct. 15, 2020, 8:56 a.m.), see Ex. 120. 
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“FYI: starting to get stronger murmurs from the IC substantiating the Burisma hack” 

—Oct. 15, 2020, internal messages among Facebook personnel 

 

Three days later, on October 18, 2020, a Facebook employee reached out to the Russia 

Unit Chief of the FITF flagging a story furthering the false Russian hack-and-leak narrative, 

asking “does that change anything in your posture?”303 The Russia Unit Chief asked for the 

Facebook employee to give him a call to discuss, still failing to reveal that the FBI possessed and 

had authenticated Hunter Biden’s laptop.304  

 

Facebook reached out to the FBI for additional information repeatedly. But rather than 

telling the companies that it was in possession of the laptop, the FBI repeatedly fed the platform 

its pre-approved message: “The FBI has nothing in its possession to suggest that the laptop is a 

hack or a leak.”305 Of course, the FBI did not have information suggesting the laptop was a hack 

or a leak; to the contrary, the FBI possessed and had authenticated the laptop, so “at that time . . . 

knew . . . the laptop was not hacked.”306 

 

The FBI was not the only government actor that tried to muddy the waters surrounding 

the provenance of the laptop—the intelligence community also tried to falsely paint this story as 

a Russian influence operation. On October 19, 2020, fifty-one former intelligence officials issued 

 
303 Emails between FBI staff to Facebook employee (Oct. 18, 2020, 1:36 p.m.), see Ex. 121; see also Allison Quinn, 

Rudy’s ‘Russian Agent’ Pal Teases ‘Second Laptop’ With Hunter Biden Kompromat, THE DAILY BEAST (Oct. 18, 

2020). 
304 Id. 
305 Transcribed Interview of the Russia Unit Chief of the FITF, H. Comm. on the Judiciary (May 2, 2024) (on file 

with Comm.) at 84. 
306 Id. at 83-84. 

Final Report 988



 

70 

 

a statement falsely claiming that the Biden family influence peddling story bore all the hallmarks 

of a Russian influence operation.307 As the Committee has detailed in two reports coauthored 

with the House Permanent Select Committee on Intelligence, the statement was a coordinated 

influence operation set in motion by a senior Biden campaign official, now-Secretary of State 

Antony Blinken.308 High-level CIA officials—up to and potentially including then-Director Gina 

Haspel—were made aware of the statement before its publication.309 

 

Companies asked repeatedly for more information about the laptop in the days following 

the Post article. The intelligence community colluded to falsely dismiss the story about Biden 

family influence peddling as Russian disinformation. And still, the FBI sat on the one fact that 

could have ended the confusion and set the record straight: the FBI was in possession of the 

laptop and had authenticated its contents. The FBI’s failure to do so ensured that platforms 

continued to censor—a potentially election-altering decision.   

 
307 STAFF OF H. COMM. ON THE JUDICIARY, SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE 

H. COMM. ON THE JUDICIARY, AND H. PERMANENT SELECT COMM. ON INTELLIGENCE, 118TH CONG., THE 

INTELLIGENCE COMMUNITY 51: HOW CIA CONTRACTORS COLLUDED WITH THE BIDEN CAMPAIGN TO MISLEAD 

AMERICAN VOTERS (Comm. Print June 25, 2024); STAFF OF H. COMM. ON THE JUDICIARY, SELECT SUBCOMM. ON 

THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, AND H. PERMANENT SELECT COMM. 

ON INTELLIGENCE, 118TH CONG., THE HUNTER BIDEN STATEMENT: HOW SENIOR INTELLIGENCE COMMUNITY 

OFFICIALS AND THE BIDEN CAMPAIGN WORKED TO MISLEAD AMERICAN VOTERS (Comm. Print May 10, 2023); see 

also Brooke Singman, Biden campaign, Blinken orchestrated intel letter to discredit Hunter Biden laptop story, ex-

CIA official says, FOX NEWS (Apr. 20, 2023). 
308 Id. 
309 STAFF OF H. COMM. ON THE JUDICIARY, SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE 

H. COMM. ON THE JUDICIARY, AND H. PERMANENT SELECT COMM. ON INTELLIGENCE, 118TH CONG., THE 

INTELLIGENCE COMMUNITY 51: HOW CIA CONTRACTORS COLLUDED WITH THE BIDEN CAMPAIGN TO MISLEAD 

AMERICAN VOTERS (Comm. Print June 25, 2024) at 2. 

Final Report 989



 

71 

 

IV.  Epilogue: The fight against FBI election interference continues 

 

The FBI, through the FITF, engaged in a months-long campaign to influence the 2020 

election by prebunking the story about Biden family influence peddling, as supported by material 

recovered from Hunter Biden’s laptop. In over thirty meetings with social media platforms 

before October 14, 2020, the FBI primed the Big Tech platforms for exactly what would happen: 

shortly before the election, an established media outlet would publish an article about documents 

implicating the Biden family and Burisma in a far-reaching influence peddling scheme. Then, 

when the Post published that very story, Big Tech did what the FBI had been priming them to do 

for months and censored the story.  

 

Since 2020, independent watchdogs have criticized the lack of protocol that allowed the 

FBI to successfully prebunk the true Post story. In July 2024, the Office of the Inspector General 

of the Department of Justice (DOJ OIG) found that the FITF operates in a “risky legal space” 

because social media companies may feel compelled to censor speech at its behest.310 In the 

same report, the DOJ OIG concluded that in 2020, the Justice Department and the FBI did not 

have adequate guardrails governing the FITF’s interactions with Big Tech: “neither the 

Department nor the FBI had a specific policy or guidance applicable to information sharing with 

social media companies.”311 

 

In January 2024, the FBI issued a Standard Operating Procedure (SOP) to govern its 

discussions with social media companies about content moderation and to formalize steps for 

sharing information with social media companies.312 This SOP requires FBI personnel to include 

a lengthy disclaimer telling social media companies that “no adverse action will be taken by the 

FBI based on your company’s decision about whether or how to respond” to the FBI’s 

communications.313 FBI personnel also are not permitted to ask social media companies what 

actions have been taken in response to FBI communications.314 The DOJ and FBI have refused to 

make the SOP publicly available and provide the American public with transparency into how 

the country’s most powerful law enforcement agency attempts to self-regulate its interactions 

with the companies hosting the modern town square.315 

 

While this SOP marks an improvement over the previous protocol (or lack thereof), it 

does not allay the Committee’s concern that the FBI may be continuing to coerce platforms to 

censor content. Platforms undoubtedly remain aware of the FBI’s enforcement powers and 

retaliation capacity. As Stanford Internet Observatory Director Alex Stamos testified to the 

 
310 OFFICE OF THE INSPECTOR GEN., U.S. DEP’T OF JUSTICE, NO. 24-080, EVALUATION OF THE U.S. DEPARTMENT OF 

JUSTICE’S EFFORTS TO COORDINATE INFORMATION SHARING ABOUT FOREIGN MALIGN INFLUENCE THREATS TO U.S. 

ELECTIONS (July 2024), at 18. 
311 Id. at 8. 
312 Id. 
313 COUNTERINTELLIGENCE DIV., FEDERAL BUREAU OF INVESTIGATION, PROVIDING FOREIGN MALIGN INFLUENCE 

THREAT INFORMATION TO SOCIAL MEDIA PLATFORMS (STANDARD OPERATING PROCEDURE) (Jan. 2024), see 

Ex. 125. 
314 Id. 
315 Id. 
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Committee, “you can’t have a casual chat with an FBI agent when you’re an executive at a 

company. It’s not safe.”316 

 

The coordination meetings between the FBI and Big Tech stopped for a brief time after 

the U.S. District Court for the Western District of Louisiana issued, and a unanimous panel of 

the U.S. Court of Appeals for the Fifth Circuit largely affirmed, a preliminary injunction against 

the DOJ and FBI that prohibited them from coercing or significantly encouraging social media 

companies to censor lawful content.317 This injunction prevented the FBI and various other 

federal agencies from having contact with Big Tech regarding the moderation of lawful content.  

 

Unfortunately, the same meetings that led to the prebunking of the laptop story in 2020 

have resumed in 2024.318 After the Supreme Court stayed the lower courts’ injunction,319 the 

FITF “resumed outreach” to social media companies sometime in early 2024.320 According to an 

FBI spokesperson, the purpose of this outreach is “to facilitate sharing information about foreign 

malign influence with social media companies”—the same mandate that facilitated the FBI’s 

prebunking of the Post story.321 Given this past misconduct, it is concerning that the FBI is once 

again engaging in a similar manner with the entities responsible for administering the digital 

town square. 

 

During the course of its investigation, the Committee has issued subpoenas for 

documents to agencies and companies involved in the prebunking campaign, including the DOJ, 

the FBI, and major social media and technology platforms.322 Because the subpoenas are 

continuing in nature, they require these entities to turn over documents relating to the current, 

ongoing meetings on a rolling basis. 

 

As these meetings have occurred in 2024, the Committee and Select Subcommittee have 

begun to receive documents from many platforms and agencies.323 These documents show that, 

 
316 Transcribed Interview of Alex Stamos, H. Comm. on the Judiciary (June 23, 2023) (on file with Comm.) at 188. 
317 Kevin Collier & Ken Dilanian, FBI Resumes Outreach to Social Media Companies Over Foreign Propaganda, 

NBC NEWS (Mar. 20, 2024). 
318 Id. 
319 See Murthy v. Missouri, No. 23A243 (23-411), 601 U.S. __ , (Oct. 13, 2023) (granting application for stay); but 

see Murthy v. Missouri 601 U.S. __ (Oct. 20, 2023) (Alito, J., dissenting) (“At this time in the history of our 

country, what the Court has done, I fear, will be seen by some as giving the Government a green light to use heavy-

handed tactics to skew the presentation of views on the medium that increasingly dominates the dissemination of 

news. That is most unfortunate.”). 
320 Kevin Collier & Ken Dilanian, FBI Resumes Outreach to Social Media Companies Over Foreign Propaganda, 

NBC NEWS (Mar. 20, 2024). 
321 Id. 
322 Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to Hon. Merrick Garland, Att’y Gen., Dep’t 

of Justice (Aug. 17, 2023) (attaching subpoena) (on file with Comm.); Letter from Rep. Jim Jordan, Chairman, H. 

Comm. on the Judiciary, to Hon. Jen Easterly, Dir., Cybersecurity and Infrastructure Security Agency (Apr. 28, 

2023) (attaching subpoena) (on file with Comm.); Letter from Rep. Jim Jordan, Chairman, H. Comm. on the 

Judiciary, to Mark Zuckerberg, CEO, Meta (Feb. 15, 2023) (attaching subpoena) (on file with Comm.), Letter from 

Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to Sundar Pichai, CEO, Alphabet (Feb. 15, 2023) (attaching 

subpoena) (on file with Comm.); Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to Satya 

Nadella, CEO, Microsoft (Feb. 15, 2023) (attaching subpoena) (on file with Comm.). 
323 See, e.g., Email from FBI staff to Facebook personnel (Apr. 24, 2024, 10:26 a.m.), Ex. 122. 
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as in 2020, Elvis Chan remains the primary point of contact at the FBI for the meetings.324 They 

also show that the FBI, consistent with its new SOP, has added a more robust disclaimer at the 

end of its emails about the ostensibly voluntary nature of social media companies’ interactions 

with the FBI.325  

 

Previously, the FBI only sometimes included a disclaimer in its communications with Big 

Tech.326 When it did so, the disclaimer was only two sentences long and stated that the 

information provided contained “neither the recommendations nor conclusions of the FBI” and 

that the contents were the property of the FBI and were not to be distributed.327  

 

 
 

“This communication contains neither the recommendations nor conclusions of the FBI. . . . it 

and its contents or attachments are not to be distributed outside your agency.” 

—Jan. 3, 2020, email from Elvis Chan to Google, showing the FBI’s disclaimer at the time 

 
324 Id.  
325 Id.  
326 See Email from Elvis Chan to Google personnel (Jan. 6, 2020, 3:45 p.m.); Ex. 15. 
327 Id. 
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In the wake of the Committee’s and Select Subcommittee’s oversight, and increased 

public attention on the FBI’s censorship activities in 2020, the FBI appended a new disclaimer to 

its emails with Big Tech. The new disclaimer is twice as long and attempts to assure social media 

companies that they have “no obligation to respond or provide information back to FBI” in 

response to its outreach.328 

“The FBI does not request or expect your company to take any particular action regarding this 

information other than holding it in confidence due to its sensitive nature.” 

—Apr. 24, 2024 email from FBI staff to Facebook personnel 

The disclaimer, by itself, does not sufficiently resolve the First Amendment implications 

created by federal law enforcement engaging with Big Tech. Social media platforms, like any 

company, have a strong incentive to comply with requests from the FBI given its enforcement 

powers.329 So long as the FBI continues to engage with the companies that provide and oversee 

328 Email from FBI staff to Facebook personnel (April 24, 2024, 10:26 a.m.); see Ex. 122. 
329 See generally OFFICE OF THE INSPECTOR GEN., U.S. DEP’T OF JUSTICE, NO. 24-080, EVALUATION OF THE U.S.

DEPARTMENT OF JUSTICE’S EFFORTS TO COORDINATE INFORMATION SHARING ABOUT FOREIGN MALIGN INFLUENCE 

THREATS TO U.S. ELECTIONS (July 2024). 
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the digital town square, the risk of government infringement on Americans’ free expression will 

remain.330 

 

*          *          * 

 

Documents and testimony obtained by the Committee and Select Subcommittee show the 

FBI’s interactions with Big Tech in the months, weeks, days, and hours leading up to and 

surrounding the publication of the New York Post’s explosive October 14, 2020 story about 

Biden family influence peddling. Internal documents from Big Tech in particular show a months-

long FBI campaign priming Big Tech companies to expect a Russian hack and leak about Hunter 

Biden and Burisma shortly before the election. When the true Post story matching the FBI’s 

warnings emerged, the Big Tech companies followed the FBI’s specific warnings and censored 

it, despite internal concerns that the story might not have been the product of a hack and leak. 

Even when it became clear the story was not Russian disinformation, Facebook and other 

platforms continued to censor the story out of concerns of how they may be viewed by a future 

Biden-Harris Administration. For a pivotal week, the most important story of the 2020 

presidential election was censored.  

 

The Committee and Select Subcommittee will continue to conduct oversight of the FBI’s 

interactions with social media companies regarding content moderation. The modern town 

square must be free from direct and indirect government pressure. Government involvement will 

necessarily distort debate and lead to devastating policy outcomes.331 A prosperous and 

functioning democracy depends on free expression so that ideas and viewpoints succeed and fail 

on their merits. The First Amendment demands nothing less.  

 
330 Id. 
331 See STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T 

OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE CENSORSHIP-INDUSTRIAL COMPLEX: HOW TOP BIDEN 

WHITE HOUSE OFFICIALS COERCED BIG TECH TO CENSOR AMERICANS, TRUE INFORMATION, AND CRITICS OF THE 

BIDEN ADMINISTRATION (Comm. Print May 1, 2024). 
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From: Chan, Elvis M. (SF) (FBI) @fbi.gov
Subject: RE: [EXTERNAL EMAIL] - Re: Last FITF Meeting before Elections

Date: September 29, 2020 at 1:04 PM
To: @reddit.com
Cc: t @reddit.com, @reddit.com, @reddit.com

Perfect!  Just sent you all a calendar invite to lock it in.  Thanks.

Regards,
 Elvis

Elvis M. Chan
Supervisory Special Agent
Squad CY-1, National Security
FBI San Francisco
Work:  
Cell:  
Email:  @fbi.gov
____________________________________

This communication contains neither recommendations nor conclusions of the FBI.  It is
the property of the FBI and is loaned to your agency; it and its contents or attachments
are not to be distributed outside your agency.

From:  @reddit.com>
Sent: Tuesday, September 29, 2020 12:47 PM
To: Chan, Elvis M. (SF) (FBI) < @fbi.gov>
Cc:  <t @reddit.com>;  < @reddit.com>;

@reddit.com
Subject: [EXTERNAL EMAIL] - Re: Last FITF Meeting before Elections

Hi Elvis,

Let's shoot for Friday, Oct. 16, at 10am.

Thanks!

On Tue, Sep 29, 2020 at 11:10 AM Chan, Elvis M. (SF) (FBI) < @fbi.gov> wrote:
Reddit folks,

Per our prior discussion, I want to put a meeting on the calendar for our last bilateral
sync ahead of the election.  Please let me know which of these works best for you (one
hour slot).  Thanks!

Monday, Oct. 12, 10 am or 1 pm PDT
Tuesday, Oct. 13, 10 am, 12 pm, or 2 pm PDT
Wednesday, Oct. 14, 10 am or 1 pm PDT
Thursday, Oct. 15, 10 am PDT
Friday, Oct. 16, 10 am or 1 pm PDT
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y, . ,     p  
 
Regards,
   Elvis
 
Elvis M. Chan
Supervisory Special Agent
Squad CY-1, National Security
FBI San Francisco
Work:  
Cell:  
Email:  @fbi.gov
____________________________________

This communication contains neither recommendations nor conclusions of the FBI.  It
is the property of the FBI and is loaned to your agency; it and its contents or
attachments are not to be distributed outside your agency.
 
 
 

 
--

Legal at Reddit, Inc.
(c) 
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We wanted to zero in on this topic — and draw a tight box around it, this is not a conversation 
about self-styled whistleblowers, like Snowden or Chelsea Manning. This is intended to be a 
conversation about adversarial thefts and leaks.  
 
This is OFF THE RECORD. 
 
As  said, we’re almost certain to see one between now and the fall election. 
 
I’m dual-hatted here today, both in my Aspen role and as a journalist, former magazine editor 
at POLITICO, and current contributor to WIRED and CNN on national security issues. As many of 
you know, I co-wrote a book on cybersecurity with my Aspen colleague  in which we 
examined in depth the Sony Pictures Entertainment attack in 2014. 
 
It was a landmark attack, as it turns out, for reasons we didn’t realize at the time.  
 
When you talk to people in cyber, almost everyone points not to the Sands Casino attack in 
early 2014 as the first destructive cyberattack in the United States, they point instead to the 
attack on Sony. Why do people remember Sony? Sony was as destructive as Sands, but we 
don’t remember it because of the malware that was used to wipe the company’s computer 
drives. Sony involved the theft of intellectual property—millions of dollars’ worth of intellectual 
property—but we don’t remember it because of the stolen intellectual property. We don’t even 
remember Sony as an attack on free speech and American democracy, which it was, just like 
Iran’s attacks on Sands and Russia’s attack on the 2016 election also were. 
 
We remember Sony today because of how hackers hit the softest part of the system—emails—
and weaponized that information through the use of social media. Then North Korea got the 
mainstream media to pick up on those leaks and do the hackers’ bidding for them, causing 
reputational and financial damage to the company by airing their innermost secrets. 
 
Unfortunately, that part of Sony’s legacy—so obvious now in hindsight—didn’t sink in with the 
government and the private sector. We learned the wrong lesson; we focused on deterring 
destructive attackers and hardening our network systems. Russia, meanwhile, watched the 
Sony hack and learned the power of stolen information to influence public opinion and 
undermine confidence in an organization. And Russia saw how American society had been quick 
to blame and isolate the victim, Sony, rather than unite against the perpetrator. 
 
The Sony attack, as it turned out, represented the Rubicon: coupled with the experience of 
media and global reaction to WikiLeaks and Edward Snowden, North Korea knew that media 
organizations—some reputable, some not—would rush to cover the leaks, amplifying the thefts 
with little self-reflection. If North Korea simply sent a stolen spreadsheet of a company’s 
executive salaries to reporters, they’d publish it quickly. Particularly in the sped-up news cycles 
of the digital age, the media had decided that the “newsworthiness” of purloined internal 
secrets outweighed any ethical dilemmas raised by how that material was obtained. 
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The tactics pioneered by the attack on Sony were exactly the same tactics that the Russians 
later used to influence our election in 2016. We saw these tactics build on one another. As 
Russia considered whether to weaponize the emails they’d stolen from the Democratic 
National Committee, they knew from the North Korea attack on Sony that the media would lap 
up—and publish without delay—purloined emails. 
 
In the years since, we’ve seen Macron Leaks and other operations, by Russia and other 
adversaries, all with a shared goal of influencing their own strategic goals at a cost to western 
democracy. 
 
What all of those cases have made clear as we’ve seen in the years since is that Hack-and-leaks 
are a particularly difficult and challenging cyber threat to address precisely because they exploit 
the seams of democracy, as well as the seams of the news media and news organizations 
themselves. 
 
I think we all in this virtual room share a sense that we should be doing something better and 
more thoughtful to confront hack-and-leak and allowing adversaries to weaponize our news 
channels against our democracy, but it’s a super complex issue and there aren’t easy answers 
here even for the most responsible actors. 
 
Our goal here today is open this conversation mostly to see where it leads — think of it has a 
highly structured and curated fishing expedition — to see if we can combine the smartest 
people we know to help address this really really thorny problem. 
 
Along those lines, as a starting point today, I wanted to lay out three challenges and three 
opportunities around hack-and-leaks and the environment we face over the months ahead and 
then hand it over to ,  and  to talk specifically about more various aspects of 
this. 
 
The first challenge is simply that hack-and-leak operations, no matter the source, are hard to 
ignore. The documents often contain legitimate news and insights into key decisions or 
relationships, although we’ve certainly seen reporting that can stray from the newsworthy to 
the salacious, in places like Sony, or the silly, as all of us now can debate John Podesta’s risotto 
recipe.  
 
The second challenge is that even if you wish to ignore it, it’s hard. Part of the opportunity that 
adversaries have seized with these operations is how the diversification and disintermediation 
of online media allows information to reach ever-wider audiences quickly and how sites like 
Wikileaks, RT, Sputnik, and less reliable fringe or partisan websites can publish material that 
forces more mainstream and reliable organizations to confront stories they’d normally argue 
don’t rise to their standards. As we’ve seen from QAnon’s Pizzagate to the President’s own 
Twitter feed to the rumored-and-never-spotted giant Antifa bus during the protests in recent 
weeks, news organizations often now have to wrestle with the fringe-y, conspiratorial ideas in a 
way that they didn’t have to before. 
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The third challenge is attribution — it’s often impossible to fully understand the context and 
attribution of these leaks in real-time, forcing intelligence agencies and news organizations to 
speculate about the provenance of the documents (and thus the motives and desired outcomes 
of the attack) without necessarily being able to state plainly and publicly the goals of the 
perpetrators.  
 
* * * 
 
Three opportunities for a more mature response in this election and beyond. 
 
First is that we’ve seen in both the Macron Leaks and the DNC/Podesta Leaks is that there are 
often warnings ahead of time. The DNC announced it had been attacked before the first 
documents began to circulate, and we’ve seen in the Mueller Report how Roger Stone and 
others appeared to have a strong understanding of the damaging information to come on 
Podesta and Hillary Clinton’s campaign as the fall election unfolded, similarly in France and 
almost three months before the “Macron Leaks” appeared online, online researchers were 
warning of such an operation underway.  
 
Moreover, many of these leaks don’t happen in a vacuum; they’re an additional pillar of a 
broader operation — as we now understand unfolded with the Internet Research Agency in 
2016 and as part of a broader disinfo and misinfo campaign against Macron in 2017.  
 
Given those warnings, wow should news organizations and platforms begin mobilizing and 
thinking about these attacks and the resulting coverage when we suspect there’s something 
coming? 
 
Second opportunity is that these operations are less of a surprise; no one’s first instinct in 2014 
was North Korea, and in 2016 it took too long for us to realize our election was under attack 
from Russia. Part of what the Macron Leaks falter is that people were better able to recognize 
in real-time what was happening. So how do we do a better job—or even should we do a better 
job of saying reader beware? 
 
The third opportunity is conversations like this — there’s a level of willingness across platforms, 
news organizations, and threat researchers to share information and — perhaps not 
collaborate — but at least converse together around these topics in 2020 that never would 
have existed in 2014 or 2016. Today, of course, we have reporters, researchers, and researchers 
better primed to be wary and suspicious, to understand that we might be being played by an 
adversary with a specific agenda and purpose. 
 
I’m really excited for this conversation and to see where this leads.  
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Hack and Leak Roundtable
Participant List
June 25, 2020

 
Director of Policy 
Reddit

 
Director of Security 
Wikimedia Foundation

 
Reporter 
NBC News

 
EVP, News Standards and Practices 
CNN

Head of Cybersecurity Policy 
Facebook

 
Director Cybersecurity Initiatives 
Aspen Institute 

 
Director 
Stanford Cyber Policy Center

 
Co-Founder and Editor 
The Dispatch

 
Executive Editor 
Lawfare

Director Public Policy Strategy 
Twitter

 
Senior VP
Poynter Institute

 
VP and Deputy General Counsel 
The New York Times 

 
National Security Reporter
 Washington Post

 
Staff writer 
New Yorker
 

 
Reporter 
CNN

 
Investigations Correspondent
NPR
 

Former Editor in Chief, Guardian
Member of Facebook Oversight Board

 
Chief Washington Correspondent 
New York Times

 
Editor in Chief 
The Daily Beast
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Executive Director 
Aspen Institute

 
Cybersecurity Correspondent 
Reuters

 
Cofounder and Director 
First Draft News

 
Global Public Policy Lead for 
Information Integrity 
Google

Visiting Lecturer, 
Stanford
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CONFIDENTIAL

Aspen Digital Hack-and-Dump Working Group — September 2020
EXERCISE :: The Burisma Leak

Day One: Monday, October 5th

Anonymous website, BIDENCRIMES.info, and a Twitter account, @HUNTERLOLZ, begin 
posting documents that purport to be from Burisma, tied to Hunter Biden. Splashed 
across the top of the site, in English, is “Joe Biden betrayed america before for $$$. He’ll 
do it again.” Initially, the documents, mostly in Ukrainian, appear to be minutes of 
various Burisma board meetings, internal emails, and financial records. There is initially 
no sign of a smoking gun.

NOTE: The website appears to have been first registered in 2016. No ownership o
information is public. The Twitter account was created in 2014, oddly just before 
Hunter joined the Burisma board. It has tweeted once and follows one person.

Day Two: Tuesday, October 6th

The Drudge Report links to the anonymous website, BIDENCRIMES.info, and the site is 
quickly picked up by other fringe media and begins to spread on social media sites.

Day Three: Wednesday, October 7th

Fox & Friends discusses BIDENCRIMES.info in its 7 a.m. block. @RealDonaldTrump 
tweets six minutes later, “Is Joe Biden biggest criminal of all time? Check out 
@HUNTERLOLZ.”

Three reporters (Dina Temple-Rason, Donie O’Sullivan, and Ellen Nakashima) are 
contacted by an anonymous ProtonMail account, BIDENCRIMES@protonmail.com, and 
each sent a different document. None of the documents have appeared on the public 
website. They are each told they are the only reporter receiving a specific document. 

Dina’s document purports to be a ledger of payments showing that Hunter Biden o
was paid $3 million over two months in 2015 by Burisma, far more than had 
been reported publicly before. 
Donie’s document is a 2016 email, purportedly from Hunter to his father, dated o
the evening before the firing of prosecutor Viktor Shokin, simply titled 
“Burisma,” and the body of which reads: “I really need you to do this for me.” 
Ellen’s document purports to be the board contract between Burisma and o
Hunter.

In Ukraine, Burisma announces that it has no evidence of any hack of its servers, 
disavows all files as forgeries.

CONFIDENTIAL AI-HJC-000017
534

Final Report 1453



Day Four: Thursday, October 8th

The Biden campaign, adopting the policy of Hillary Clinton’s campaign in 2016 and the 
Macron campaign, says they will not confirm the veracity of any documents.

CrowdStrike announces, without further detail, it has reason to believe that 
BIDENCRIMES.info is the work of Fancy Bear (APT 28). 

CNN’s Jim Scuitto reports an anonymous Cloudflare executive who says that he doubts 
the CrowdStrike appraisal; Cloudflare believes that no foreign actor is involved and has 
evidence that BIDENLEAKS.info is being hosted and run by Americans.

At 4 p.m., the Washington Post publishes a story by Ellen Nakashima confirming that the 
Burisma board contract given to her is legitimate; there is no wrongdoing evident or 
alleged in the document, but Burisma sources confirm the document is real.

Cesar Conde, the chairman of NBC News, announces that because of the suspicion that 
the BIDENCRIMES.info leaks are coming from a foreign power with a goal of 
undermining America’s free and fair elections, no aspect of NBC News or MSNBC will 
report on the allegations or use the materials as the basis for reporting. In his 
statement, carried live on the evening news with Lester Holt, he asks all other news 
organizations to follow NBC’s leadership. The Guardian quickly announces it will follow 
the same principle, as does The Huffington Post.

At Ohio Trump rally that night, crowd starts chanting “LOCK HIM UP.” President Trump, 
at podium, pumps his fists as the crowd chants. 

Day Five: Friday, October 9th

In a statement released at 9 a.m. and signed only by him, Director of National 
Intelligence John Ratcliffe says he has no reason to believe the documents posted by 
BIDENCRIMES.info are forgeries, nor does the IC have reason to believe the website is a 
Russian operation. 

At 11 a.m., on the House floor, House Intelligence Chair Adam Schiff says that according 
to his briefings, the IC is not being forthright with the American people about the source 
and veracity of the leaks.

Also at 11 a.m., Mandiant releases a short statement saying it has traced the source of 
BIDENLEAKS.info to infrastructure consistent with China’s Ministry of State Security.
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At 2 p.m., @HUNTERLOLZ tweets a link out to a .zip file that appears to contain a new 
tranche of 20,000 documents, mostly in Ukrainian, stolen from Burisma and posted on 
BIDENCRIMES.info. 

All but simultaneously, at 2:01 p.m., @DonaldJTrumpJr, @TeamTrump, and @parscale 
all retweet the @HUNTERLOLZ post.

By 3 p.m., Twitter determines that the hosting service for the .zip tweeted by 
@HUNTERLOLZ traces back to a server in Hong Kong. 

That afternoon, Facebook’s sources inside the IC tell Facebook to be wary about the 
DNI’s statement.

At 5 p.m., Dina Temple-Raston airs an NPR story saying that she has confirmed the $3 
million payment document she received is fake. 

Day Six: Saturday, October 10th

Overnight, progressive blogger Josh Marshall notices and tweets out one document in 
the new tranche of .zip files that appears to be a confirmation of a wire transfer for $1 
million from Deutsche Bank to an off-shore account in the name of Hunter Biden, dated 
two days after the firing of the chief prosecutor, Shokin. Overnight, independent 
security researchers and news organizations find the majority of the .zip files are 
authentic, but some are manipulated. First Draft News tweets an hour after Josh’s tweet 
that his document appears to be an authentic Burisma document but has been 
edited—what was edited is unclear. 

At 10 a.m., the New York Times posts a story saying that two anonymous “senior Justice 
Department officials” in Washington say that the acting U.S. attorney in D.C. has 
empaneled a grand jury to investigate Joe Biden.

Day Seven: Sunday, October 11th

On the Sunday shows, Biden campaign staff dismiss the entire hack-and-leak as dirty 
tricks by Vladimir Putin.

After the morning shows air, The Daily Beast quotes two “former senior intelligence 
officials” that the directors of the CIA and NSA refused to sign onto Ratcliffe’s Friday 
statement, although sources differ why they did not sign it. David Sanger matches that 
reporting an hour later.

Alex Berenson announces on Twitter that he’s conducted an interview, via DM, with the 
person behind @HUNTERLOLZ and that he believes the person is an American.
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Day Eight: Monday, October 12th

At 7:15 a.m., President Trump calls into Fox & Friends and says he hopes the FBI will 
investigate Joe Biden.

At 9 a.m., Attorney General Bill Barr holds a press conference to say the American 
people deserve the truth and that he has instructed the FBI to verify the allegations of 
Joe Biden and Hunter Biden’s corruption. He announces that the Justice Department is 
investigating wrongdoing by Hunter Biden and Joe Biden for money laundering, tax 
fraud, theft of honest services, and acting as an unregistered foreign agent. In response 
to a reporter’s question, he volunteers that he believes Joe Biden should submit to an 
FBI interview within days.

At 11 a.m., Senator Richard Blumenthal says the American people are being lied to and 
demands in a CNN interview, “Paul Nakasone, Gina Haspel, and Chris Wray owe 
Americans the truth. I can’t say more than that.”

At 2 p.m., Jim Comey tweets “FBI agents tell me they are being silenced about the truth. 
Donald Trump is illegally coordinating with Putin. He must resign.”

At 7:30 p.m., Rudy Giuliani says on Fox News that he was right all along re: 2019 Ukraine 
pressure campaign.

Day Nine: Tuesday, October 13th

@RealDonaldTrump tweets at 6:15 a.m.: “See, Ukraine phone call was perfect — I knew 
Sleepy Joe was actually Crooked Joe! Tell FBI: LOCK HIM UP!”

Day Ten: Wednesday, October 14th

Rep. Devin Nunes, Sen. Tom Cotton, and Secretary of State Mike Pompeo announce 
they will travel immediately to Kiev to get Burisma’s cooperation with the unfolding 
investigation. They depart that night on an official US government jet.

Day Eleven: Thursday, October 15th

The second presidential debate

Bidencrimes.info 17 letters, 
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EXECUTIVE SUMMARY

Freedom of speech is among the most important rights guaranteed to every American.
Elon Musk’s acquisition of Twitter last year served to revitalize this fundamental freedom in the
digital age. Now, in wake of this acquisition, the Federal Trade Commission (FTC) is
orchestrating an aggressive campaign to harass Twitter and deluge it with demands about its
personnel decisions in each of the company’s departments, every internal communication
relating to Elon Musk, and even Twitter’s interactions with journalists. These demands have no
basis in the FTC’s statutory mission and appear to be the result of partisan pressure to target
Twitter and silence Musk.

The House Committee on the Judiciary, through and with its Select Subcommittee on the
Weaponization of the Federal Government, is charged with investigating “violations of the civil 
liberties of citizens of the United States.”1 As part of this responsibility, and consistent with the
Committee’s oversight responsibilities of the FTC, the Committee has been conducting oversight
of the unusual response by the FTC to Musk’s acquisition of Twitter last year.2 While the
Committee and its Select Subcommittee continue to investigate these issues, this interim staff
report fulfills the Committee’s ongoing obligation to identify and report on the weaponization of
the federal government.3

The Committee recently obtained new, nonpublic information that falls directly within
the Committee’s mandate to investigate and report on instances of the federal government’s 
authority being weaponized against U.S. citizens. Consisting of over a dozen FTC letters to
Twitter that—in the span of less than three months following Musk’s acquisition—make more
than 350 specific demands, this information shows how the FTC has been attempting to harass
Twitter and pry into the company’s decisions on matters outside of the FTC’s mandate.

The timing, scope, and frequency of the FTC’s demands to Twitter suggest a partisan 
motivation to its action. When Musk took action to reorient Twitter around free speech, the FTC
regularly followed soon thereafter with a new demand letter. The ostensible legal basis for the
demand letters—including monitoring Twitter’s privacy and information security program under 
a revised consent decree between the company and the FTC4—fails to provide adequate cover
for the FTC’s action. A number of the FTC’s demands have little to no nexus to users’ privacy 
and information. For example, the FTC has demanded that Twitter provide, among other things:

• Information relating to journalists’ work protected by the First Amendment, including
their work to expose abuses by Big Tech and the federal government;5

1 H.R. Res. 12, § 1(b)(D) 118th Cong. (2023) (enacted) (attached hereto as App. 1).
2 See Letter from Ranking Member Jim Jordan to FTC Chair Lina Khan (May 4, 2022) (attached hereto as App. 2);
Letter from Congressman Scott Fitzgerald, Ranking Member Jim Jordan, and others to FTC Chair Lina Khan (May
24, 2022) (attached hereto as App. 3).
3 See H.R. Res. 12, supra n.1.
4 Twitter, Inc., Decision and Order, C-4316, FTC (May 26, 2022) (attached hereto as App. 4) (hereinafter “FTC 
Order”); see also United States v. Twitter, Inc., No. 3:22-cv-3070 (N.D. Cal. May 26, 2022), ECF No. 11 (Stipulated
Order) (attached hereto as App. 5).
5 Request 1, Letter from FTC Staff Attorney, FTC Division of Enforcement to Counsel for Twitter, Twitter, Inc.,
No. C-4316 (Dec. 13, 2022).
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• Every single internal communication “relating to Elon Musk,” by any Twitter 
personnel—including communications sent or received by Musk—not limited by 
subject matter, since the day Musk bought the company;6 
 

• Information about whether Twitter is “selling its office equipment”;7 
 

• All of the reasons why Twitter terminated former Twitter employee and FBI official 
Jim Baker;8 
 

• When Twitter “first conceived of the concept for Twitter Blue,” Twitter’s new 
$8/month verified account subscription;9 and 
 

• Information disaggregated by “each department, division, and/or team,” regardless of 
whether the work done by these units had anything to do with privacy or information 
security.10 

 
The Committee does not dispute that protecting user privacy and mitigating information 

security risks are important duties. Because of its consent decree with Twitter, the FTC has the 
authority to monitor how Twitter is protecting users’ private information, such as their phone 
numbers and email addresses.11 But the FTC is currently imposing some demands on Twitter that 
have no rational basis in user privacy. There is no logical reason, for example, why the FTC 
needs to know the identities of journalists engaging with Twitter. There is no logical reason why 
the FTC, on the basis of user privacy, needs to analyze all of Twitter’s personnel decisions. And 
there is no logical reason why the FTC needs every single internal Twitter communication about 
Elon Musk. 

 
* * * 

 
The strong inference from these facts is that Twitter’s rediscovered focus on free speech 

is being met with politically motivated attempts to thwart Elon Musk’s goals. The FTC’s 
demands did not occur in a vacuum. They appear to be the result of loud voices on the left—
including elected officials—urging the federal government to intervene in Musk’s acquisition 
and management of the company. The FTC’s harassment of Twitter is likely due to one fact: 
Musk’s self-described “absolutist” commitment to free expression in the digital town square. 

 
6 Request 17, Letter FTC Staff Attorney, FTC Division of Enforcement to Counsel for Twitter, Twitter, Inc., No. C-
4316 (Nov. 30, 2022); see also Request 1, Letter from FTC Staff Attorney, FTC Division of Enforcement to 
Twitter’s Head of Product, Legal, Twitter, Inc., No. C-4316 (Feb. 1, 2023) (same). 
7 Request 13, FTC Letter (Dec. 13, 2022), supra n.5. 
8 Request 4, Letter from FTC Staff Attorney, FTC Division of Enforcement to Counsel for Twitter, Twitter, Inc., 
No. C-4316 (Dec. 9, 2022). 
9 Request 8(d), Letter from FTC Staff Attorney, FTC Division of Enforcement Regarding Twitter Blue and 
Resignations to Counsel for Twitter, Twitter, Inc., No. C-4316 (Nov. 10, 2022); see also Request 3(d), Letter from 
FTC Staff Attorney, FTC Division of Enforcement to Counsel for Twitter, Twitter, Inc., No. C-4316 (Nov. 21, 
2022) (request for when Twitter “first conceived of the concept for Blue Verified”). 
10 Request 1, FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; Request 1, Letter 
from FTC Staff Attorney, FTC Division of Enforcement to Counsel for Twitter Regarding Terminations, Twitter, 
Inc., No. C-4316 (Nov. 10, 2022). 
11 See FTC Order, supra n.4. 
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I. THE FTC’S HARASSMENT CAMPAIGN AGAINST TWITTER 
 

On April 25, 2022, Elon Musk announced his intention to buy Twitter.12 Previously 
describing himself as a free speech absolutist,13 Musk proclaimed at the time: “Free speech is the 
bedrock of a functioning democracy, and Twitter is the digital town square where matters vital to 
the future of humanity are debated.”14  

 Elon Musk completed his acquisition of Twitter on October 27, 2022.15 Just two weeks 
later, the FTC launched the first of over a dozen demand letters to the company.16 Between just 
November 10 and January 18, the FTC issued over 350 requests—an average of roughly 35 
requests per week.17 The FTC’s demand letters often followed shortly after Musk took a step that 
was controversial to activists on the left.18 While aspects of the FTC’s demands of Twitter may 
have had some plausible relevance to Twitter’s compliance with the consent decree, several 
demands did not. In addition, the scope, timing, and volume of the requests, following 
substantial left-wing pressure to use the consent decree to go after Musk, strongly support an 
inference that the motivation of many of the demands is political. 

 
12 Elon Musk to Acquire Twitter (provided by Twitter, Inc.), PR NEWSWIRE (Apr. 25, 2022), 
https://www.prnewswire.com/news-releases/elon-musk-to-acquire-twitter-301532245.html; see Elon Musk 
(@elonmusk), TWITTER (Apr. 25, 2022, 3:43 PM), https://twitter.com/elonmusk/status/
1518677066325053441?lang=en. 
13 See, e.g., Elon Musk (@elonmusk), TWITTER (Mar. 5, 2022, 12:15 AM), https://twitter.com/elonmusk/
status/1499976967105433600?lang=en; see also Dan Milno, How ‘free speech absolutist’ Elon Musk would 
transform Twitter, THE GUARDIAN (Apr. 14, 2022).  
14 Elon Musk (@elonmusk), TWITTER (Apr. 25, 2022), supra n.12; Elon Musk to Acquire Twitter, PR NEWSWIRE, 
supra n.12. 
15 Billy Perrigo, Elon Musk Finalizes Deal to Buy Twitter, TIME (Oct. 27, 2022). 
16 FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; FTC Letter Regarding 
Terminations (Nov. 10, 2022), supra n.10. 
17 See FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; FTC Letter Regarding 
Terminations (Nov. 10, 2022), supra n.10; Letter from FTC Staff Attorney, FTC Division of Enforcement to 
Counsel for Twitter, Twitter, Inc., No. C-4316 (Nov. 15, 2022); FTC Letter (Nov. 21, 2022), supra n.9; FTC Letter 
(Nov. 30, 2022), supra n.6; Letter from FTC Staff Attorney, FTC Division of Enforcement to Counsel for Twitter, 
Twitter, Inc., No. C-4316 (Dec. 6, 2022); FTC Letter (Dec. 9, 2022), supra n.8; FTC Letter (Dec. 13, 2022), supra 
n.5; Letter from FTC Staff Attorney, FTC Division of Enforcement to Counsel for Twitter, Twitter, Inc., No. C-4316 
(Jan. 3, 2023); Letter from FTC Staff Attorney, FTC Division of Enforcement to Counsel for Twitter, Twitter, Inc., 
No. C-4316 (Jan. 18, 2023). 
18 Cf. Elon Musk (@elonmusk), TWITTER (Nov. 19, 2022, 7:53 PM), https://twitter.com/elonmusk/status/
1594131768298315777 (“Trump will be reinstated.”); FTC Letter (Nov. 21, 2022), supra n.9. 
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A. The FTC’s Demands about the Twitter Files and Journalist Interactions  
 
On December 2, 2022, journalist Matt Taibbi published the first edition of the Twitter 

Files, a series of reports documenting how Twitter was previously used by government actors to 
censor speech online.19 On December 10, Musk tweeted that “Twitter is both a social media 
company and a crime scene.”20 Three days later, on December 13, the FTC demanded details of 
Twitter’s interactions with journalists, including “Bari Weiss, Matt Taibbi, Michael 
Shellenberger, Abigail Shrier,” and the identities of all other journalists to whom Twitter had 
potentially provided access of its internal records.21 

 

 

 
19 Matt Taibbi (@mtaibbi), TWITTER (Dec. 2, 2022, 6:34 PM), https://twitter.com/mtaibbi/status/
1598822959866683394?lang=en. 
20 Elon Musk (@elonmusk), TWITTER (Dec. 10, 2022, 2:56 PM), https://twitter.com/elonmusk/status/
1601667312930590721?lang=en. 
21 Request 1, FTC Letter (Dec. 13, 2022), supra n.5. 
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The Twitter Files are a series of 
eighteen reports,22 and counting, that began 
soon after Elon Musk acquired Twitter. The 
most recent edition was published on March 
2.23 Twitter allowed the journalists, as part of 
their reporting on government censorship by 
proxy, to review internal communications and 
correspondence between Twitter employees 
and federal agencies, including the Federal 
Bureau of Investigation.24 The journalists’ 
reporting did not concern private user data or 
information that Twitter users wanted private. 
Quite the opposite, the reporting in the Twitter 
Files concerned content that users attempted to 
publicly share but that the government had 
pressured Twitter to restrict.25 

 
22 See Matt Taibbi (@mtaibbi), TWITTER (Dec. 2, 2022), supra n.19; Bari Weiss (@bariweiss) TWITTER (Dec. 8, 
2022, 7:15 PM), https://twitter.com/bariweiss/status/1601007575633305600?s=20&t=ilqbULlreQtFhJ_mVOCOoQ; 
Matt Taibbi (@mtaibbi), TWITTER (Dec. 9, 2022, 6:04 PM), 
https://twitter.com/mtaibbi/status/1601352083617505281; Michael Shellenberger (@ShellenbergerMD), TWITTER 
(Dec. 10, 2022, 6:28 PM), https://twitter.com/
ShellenbergerMD/status/1601720455005511680?s=20&t=jppprcOnLGDKC426tJ0uLA; Bari Weiss (@bariweiss) 
TWITTER (Dec. 12, 2022, 1:06 PM), https://twitter.com/bariweiss/status/1602364197194432515?s=
20&t=6Ub9NU39Uhx1rOQdqf9f6g; Matt Taibbi (@mtaibbi), TWITTER (Dec. 16, 2022, 4:00 PM), 
https://twitter.com/mtaibbi/status/1603857534737072128?s=20&t=jOrUd1Ta8GPnhq1XVwZBLw; Michael 
Shellenberger (@ShellenbergerMD), TWITTER (Dec. 19, 2022, 11:09 AM), https://twitter.com/ShellenbergerMD/
status/1604871630613753856?s=20&t=eCTzl9ucVpfIKlo-pgwlLQ; Lee Fang (@lhfang), TWITTER (Dec. 20, 2022, 
3:02 PM), https://twitter.com/lhfang/status/1605292454261182464?s=20&t=SGeGDuZZN9eZ7cYVGnHOXQ; 
Matt Taibbi (@mtaibbi), TWITTER (Dec. 24, 2022, 12:20 PM), https://twitter.com/mtaibbi/status/
1606701397109796866?s=20&t=K5THm_CCLPrRig6XlFli7g; David Zweig (@davidzweig), TWITTER (Dec. 26, 
2022, 9:10 AM), https://twitter.com/davidzweig/status/1607378386338340867?s=20&t=
NiuAY7UaXXiefwZN7e66LQ; Matt Taibbi (@mtaibbi), TWITTER (Jan. 3, 2023, 3:27 PM), https://twitter.com/
mtaibbi/status/1610372352872783872?s=20&t=37uOcXgrG6IapxEIoRWvkQ; Matt Taibbi (@mtaibbi), TWITTER 
(Jan. 3, 2023, 4:54 PM), https://twitter.com/mtaibbi/status/1610394197730725889?s=20&t=
j4oONRN5hwxTyNfGn1-s6A; Alex Berenson (@AlexBerenson), TWITTER (Jan. 9, 2023, 2:08 PM), 
https://twitter.com/AlexBerenson/status/1612526697038897167?s=20&t=DhQ_5IksIhwChTWhfogB5Q; Matt 
Taibbi (@mtaibbi), TWITTER (Jan. 12, 2023, 12:29 PM), https://twitter.com/mtaibbi/status/
1613589031773769739?s=20&t=G4k4hjcs88Bq235wSl3QlA; Lee Fang (@lhfang), TWITTER (Jan. 16, 2023, 10:30 
AM), https://twitter.com/lhfang/status/1615008625575202818?s=20&t=c2a6Ez2nx5i-yrFEimrpQw; Matt Taibbi 
(@mtaibbi), TWITTER (Jan. 27, 2023, 12:49 PM), https://twitter.com/mtaibbi/status/1619029772977455105?s=
20&t=YXrgzXGKpBZl0jBLxFOxSw; Matt Taibbi (@mtaibbi), TWITTER (Feb. 18, 2023, 7:13 PM), 
https://twitter.com/mtaibbi/status/1627098945359867904?lang=en; Matt Taibbi (@mtaibbi), TWITTER (Mar. 2, 
2023, 12:00 PM), https://twitter.com/mtaibbi/status/1631338650901389322. 
23 Matt Taibbi (@mtaibbi), TWITTER (Mar. 2, 2023), supra n.22. 
24 Matt Taibbi REVEALS Future Twitter Files Releases | Breaking Points, YOUTUBE (Dec. 15, 2022), 
https://www.youtube.com/watch?v=gExHIgWqDSo (discussing access provided, how it has evolved, and noting 
that the journalists did not have “global access to every single document”).  
25 See, e.g., Matt Taibbi (@mtaibbi), TWITTER (Mar. 2, 2023), supra n.22 (describing how entities funded by the 
federal government requested Twitter to take down thousands of “inauthentic” accounts that belonged to real 
Americans). 
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Tellingly, the FTC’s first demand in its letter sent after the initial installment of the 
Twitter Files did not concern what private user information may have been at risk. Instead, the 
FTC demanded that Twitter “[i]dentify all journalists and other members of the media to whom” 
Twitter has granted access to since Musk bought the company.26 The FTC even named some of 
the specific journalists—“Bari Weiss, Matt Taibbi, Michael Shellenberger, [and] Abigail 
Shrier”—with whom Twitter has engaged on the Twitter Files.27 The FTC also demanded to 
know any “other members of the media to whom You have granted any type of access to the 
Company’s internal communications” for any reason whatsoever.28 

 
 
 

There is no reason the FTC needs to know every journalist with whom Twitter was 
engaging. Even more troubling than the burden on the company, the FTC’s demand represents a 
government inquiry into First Amendment-protected activity. It is an agency of the federal 
government demanding that a private company reveal the names of the journalists who are 
engaged in reporting about matters of public interest, including potential government 
misconduct. While the FTC’s inquiry would be inappropriate in any setting, it is especially 
inappropriate in the context of journalists disclosing how social media companies helped the 
government to censor online speech.  
 

 
26 Request 1, FTC Letter (Dec. 13, 2022), supra n.5. 
27 Id. 
28 Id., Request 1(a) (footnote omitted). 
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B. The FTC’s Demands about Twitter Blue and the Company’s Revenue Streams 
 
Many of the FTC’s demands relate to Twitter Blue, an $8-per-month subscription service 

that provides Twitter a revenue stream separate from its advertising revenue.29 After Musk 
announced his intention to buy Twitter in April 2022 and continuing after the acquisition was 
completed in October, activists on the left called for companies to stop advertising on Twitter.30 
Some speculated, if not cheered on, Twitter’s predicted financial demise.31 

 

 
29 See, e.g., FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; FTC Letter (Nov. 21, 
2022), supra n.9; FTC Letter (Nov. 30, 2022), supra n.6; see also James Surowiecki, Why Elon Musk Is Blowing Up 
Twitter’s Business, THE ATLANTIC (Nov. 18, 2022). 
30 See, e.g., Glorida Rodriguez, Activists put pressure on advertisers to drop Twitter ads over Musk takeover, 
employee layoffs, ABC NEWS (Nov. 4, 2022); Letter from Accountable Tech and others to Twitters’ Advertisers 
(May 3, 2022) (attached hereto as App. 6); Calling on Advertisers to Pause Their Spend on Twitter, STOP HATE FOR 
PROFIT (Nov. 4, 2022) (“[W]e are calling on advertisers to pause their spend globally until it becomes clear whether 
Twitter remains committed to being a safe place for advertisers as well as society overall.”). 
31 See, e.g., Alex Kirshner, The Advertising Industry Is Bringing Elon Musk to His Knees, THE ATLANTIC (Nov. 8, 
2022); Naomi Nix and Jeremy B. Merrill, Advertisers are dropping Twitter. Musk can’t afford to lose any more., 
WASH. POST (Nov. 22, 2022); Halisia Hubbard, Twitter has lost 50 of its top 100 advertisers since Elon Musk took 
over, report says, NPR (Nov. 25, 2022); Suzanne Vranica, Patience Haggin, and Alexa Corse, Elon Musk’s 
Campaign to Win Back Twitter Advertisers Isn’t Going Well, WALL ST. J. (Dec. 22, 2022). 
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On October 27, Musk completed his purchase of Twitter and began to reshape Twitter’s 
focus and its workforce.32 A few days later, Twitter announced the roll-out of its new 
subscription service, Twitter Blue.33 On November 10, the FTC sent two demand letters asking 
for voluminous information about Twitter’s personnel actions—terminations and resignations—
and about the Twitter Blue service.34 To date, the FTC has submitted nearly 60 requests related 
to Twitter Blue.35 Some of the FTC’s demands about Twitter Blue—such as when the service 
was “first conceived”—appear to serve little purpose other than to pile on to the already 
burdensome requests.36 One such demand came just two days after Twitter reactivated President 
Trump’s account.37 In this letter, the FTC demanded nearly twenty additional categories of 
information about Twitter Blue.38 

 

 
32 Thomas Barrabi and Theo Wayt, Elon Musk completes $44B Twitter takeover, begins firing execs, N.Y. POST 
(Oct. 27, 2022). 
33 Elon Musk (@elonmusk), TWITTER (Nov. 1, 2022, 1:36 PM), 
https://twitter.com/elonmusk/status/1587498907336118274. 
34 FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; FTC Letter Regarding 
Terminations (Nov. 10, 2022), supra n.10. 
35 FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; FTC Letter (Nov. 21, 2022), 
supra n.9; FTC Letter (Nov. 30, 2022), supra n.6; FTC Letter (Dec. 6, 2022), supra n.17; FTC Letter (Dec. 9, 2022), 
supra n.8; FTC Letter (Dec. 13, 2022), supra n.5. 
36 See, e.g., Request 8(d), FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; see also 
Request 3, FTC Letter (Nov. 21, 2022) (request for when Twitter “first conceived of the concept for Blue Verified”), 
supra n.9. 
37 Cf. Elon Musk (@elonmusk), TWITTER (Nov. 19, 2022, 7:53 PM), https://twitter.com/elonmusk/status/
1594131768298315777 (“Trump will be reinstated.”); FTC Letter (Nov. 21, 2022), supra n.9. 
38 See FTC Letter (Nov. 21, 2022), supra n.9. 
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C. The FTC’s Demands for All Elon Musk-related Communications and Other 
Inappropriate Demands  

 
In total, the FTC has now sent Twitter well over a dozen demand letters since Musk 

acquired the company.39 These letters include demands for both written narratives and document 
productions.40 In one 10-week stretch, the FTC averaged one new letter and 35 new requests per 
week.41 In addition to their frequency, the breadth of many of these demands make them 
particularly—perhaps intentionally—burdensome.  
 

 
For example, on November 30, the FTC demanded that Twitter produce every internal 

Twitter communication—“including but not limited to emails, memos, and Slack 
communications”—“relating to Elon Musk,” including all communications sent or received by 
Musk himself.42 This demand came after the FTC had already asked for all communications for 
three employees in one request43 and eight search terms in another request for just Slack 
communications.44 Based on a subsequent FTC letter to Twitter, it appears that the company 
combined the requests (i.e., limiting its search by the three custodians and the eight search terms 
and only Slack communications), which still produced more than 66,000 hits across 6,000 Slack 
channels.45 This one example illustrates that the FTC’s collective demands presented a 
substantial burden on the company’s operations. 

 
39 See, e.g., supra n.17; Letter from FTC Staff Attorney, FTC Division of Enforcement to Twitter’s Head of Product, 
Legal, Twitter, Inc., No. C-4316 (Jan. 23, 2023); FTC Letter (Feb. 1, 2023), supra n.6. 
40 Id. 
41 See supra n.17. 
42 Request 17, FTC Letter (Nov. 30, 2022), supra n.6; Request 1, FTC Letter (Feb. 1, 2023), supra n.6. 
43 Request 6, FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9. 
44 Id., Request 7. 
45 See Request 4, FTC Letter (Dec. 6, 2022), supra n.17 (describing Twitter’s response dated November 25, 2022, 
and asking for additional communications from ten related sub-topics or custodians); see also id., Request 3. 
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In other invasive demands, the FTC has demanded to know Twitter’s explanation for 
firing Jim Baker, a former FBI General Counsel who helped to censor the Hunter Biden laptop 
story on Twitter as a company executive in October 2020.46 The FTC even demanded 
information about “whether, as part of its reduction in workforce or other cost-cutting measures, 
Twitter is also selling its office equipment.”47 

 
D. The FTC’s Reliance on Its Existing Consent Decree Is a Pretext to Harass Twitter 

 
In 2022, FTC Chair Lina Khan 

claimed to the Committee the FTC “acts 
only in the public interest” and is “confined 
by [its] statutory authorities”48 as the FTC 
considered whether to use its enforcement 
authority against Twitter in the wake of 
Musk’s potential acquisition of the 
company. The information obtained by the 
Committee makes clear that the FTC has 
inappropriately stretched its regulatory 
power to harass Twitter. The FTC is doing 
so consistent with the approach that 
partisan actors and interest groups have 
urged it to do: misusing a revised consent 
decree between the FTC and Twitter to 
justify its campaign of harassment. 
 

 
 
 

 
46 Request 4, FTC Letter (Dec. 9, 2022), supra n.8. 
47 Request 13, FTC Letter (Dec. 13, 2022), supra n.5. 
48 Response from FTC Chair Lina Khan to Ranking Member Jim Jordan (May 6, 2022) (attached hereto as App. 7). 
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In a 2011 consent agreement, Twitter settled claims that the company had improper 
safeguards against unauthorized access to users’ personal information.49 Twitter agreed to 
monitoring to ensure the platform maintained and protected user information in the future.50 The 
limited nature of the settlement concerned “the security, privacy, and confidentiality of 
nonpublic consumer information.”51 In a subsequent settlement in May 2022, Twitter paid a fine 
and agreed to implement a privacy and information security program by November 22, 2022, on 
account of violating the 2011 consent decree in this regard.52  
 
 Twitter’s May 2022 settlement concerned conduct that predated Musk’s acquisition of 
Twitter and was limited in scope to the company’s misuse of consumers’ email addresses and 
phone numbers.53 Like similar misconduct by Facebook, Twitter self-reported that it had 
collected consumers’ telephone numbers and email addresses for security purposes, such as for 
account recovery or for two-factor authentication, but failed to disclose to users that it would also 
use that consumer information for targeted advertising.54  

Although each of the counts against Twitter related only to this specific fact pattern,55 the 
FTC’s enforcement actions in wake of news of Musk’s acquisition of Twitter have not been so 
limited. Just two weeks after Musk’s acquisition, the FTC publicly announced that it was 
“tracking recent developments at Twitter with deep concern” and warned that the “revised 

 
49 Press Release, FTC Accepts Final Settlement with Twitter for Failure to Safeguard Personal Information, FTC 
(Mar. 11, 2011). 
50 Id. 
51 Id. 
52 Press Release, FTC Charges Twitter with Deceptively Using Account Security Data to Sell Targeted Ads, FTC 
(May 25, 2022); see FTC Order, supra n.4; Stipulated Order, supra n.4. 
53 Id. 
54 Concurring Statement of Commissioner Christine S. Wilson and Commissioner Noah Joshua Phillips, Matter 
No. 2023062 (Twitter), FTC (May 25, 2022) (“Twitter allegedly collected telephone numbers and email addresses 
from consumers for security purposes, but then used that information for targeted advertisements”) (attached hereto 
as App. 8); but see Statement of Chair Lina M. Khan Joined by Commissioner Rebecca Kelly Slaughter, Matter 
No. 2023062 (Twitter), FTC (May 25, 2022) (attached hereto as App. 9). 
55 See United States v. Twitter, Inc., No. 3:22-cv-3070 (N.D. Cal. May 26, 2022), ECF No. 1, at ¶¶ 60-75; see also 
Concurring Statement of Commissioner Christine S. Wilson and Commissioner Noah Joshua Phillips, supra n.54 
(“This Twitter order includes a data use restriction tied to the core allegation of illegality in the complaint: the 
company may not use for advertising any phone numbers or email addresses that had been gathered for security 
purposes.”). 
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consent order gives us new tools to ensure compliance, and we are prepared to use them.”56 That 
same day, citing its consent decree with the company, the FTC began its barrage of demands of 
Twitter with two letters including over a dozen specific demands to the company.57 

 
The timing of the FTC’s actions strongly suggests that its reliance on the consent decree 

is a pretext. Musk acquired Twitter on October 27, 2022.58 Two weeks later, on November 10, 
the FTC sent two letters with over a dozen requests.59 But Twitter’s new privacy and information 
security program—i.e., the program 
ostensibly providing the main basis 
for the FTC’s demands—did not have 
to be established and implemented 
until November 22, per the terms of 
an FTC order from May 2022.60   

 

 
In other words, the FTC started this heavy-handed compliance monitoring two weeks 

after Musk acquired Twitter, but two weeks before there was even a program in place to monitor. 
In fact, the FTC sent a total of four demand letters, which included over two dozen requests, 
before the deadline that the FTC imposed.61  

 
56 Brad Dress, FTC says it’s ‘tracking the developments at Twitter with deep concern’, THE HILL (Nov. 10, 2022). 
57 See FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; FTC Letter Regarding 
Terminations (Nov. 10, 2022), supra n.10. 
58 Thomas Barrabi and Theo Wayt, Elon Musk completes $44B Twitter takeover, begins firing execs, N.Y. POST 
(Oct. 27, 2022). 
59 See FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; FTC Letter Regarding 
Terminations (Nov. 10, 2022), supra n.10. 
60 See Sec. V, FTC Order, supra n.4. 
61 See FTC Letter Regarding Twitter Blue and Resignations (Nov. 10, 2022), supra n.9; FTC Letter Regarding 
Terminations (Nov. 10, 2022), supra n.10; FTC Letter (Nov. 15, 2022), supra n.17; FTC Letter (Nov. 21, 2022), 
supra n.9. 
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II. THE FTC’S ACTIONS APPEAR TO BE THE RESULT OF LEFT-WING PRESSURE 
 

Elon Musk’s acquisition of Twitter, and his affirmation of online freedom of speech, 
generated an enormous amount of backlash among elected officials and activists on the left.62 In 
response to the acquisition, key voices on the left called for the federal government to intervene 
to “block” the purchase. Some groups, including the organization where FTC Chair Khan once 
worked, urged the FTC to use the existing consent decree with Twitter as a vehicle to attempt to 
thwart Musk’s efforts to reorient the company. As this report shows, the FTC did just that. 

 
The pressure campaign began almost immediately after Musk announced his interest in 

purchasing Twitter. Some in Congress criticized the planned acquisition and Musk’s intention to 
allow more speech on the platform. In May 2022, then-Judiciary Committee Chairman Jerrold 
Nadler (D-NY) lamented Musk’s proposed changes to content moderation, warning it would 
allow so-called “disinformation” to proliferate.63 Congressman David Cicilline (D-RI), then-
Chairman of the House Antitrust Subcommittee, criticized the acquisition, saying “there are a lot 
of reasons to be concerned.”64 Congresswoman Alexandria Ocasio-Cortez (D-NY) claimed 
without any evidence that Musk’s takeover of Twitter would precipitate an “explosion of hate 
crimes.”65 Not to be outdone, Senator Elizabeth Warren (D-MA) decried the deal as “dangerous 
for our democracy.”66  

 
 

 
62 See, e.g., Jordan Boyd, The Left Is Freaking Out Over Elon Musk Because Twitter Rigs The Game For 
Democrats, THE FEDERALIST (Apr. 14, 2022); Ben Weingarten, Elon Musk’s Battle For Twitter Is A Proxy War For 
Americans Against The Ruling Class, THE FEDERALIST (Apr. 20, 2022); Brian Schwartz, Biden officials worry Musk 
will allow Trump to return to Twitter, CNBC (Apr. 25, 2022); Mike Lillis, Democrats sound alarm about Musk 
bringing Trump back to Twitter, THE HILL (May 13, 2022). 
63 Karl Herchenroeder, Musk Twitter Deal Renews Partisan Debate Over Speech, COMM’NS DAILY (May 2, 2022).  
64 Antitrust Chair Cicilline on Big Tech Bill in Limbo, BLOOMBERG (Aug. 22, 2022). 
65 Alexandria Ocasio-Cortez (@AOC), TWITTER (Apr. 29, 2022, 2:41 PM), 
https://twitter.com/AOC/status/1520111152411389954.  
66 Elizabeth Warren (@SenWarren), TWITTER (Apr. 25, 2022, 5:22 PM), 
https://twitter.com/SenWarren/status/1518702084048179200. 
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Organizations on the left immediately mobilized against Musk, creating a “Stop the 
Deal” website to serve as the hub for the “multi-pronged effort.”67 This pro-censorship coalition 
mischaracterized Musk’s commitment to the First Amendment, warned of a parade of horribles, 
and initiated a litany of personal attacks, including: 

 
These organizations demanded that the FTC and other federal agencies act quickly to prevent 
Musk’s acquisition of Twitter.68  
 

The Open Markets Institute (OMI), a left-wing political advocacy organization where 
current FTC Chair Lina Khan used to work,69 urged regulators at the FTC to “block” the 
purchase.70 At the time, Judiciary Committee Republicans investigated whether the FTC had 
inappropriate coordination with third parties about its response to Musk’s acquisition of Twitter, 
which the FTC denied.71 The FTC, however, refused to disclose its communications with the 
White House.72 

 
 On October 27, 2022, Musk completed the purchase and officially became the CEO of 
Twitter.73 Again, left-wing hysteria erupted immediately. OMI released a public statement 
claiming that Musk’s ownership of Twitter “poses a number of immediate and direct threats to 
American democracy, free speech, and national security.”74 OMI asserted that “the deal violates 
existing law” and that the FTC and other regulators “have ample authority to block it.”75 A few 
weeks later, OMI sent a letter to FTC Chair Khan, Jonathan Kanter, Assistant Attorney General 

 
67 Stop The Deal: Nonprofit Coalition Launches Campaign Against Elon Musk’s Twitter Takeover, ACCOUNTABLE 
TECH (June 3, 2022), https://accountabletech.org/media/stop-the-deal-nonprofit-coalition-launches-campaign-
against-elon-musks-twitter-takeover/; see also Letter from Accountable Tech and others to Twitters’ Advertisers 
(May 3, 2022), supra n.30 (attached hereto as App. 6). 
68 Id. 
69 Nancy Scola, How a liberal think tank is driving 2020 Dems to crack down on Big Tech, POLITICO (June 14, 
2019). 
70 See Barry Lynn, OMI Statement on Elon Musk and Twitter, OPEN MARKETS INSTITUTE (Apr. 26, 2022) (attached 
hereto as App. 10). 
71 Response from FTC Chair Lina Khan to Ranking Member Jim Jordan (May 6, 2022) (attached hereto as App. 7). 
72 Response from FTC Chair Lina Khan to Ranking Member Jim Jordan and others (June 24, 2022) (attached hereto 
as App. 11). 
73 Thomas Barrabi and Theo Wayt, Elon Musk completes $44B Twitter takeover, begins firing execs, N.Y. POST 
(Oct. 27, 2022). 
74 Barry Lynn, Open Markets Institute Statement in response to Elon Musk Buying Twitter, OPEN MARKETS 
INSTITUTE (Oct. 27, 2022) (attached hereto as App. 12). 
75 Id. 
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of the Antitrust Division at the Department of Justice (DOJ), and Jessica Rosenworcel, Chair of 
the Federal Communications Commission (FCC), demanding that each of their offices “fully 
investigate Elon Musk’s takeover of the communications platform Twitter” because the U.S. 
government should be “using every existing authority” at its disposal.76 OMI conceded that “FTC 
enforcement of its consent decree with Twitter on privacy” is “not sufficient,” and “that this deal 
does not fit easily into some of the categories your agencies have relied on in recent years to 
determine when and how to investigate takeovers or certain corporate actions”;77 but OMI 
assured the FTC, DOJ, and the FCC that they have very “ample authority to fully review this 
takeover, and if necessary to unwind or restructure the deal and/or regulate the actions of the 
combined corporations.”78 
 

Another fourteen left-wing organizations—including the Center for American Progress, 
Common Cause, MoveOn, and Public Citizen—demanded that the FTC investigate whether 
Musk had already “violate[d] the company’s existing consent decree.”79 Partisan activists agreed, 
publicly advocating that the consent decree provided sufficient legal grounds for the FTC to 
achieve the left’s political ends.80 

 
 
 
 
 
 
 
 

 
76 Letter from OMI to FTC, DOJ, and FCC (Nov. 16, 2022) (emphasis in original) (attached hereto as App. 13). 
77 Id. 
78 Id. For good measure, OMI also noted that “[a]t least six other departments, agencies, and offices have a 
responsibility to work with [the FTC, DOJ, and the FCC] on a thorough investigation of Mr. Musk’s takeover and 
management of Twitter, and his management of Starlink: the Committee on Investment in the United States 
(CFIUS), the Securities and Exchange Commission (SEC), the Consumer Financial Protection Bureau (CFPB), the 
Department of Defense, the Department of Treasury, and the Federal Reserve.” 
79 The FTC, Congress, and Advertisers Must Hold Elon Musk and Twitter Accountable, Say Progressive Groups, 
AMERICAN PROGRESS (Dec. 21, 2022) (attached hereto as App. 14). 
80See, e.g., Brian Fung, Musk’s Twitter may have already violated its latest FTC consent order, legal experts say, 
CNN (Nov. 11, 2022). 
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Following the completed acquisition, Democrats in Washington renewed their pressure 
campaign.81 Seven Democrat senators issued a joint press release calling for the FTC to 
investigate Musk’s so-called “alarming steps” at Twitter.82 These senators demanded that the 
FTC “vigorously oversee its consent decree” with Twitter, and outlined the different purported 
grounds on which Elon Musk could have already violated the terms of the decree in his first few 
weeks of ownership.83 Even President Biden signaled support for government intervention, 
saying that “there’s a lot of ways” the government could review the transaction.84  

While efforts to have other agencies “block” the deal failed,85 the persistent, fever-pitched 
pressure campaign by left-wing activists and Democrats implored the FTC to use the user-
privacy consent decree as a cudgel against Twitter. It appears that the FTC has done exactly that.  

 
81 See, e.g., Pramila Jayapal (@PramilaJayapal), TWITTER (Jan. 27, 2023, 2:08 PM), https://twitter.com/
PramilaJayapal/status/1619049608960741381; Mondaire Jones (@MondaireJones), TWITTER (Dec. 15, 2022, 10:13 
PM), https://twitter.com/MondaireJones/status/1603589202867884034; Klobuchar After Musk Takeover: Twitter Is 
'Making Money Off Of This Violence’, NBC News, YOUTUBE (Oct. 30, 2022) 
https://www.youtube.com/watch?v=UJRKDvyeHSU (Senator Amy Klobuchar, Chair of the Senate Judiciary 
Subcommittee on Competition Policy, Antitrust, and Consumer Rights, stated after the acquisition that she did not 
trust Musk to run Twitter, and lamented that Musk was spreading “pro-Trump, [Make America Great Again]-crowd 
rhetoric). 
82 Letter from Democratic Senators to FTC Chair Lina Khan (Nov. 17, 2022) (attached hereto as App. 15). 
83 Id. 
84 Rebecca Kern, Musk's foreign investors in Twitter are 'worthy' of review, Biden says, POLITICO (Nov. 9, 2022). 
85 In addition to the FTC, the FBI was also involved in reviewing the transfer of Twitter’s ownership, with officials 
looking “into the potential counterintelligence risks posed by the deal.” Faiz Siddiqui, Jeff Stein, and Joseph Menn, 
U.S. exploring whether it has authority to review Musk’s Twitter deal, WASH. POST (Nov. 2, 2022). And just days 
before the deal ultimately went through, there were reports that the Biden Administration would consider subjecting 
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III.  CONCLUSION 
 

Our democratic republic depends on American citizens having the right to express 
themselves freely in the town square, whether that forum is in person or in a digital space. As 
Justice Brandeis counseled almost a century ago, the best remedy for false speech is “more 
speech, not enforced silence.”86 Elon Musk recognizes this truth and he has reshaped Twitter to 
revitalize freedom of speech online. 

 
The FTC wields enormous authority to regulate large swaths of the modern American 

economy. The information presented in this interim staff report demonstrates the threat posed by 
wildly inappropriate use of this power. The FTC has no business demanding to know with which 
journalists a private company is communicating. The FTC has no need for all of Twitter’s 
communications related to its CEO. And yet, on the basis of an existing consent decree about 
user privacy, the FTC made these demands—and more—of Twitter. These demands should be 
exposed for what they are: pure and absolute attempts to harass, intimidate, and target an 
American business. 

 
The Committee and the Select Subcommittee remain steadfast in our mission to 

investigate the weaponization of the federal government and to pursue legislative reforms to stop 
it.  
 

  

 
the deal to review by the Committee on Foreign Investment in the United States (CFIUS), an interagency panel led 
by the Treasury Department, which involves DHS, the State Department, and the Defense Department, among 
others. Jennifer Jacobs and Saleha Mohsin, Twitter Tumbles as US Weighs Security Reviews for Musk Deals, 
BLOOMBERG (Oct. 20, 2022). This reporting was followed by Twitter’s stock plunging five percent and jeopardized 
the deal. Id. And even though, on November 15—weeks after the deal went through—Secretary of the Treasury 
Janet Yellen said “[w]e really have no basis – to the best of my knowledge – to examine [Musk’s] finances of his 
company” she had to walk back her statements, claiming on November 30 that “it would be appropriate for CFIUS 
to take a look” at the Twitter deal. Christopher Condon and Gregory Korte, Janet Yellen changes course and says 
she ‘misspoke’ when she said there was ‘no basis’ for the government to review Elon Musk’s Twitter buy, FORTUNE 
(Nov. 30, 2022). 
86 Whitney v. California, 274 U.S. 357, 377 (1927) (Brandeis, J., concurring). 
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(Original Signature of Member) 

118TH CONGRESS 
1ST SESSION H. RES. ll

Establishing a Select Subcommittee on the Weaponization of the Federal 

Government as a select investigative subcommittee of the Committee 

on the Judiciary. 

IN THE HOUSE OF REPRESENTATIVES 

Mr. JORDAN submitted the following resolution; which was referred to the 

Committee on lllllllllllllll

RESOLUTION 
Establishing a Select Subcommittee on the Weaponization 

of the Federal Government as a select investigative sub-

committee of the Committee on the Judiciary. 

Resolved, 1

SECTION 1. SELECT SUBCOMMITTEE ON THE 2

WEAPONIZATION OF THE FEDERAL GOVERN-3

MENT. 4

(a) ESTABLISHMENT; COMPOSITION.—5

(1) ESTABLISHMENT.—There is hereby estab-6

lished for the One Hundred Eighteenth Congress a 7

select investigative subcommittee of the Committee 8
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on the Judiciary called the Select Subcommittee on 1

the Weaponization of the Federal Government (here-2

inafter referred to as the ‘‘select subcommittee’’). 3

(2) COMPOSITION.—4

(A) The select subcommittee shall be com-5

posed of the chair and ranking minority mem-6

ber of the Committee on the Judiciary, together 7

with not more than 13 other Members, Dele-8

gates, or the Resident Commissioner appointed 9

by the Speaker, of whom not more than 5 shall 10

be appointed in consultation with the Minority 11

Leader. The Speaker shall designate one mem-12

ber of the select subcommittee as its chair. Any 13

vacancy in the select subcommittee shall be 14

filled in the same manner as the original ap-15

pointment. 16

(B) Each member appointed to the select17

subcommittee shall be treated as though a 18

member of the Committee on the Judiciary for 19

purposes of the select subcommittee. 20

(b) INVESTIGATIVE FUNCTIONS AND AUTHORITY.—21

(1) INVESTIGATIVE FUNCTIONS.—The select22

subcommittee is authorized and directed to conduct 23

a full and complete investigation and study and, not 24

later than January 2, 2025, issue a final report to 25

VerDate Nov 24 2008 17:40 Jan 06, 2023 Jkt 000000 PO 00000 Frm 00002 Fmt 6652 Sfmt 6201 C:\USERS\NLWOFSY\APPDATA\ROAMING\SOFTQUAD\XMETAL\11.0\GEN\C\FEDGOVCO
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the House of its findings (and such interim reports 1

as it may deem necessary) regarding— 2

(A) the expansive role of Article II author-3

ity vested in the Executive Branch to collect in-4

formation on or otherwise investigate citizens of 5

the United States, including ongoing criminal 6

investigations; 7

(B) how executive branch agencies work8

with, obtain information from, and provide in-9

formation to the private sector, non-profit enti-10

ties, or other government agencies to facilitate 11

action against American citizens, including the 12

extent, if any, to which illegal or improper, un-13

constitutional, or unethical activities were en-14

gaged in by the Executive Branch or private 15

sector against citizens of the United States; 16

(C) how executive branch agencies collect,17

compile, analyze, use, or disseminate informa-18

tion about citizens of the United States, includ-19

ing any unconstitutional, illegal, or unethical 20

activities committed against citizens of the 21

United States; 22

(D) the laws, programs, and activities of23

the Executive Branch as they relate to the col-24

lection of information on citizens of the United 25
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4 

States and the sources and methods used for 1

the collection of information on citizens of the 2

United States; 3

(E) any other issues related to the viola-4

tion of the civil liberties of citizens of the 5

United States; and 6

(F) any other matter relating to informa-7

tion collected pursuant to the investigation con-8

ducted under this paragraph at any time during 9

the One Hundred Eighteenth Congress. 10

(2) AUTHORITY.—11

(A) The select subcommittee may report to12

the House or any committee of the House from 13

time to time the results of its investigations and 14

studies, together with such detailed findings 15

and legislative recommendations as it may deem 16

advisable. 17

(B) Any markup of legislation shall be held18

at the full Committee level consistent with 19

clause 1(l) of rule X of the Rules of the House 20

of Representatives. 21

(c) PROCEDURE.—22

(1) Rule XI of the Rules of the House of Rep-23

resentatives and the rules of the Committee on the 24

Judiciary shall apply to the select subcommittee in 25
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5 

the same manner as a subcommittee except as fol-1

lows: 2

(A) The chair of the select subcommittee3

may, after consultation with the ranking minor-4

ity member, recognize— 5

(i) members of the select sub-6

committee to question a witness for periods 7

longer than five minutes as though pursu-8

ant to clause 2(j)(2)(B) of such rule XI; 9

and 10

(ii) staff of the select subcommittee to11

question a witness as though pursuant to 12

clause 2(j)(2)(C) of such rule XI. 13

(B) The Committee on the Judiciary (or14

the chair of the Committee on the Judiciary, if 15

acting in accordance with clause 2(m)(3)(A)(i) 16

of rule XI) may authorize and issue subpoenas 17

to be returned at the select subcommittee. 18

(C) With regard to the full scope of inves-19

tigative authority under subsection (b)(1), the 20

select subcommittee shall be authorized to re-21

ceive information available to the Permanent 22

Select Committee on Intelligence, consistent 23

with congressional reporting requirements for 24

intelligence and intelligence-related activities, 25
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6 

and any such information received shall be sub-1

ject to the terms and conditions applicable 2

under clause 11 of rule X. 3

(2) The provisions of this resolution shall gov-4

ern the proceedings of the select subcommittee in 5

the event of any conflict with the rules of the House 6

or of the Committee on the Judiciary. 7

(d) SERVICE.—Service on the select subcommittee 8

shall not count against the limitations in clause 5(b)(2)(A) 9

of rule X of the Rules of the House of Representatives. 10

(e) SUCCESSOR.—The Committee on the Judiciary is 11

the ‘‘successor in interest’’ to the select subcommittee for 12

purposes of clause 8(c) of rule II of the Rules of the House 13

of Representatives. 14

(f) SUNSET.—The select subcommittee shall cease to 15

exist 30 days after filing the final report required under 16

subsection (b). 17
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May 4, 2022 
 

The Honorable Lina Khan  
Chair 
Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
 
Dear Chair Khan: 
 
 The day after Twitter’s board of directors agreed to sell Twitter to Mr. Elon Musk, the 
Open Markets Institute (OMI), an extreme left-wing political advocacy organization,1 called on 
Biden regulators at the Federal Trade Commission (FTC), the Federal Communications 
Commission (FCC), and the Justice Department to “block” the purchase.2 We are concerned that 
OMI—where you were previously employed as Legal Director3—may be trying to leverage its 
close relationship with you to take action to further limit free speech online. The author of OMI’s 
statement has called you a “dear friend,” a “close colleague,” and someone who “understands the 
nature of the crisis and how to use existing law and authority to master it.”4 
 

 
1 One commentator has noted that “OMI’s loudest voices are largely unencumbered by economic or legal education 
. . . .” Nancy Scola, How a liberal think tank is driving 2020 Dems to crack down on Big Tech, POLITICO (June 14, 
2019), https://www.politico.com/story/2019/06/14/open-market-institute-silicon-valley-monopolies-1507673. And it 
has been reported that the author of OMI’s statement recently participated in the Antitrust Section Spring Meeting of 
the American Bar Association and “rattled off a list of social ills, including outsized influence of tech companies, 
environmental problems and wealth inequality.” Christine S. Wilson, Marxism and Critical Legal Studies Walk into 
the FTC: Deconstructing the Worldview of the Neo-Brandeisians, REMARKS FOR THE JOINT CONFERENCE ON 
PRECAUTIONARY ANTITRUST: THE RULE OF LAW AND INNOVATION UNDER ASSAULT 5 (Apr. 8, 2022) (citation 
omitted), https://www.ftc.gov/system/files/ftc_gov/pdf/Marxism%20and%20Critical%20Legal%20Studies%20 
Walk%20into%20the%20FTC%20Deconstructing%20the%20Worldview%20of%20the%20Neo-Brandeisians.pdf. 
He “told attendees that ‘[t]his all—to a great degree—[is] your doing. It is your doing because you conspired to use 
a false science, an idiot science, to blind the law to dangerous concentrations of power, to blind the citizenry to the 
fist of monopoly.’” Id. (first alternation in original) (citation omitted). 
2 See generally Press Release, OMI Statement on Elon Musk and Twitter (Apr. 26, 2022), https://static1.square 
space.com/static/5e449c8c3ef68d752f3e70dc/t/6268076a3b1aa57bfcbd0487/1650984811013/OMI+Musk+and+Twi
tter.pdf.   
3 See Press Release, Lina Khan’s Confirmation as Commissioner on the Federal Trade Commission is Momentous 
(June 15, 2021), https://www.openmarketsinstitute.org/publications/lina-khans-confirmation-as-commissioner-on-
the-federal-trade-commission-is-momentous.  
4 Id. 
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The Honorable Lina Khan 
May 4, 2022 
Page 2 
 

OMI claims without evidence that Mr. Musk’s purchase is a “threat to free 
communications and debate in the United States.”5 In reality, Mr. Musk has proposed “softening 
[Twitter’s] stance on content moderation,” which will increase speech, and he has said that 
“Twitter should be more cautious when deciding to take down tweets or permanently ban users’ 
accounts.”6 OMI’s desire to restrict and suppress free speech online helps explain why it 
supports a package of ill-advised Democrat-led antitrust bills that will lead to more censorship, 
and thus less speech, in the digital arena.7 
 
 OMI appears to believe that the FTC will be receptive to its cavalier effort to influence a 
federal agency that is run by its former employee. It is true that the Biden FTC is moving to 
promote progressive values that undermine capitalism and threaten innovation.8 And under your 
leadership, the Biden FTC has sought to “recast[] antitrust law into a tool to enable government 
to control capitalism,”9 which disrupts free markets and is inconsistent with fundamental 
American freedoms. Perhaps this is why OMI seems to think it may have a friendly ear in the 
FTC. 
 
 To assist the Committee in its oversight of the FTC, please provide a written response to 
the following questions: 
 

1. Did you or anyone else at the FTC solicit or play any role in drafting OMI’s 
statement? 

 
2. Has the FTC taken any actions in response to the statement released by OMI? 
 

Please answer these questions as soon as possible but no later than 5:00 p.m. on May 18, 2022. 
 

 
5 Press Release, supra note 2, at 2. 
6 Cara Lombardo et al., Twitter Accepts Elon Musk’s Offer to Buy Company in $44 Billion Deal, WALL ST. J. (Apr. 
25, 2022).  
7 See Press Release, Open Markets Applauds New Bipartisan Legislation to Rein in Big Tech as Important First Step 
(June 11, 2021), https://www.openmarketsinstitute.org/publications/open-markets-applauds-new-bipartisan-
legislation-to-rein-in-big-tech-as-important-first-step; Rep. Jim Jordan & Mark Meadows, Opinion, Rep. Jim Jordan 
& Mark Meadows: Big Tech merged with Big Government – radical Dems’ bills would transform US, FOX NEWS 
(June 22, 2021) (“Make no mistake, Big Tech is out to get conservatives and must be reined in. But these bills do 
nothing to fight Big Tech’s anti-conservative bias and censorship. These Democrat bills will only make things 
worse. If you think Big Tech is bad now, just wait until Apple, Amazon, Facebook and Google are working in 
collusion with Big Government.”). 
8 See, e.g., Draft FTC Strategic Plan for FY 2022-2026, FTC, at 21 (Oct. 2021) (listing the objective to “[a]dvance 
racial equity, and all forms of equity, and support underserved and marginalized communities through the FTC’s 
competition mission”); Bryan Koenig, ‘Nontraditional Questions’ Appearing In FTC Merger Probes, LAW 360 
(Sept. 24, 2021) (“[W]hen quizzed about the need for the less traditional input, ‘staff have been unable to articulate 
how these issues relate to the agency’s mission to promote competition, leaving the outside world guessing as to the 
role they play in agency decision making . . . .’” (citation omitted)), https://www.law360.com/articles/1425218. 
9 Robert Bork Jr., Why Free Thinkers Need to Block Lina Khan’s FTC Nomination, REAL CLEAR MARKETS (June 
15, 2021), https://www.realclearmarkets.com/articles/2021/06/15/why_free_thinkers_need_to_block_lina_khans_ftc 
_nomination_781419.html. 
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The Honorable Lina Khan 
May 4, 2022 
Page 3 
 

Furthermore, this letter serves as a formal request to preserve all records and materials 
relating to Mr. Musk’s pending acquisition of Twitter. You should construe this preservation 
notice as an instruction to take all reasonable steps to prevent the destruction or alteration, 
whether intentionally or negligently, of all documents, communications, and other information, 
including electronic information and metadata, that is or may be potentially responsive to this 
congressional inquiry. This instruction includes all electronic messages sent using your official 
and personal accounts or devices, including records created using text messages, phone-based 
message applications, or encryption software. 
 

Thank you for your prompt attention to this matter. 
 

Sincerely, 
 
   
 
      Jim Jordan        
      Ranking Member      
 
cc: The Honorable Jerrold L. Nadler, Chairman 
 The Honorable Noah J. Phillips, Commissioner, Federal Trade Commission 
 The Honorable Rebecca K. Slaughter, Commissioner, Federal Trade Commission 
 The Honorable Christine S. Wilson, Commissioner, Federal Trade Commission 
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The Honorable Lina Khan 
Chairwoman 
U.S. Federal Trade Commission 
600 Pennsylvania Ave., NW 
Washington, DC 20580 

May 24, 2022 

Dear Chair Khan:   
 
We write to express concerns about the Federal Trade Commission’s (FTC) approach to 
reviewing Elon Musk’s $44 billion purchase of Twitter given the recent politicization at the 
FTC.  
 
Big Tech has been relentlessly attacking free speech over the past several years, and Twitter 
specifically has gained a reputation for heavy-handed censorship of conservative views that 
are not popular in Silicon Valley.  These censorship activities undermine our country’s First 
Amendment principles and poison public discourse.  Mr. Musk has proposed reversing 
Twitter’s harsh and one-sided content moderation policies and replacing them with a more 
measured approach that only removes clearly unlawful tweets and user accounts.1 
 
We are concerned that the politicization seen at the FTC during the Biden Administration 
will slow or even halt Twitter’s moves toward more free speech under the leadership of 
Elon Musk.  Since the start of the Administration, the Biden FTC has taken radical measures 
that abandon traditional procedures and norms of civility and bipartisanship, while pushing 
the limit of the statutory bounds Congress placed on it.  Measures such as suspending early 
termination of merger review transactions with no competitive concerns for well over a 
year,2 using a zombie vote to adopt prior approval for merging parties and divestiture buyers 
on future transactions for 10 years,3 and frequent use of pre-consummation warning letters 
have damaged the FTC’s reputation as an unbiased enforcement agency.4   
 

 
1 Elon Musk, Twitter post, April 26, 2022, 3:33 p.m., 
https://twitter.com/elonmusk/status/1519036983137509376?s=20&t=PB7uC6fFnUJHXjd5ZCtrFA. 
2 Press Release, Fed. Trade Comm’n, FTC, DOJ Temporarily Suspend Discretionary Practice of Early Termination 
(Feb. 4, 2021), https://www.ftc.gov/news-events/news/press-releases/2021/02/ftc-doj-temporarily-suspend-
discretionary-practice-early-termination.  
3 Dissenting Statement of Commissioners Christine S. Wilson and Noah Joshua Phillips Regarding the Statement of 
the Commission on Use of Prior Approval Provisions in Merger Orders (Oct. 29, 
2021),https://www.ftc.gov/system/files/documents/public_statements/1598095/wilson_phillips_prior_approval_diss
enting_statement_102921.pdf. 
4 Holly Vedova, Dir., Bureau of Competition, Adjusting merger review to deal with the surge in merger filings, 
FED. TRADE COMM’N COMPETITION MATTERS BLOG (Aug. 3, 
2021),https://www.ftc.gov/enforcement/competition-matters/2021/08/adjusting-merger-review-deal-surge-merger-
filings. 
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Even worse, the lack of transparency surrounding withdrawn enforcement guidance without 
replacing it with new rules of the road and moving away from the traditional “consumer 
welfare standard5” have led to fears of politicization of the FTC.  These fears are validated 
when the FTC appears to take direction from the White House and partisan third-party 
organizations.  Just a few months ago, the FTC heeded the White House’s call to investigate 
oil and gas companies for price gouging to distract from the Administration’s own policies 
that clamp down on domestic production.6 Even more recently, the Open Markets Institute’s 
call to block Mr. Musk’s purchase of Twitter coincided with your own investigation of the 
deal.7 
 
Decisions related to Twitter’s governance will shape digital free speech in the years to 
come.  In light of our concerns regarding the FTC’s politicization, and the risk that partisan 
pressures will encourage the FTC to continue exceeding its statutory authorities, we ask that 
you provide us with the following information: 
 

1. All documents and communication between or among the Federal Trade 
Commission and any third-party organizations referring or relating to Mr. Musk’s 
purchase of Twitter; 
 

2. All documents and communication between or among the Federal Trade 
Commission and members and staff of the White House Competition Council 
referring or relating to Mr. Musk’s purchase of Twitter; 
 

3. All documents and communications, including all plans, proposals, or other 
communications, referring or relating to the FTC’s purpose in making inquiries 
related to Mr. Musk’s purchase of Twitter that deviate from typical reviews; 

 
We ask that you respond to this inquiry no later than May 31st, 2022. 

 

 

 

 

 

 

 

 
5 The New Progressives Fight Against Consumer Welfare - WSJ 
6Letter to President Biden Calling Out Administration for Distracting from Disastrous Energy Policies, November 
29, 2021, https://fitzgerald.house.gov/media/press-releases/fitzgerald-armstrong-lead-house-colleagues-calling-out-
biden-administrations. 
7 https://republicans-judiciary.house.gov/wp-content/uploads/2022/05/2022-05-04-JDJ-to-FTC-Musk-purchase.pdf. 
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Sincerely,  

 

       

Scott Fitzgerald       Jim Jordan 
Member of Congress       Ranking Member 
 
 

       
Louie Gohmert       Andy Biggs 
Member of Congress       Member of Congress 

 
 
 
 

Dan Bishop 
Member of Congress 
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202-3062 

UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS: Lina M. Khan, Chair 
Noah Joshua Phillips 
Rebecca Kelly Slaughter 
Christine S. Wilson 

In the Matter of DECISION AND ORDER 

TWITTER, INC., a corporation. Docket No. C-4316 

DECISION 

The Federal Trade Commission (“Commission”) initiated an investigation of certain acts 
and practices of the Respondent named in the caption.  The Commission’s Bureau of Consumer 
Protection (“BCP”) prepared and furnished to Respondent a draft Complaint.  BCP proposed 
presenting the draft Complaint to the Commission.  If issued, the draft Complaint would charge 
Respondent with violations of the Federal Trade Commission Act (“FTC Act”), 15 U.S.C. 
§§ 45(a)(1) and (l), 53(b), and 56(a)(1). 

Respondent neither admits nor denies any of the allegations in the Complaint, except as 
specifically stated in the Decision and Order.  Only for purposes of this action, Respondent 
admits the facts necessary to establish jurisdiction. 

The Commission considered the matter and determined that it had reason to believe 
Respondent has violated the Decision and Order the Commission previously issued in In re 
Twitter, Inc., C-4316, 151 FTC LEXIS 162 (F.T.C. March 2, 2011) and the FTC Act, and that a 
Complaint should issue stating its charges in that respect.  After due consideration, the 
Commission issues the Complaint, makes the following Findings, and issues the following 
Order: 

FINDINGS 

1. Respondent Twitter, Inc. (“Twitter”) is a Delaware corporation with its principal office or 
place of business at 1355 Market Street, Suite 900, San Francisco, CA 94103. 

2. The Commission has jurisdiction over the subject matter of this proceeding and over the 
Respondent, and the proceeding is in the public interest. 

3. The Complaint charges violations of Section 5 of the FTC Act, 15 U.S.C. § 45, and 
violations of Provision I of an order previously issued by the Commission, 15 U.S.C. § 56(a)(1). 
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4. Respondent waives any claim that it may have under the Equal Access to Justice Act, 28 
U.S.C. § 2412, concerning the prosecution of this action through the date of this Order, and 
agrees to bear its own costs and attorney fees. 

5. Respondent and the Commission waive all rights to appeal or otherwise challenge or 
contest the validity of this Order. 

ORDER 

DEFINITIONS 

For the purpose of this Order, the following definitions apply: 

A. “Covered Incident” means any instance affecting 250 or more Users in which: (1) any 
United States federal, state, or local law or regulation requires Respondent to notify any U.S. 
federal, state, or local government entity that information collected or received, directly or 
indirectly, by Respondent from or about an individual consumer was, or is reasonably believed to 
have been, accessed or acquired without authorization; or (2) individually identifiable Covered 
Information collected or received, directly or indirectly, by Respondent, was, or is reasonably 
believed to have been, accessed, acquired, or publicly exposed without authorization.  “Covered 
Incident” does not include instances where the only unauthorized access, acquisition, or exposure 
was due to a User communicating through Respondent’s services (e.g., public tweets, protected 
tweets, retweets, or direct messages) information that was obtained from sources other than 
Respondent.  

B. “Covered Information” means information from or about an individual consumer 
including, but not limited to: (1) a first or last name; (2) geolocation information sufficient to 
identify a street name and name of city or town; (3) an email address or other online contact 
information, such as an instant messaging User identifier or a screen name; (4) a mobile or other 
telephone number; (5) photos and videos; (6) Internet Protocol (“IP”) address, User ID, or other 
persistent identifier that can be used to recognize a User over time and across different devices, 
websites, or online services; (7) a Social Security number; (8) a driver’s license or other 
government issued identification number; (9) financial account number; (10) credit or debit 
information; (11) date of birth; (12) biometric information; or (13) any information combined 
with any of (1) through (12) above.  “Covered Information” does not include information that a 
User intends to make public using Respondent’s services. 

C. “Representatives” means Respondent’s officers, agents, servants, employees, attorneys, 
and those persons in active concert or participation with them who receive actual notice of this 
Order by personal service or otherwise. 

D. “Resources” means networks, systems, and software. 

E. “Respondent” means Twitter, Inc. (“Twitter”), and its successors and assigns.  For 
purposes of Parts V and VI, Respondent means Twitter, Inc., its successors and assigns, and any 
business that Respondent controls directly or indirectly, except for any business that: (1) does not 
provide services that are offered to U.S. residents; or (2) does not collect, maintain, use, disclose, 
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access, or provide access to the Covered Information of U.S. residents to enable Respondent’s 
microblogging, social networking, or communications services. 

F. “Timeline Notice” means a message Respondent places in a User’s Twitter timeline (i.e., 
the main screen the User sees when opening Twitter which displays a stream of tweets from 
accounts the User has chosen to follow) that stays near the top (i.e., within the first five (5) 
tweets) of a User’s Twitter timeline: (1) for at least six (6) months from the effective date of the 
Order; (2) until the User clicks on the “Learn More about your options” button embedded in the 
message; or (3) until the User scrolls past the message in their timeline, whichever occurs earlier. 

G. “User” means an identified individual from whom Respondent has obtained information 
for the purpose of providing access to Respondent’s products and services. 

I. PROHIBITION AGAINST MISREPRESENTATIONS 

IT IS ORDERED that Respondent and its Representatives, directly or through any 
corporation, subsidiary, division, website, mobile app, or other device, in connection with the 
offering of any product or service in or affecting commerce, must not misrepresent, in any 
manner, expressly or by implication, the extent to which Respondent maintains and protects the 
privacy, security, confidentiality, or integrity of Covered Information, including, but not limited 
to, misrepresentations related to: 

A. Respondent’s privacy and security measures to prevent unauthorized access to Covered 
Information; 

B. Respondent’s privacy and security measures to honor the privacy choices exercised by 
Users; 

C. Respondent’s collection, maintenance, use, disclosure, or deletion of Covered 
Information; 

D. The extent to which a User can control the privacy of any Covered Information 
maintained by Respondent, and the steps a User must take to implement such controls; 

E. The extent to which Respondent makes or has made Covered Information accessible to 
any third parties; 

F. The extent to which Respondent targets advertisements to Users or enables third parties 
to target advertisements to Users; or 

G. The extent to which Respondent is a member of, adheres to, complies with, is certified 
by, is endorsed by, or otherwise participates in any privacy or security program sponsored by a 
government or any self-regulatory or standard-setting organization, including but not limited to 
the EU-U.S. Privacy Shield framework, the Swiss-U.S. Privacy Shield framework, and the 
APEC Cross-Border Privacy Rules. 
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II. LIMITATIONS ON USE OF TELEPHONE NUMBERS OR EMAIL ADDRESSES 
SPECIFICALLY PROVIDED TO ENABLE ACCOUNT SECURITY FEATURES 

IT IS FURTHER ORDERED that Respondent and its Representatives must not use, 
provide access to, or disclose, for the purpose of serving advertisements, any telephone number 
or email address obtained from a User before the effective date of this Order for the purpose of 
enabling an account security feature (e.g., two-factor authentication, password recovery, re-
authentication after detection of suspicious or malicious activity).  Nothing in Provision II will 
limit Respondent’s ability to use, provide access to, or disclose such telephone numbers or email 
addresses if obtained separate and apart from a User enabling such account security feature and 
in a manner consistent with the requirements of this Order. 

III. REQUIRED NOTICE TO CONSUMERS 

IT IS FURTHER ORDERED that, within fourteen (14) days after the effective date of 
this Order, Respondent must provide a Timeline Notice to all current U.S. Users who joined 
Twitter prior to September 17, 2019, that states:  “Twitter’s Use of Your Personal Information 
for Tailored Advertising As we stated on Oct. 8, 2019, we may have served you targeted ads 
based on an email address or phone number you provided to us to secure your account.”, and 
includes a “Learn more about your options” button that links to a webpage showing the 
information in Exhibit A.  

IV. REQUIRED MULTI-FACTOR AUTHENTICATION OPTIONS 

IT IS FURTHER ORDERED that, as of the effective date of this Order, Respondent 
must allow Users to utilize multi-factor authentication without providing a telephone number to 
access their Twitter accounts, such as by integrating authentication applications or allowing the 
use of security keys.  The Company may use equivalent, widely-adopted industry authentication 
options that do not require Users to provide a telephone number and that are not multi-factor, if 
the person or persons responsible for the Program under Provision V.C: (1) approve(s) in writing 
the use of such equivalent authentication options; and (2) document(s) a written explanation of 
how the authentication options are widely-adopted and at least equivalent to the security 
provided by multi-factor authentication. 

V. MANDATED PRIVACY AND INFORMATION SECURITY PROGRAM 

IT IS FURTHER ORDERED that Respondent, in connection with the collection, 
maintenance, use, disclosure of, or provision of access to Covered Information, must, within one 
hundred eighty (180) days of issuance of this Order, establish and implement, and thereafter 
maintain a comprehensive privacy and information security program (the “Program”) that 
protects the privacy, security, confidentiality, and integrity of such Covered Information. To 
satisfy this requirement, Respondent must at a minimum: 

A. Document in writing the content, implementation, and maintenance of the Program; 

B. Provide the written program, and any evaluations thereof or updates thereto to 
Respondent’s board of directors or governing body or, if no such board or equivalent governing 
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body exists, to a senior officer of Respondent responsible for the Program at least once every 
calendar quarter; 

C. Designate a qualified employee or employees to coordinate and be responsible for the 
Program; 

D. Assess and document, at least once every twelve (12) months and promptly following the 
resolution of a Covered Incident (not to exceed ninety 90 days after the discovery of the Covered 
Incident), internal and external risks to the privacy, security, confidentiality, or integrity of 
Covered Information that could result in the: (1) unauthorized collection, maintenance, use, 
disclosure, alteration, destruction of, or provision of access to Covered Information; or the (2) 
misuse, loss, theft, or other compromise of such information; 

E. Design, implement, maintain, and document safeguards that control for the material 
internal and external risks Respondent identifies to the privacy, security, confidentiality, or 
integrity of Covered Information identified in response to Provision V.D.  Each safeguard must 
be based on the volume and sensitivity of Covered Information that is at risk, and the likelihood 
that the risk could be realized and result in the: (1) unauthorized collection, maintenance, use, 
disclosure, alteration, or destruction of, or provision of access to Covered Information; or the (2) 
misuse, loss, theft, or other compromise of such information.  Such safeguards must also include: 

1. Prior to implementing any new or modified product, service, or practice that 
collects, maintains, uses, discloses, or provides access to Covered Information, 
conducting an assessment of the risks to the privacy, security, confidentiality, or integrity 
of the Covered Information; 

2. For each new or modified product, service, or practice that does not pose a 
material risk to the privacy, security, confidentiality, or integrity of Covered Information, 
documenting a description of each reviewed product, service, or practice and why such 
product, service, or practice does not pose such a material risk; 

3. For each new or modified product, service, or practice that poses a material risk to 
the privacy, security, confidentiality, or integrity of Covered Information, conducting a 
privacy review and producing a written report (“Privacy Review”) for each such new or 
modified product, service, or practice.  The Privacy Review must: 

(a) Describe how the product, service, or practice will collect, maintain, use, 
disclose, or provide access to Covered Information, and for how long; 

(b) Identify and describe the types of Covered Information the product, 
service, or practice will collect, maintain, use, disclose, or provide access to; 

(c) If the Covered Information will be collected from a User, describe the 
context of the interaction in which Respondent will collect such Covered 
Information (e.g., under security settings, in pop-up messages in the timeline, or 
in response to a prompt reading, “Get Better Ads!”); 
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(d) Describe any notice that Respondent will provide Users about the 
collection, maintenance, use, disclosure, or provision of access to the Covered 
Information; 

(e) State whether and how Respondent will obtain consent from Users for the 
collection, maintenance, use, disclosure, or provision of access to Covered 
Information; 

(f) Identify any privacy controls that will be provided to Users relevant to 
the collection, maintenance, use, disclosure, or provision of access to the Covered 
Information; 

(g) Identify any third parties to whom Respondent will disclose or provide 
access to the Covered Information; 

(h) Assess and describe the material risks to the privacy, security, 
confidentiality, and integrity of Covered Information presented by the product, 
service, or practice; 

(i) Assess and describe the safeguards to control for the identified risks, and 
whether any additional safeguards need to be implemented to control for such 
risks; 

(j) Explain the reasons why Respondent deems the notice and consent 
mechanisms described in Provisions V.E.3(d) and V.E.3(e) sufficient; 

(k) Identify and describe any limitations on the collection, maintenance, use, 
disclosure, or provision of access to Covered Information based on: (i) the context 
of the collection of such Covered Information; (ii) notice to Users; and (iii) any 
consent given by Users at the time of collection or through subsequent 
authorization; 

(l) Identify and describe any changes in how privacy and security-related 
options will be presented to Users, and describe the means and results of any 
testing Respondent performed in considering such changes, including but not 
limited to A/B testing, engagement optimization, or other testing to evaluate a 
User’s movement through a privacy or security-related pathway; 

(m) Include any other safeguards or other procedures that would mitigate the 
identified risks to the privacy, security, confidentiality, and integrity of Covered 
Information that were not implemented, and each reason that such alternatives 
were not implemented; and 

(n) Include any decision or recommendation made as a result of the review 
(e.g., whether the practice was approved, approved contingent upon safeguards or 
other recommendations being implemented, or rejected); 
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4. Safeguards to prevent the collection, maintenance, use, disclosure, or access to 
Covered Information beyond the limitations identified in Provision V.E.3(k), including: 

(a) Regular training, at least once a year, for any employees and independent 
contractors whose responsibilities include the collection, maintenance, disclosure, 
use, or provision of access to Covered Information, on the permissible collection, 
maintenance, disclosure, use, or provision of access to Covered Information and 
any related limitations; 

(b) Written attestations by those employees and independent contractors that 
they will not collect, maintain, disclose, use, or provide access to the Covered 
Information in a manner inconsistent with those limitations; 

(c) Designation of a senior officer, or senior level team composed of no more 
than five (5) persons, to be responsible for any decision to collect, maintain, use, 
disclose, or provide access to the Covered Information; and 

(d) Treating any new method of collecting, maintaining, using, disclosing, 
providing access to, or deleting the Covered Information as a new or modified 
product, service, or practice requiring the reviews set forth in Provisions V.E.1-3; 

5. Regular privacy and information security training programs for all employees and 
independent contractors on at least an annual basis, updated to address any identified 
material internal or external risks and safeguards implemented pursuant to this Order; 

6. Technical measures to monitor Respondent’s Resources to identify unauthorized 
attempts to: (a) access, modify, or exfiltrate Covered Information from Respondent’s 
Resources; or (b) access or take over Users’ accounts; and 

7. Data access policies and controls for all: (a) databases storing Covered 
Information; (b) Resources that provide access to Users’ accounts; and (c) Resources 
containing information that enables or facilitates access to Respondent’s internal network 
and systems; 

F. Assess, at least once every twelve (12) months and promptly (not to exceed thirty (30) 
days) following the resolution of a Covered Incident, the sufficiency of any safeguards in place 
to address the internal and external risks to the privacy, security, confidentiality, or integrity of 
Covered Information, and modify the Program based on the results; 

G. Test and monitor the effectiveness of the safeguards at least once every twelve (12) 
months and promptly (not to exceed thirty (30) days) following the resolution of a Covered 
Incident, and modify the Program based on the results.  Such testing and monitoring must 
include: (1) vulnerability testing of Respondent’s network(s) once every four (4) months and 
promptly (not to exceed thirty (30) days) after an unauthorized intrusion into Respondent’s 
Resources; and (2) penetration testing of Respondent’s network(s) at least once every twelve 
(12) months and promptly (not to exceed thirty (30) days) after an unauthorized intrusion into 
Respondent’s Resources; 
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H. Select and retain service providers capable of safeguarding Covered Information they 
access through or receive from Respondent, and contractually require service providers to 
implement and maintain safeguards sufficient to address the internal and external risks to the 
privacy, security, confidentiality, or integrity of Covered Information; and 

I. Evaluate and adjust the Program in light of any changes to Respondent’s operations or 
business arrangements, a Covered Incident, new or more efficient technological or operational 
methods to control for the risks identified in Provision V.D of this Order, or any other 
circumstances that Respondent knows or has reason to believe may have an impact on the 
effectiveness of the Program or any of its individual safeguards.  At a minimum, Respondent 
must evaluate the Program at least once every twelve (12) months and modify the Program based 
on the results. 

VI. INDEPENDENT PROGRAM ASSESSMENTS BY A THIRD PARTY 

IT IS FURTHER ORDERED that, in connection with compliance with Provision V of 
this Order titled Mandated Privacy and Information Security Program, Respondent must obtain 
initial and biennial assessments (“Assessments”): 

A. The Assessments must be obtained from one or more qualified, objective, independent 
third-party professionals (“Assessor(s)”) who: (1) use procedures and standards generally 
accepted in the profession; (2) conduct an independent review of the Program; (3) retain all 
documents relevant to each Assessment for five (5) years after completion of such Assessment; 
and (4) will provide such documents to the Commission within ten (10) days of receipt of a 
written request from a representative of the Commission.  No documents relating to 
Respondent’s compliance with this Order may be withheld from the Commission by the 
Assessor on the basis of a claim of confidentiality, proprietary or trade secrets, work product 
protection, attorney-client privilege, statutory exemption, or any similar claim.  Respondent may 
obtain separate assessments for (1) privacy and (2) information security from multiple Assessors, 
so long as each of the Assessors meets the qualifications set forth above; 

B. For each Assessment, Respondent must provide the Associate Director for Enforcement 
for the Bureau of Consumer Protection at the Federal Trade Commission with the name, 
affiliation, and qualifications of the proposed Assessor, whom the Associate Director shall have 
the authority to approve in her or his sole discretion; 

C. The reporting period for the Assessments must cover: (1) the first three-hundred-and-
sixty-five (365) days after the issuance date of the Order for the initial Assessment; and (2) each 
two-year period thereafter for twenty (20) years after issuance of the Order for the biennial 
Assessments; 

D. Each Assessment must, for the entire assessment period: (1) determine whether 
Respondent has implemented and maintained the Program required by Provision V of this Order, 
titled Mandated Privacy and Information Security Program; (2) assess the effectiveness of 
Respondent’s implementation and maintenance of Provisions V.A-I; (3) identify any gaps or 
weaknesses in, or instances of material noncompliance with, the Program; (4) address the status 
of gaps or weaknesses in, or instances of material non-compliance with, the Program that were 
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identified in any prior Assessment required by this Order; and (5) identify specific evidence 
(including, but not limited to, documents reviewed, sampling and testing performed, and 
interviews conducted) examined to make such determinations, assessments, and identifications, 
and explain why the evidence that the Assessor examined is: (a) appropriate for assessing an 
enterprise of Respondent’s size, complexity, and risk profile; and (b) sufficient to justify the 
Assessor’s findings.  No finding of any Assessment shall rely primarily on assertions or 
attestations by Respondent’s management.  The Assessment must be signed by the Assessor, 
state that the Assessor conducted an independent review of the Program and did not rely 
primarily on assertions or attestations by Respondent’s management.  To the extent that 
Respondent revises, updates, or adds one or more safeguards required under Provision V.E of 
this Order during an Assessment period, the Assessment must assess the effectiveness of the 
revised, updated, or added safeguard(s) for the time period in which it was in effect, and provide 
a separate statement detailing the basis for each revised, updated, or additional safeguard; and 

E. Each Assessment must be completed within sixty (60) days after the end of the reporting 
period to which the Assessment applies.  Unless otherwise directed by a Commission 
representative in writing, Respondent must submit the initial Assessment to the Commission 
within ten (10) days after the Assessment has been completed via email to DEbrief@ftc.gov or 
by overnight courier (not the U.S. Postal Service) to Associate Director for Enforcement, Bureau 
of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, 
Washington, DC 20580.  The subject line must begin, “In re Twitter, Inc., FTC File No. 202-
3062.”  All subsequent biennial Assessments must be retained by Respondent until the Order is 
terminated and provided to the Associate Director for Enforcement within ten (10) days of 
request. 

VII. COOPERATION WITH THIRD-PARTY ASSESSOR(S) 

IT IS FURTHER ORDERED that Respondent and its Representatives, whether acting 
directly or indirectly, in connection with any Assessment required by Provision VI of this Order 
titled Independent Program Assessments by a Third Party, must: 

A. Provide or otherwise make available to the Assessor all information and material in their 
possession, custody, or control that is relevant to the Assessment for which there is no reasonable 
claim of privilege; 

B. Provide or otherwise make available to the Assessor information about Respondent’s 
Resources(s) and all of Respondent’s IT assets so that the Assessor can determine the scope of 
the Assessment, and have visibility to Resource(s) and IT assets deemed in scope; and 

C. Disclose all material facts to the Assessor(s), and not misrepresent in any manner, 
expressly or by implication, any fact material to the Assessor’s: (1) determination of whether 
Respondent has implemented and maintained the Program required by Provision V of this Order, 
titled Mandated Privacy and Information Security Program; (2) assessment of the effectiveness 
of the implementation and maintenance of Provisions V.A-I; or (3) identification of any gaps or 
weaknesses in, or instances of material noncompliance with, the Program. 
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VIII. CERTIFICATIONS 

IT IS FURTHER ORDERED that Respondent must: 

A. One year after the issuance date of this Order, and each year thereafter, provide the 
Commission with a certification from a senior corporate manager, or, if no such senior corporate 
manager exists, a senior officer of Respondent responsible for the Program that: (1) Respondent 
has established, implemented, and maintained the requirements of this Order; (2) Respondent is 
not aware of any material noncompliance that has not been (a) corrected or (b) disclosed to the 
Commission; and (3) includes a brief description of all Covered Incidents during the certified 
period.  The certification must be based on the personal knowledge of the senior corporate 
manager, senior officer, or subject matter experts upon whom the senior corporate manager or 
senior officer reasonably relies in making the certification; and 

B. Unless otherwise directed by a Commission representative in writing, submit all annual 
certifications to the Commission pursuant to this Order via email to DEbrief@ftc.gov or by 
overnight courier (not the U.S. Postal Service) to Associate Director for Enforcement, Bureau of 
Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, 
DC 20580.  The subject line must begin, “In re Twitter, Inc., FTC File No. 202-3062.” 

IX. COVERED INCIDENT REPORTS 

IT IS FURTHER ORDERED that Respondent, within thirty (30) days after 
Respondent’s discovery of a Covered Incident, must submit a report to the Commission.  The 
report must include, to the extent possible: 

A. The date, estimated date, or estimated date range when the Covered Incident occurred; 

B. A description of the facts relating to the Covered Incident, including the causes of the 
Covered Incident, if known; 

C. A description of each type of Covered Information that was affected or triggered any 
notification obligation to the U.S. federal, state, or local government entity; 

D. The number of Users whose Covered Information was affected or triggered any 
notification obligation to the U.S. federal, state, or local government entity; 

E. The acts that Respondent has taken to date to remediate the Covered Incident and protect 
Covered Information from further exposure or access, and protect affected individuals from 
identity theft or other harm that may result from the Covered Incident; and 

F. A representative copy of any materially different notice sent by Respondent to consumers 
or to any U.S. federal, state, or local government entity. 

Unless otherwise directed by a Commission representative in writing, all Covered 
Incident reports to the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov 
or sent by overnight courier (not the U.S. Postal Service) to Associate Director for Enforcement, 
Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue, NW, 
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Washington, DC 20580.  The subject line must begin, “In re Twitter, Inc., FTC File No. 202-
3062.” 

X. ORDER ACKNOWLEDGMENTS 

IT IS FURTHER ORDERED that Respondent obtain acknowledgments of receipt of 
this Order: 

A. Respondent, within ten (10) days after the effective date of this Order, must submit to the 
Commission an acknowledgment of receipt of this Order sworn under penalty of perjury. 

B. For five (5) years after the issuance date of this Order, Respondent must deliver a copy of 
this Order to: (1) all principals, officers, directors, and LLC managers and members; (2) all 
employees having managerial responsibilities relating to the subject matter of this Order, and all 
agents and representatives who participate in any acts or practices subject to this Order; and (3) 
any business entity resulting from any change in structure as set forth in the Provision titled 
Compliance Report and Notices.  Delivery must occur within ten (10) days after the effective 
date of this Order for current personnel.  For all others, delivery must occur before they assume 
their responsibilities. 

C. From each individual or entity to which Respondent delivered a copy of this Order, 
Respondent must obtain, within thirty (30) days, a signed and dated acknowledgment of receipt 
of this Order, which can be obtained electronically. 

XI. COMPLIANCE REPORTING AND NOTICES 

IT IS FURTHER ORDERED that Respondent makes timely submissions to the 
Commission: 

A. Two-hundred and forty (240) days after the issuance date of this Order, Respondent must 
submit a compliance report, sworn under penalty of perjury, in which Respondent: (1) identifies 
the primary physical, postal, and email address and telephone number, as designated points of 
contact, which representatives of the Commission may use to communicate with Respondent; (2) 
identifies all of Respondent’s businesses by all of their names, telephone numbers, and physical, 
postal, email, and Internet addresses; (3) describes the activities of each business, including the 
goods and services offered and the means of advertising, marketing, and sales; (4) describes in 
detail whether and how Respondent is in compliance with each Provision of this Order; and (5) 
provides a copy of each Acknowledgment of the Order obtained pursuant to this Order, unless 
previously submitted to the Commission. 

B. Respondent must submit a compliance notice, sworn under penalty of perjury, within 
fourteen (14) days of any change in the following: (1) any designated point of contact; (2) the 
structure of Respondent or any entity that Respondent has any ownership interest in or controls 
directly or indirectly that may affect compliance obligations arising under this Order, including: 
creation, merger, sale, or dissolution of the entity or any subsidiary, parent, or affiliate that 
engages in any acts or practices subject to this Order; (3) the filing of any bankruptcy petition, 
insolvency proceeding, or similar proceeding by or against Respondent.  
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C. Any submission to the Commission required by this Order to be sworn under penalty of 
perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by concluding: “I 
declare under penalty of perjury under the laws of the United States of America that the 
foregoing is true and correct.  Executed on: _____” and supplying the date, signatory’s full 
name, title (if applicable), and signature. 

D. Unless otherwise directed by a Commission representative in writing, all submissions to 
the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or sent by overnight 
courier (not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of 
Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, 
DC 20580.  The subject line must begin: “In re Twitter, Inc., FTC File No. 202-3062.” 

XII. RECORDKEEPING 

IT IS FURTHER ORDERED that Respondent must create certain records for twenty 
(20) years after the issuance date of the Order and retain each such record for five (5) years. 
Specifically, Respondent must create and retain the following records: 

A. Accounting records showing the revenues from all goods or services sold; 

B. Personnel records showing, for each person that Respondent contracts with directly and 
that provides services in relation to any aspect of the Order, whether as an employee or 
otherwise, that person’s: name; addresses; telephone numbers; job title or position; dates of 
service; and (if applicable) the reason for termination; 

C. Copies or records of all U.S. consumer complaints concerning the subject matter of the 
Order, and any responses to such complaints; 

D. A copy of each unique advertisement or other marketing material making a representation 
subject to this Order; 

E. A copy of each widely-disseminated representation by Respondent or its Representatives 
that describe the extent to which Respondent maintains and protects the privacy, security, 
confidentiality, or integrity of Covered Information, including, but not limited to, (1) statements 
relating to any change in any product, service, or practice that relates to the privacy, security, 
confidentiality, or integrity of such information, and (2) statements relating to: (a) Respondent’s 
privacy and security measures to prevent unauthorized access to Covered Information; 
(b) Respondent’s privacy and security measures to honor the privacy choices exercised by Users; 
(c) Respondent’s collection, maintenance, use, disclosure, or deletion of Covered Information; 
(d) the extent to which a User can control the privacy of any Covered Information maintained by 
Respondent, and the steps a User must take to implement such controls; (e) the extent to which 
Respondent makes or has made Covered Information accessible to any third parties; (f) the 
extent to which Respondent allows third parties to serve advertisements to Users; or (g) the 
extent to which Respondent is a member of, adheres to, complies with, is certified by, is 
endorsed by, or otherwise participates in any privacy or security program sponsored by a 
government or any self-regulatory or standard-setting organization, including but not limited to 
the EU-U.S. Privacy Shield framework, the Swiss-U.S. Privacy Shield framework, and the 
APEC Cross-Border Privacy Rules; 
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F. All materials relied upon in making the statements in Provisions XII.D and XII.E, and 
copies of each materially different notice provided to Users and mechanisms for obtaining a 
User’s consent for the collection, use, or disclosure of Covered Information (including 
screenshots/screencasts and User interfaces, consent flows, and paths a User must take to reach 
such settings); 

G. All materials relied upon to prepare the Assessment, whether prepared by or on behalf of 
Respondent, including all plans, reports, studies, reviews, audits, audit trails, policies, training 
materials, and assessments, and any other materials concerning Respondent’s compliance with 
related Provisions of this Order, for the compliance period covered by such Assessment; 

H. For 5 years from the date received, copies of all subpoenas, information provided in 
response to such subpoenas, and all material correspondence with law enforcement, if such 
communication relate to Respondent’s compliance with this Order; 

I. For 5 years from the date created or received, all records, whether prepared by or on 
behalf of Respondent, that contradict, qualify, or call into question Respondent’s compliance 
with this Order; and 

J. All records necessary to demonstrate full compliance with each Provision of this Order, 
including all submissions to the Commission. 

XIII. COMPLIANCE MONITORING 

IT IS FURTHER ORDERED that, for the purpose of monitoring Respondent’s 
compliance with this Order: 

A. Within fourteen (14) days of receipt of a written request from a representative of the 
Commission, Respondent must: submit additional compliance reports or other requested 
information, which must be sworn under penalty of perjury; appear for depositions; and produce 
records for inspection and copying. The Commission is also authorized to obtain discovery, 
without further leave of court, using any of the procedures prescribed by Federal Rules of Civil 
Procedure 29, 30 (including telephonic depositions), 31, 33, 34, 36, 45, and 69. 

B. For matters concerning this Order, representatives of the Commission are authorized to 
communicate directly with Respondent.  Respondent must permit representatives of the 
Commission to interview anyone affiliated with Respondent who has agreed to such an 
interview.  The interviewee may have counsel present. 

C. The Commission may use all other lawful means, including posing through its 
representatives as consumers, suppliers, or other individuals or entities, to Respondent or any 
individual or entity affiliated with Respondent, without the necessity of identification or prior 
notice.  Nothing in this Order limits the Commission’s lawful use of compulsory process, 
pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-1. 

48

Final Report 1608



 

    

  
   

 

  
   
 

  

    
 

 
 

 
  

 
 

 

 
 

 
 

XIV. ORDER EFFECTIVE DATES 

IT IS FURTHER ORDERED that this Order is final and effective upon the date of its 
publication on the Commission’s website (ftc.gov) as a final order. This Order will terminate 
twenty (20) years from the date of its issuance (which date may be stated at the end of this Order, 
near the Commission’s seal), or twenty (20) years from the most recent date that the United 
States or the Commission files a complaint (with or without an accompanying settlement) in 
federal court alleging any violation of this Order, whichever comes later; provided, however, that 
the filing of such a complaint will not affect the duration of: 

A. Any Provision in this Order that terminates in less than twenty (20) years; 

B. This Order if such complaint is filed after the Order has terminated pursuant to this 
Provision. 

Provided, further, that if such complaint is dismissed or a federal court rules that 
Respondent did not violate any Provision of the Order, and the dismissal or ruling is either not 
appealed or upheld on appeal, then the Order will terminate according to this Provision as though 
the complaint had never been filed, except that the Order will not terminate between the date 
such complaint is filed and the later of the deadline for appealing such dismissal or ruling and the 
date such dismissal or ruling is upheld on appeal. 

By the Commission. 

April J. Tabor 
Secretary 

SEAL: 
ISSUED:  May 26, 2022 
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UNITED STATES DISTRICT COURT 
NORTHERN DISTRICT OF CALIFORNIA 

UNITED STATES OF AMERICA, 

Plaintiff, 

v. 

TWITTER, INC., a corporation, 

Defendant. 

Case No. 3:22-cv-3070 TSH

STIPULATED ORDER FOR 
CIVIL PENALTY,  
MONETARY JUDGMENT, AND 
INJUNCTIVE RELIEF 

STIPULATED ORDER FOR CIVIL PENALTY, MONETARY 
JUDGMENT, AND INJUNCTIVE RELIEF 

The United States of America, acting upon notification and authorization to the Attorney 

General by the Federal Trade Commission (“Commission” or “FTC”), filed its Complaint for 

Civil Penalties, Permanent Injunction, and Other Equitable Relief (“Complaint”) in this matter 

pursuant to Sections 5(a) and (l), 13(b), and 16(a)(1) of the Federal Trade Commission Act 

(“FTC Act”), 15 U.S.C. §§ 45(a) and (l), 53(b), and 56(a)(1). Defendant has waived service of 

the summons and the Complaint. Plaintiff and Defendant stipulate to the entry of this Stipulated 

Order for Civil Penalty, Monetary Judgment, and Injunctive Relief (“Stipulated Order”) to 

resolve the claims for civil penalties and injunctive relief set forth in the Complaint. 

THEREFORE, IT IS ORDERED as follows: 

FINDINGS 

1. This Court has jurisdiction over the subject matter and all of the parties.

2. Venue is proper as to all parties in this District.

3. The Complaint states a claim upon which relief may be granted against Defendant under

Sections 5(a) and (l), 13(b), and 16(a)(1) of the FTC Act, 15 U.S.C. §§ 45(a), 45(l), 53(b), and

Case 3:22-cv-03070-TSH   Document 11   Filed 05/26/22   Page 1 of 23
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56(a)(1), including for violations of Part I of the Commission’s Decision and Order in In re 

Twitter, Inc., C-4316, 151 FTC LEXIS 162 (F.T.C. Mar. 2, 2011). 

4. Defendant’s activities are “in or affecting commerce,” as defined in Section 4 of the FTC 

Act, 15 U.S.C. § 44. 

5. Defendant waives any claim that it may have under the Equal Access to Justice Act, 28 

U.S.C. § 2412, concerning the prosecution of this action through the date of this Stipulated 

Order, and agrees to bear its own costs and attorney’s fees. 

6. Defendant neither admits nor denies any of the allegations in the Complaint, except as 

specifically stated in the Decision and Order set forth in Attachment A. Only for purposes of this 

action, Defendant admits the facts necessary to establish jurisdiction. 

7. Defendant and Plaintiff waive all rights to appeal or otherwise challenge or contest the 

validity of this Stipulated Order. 

I. MONETARY JUDGMENT FOR CIVIL PENALTY 
 

IT IS FURTHER ORDERED that: 

A. Judgment in the amount of ONE HUNDRED FIFTY MILLION dollars 

($150,000,000.00) is entered in favor of Plaintiff against Defendant as a civil penalty pursuant to 

Section 5(l) of the FTC Act, 15 U.S.C. § 45(l). 

B. Defendant is ordered to pay to Plaintiff, by making payment to the Treasurer of the 

United States, ONE HUNDRED FIFTY MILLION dollars ($150,000,000.00), which, as 

Defendant stipulates, its undersigned counsel holds in escrow for no purpose other than payment 

to Plaintiff. Such payment must be made within seven (7) days of entry of this Stipulated Order 

by electronic fund transfer in accordance with instructions specified by a representative of 

Plaintiff. 

C. In the event of any default in payment, the entire unpaid amount, together with interest, 

as computed pursuant to 28 U.S.C. § 1961 from the date of default to the date of payment, shall 

immediately become due and payable. 
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D. Defendant relinquishes dominion and all legal and equitable right, title, and interest to all

funds paid pursuant to this Stipulated Order. Defendant shall make no claim to or demand for

return of the funds, directly or indirectly, through counsel or otherwise.

E. Defendant agrees that the facts alleged in the Complaint will be taken as true, without

further proof, only in any subsequent civil litigation by Plaintiff to enforce its rights to any

payment or monetary judgment pursuant to this Stipulated Order.

F. Defendant acknowledges that its Taxpayer Identification Numbers (Social Security

Numbers or Employer Identification Numbers), which Defendant has previously submitted to

Plaintiff, may be used for collecting and reporting on any delinquent amount arising out of this

Stipulated Order, in accordance with 31 U.S.C. § 7701.

II. MODIFICATION OF DECISION AND ORDER

IT IS FURTHER ORDERED that Defendant, and its successors and assigns, shall 

consent to:  (i) reopening of the proceeding in FTC Docket No. C-4316; (ii) waiver of its rights 

under the show cause procedures set forth in Section 3.72(b) of the Commission’s Rules of 

Practice, 16 C.F.R. § 3.72(b); and (iii) modifying the Decision and Order in In re Twitter, Inc., 

C-4316, 151 FTC LEXIS 162 (F.T.C. Mar. 2, 2011), with the Decision and Order set forth in

Attachment A.

III. ADDITIONAL PROVISIONS

IT IS FURTHER ORDERED that Defendant shall provide to the Department of Justice 

copies of all of the reports, assessments, notifications, certifications, and other documents 

required or requested under the Decision and Order set forth in Attachment A as follows: Parts 

VI.A, VI.E, VIII.A, IX, X.A, XI.A, and XI.B.  Such documents shall be furnished via email to

Consumer.Compliance@usdoj.gov, with the subject line “United States v. Twitter, Inc., DJ 102-

4022.” In the event that electronic mail is unavailable, the documents may be sent to the Director

of the Department of Justice’s Consumer Protection Branch, and whomever he or she designates,

via overnight courier (not the U.S. Postal Service) to: Director, Consumer Protection Branch,

Department of Justice, 450 Fifth St. NW Ste. 6400-South, Washington, DC  20001, with the
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subject line “United States v. Twitter, Inc., DJ 102-4022.”  Defendant agrees that the Department 

of Justice shall have the same rights as the Commission (as given in the Decision and Order set 

forth in Attachment A) to request such documents under the specified parts, subject to any 

applicable law or regulation.  Within fourteen (14) days of receipt of a written request from a 

representative of the Department of Justice’s Consumer Protection Branch related to the reports, 

assessments, notifications, certifications, and other documents produced pursuant to the parts of 

the Decision and Order identified in this paragraph, Defendant agrees to submit additional 

compliance reports or other requested information, which must be sworn under penalty of 

perjury.  For purposes of this paragraph, “Defendant” shall have the same definition and scope as 

the definition of “Respondent” in Paragraph E on page 3 of the Decision and Order set forth in 

Attachment A. 

IV. CONTINUING JURISDICTION

IT IS FURTHER ORDERED that this Court shall retain jurisdiction in this matter for 

purposes of construction, modification, and enforcement of this Stipulated Order. The Clerk of

SO ORDERED this ____ day of ________, 2022. 

THOMAS S. HIXSON
UNITED STATES MAGISTRATE JUDGE 

26th              May

Court shall close the file.
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SO STIPULATED AND AGREED:  

Dated:  May 25, 2022 FOR PLAINTIFF:  

THE UNITED STATES OF AMERICA:  

BRIAN M. BOYNTON 
Principal Deputy Assistant Attorney General 
Civil Division 

ARUN G. RAO 
Deputy Assistant Attorney General 

GUSTAV W. EYLER 
Director 
Consumer Protection Branch 

LISA K. HSIAO 
Assistant Director 

   /s/ Zachary L. Cowan
ZACHARY L. COWAN 
DEBORAH S. SOHN 
Trial Attorneys 
U.S. Department of Justice 
Civil Division 
Consumer Protection Branch 
450 5th Street NW, Suite 6400-S 
Washington, DC 20530 
Telephone: (202) 451-7468 
Zachary.L.Cowan@usdoj.gov 
Deborah.S.Sohn@usdoj.gov 

STEPHANIE M. HINDS 
United States Attorney 

MICHELLE LO 
Chief, Civil Division 

SHARANYA MOHAN 
EMMET P. ONG 
Assistant United States Attorneys 
Northern District of California 
450 Golden Gate Avenue 
San Francisco, California 94102 
Tel: (415) 436-7198 
sharanya.mohan@usdoj.gov 
emmet.ong@usdoj.gov 
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ATTACHMENT A 

202-3062

UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

COMMISSIONERS: Lina M. Khan, Chair 
Noah Joshua Phillips 
Rebecca Kelly Slaughter 
Christine S. Wilson 

In the Matter of 

TWITTER, INC., a corporation. 

DECISION AND ORDER 

Docket No. C-4316 

DECISION

The Federal Trade Commission (“Commission”) initiated an investigation of certain acts 
and practices of the Respondent named in the caption.  The Commission’s Bureau of Consumer 
Protection (“BCP”) prepared and furnished to Respondent a draft Complaint.  BCP proposed 
presenting the draft Complaint to the Commission.  If issued, the draft Complaint would charge 
Respondent with violations of the Federal Trade Commission Act (“FTC Act”), 15 U.S.C. 
§§ 45(a)(1) and (l), 53(b), and 56(a)(1).

Respondent neither admits nor denies any of the allegations in the Complaint, except as 
specifically stated in the Decision and Order.  Only for purposes of this action, Respondent 
admits the facts necessary to establish jurisdiction. 

The Commission considered the matter and determined that it had reason to believe 
Respondent has violated the Decision and Order the Commission previously issued in In re 
Twitter, Inc., C-4316, 151 FTC LEXIS 162 (F.T.C. March 2, 2011) and the FTC Act, and that a 
Complaint should issue stating its charges in that respect.  After due consideration, the 
Commission issues the Complaint, makes the following Findings, and issues the following 
Order: 

FINDINGS 

1. Respondent Twitter, Inc. (“Twitter”) is a Delaware corporation with its principal office or
place of business at 1355 Market Street, Suite 900, San Francisco, CA 94103.

2. The Commission has jurisdiction over the subject matter of this proceeding and over the
Respondent, and the proceeding is in the public interest.
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3. The Complaint charges violations of Section 5 of the FTC Act, 15 U.S.C. § 45, and 
violations of Provision I of an order previously issued by the Commission, 15 U.S.C. § 56(a)(1). 

4. Respondent waives any claim that it may have under the Equal Access to Justice Act, 28 
U.S.C. § 2412, concerning the prosecution of this action through the date of this Order, and 
agrees to bear its own costs and attorney fees. 

5. Respondent and the Commission waive all rights to appeal or otherwise challenge or 
contest the validity of this Order. 

ORDER 

DEFINITIONS 

For the purpose of this Order, the following definitions apply: 

 
A. “Covered Incident” means any instance affecting 250 or more Users in which: (1) any 
United States federal, state, or local law or regulation requires Respondent to notify any U.S. 
federal, state, or local government entity that information collected or received, directly or 
indirectly, by Respondent from or about an individual consumer was, or is reasonably believed to 
have been, accessed or acquired without authorization; or (2) individually identifiable Covered 
Information collected or received, directly or indirectly, by Respondent, was, or is reasonably 
believed to have been, accessed, acquired, or publicly exposed without authorization.  “Covered 
Incident” does not include instances where the only unauthorized access, acquisition, or exposure 
was due to a User communicating through Respondent’s services (e.g., public tweets, protected 
tweets, retweets, or direct messages) information that was obtained from sources other than 
Respondent.  

B. “Covered Information” means information from or about an individual consumer 
including, but not limited to: (1) a first or last name; (2) geolocation information sufficient to 
identify a street name and name of city or town; (3) an email address or other online contact 
information, such as an instant messaging User identifier or a screen name; (4) a mobile or other 
telephone number; (5) photos and videos; (6) Internet Protocol (“IP”) address, User ID, or other 
persistent identifier that can be used to recognize a User over time and across different devices, 
websites, or online services; (7) a Social Security number; (8) a driver’s license or other 
government issued identification number; (9) financial account number; (10) credit or debit 
information; (11) date of birth; (12) biometric information; or (13) any information combined 
with any of (1) through (12) above.  “Covered Information” does not include information that a 
User intends to make public using Respondent’s services. 

C. “Representatives” means Respondent’s officers, agents, servants, employees, attorneys, 
and those persons in active concert or participation with them who receive actual notice of this 
Order by personal service or otherwise. 

D. “Resources” means networks, systems, and software. 
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E. “Respondent” means Twitter, Inc. (“Twitter”), and its successors and assigns.  For 
purposes of Parts V and VI, Respondent means Twitter, Inc., its successors and assigns, and any 
business that Respondent controls directly or indirectly, except for any business that: (1) does not 
provide services that are offered to U.S. residents; or (2) does not collect, maintain, use, disclose, 
access, or provide access to the Covered Information of U.S. residents to enable Respondent’s 
microblogging, social networking, or communications services.  

F. “Timeline Notice” means a message Respondent places in a User’s Twitter timeline (i.e., 
the main screen the User sees when opening Twitter which displays a stream of tweets from 
accounts the User has chosen to follow) that stays near the top (i.e., within the first five (5) 
tweets) of a User’s Twitter timeline: (1) for at least six (6) months from the effective date of the 
Order; (2) until the User clicks on the “Learn More about your options” button embedded in the 
message; or (3) until the User scrolls past the message in their timeline, whichever occurs earlier. 

G. “User” means an identified individual from whom Respondent has obtained information 
for the purpose of providing access to Respondent’s products and services. 

I. PROHIBITION AGAINST MISREPRESENTATIONS 

IT IS ORDERED that Respondent and its Representatives, directly or through any 
corporation, subsidiary, division, website, mobile app, or other device, in connection with the 
offering of any product or service in or affecting commerce, must not misrepresent, in any 
manner, expressly or by implication, the extent to which Respondent maintains and protects the 
privacy, security, confidentiality, or integrity of Covered Information, including, but not limited 
to, misrepresentations related to:  

A. Respondent’s privacy and security measures to prevent unauthorized access to Covered 
Information;  

B. Respondent’s privacy and security measures to honor the privacy choices exercised by 
Users;  

C. Respondent’s collection, maintenance, use, disclosure, or deletion of Covered 
Information;  

D. The extent to which a User can control the privacy of any Covered Information 
maintained by Respondent, and the steps a User must take to implement such controls;  

E. The extent to which Respondent makes or has made Covered Information accessible to 
any third parties; 

F. The extent to which Respondent targets advertisements to Users or enables third parties 
to target advertisements to Users; or 

G. The extent to which Respondent is a member of, adheres to, complies with, is certified 
by, is endorsed by, or otherwise participates in any privacy or security program sponsored by a 
government or any self-regulatory or standard-setting organization, including but not limited to 
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the EU-U.S. Privacy Shield framework, the Swiss-U.S. Privacy Shield framework, and the 
APEC Cross-Border Privacy Rules.  

II. LIMITATIONS ON USE OF TELEPHONE NUMBERS OR EMAIL ADDRESSES 
SPECIFICALLY PROVIDED TO ENABLE ACCOUNT SECURITY FEATURES  

IT IS FURTHER ORDERED that Respondent and its Representatives must not use, 
provide access to, or disclose, for the purpose of serving advertisements, any telephone number 
or email address obtained from a User before the effective date of this Order for the purpose of 
enabling an account security feature (e.g., two-factor authentication, password recovery, re-
authentication after detection of suspicious or malicious activity).  Nothing in Provision II will 
limit Respondent’s ability to use, provide access to, or disclose such telephone numbers or email 
addresses if obtained separate and apart from a User enabling such account security feature and 
in a manner consistent with the requirements of this Order. 

III. REQUIRED NOTICE TO CONSUMERS  

IT IS FURTHER ORDERED that, within fourteen (14) days after the effective date of 
this Order, Respondent must provide a Timeline Notice to all current U.S. Users who joined 
Twitter prior to September 17, 2019, that states:  “Twitter’s Use of Your Personal Information 
for Tailored Advertising As we stated on Oct. 8, 2019, we may have served you targeted ads 
based on an email address or phone number you provided to us to secure your account.”, and 
includes a “Learn more about your options” button that links to a webpage showing the 
information in Exhibit A.   

IV. REQUIRED MULTI-FACTOR AUTHENTICATION OPTIONS 

IT IS FURTHER ORDERED that, as of the effective date of this Order, Respondent must 
allow Users to utilize multi-factor authentication without providing a telephone number to access 
their Twitter accounts, such as by integrating authentication applications or allowing the use of 
security keys.  The Company may use equivalent, widely-adopted industry authentication 
options that do not require Users to provide a telephone number and that are not multi-factor, if 
the person or persons responsible for the Program under Provision V.C: (1) approve(s) in writing 
the use of such equivalent authentication options; and (2) document(s) a written explanation of 
how the authentication options are widely-adopted and at least equivalent to the security 
provided by multi-factor authentication. 

V. MANDATED PRIVACY AND INFORMATION SECURITY PROGRAM 

IT IS FURTHER ORDERED that Respondent, in connection with the collection, 
maintenance, use, disclosure of, or provision of access to Covered Information, must, within one 
hundred eighty (180) days of issuance of this Order, establish and implement, and thereafter 
maintain a comprehensive privacy and information security program (the “Program”) that 
protects the privacy, security, confidentiality, and integrity of such Covered Information. To 
satisfy this requirement, Respondent must at a minimum: 

A. Document in writing the content, implementation, and maintenance of the Program; 
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B. Provide the written program, and any evaluations thereof or updates thereto to 
Respondent’s board of directors or governing body or, if no such board or equivalent governing 
body exists, to a senior officer of Respondent responsible for the Program at least once every 
calendar quarter; 

C. Designate a qualified employee or employees to coordinate and be responsible for the 
Program; 

D. Assess and document, at least once every twelve (12) months and promptly following the 
resolution of a Covered Incident (not to exceed ninety 90 days after the discovery of the Covered 
Incident), internal and external risks to the privacy, security, confidentiality, or integrity of 
Covered Information that could result in the: (1) unauthorized collection, maintenance, use, 
disclosure, alteration, destruction of, or provision of access to Covered Information; or the (2) 
misuse, loss, theft, or other compromise of such information; 

E. Design, implement, maintain, and document safeguards that control for the material 
internal and external risks Respondent identifies to the privacy, security, confidentiality, or 
integrity of Covered Information identified in response to Provision V.D.  Each safeguard must 
be based on the volume and sensitivity of Covered Information that is at risk, and the likelihood 
that the risk could be realized and result in the: (1) unauthorized collection, maintenance, use, 
disclosure, alteration, or destruction of, or provision of access to Covered Information; or the (2) 
misuse, loss, theft, or other compromise of such information.  Such safeguards must also include: 

1. Prior to implementing any new or modified product, service, or practice that 
collects, maintains, uses, discloses, or provides access to Covered Information, 
conducting an assessment of the risks to the privacy, security, confidentiality, or integrity 
of the Covered Information;  

2. For each new or modified product, service, or practice that does not pose a 
material risk to the privacy, security, confidentiality, or integrity of Covered Information, 
documenting a description of each reviewed product, service, or practice and why such 
product, service, or practice does not pose such a material risk; 

3. For each new or modified product, service, or practice that poses a material risk to 
the privacy, security, confidentiality, or integrity of Covered Information, conducting a 
privacy review and producing a written report (“Privacy Review”) for each such new or 
modified product, service, or practice.  The Privacy Review must: 

(a) Describe how the product, service, or practice will collect, maintain, use, 
disclose, or provide access to Covered Information, and for how long; 

(b) Identify and describe the types of Covered Information the product, 
service, or practice will collect, maintain, use, disclose, or provide access to; 

(c) If the Covered Information will be collected from a User, describe the 
context of the interaction in which Respondent will collect such Covered 
Information (e.g., under security settings, in pop-up messages in the timeline, or 
in response to a prompt reading, “Get Better Ads!”); 
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(d) Describe any notice that Respondent will provide Users about the 
collection, maintenance, use, disclosure, or provision of access to the Covered 
Information; 

(e) State whether and how Respondent will obtain consent from Users for the 
collection, maintenance, use, disclosure, or provision of access to Covered 
Information; 

(f) Identify any privacy controls that will be provided to Users relevant to 
the collection, maintenance, use, disclosure, or provision of access to the Covered 
Information; 

(g) Identify any third parties to whom Respondent will disclose or provide 
access to the Covered Information; 

(h) Assess and describe the material risks to the privacy, security, 
confidentiality, and integrity of Covered Information presented by the product, 
service, or practice; 

(i) Assess and describe the safeguards to control for the identified risks, and 
whether any additional safeguards need to be implemented to control for such 
risks; 

(j) Explain the reasons why Respondent deems the notice and consent 
mechanisms described in Provisions V.E.3(d) and V.E.3(e) sufficient; 

(k) Identify and describe any limitations on the collection, maintenance, use, 
disclosure, or provision of access to Covered Information based on: (i) the context 
of the collection of such Covered Information; (ii) notice to Users; and (iii) any 
consent given by Users at the time of collection or through subsequent 
authorization; 

(l) Identify and describe any changes in how privacy and security-related 
options will be presented to Users, and describe the means and results of any 
testing Respondent performed in considering such changes, including but not 
limited to A/B testing, engagement optimization, or other testing to evaluate a 
User’s movement through a privacy or security-related pathway;  

(m) Include any other safeguards or other procedures that would mitigate the 
identified risks to the privacy, security, confidentiality, and integrity of Covered 
Information that were not implemented, and each reason that such alternatives 
were not implemented; and 

(n) Include any decision or recommendation made as a result of the review 
(e.g., whether the practice was approved, approved contingent upon safeguards or 
other recommendations being implemented, or rejected);  
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4. Safeguards to prevent the collection, maintenance, use, disclosure, or access to 
Covered Information beyond the limitations identified in Provision V.E.3(k), including: 

(a) Regular training, at least once a year, for any employees and independent 
contractors whose responsibilities include the collection, maintenance, disclosure, 
use, or provision of access to Covered Information, on the permissible collection, 
maintenance, disclosure, use, or provision of access to Covered Information and 
any related limitations; 

(b) Written attestations by those employees and independent contractors that 
they will not collect, maintain, disclose, use, or provide access to the Covered 
Information in a manner inconsistent with those limitations; 

(c) Designation of a senior officer, or senior level team composed of no more 
than five (5) persons, to be responsible for any decision to collect, maintain, use, 
disclose, or provide access to the Covered Information; and 

(d) Treating any new method of collecting, maintaining, using, disclosing, 
providing access to, or deleting the Covered Information as a new or modified 
product, service, or practice requiring the reviews set forth in Provisions V.E.1-3; 

5. Regular privacy and information security training programs for all employees and 
independent contractors on at least an annual basis, updated to address any identified 
material internal or external risks and safeguards implemented pursuant to this Order; 

6. Technical measures to monitor Respondent’s Resources to identify unauthorized 
attempts to: (a) access, modify, or exfiltrate Covered Information from Respondent’s 
Resources; or (b) access or take over Users’ accounts; and 

7. Data access policies and controls for all: (a) databases storing Covered 
Information; (b) Resources that provide access to Users’ accounts; and (c) Resources 
containing information that enables or facilitates access to Respondent’s internal network 
and systems; 

F. Assess, at least once every twelve (12) months and promptly (not to exceed thirty (30) 
days) following the resolution of a Covered Incident, the sufficiency of any safeguards in place 
to address the internal and external risks to the privacy, security, confidentiality, or integrity of 
Covered Information, and modify the Program based on the results; 

G. Test and monitor the effectiveness of the safeguards at least once every twelve (12) 
months and promptly (not to exceed thirty (30) days) following the resolution of a Covered 
Incident, and modify the Program based on the results.  Such testing and monitoring must 
include: (1) vulnerability testing of Respondent’s network(s) once every four (4) months and 
promptly (not to exceed thirty (30) days) after an unauthorized intrusion into Respondent’s 
Resources; and (2) penetration testing of Respondent’s network(s) at least once every twelve 
(12) months and promptly (not to exceed thirty (30) days) after an unauthorized intrusion into 
Respondent’s Resources; 
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H. Select and retain service providers capable of safeguarding Covered Information they 
access through or receive from Respondent, and contractually require service providers to 
implement and maintain safeguards sufficient to address the internal and external risks to the 
privacy, security, confidentiality, or integrity of Covered Information; and 

I. Evaluate and adjust the Program in light of any changes to Respondent’s operations or 
business arrangements, a Covered Incident, new or more efficient technological or operational 
methods to control for the risks identified in Provision V.D of this Order, or any other 
circumstances that Respondent knows or has reason to believe may have an impact on the 
effectiveness of the Program or any of its individual safeguards.  At a minimum, Respondent 
must evaluate the Program at least once every twelve (12) months and modify the Program based 
on the results. 

VI. INDEPENDENT PROGRAM ASSESSMENTS BY A THIRD PARTY 

IT IS FURTHER ORDERED that, in connection with compliance with Provision V of 
this Order titled Mandated Privacy and Information Security Program, Respondent must obtain 
initial and biennial assessments (“Assessments”): 

A. The Assessments must be obtained from one or more qualified, objective, independent 
third-party professionals (“Assessor(s)”) who: (1) use procedures and standards generally 
accepted in the profession; (2) conduct an independent review of the Program; (3) retain all 
documents relevant to each Assessment for five (5) years after completion of such Assessment; 
and (4) will provide such documents to the Commission within ten (10) days of receipt of a 
written request from a representative of the Commission.  No documents relating to 
Respondent’s compliance with this Order may be withheld from the Commission by the 
Assessor on the basis of a claim of confidentiality, proprietary or trade secrets, work product 
protection, attorney-client privilege, statutory exemption, or any similar claim.  Respondent may 
obtain separate assessments for (1) privacy and (2) information security from multiple Assessors, 
so long as each of the Assessors meets the qualifications set forth above; 

B. For each Assessment, Respondent must provide the Associate Director for Enforcement 
for the Bureau of Consumer Protection at the Federal Trade Commission with the name, 
affiliation, and qualifications of the proposed Assessor, whom the Associate Director shall have 
the authority to approve in her or his sole discretion; 

C. The reporting period for the Assessments must cover: (1) the first three-hundred-and-
sixty-five (365) days after the issuance date of the Order for the initial Assessment; and (2) each 
two-year period thereafter for twenty (20) years after issuance of the Order for the biennial 
Assessments; 

D. Each Assessment must, for the entire assessment period: (1) determine whether 
Respondent has implemented and maintained the Program required by Provision V of this Order, 
titled Mandated Privacy and Information Security Program; (2) assess the effectiveness of 
Respondent’s implementation and maintenance of Provisions V.A-I; (3) identify any gaps or 
weaknesses in, or instances of material noncompliance with, the Program; (4) address the status 
of gaps or weaknesses in, or instances of material non-compliance with, the Program that were 

Case 3:22-cv-03070-TSH   Document 11   Filed 05/26/22   Page 15 of 23

65

Final Report 1625



9 
 

identified in any prior Assessment required by this Order; and (5) identify specific evidence 
(including, but not limited to, documents reviewed, sampling and testing performed, and 
interviews conducted) examined to make such determinations, assessments, and identifications, 
and explain why the evidence that the Assessor examined is: (a) appropriate for assessing an 
enterprise of Respondent’s size, complexity, and risk profile; and (b) sufficient to justify the 
Assessor’s findings.  No finding of any Assessment shall rely primarily on assertions or 
attestations by Respondent’s management.  The Assessment must be signed by the Assessor, 
state that the Assessor conducted an independent review of the Program and did not rely 
primarily on assertions or attestations by Respondent’s management.  To the extent that 
Respondent revises, updates, or adds one or more safeguards required under Provision V.E of 
this Order during an Assessment period, the Assessment must assess the effectiveness of the 
revised, updated, or added safeguard(s) for the time period in which it was in effect, and provide 
a separate statement detailing the basis for each revised, updated, or additional safeguard; and 

E. Each Assessment must be completed within sixty (60) days after the end of the reporting 
period to which the Assessment applies.  Unless otherwise directed by a Commission 
representative in writing, Respondent must submit the initial Assessment to the Commission 
within ten (10) days after the Assessment has been completed via email to DEbrief@ftc.gov or 
by overnight courier (not the U.S. Postal Service) to Associate Director for Enforcement, Bureau 
of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, 
Washington, DC 20580.  The subject line must begin, “In re Twitter, Inc., FTC File No. 202-
3062.”  All subsequent biennial Assessments must be retained by Respondent until the Order is 
terminated and provided to the Associate Director for Enforcement within ten (10) days of 
request. 

VII. COOPERATION WITH THIRD-PARTY ASSESSOR(S) 

IT IS FURTHER ORDERED that Respondent and its Representatives, whether acting 
directly or indirectly, in connection with any Assessment required by Provision VI of this Order 
titled Independent Program Assessments by a Third Party, must: 

A. Provide or otherwise make available to the Assessor all information and material in their 
possession, custody, or control that is relevant to the Assessment for which there is no reasonable 
claim of privilege;  

B. Provide or otherwise make available to the Assessor information about Respondent’s 
Resources(s) and all of Respondent’s IT assets so that the Assessor can determine the scope of 
the Assessment, and have visibility to Resource(s) and IT assets deemed in scope; and 

C. Disclose all material facts to the Assessor(s), and not misrepresent in any manner, 
expressly or by implication, any fact material to the Assessor’s: (1) determination of whether 
Respondent has implemented and maintained the Program required by Provision V of this Order, 
titled Mandated Privacy and Information Security Program; (2) assessment of the effectiveness 
of the implementation and maintenance of Provisions V.A-I; or (3) identification of any gaps or 
weaknesses in, or instances of material noncompliance with, the Program. 
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VIII. CERTIFICATIONS 

IT IS FURTHER ORDERED that Respondent must: 

A. One year after the issuance date of this Order, and each year thereafter, provide the 
Commission with a certification from a senior corporate manager, or, if no such senior corporate 
manager exists, a senior officer of Respondent responsible for the Program that: (1) Respondent 
has established, implemented, and maintained the requirements of this Order; (2) Respondent is 
not aware of any material noncompliance that has not been (a) corrected or (b) disclosed to the 
Commission; and (3) includes a brief description of all Covered Incidents during the certified 
period.  The certification must be based on the personal knowledge of the senior corporate 
manager, senior officer, or subject matter experts upon whom the senior corporate manager or 
senior officer reasonably relies in making the certification; and  

B. Unless otherwise directed by a Commission representative in writing, submit all annual 
certifications to the Commission pursuant to this Order via email to DEbrief@ftc.gov or by 
overnight courier (not the U.S. Postal Service) to Associate Director for Enforcement, Bureau of 
Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, 
DC 20580.  The subject line must begin, “In re Twitter, Inc., FTC File No. 202-3062.” 

IX. COVERED INCIDENT REPORTS 

IT IS FURTHER ORDERED that Respondent, within thirty (30) days after Respondent’s 
discovery of a Covered Incident, must submit a report to the Commission.  The report must 
include, to the extent possible: 

A. The date, estimated date, or estimated date range when the Covered Incident occurred; 

B. A description of the facts relating to the Covered Incident, including the causes of the 
Covered Incident, if known; 

C. A description of each type of Covered Information that was affected or triggered any 
notification obligation to the U.S. federal, state, or local government entity; 

D. The number of Users whose Covered Information was affected or triggered any 
notification obligation to the U.S. federal, state, or local government entity; 

E. The acts that Respondent has taken to date to remediate the Covered Incident and protect 
Covered Information from further exposure or access, and protect affected individuals from 
identity theft or other harm that may result from the Covered Incident; and 

F. A representative copy of any materially different notice sent by Respondent to consumers 
or to any U.S. federal, state, or local government entity. 

Unless otherwise directed by a Commission representative in writing, all Covered 
Incident reports to the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov 
or sent by overnight courier (not the U.S. Postal Service) to Associate Director for Enforcement, 
Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue, NW, 
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Washington, DC 20580.  The subject line must begin, “In re Twitter, Inc., FTC File No. 202-
3062.” 

X. ORDER ACKNOWLEDGMENTS  

IT IS FURTHER ORDERED that Respondent obtain acknowledgments of receipt of this 
Order: 

A. Respondent, within ten (10) days after the effective date of this Order, must submit to the 
Commission an acknowledgment of receipt of this Order sworn under penalty of perjury. 

B. For five (5) years after the issuance date of this Order, Respondent must deliver a copy of 
this Order to: (1) all principals, officers, directors, and LLC managers and members; (2) all 
employees having managerial responsibilities relating to the subject matter of this Order, and all 
agents and representatives who participate in any acts or practices subject to this Order; and (3) 
any business entity resulting from any change in structure as set forth in the Provision titled 
Compliance Report and Notices.  Delivery must occur within ten (10) days after the effective 
date of this Order for current personnel.  For all others, delivery must occur before they assume 
their responsibilities. 

C. From each individual or entity to which Respondent delivered a copy of this Order, 
Respondent must obtain, within thirty (30) days, a signed and dated acknowledgment of receipt 
of this Order, which can be obtained electronically. 

XI. COMPLIANCE REPORTING AND NOTICES 

IT IS FURTHER ORDERED that Respondent makes timely submissions to the 
Commission: 

A. Two-hundred and forty (240) days after the issuance date of this Order, Respondent must 
submit a compliance report, sworn under penalty of perjury, in which Respondent: (1) identifies 
the primary physical, postal, and email address and telephone number, as designated points of 
contact, which representatives of the Commission may use to communicate with Respondent; (2) 
identifies all of Respondent’s businesses by all of their names, telephone numbers, and physical, 
postal, email, and Internet addresses; (3) describes the activities of each business, including the 
goods and services offered and the means of advertising, marketing, and sales; (4) describes in 
detail whether and how Respondent is in compliance with each Provision of this Order; and (5) 
provides a copy of each Acknowledgment of the Order obtained pursuant to this Order, unless 
previously submitted to the Commission. 

B. Respondent must submit a compliance notice, sworn under penalty of perjury, within 
fourteen (14) days of any change in the following: (1) any designated point of contact; (2) the 
structure of Respondent or any entity that Respondent has any ownership interest in or controls 
directly or indirectly that may affect compliance obligations arising under this Order, including: 
creation, merger, sale, or dissolution of the entity or any subsidiary, parent, or affiliate that 
engages in any acts or practices subject to this Order; (3) the filing of any bankruptcy petition, 
insolvency proceeding, or similar proceeding by or against Respondent.   
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C. Any submission to the Commission required by this Order to be sworn under penalty of 
perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by concluding: “I 
declare under penalty of perjury under the laws of the United States of America that the 
foregoing is true and correct.  Executed on: _____” and supplying the date, signatory’s full 
name, title (if applicable), and signature. 

D. Unless otherwise directed by a Commission representative in writing, all submissions to 
the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or sent by overnight 
courier (not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of 
Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, 
DC 20580.  The subject line must begin: “In re Twitter, Inc., FTC File No. 202-3062.” 

XII. RECORDKEEPING 

IT IS FURTHER ORDERED that Respondent must create certain records for twenty (20) 
years after the issuance date of the Order, and retain each such record for five (5) years.  
Specifically, Respondent must create and retain the following records: 

A. Accounting records showing the revenues from all goods or services sold; 

B. Personnel records showing, for each person that Respondent contracts with directly and 
that provides services in relation to any aspect of the Order, whether as an employee or 
otherwise, that person’s: name; addresses; telephone numbers; job title or position; dates of 
service; and (if applicable) the reason for termination; 

C. Copies or records of all U.S. consumer complaints concerning the subject matter of the 
Order, and any responses to such complaints; 

D. A copy of each unique advertisement or other marketing material making a representation 
subject to this Order; 

E. A copy of each widely-disseminated representation by Respondent or its Representatives 
that describe the extent to which Respondent maintains and protects the privacy, security, 
confidentiality, or integrity of Covered Information, including, but not limited to, (1) statements 
relating to any change in any product, service, or practice that relates to the privacy, security, 
confidentiality, or integrity of such information, and (2) statements relating to: (a) Respondent’s 
privacy and security measures to prevent unauthorized access to Covered Information; 
(b) Respondent’s privacy and security measures to honor the privacy choices exercised by Users; 
(c) Respondent’s collection, maintenance, use, disclosure, or deletion of Covered Information; 
(d) the extent to which a User can control the privacy of any Covered Information maintained by 
Respondent, and the steps a User must take to implement such controls; (e) the extent to which 
Respondent makes or has made Covered Information accessible to any third parties; (f) the 
extent to which Respondent allows third parties to serve advertisements to Users; or (g) the 
extent to which Respondent is a member of, adheres to, complies with, is certified by, is 
endorsed by, or otherwise participates in any privacy or security program sponsored by a 
government or any self-regulatory or standard-setting organization, including but not limited to 
the EU-U.S. Privacy Shield framework, the Swiss-U.S. Privacy Shield framework, and the 
APEC Cross-Border Privacy Rules; 
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F. All materials relied upon in making the statements in Provisions XII.D and XII.E, and 
copies of each materially different notice provided to Users and mechanisms for obtaining a 
User’s consent for the collection, use, or disclosure of Covered Information (including 
screenshots/screencasts and User interfaces, consent flows, and paths a User must take to reach 
such settings);   

G. All materials relied upon to prepare the Assessment, whether prepared by or on behalf of 
Respondent, including all plans, reports, studies, reviews, audits, audit trails, policies, training 
materials, and assessments, and any other materials concerning Respondent’s compliance with 
related Provisions of this Order, for the compliance period covered by such Assessment;  

H. For 5 years from the date received, copies of all subpoenas, information provided in 
response to such subpoenas, and all material correspondence with law enforcement, if such 
communication relate to Respondent’s compliance with this Order;  

I. For 5 years from the date created or received, all records, whether prepared by or on 
behalf of Respondent, that contradict, qualify, or call into question Respondent’s compliance 
with this Order; and  

J. All records necessary to demonstrate full compliance with each Provision of this Order, 
including all submissions to the Commission. 

XIII. COMPLIANCE MONITORING 

IT IS FURTHER ORDERED that, for the purpose of monitoring Respondent’s 
compliance with this Order: 

A. Within fourteen (14) days of receipt of a written request from a representative of the 
Commission, Respondent must: submit additional compliance reports or other requested 
information, which must be sworn under penalty of perjury; appear for depositions; and produce 
records for inspection and copying.  The Commission is also authorized to obtain discovery, 
without further leave of court, using any of the procedures prescribed by Federal Rules of Civil 
Procedure 29, 30 (including telephonic depositions), 31, 33, 34, 36, 45, and 69. 

B. For matters concerning this Order, representatives of the Commission are authorized to 
communicate directly with Respondent.  Respondent must permit representatives of the 
Commission to interview anyone affiliated with Respondent who has agreed to such an 
interview.  The interviewee may have counsel present.  

C. The Commission may use all other lawful means, including posing through its 
representatives as consumers, suppliers, or other individuals or entities, to Respondent or any 
individual or entity affiliated with Respondent, without the necessity of identification or prior 
notice.  Nothing in this Order limits the Commission’s lawful use of compulsory process, 
pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-1. 
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XIV. ORDER EFFECTIVE DATES 

IT IS FURTHER ORDERED that this Order is final and effective upon the date of its 
publication on the Commission’s website (ftc.gov) as a final order.  This Order will terminate 
twenty (20) years from the date of its issuance (which date may be stated at the end of this Order, 
near the Commission’s seal), or twenty (20) years from the most recent date that the United 
States or the Commission files a complaint (with or without an accompanying settlement) in 
federal court alleging any violation of this Order, whichever comes later; provided, however, that 
the filing of such a complaint will not affect the duration of: 

A. Any Provision in this Order that terminates in less than twenty (20) years; 

B. This Order if such complaint is filed after the Order has terminated pursuant to this 
Provision. 

Provided, further, that if such complaint is dismissed or a federal court rules that 
Respondent did not violate any Provision of the Order, and the dismissal or ruling is either not 
appealed or upheld on appeal, then the Order will terminate according to this Provision as though 
the complaint had never been filed, except that the Order will not terminate between the date 
such complaint is filed and the later of the deadline for appealing such dismissal or ruling and the 
date such dismissal or ruling is upheld on appeal. 

By the Commission. 

April J. Tabor 
Secretary 

SEAL: 
ISSUED: 

Case 3:22-cv-03070-TSH   Document 11   Filed 05/26/22   Page 21 of 23

71

Final Report 1631



Exhibit A to 
Attachment A 

EXHIBIT A 

[To appear with the Twitter logo and Twitter’s standard website header] 

We may have asked for your phone number or email address to secure or authenticate your 
account (for example, for two-factor authentication). As we told you in October 2019, we may 
have used these phone numbers or email addresses to deliver tailored advertising to you on 
Twitter until September 2019. On [date], we entered into a settlement with the Federal Trade 
Commission to resolve this issue.  

As of September 17, 2019, we are no longer using phone numbers or email addresses collected 
for safety or security purposes for advertising. We never disclosed or shared your phone number 
or email address with advertisers. There is no action that you need to take regarding this issue. 

You have a number of options to control your privacy and security when you use Twitter: 

 Control your privacy settings. You can find out more about your privacy settings on 
Twitter, including how to enable or disable personalized ads, by visiting 
https://myprivacy.twitter.com. 

 Review your multi-factor authentication settings. By requiring both a password and a 
secondary code or security key to access your account, multi-factor authentication can help 
keep your account safe. You can use an authentication app, a security key, or a phone 
number for multi-factor authentication. (And if you provide us a phone number for multi-
factor authentication, it will not be used for advertising purposes without your consent.) You 
can learn about multi-factor authentication settings by visiting 
https://help.twitter.com/en/managing-your-account/two-factor-authentication. 

For more details about how we protect the information you share with us and how we use that 
data, we encourage you to visit the Twitter Privacy Center.  

We are very sorry this happened. If you have questions or comments about this notice or what we 
do to protect your information moving forward, you may contact Twitter’s Office of Data 
Protection through this form. 

[To appear with the Twitter’s standard website footer] 
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UNITED STATES OF AMERICA  
FEDERAL TRADE COMMISSION 

In the Matter of 

TWITTER, Inc.,  
a corporation. 

Docket No. C-4316 

DECISION 

The Federal Trade Commission (“Commission”) issued a Decision and Order against 
Twitter, Inc. (“Twitter) in Docket C-4316 on March 2, 2011 (“2011 order”).1  On [INSERT 
DATE], the United States of America, acting upon notification and authorization to the Attorney 
General by the Commission, filed a complaint (“2022 complaint”) in federal district court alleging 
that Twitter violated the 2011 order by misrepresenting the extent to which it maintained and 
protected the privacy of nonpublic consumer information.  The complaint also alleged that Twitter 
violated Section 5 of the FTC Act by misrepresenting how it would use telephone numbers and 
email addresses that users provided to enable a security feature.   

On [INSERT DATE], Judge [INSERT JUDGE’S NAME] in the District for the Northern 
District of California entered a Stipulated Order for Civil Penalty, Monetary Judgment, and 
Injunctive Relief (“Stipulated Order”) resolving the 2022 complaint.  In Section II of the 
Stipulated Order, Twitter consented to:  (1) reopening the 2011 proceeding in FTC Docket No. C-
4316; (2) waiving its rights under the show cause procedures set forth in Section 3.72(b) of the 
Commission’s Rules of Practice, 16 C.F.R. § 3.72(b); and (3) modifying the 2011 Order with the 
new Decision and Order set forth below.   

In view of the foregoing, the Commission has determined that it is in the public interest to 
reopen the proceeding in Docket No. C-4316 pursuant to Commission Rule 3.72(b), 16 C.F.R. 
§ 3.72(b), and to issue a new order as set forth below.  Accordingly,

IT IS ORDERED that this matter be, and it hereby is, reopened; and 

IT IS FURTHER ORDERED that, Twitter having consented to modifying the 2011 
order as set forth below, the Commission hereby modifies the 2011 order with the attached 
Decision and Order.  

1 In the Matter of Twitter, Inc., C-4316, 151 FTC LEXIS 162 (F.T.C. March 2, 2011). 
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To whom it may concern:

Elon Musk’s takeover of Twitter will further toxify our information ecosystem 
and be a direct threat to public safety, especially among those already most 
vulnerable and marginalized.  

Twitter has outsized influence in shaping both public discourse and industry-
wide platform governance standards. While the company is hardly a poster-
child for healthy social media, it  has taken welcome steps in recent years to 
mitigate systemic risks, ratcheting up pressure on the likes of Facebook and 
YouTube to follow suit. Musk intends to steamroll those safeguards and provide 
a megaphone to extremists who traffic in disinformation, hate, and harassment. 
Under the guise of ‘free speech,’ his vision will silence and endanger marginalized 
communities, and tear at the fraying fabric of democracy.

The undersigned organizations believe that Twitter should continue to uphold the 
practices that serve as guideposts for other Big Tech platforms. We call on you – 
Twitter’s top advertisers – to commit to these standards as non-negotiable 
requirements for advertising on the platform:

1. Keep accounts including those of public figures and politicians that were 
removed for egregious violations of Twitter Rules – such as harassment, 
violence, and hateful conduct – off the platform and continue to enforce 
the civic integrity policy along with the hateful conduct policy. Since 2020, 
Twitter has applied its civic integrity policy to all users, including elected 
officials. Musk’s statements at Ted2022 last week indicate that he will 
roll-back permanent bans and err on the side of allowing harmful content 
to remain on the platform under the guise of ‘free speech.’ A reversal of 
Twitter’s content moderation policies including its recently released climate 
commitments, its protections for transgender people, and its restrictions on 
other forms of hate, harassment, and violence would be toxic not just for those 
targeted, but also for businesses advertising on the platform.

2. Beyond algorithmic transparency, ensure algorithmic accountability, 
preserve people’s privacy, and commit to depolarizing the algorithm. 
Consider the implications of full-scale public visibility into Twitter’s algorithm 
and put protections in place to prevent bad actors from gaming the system. 
Listen to privacy experts and others whose expertise includes protecting 
communities that are discriminated against in speaking truth to power. 
Continue the work of its in-house research team called Machine Learning 
Ethics, Transparency and Accountability that looks at potential biases in 
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https://help.twitter.com/en/rules-and-policies/election-integrity-policy
https://help.twitter.com/en/rules-and-policies/hateful-conduct-policy
https://www.nbcnews.com/tech/tech-news/elon-musk-ted-talk-twitter-interview-conference-rcna24460
https://blog.twitter.com/en_us/topics/company/2022/accelerating-our-climate-commitments-on-earth-day
https://blog.twitter.com/en_us/topics/company/2022/accelerating-our-climate-commitments-on-earth-day
https://techcrunch.com/2022/04/26/elon-musk-twitter-privacy/
https://www.washingtonpost.com/technology/2022/04/16/elon-musk-twitter-algorithm/
https://www.washingtonpost.com/technology/2022/04/16/elon-musk-twitter-algorithm/


Access Now
Accountable Tech
Black Lives Matter Global Network Foundation
Center for Countering Digital Hate
Empowering Pacific Islander Communities (EPIC)
Face the Music Collective
Fair Vote UK
Free Press
Friends of the Earth
Gender Equity Policy Institute
GLAAD
Global Project Against Hate and Extremism
Indivisible Northern Nevada
Kairos
Media Matters for America
MediaJustice
NARAL Pro-Choice America
National Hispanic Media Coalition
Religious Coalition for Reproductive Choice
Reproaction
Stop Online Violence Against Women Inc
The Sparrow Project
UltraViolet
Union of Concerned Scientists
V-Day/One Billion Rising
Women’s March

its algorithms including published research, for instance, on whether the 
algorithms that automatically crop profile photos contained inadvertent bias.

3. Continue Twitter’s commitment to transparency and researcher access. 
Twitter stands out for its support of researchers – both internal and external 
to the company. From its API for academic research to its willingness to 
publish critique and its internal learnings, Twitter has demonstrated a 
commitment to transparency and access for researchers that sets an example 
for other Big Tech companies and allows for accountability.

As top advertisers on Twitter, your brand risks association with a platform 
amplifying hate, extremism, health misinformation, and conspiracy 
theorists. Under Musk’s management, Twitter risks becoming a cesspool of 
misinformation, with your brand attached, polluting our information ecosystem 
in a time where trust in institutions and news media is already at an all-time low.  
Your ad dollars can either fund Musk’s vanity project or hold him to account. We 
call on you to demand Musk uphold these basic standards of community trust 
and safety, and to pull your advertising spending from Twitter if they are not.

Sincerely,
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UNITED STATES OF AMERICA 

Federal Trade Commission 
WASHINGTON, D.C. 20580 

Office of the Chair 

May 6, 2022 

The Honorable Jim Jordan 
Ranking Member 
Committee on the Judiciary 
U.S. Houses of Representatives 
Washington, D.C.  20515 

Dear Ranking Member Jordan: 

Thank you for your May 4, 2022, letter regarding the Open Markets Institute’s April 26, 
2022, issuance of a statement on the proposed acquisition of Twitter by Elon Musk. I am happy 
to respond to the two questions posed in your letter. 

1. Did you or anyone else at the FTC solicit or play any role in drafting OMI’s statement?

I did not and, as far as I am aware, nor did anyone under my supervision. It would be
inappropriate for FTC staff to be in contact with the Open Markets Institute regarding the 
drafting or solicitation of their statement.  

2. Has the FTC taken any actions in response to the statement released by OMI?

The FTC has not taken any actions in response to the statement released by the Open Markets
Institute. As noted in 16 C.F.R. §§ 2.2 and 2.3, anyone is welcome to file a complaint or a 
request for Commission action, though the Commission acts only in the public interest. The 
FTC’s law enforcement work is driven by the Commission, conducted by the agency’s staff, and 
confined by our statutory authorities. 

Thank you again for your letter. If you have any questions, please feel free to have your 
staff call Jeanne Bumpus, the Director of our Office of Congressional Relations, at (202) 326-
2195.    

Sincerely, 

Lina M. Khan 
Chair, Federal Trade Commission 
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Concurring Statement of Commissioner Christine S. Wilson 
and Commissioner Noah Joshua Phillips 

Twitter 
Matter No. 2023062 

May 25, 2022 

Today’s settlement with Twitter, Inc., years in the making,1 illustrates once again that the 
Federal Trade Commission takes seriously both the protection of consumers’ privacy and the 
enforcement of Commission orders. The settlement provides meaningful relief, including a $150 
million civil penalty and extensive injunctive provisions. We thank our knowledgeable and 
experienced career staff who investigated this case and negotiated this order – they and their 
colleagues work tirelessly to make the FTC the most effective privacy enforcer in the world. 

In March 2011, the Commission finalized an order with Twitter (“2011 Order”), settling 
allegations that it deceived consumers and put their privacy at risk by failing to (1) use 
reasonable and appropriate security measures to protect nonpublic user data from unauthorized 
access, and (2) honor consumers’ privacy choices.2 That 2011 Order prohibited Twitter from 
misrepresenting the extent to which it maintains and protects the security and privacy of 
nonpublic data and honors users’ privacy choices. As alleged in the complaint filed today, 
Twitter failed to live up to its obligations. Specifically, Twitter allegedly collected telephone 
numbers and email addresses from consumers for security purposes, but then used that 
information for targeted advertisements. 

When consumers hand over personal information for specific security purposes, such as multi-
factor authentication, account recovery, or re-authorization, they reasonably expect the 
information to be deployed for those purposes. When companies use those data for non-security 
purposes, like advertising, they undermine trust in critical security measures to the detriment of 
consumers and businesses alike. 

The complaint alleges that this conduct violated both the 2011 Order and Section 5 of the FTC 
Act. The complaint also alleges that Twitter misrepresented its compliance with the EU-U.S. and 
Swiss-U.S. Privacy Shield Frameworks, which prohibit participants from processing personal 
information in a way that is incompatible with the purposes for which it was originally 
collected.3 

1 See Twitter, Inc., Quarterly Report (Form 10-Q) (Aug. 3, 2020), https://sec.report/Document/0001418091-20-
000158/. 
2 In the matter of Twitter, Inc., FTC File No. 0923093 (March 2011), https://www.ftc.gov/legal-
library/browse/cases-proceedings/092-3093-twitter-inc-corporation. 
3 This settlement demonstrates the Commission’s continued commitment to take action against companies that 
misrepresent their compliance with Privacy Shield, any successor program, or similar agreements that protect 
privacy and facilitate international data transfers. 
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The new Twitter order employs the model that the FTC has built during two decades of vigorous 
privacy and data security enforcement. Observant readers will spot many injunctive remedies the 
Commission has employed repeatedly in its privacy and data security orders. For example, the 
order requires Twitter to create and implement a privacy and security program that includes 
privacy risk assessments, detailed privacy reviews for new or modified products, documentation, 
data access controls, technical measures to monitor unauthorized access, training, and 
certifications. 

But the FTC’s enforcement model is not static; the Commission has refined and updated it to 
address evolving business practices and technologies. Some of the provisions in today’s order 
reflect recent refinements. For example, Twitter is required to use either multifactor 
authentication or a widely adopted mechanism that provides equivalent security.4 The 
Commission first included a requirement to use multifactor authentication in our March 
enforcement action against CaféPress.5 Today’s order also requires Twitter to design and 
implement both a privacy and an information security program, a dual obligation we first 
imposed in our 2019 enforcement action against Facebook.6 

And, in each case, the Commission tailors its enforcement to the specific unlawful conduct and 
harms alleged in each case. This Twitter order includes a data use restriction tied to the core 

4 In the Matter of Twitter, Inc., C-4316, Decision and Order (May 2022) (Section IV). 
5 See In the Matter of CafePress, No. 192-3209 (Mar. 2022), 
https://www.ftc.gov/system/files/ftc_gov/pdf/Residual%20Pumpkin%20Agreement%20Containing%20Consent%20 
Order.pdf (Section II.E.7).  This obligation builds on provisions in prior Commission orders that require encryption 
or other security features. See, e.g., In the Matter of Zoom Video Communications, Inc., C-4731 (Feb. 2021), 
https://www.ftc.gov/system/files/documents/cases/1923167_c-4731_zoom_final_order.pdf (requiring “[p]rotections, 
such as encryption, tokenization, or other same or greater protections, for Covered Information collected, 
maintained, processed, or stored by Respondent, including in transit and at rest” (Section II.E.11)); In the Matter of 
LightYear Dealer Technologies, LLC, No. C-4687 (Sept. 2019), 
https://www.ftc.gov/system/files/documents/cases/172_3051_c-4687_dealerbuilt_decision_order.pdf (requiring 
encryption of all Social Security numbers and financial account information on Respondent’s computer networks 
(Section I.E.4)). 
6 Part V of the Facebook order requires that it: “implement, and thereafter maintain, a comprehensive information 
security program that is designed to protect the security of Covered Information. In addition to any security-related 
measures associated with Respondent’s Privacy Program under Part VII of this Order, the information security 
program must contain safeguards appropriate to Respondent’s size and complexity, the nature and scope of 
Respondent’s activities, and the sensitivity of the Covered Information.” Part VII of the order requires that it: 
“establish and implement, and thereafter maintain a comprehensive privacy program (‘Privacy Program’) that 
protects the privacy, confidentiality, and Integrity of the Covered Information collected, used, or shared by 
Respondent.” U.S. v. Facebook, No. 1:19-cv-2184 (D.D.C. July 24, 2019), 
https://www.ftc.gov/system/files/documents/cases/182_3109_facebook_order_filed_7-24-19.pdf; In the Matter of 
Facebook, Inc., C-4365 (Apr. 2020), 
https://www.ftc.gov/system/files/documents/cases/c4365facebookmodifyingorder.pdf, see also 2019 Order Fact 
Sheet (Jul. 24, 2019), https://www.ftc.gov/system/files/attachments/press-releases/ftc-imposes-5-billion-penalty-
sweeping-new-privacy-restrictions-facebook/2019_order_fact_sheet_facebook.pdf (noting that the order requires 
Facebook to create a comprehensive data security program and a mandated privacy program); Statement of 
Chairman Joseph J. Simons and Commissioners Noah Joshua Phillips and Christine S. Wilson Regarding the Matter 
of Facebook (Jul. 24, 2019), https://www.ftc.gov/legal-library/browse/cases-proceedings/public-
statements/statement-chairman-joe-simons-commissioners-noah-joshua-phillips-christine-s-wilson-regarding-matter 
(discussing the inclusion of a requirement for both a privacy and security program). 
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allegation of illegality in the complaint: the company may not use for advertising any phone 
numbers or email addresses that had been gathered for security purposes. The 2019 Facebook 
order contained a similar use restriction, flowing from a similar allegation of illegality. 

Precisely because this order builds on established precedent and the Commission’s expertise in 
privacy enforcement, it provides meaningful and effective relief. The value of these types of 
injunctive provisions and accountability mechanisms has long been clear to us.7 But strikingly 
similar settlements in the past have been subjected to (sometimes vitriolic) criticism8 for alleged 
failings that today’s order would share. No executives are named, or obligated personally.9 There 
is no admission of liability, or disgorgement of algorithms. There is no change to Twitter’s 
business model. 

7 See Statement of Chairman Joseph J. Simons and Commissioners Noah Joshua Phillips and Christine S. Wilson, In 
re Sunday Riley Modern Skincare, LLC, (Nov. 6, 2020), 
https://www.ftc.gov/system/files?file=documents/cases/2020.11.6_sunday_riley_majority_statement_final.pdf 
(discussing the effectiveness of injunctive and other non-monetary relief); see also Statement of Chairman Joseph J. 
Simons and Commissioners Noah Joshua Phillips and Christine S. Wilson Regarding the Matter of Facebook (Jul. 
24, 2019), https://www.ftc.gov/legal-library/browse/cases-proceedings/public-statements/statement-chairman-joe-
simons-commissioners-noah-joshua-phillips-christine-s-wilson-regarding-matter (describing the breadth and scope 
of the non-monetary relief in the order). Commissioner Wilson also has spoken at length about the effectiveness of 
non-monetary relief. See, e.g., Christine S. Wilson, One Step Forward, Two Steps Back: Sound Policy on Consumer 
Protection, Remarks at NAD (Oct. 5, 2020), 
https://www.ftc.gov/system/files/documents/public_statements/1581434/wilson_remarks_at_nad_100520.pdf; 
Christine S. Wilson, Remarks at Global Antitrust Institute, FTC v. Facebook (Dec. 11, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1557534/commissioner_wilson_remarks_at_global_ 
antitrust_institute_12112019.pdf. 
8 See, e.g., Dissenting Statement of Commissioner Rohit Chopra Regarding Zoom Video Communications, Inc. 
(Feb. 1, 2021), 
https://www.ftc.gov/system/files/documents/public_statements/1586865/20210129_final_chopra_zoom_statement_ 
_0.pdf (asserting that the final order is “weak,” provides “no money” and that the injunctive relief constitutes 
“paperwork requirements” with no real accountability). In addition, then-Commissioner Chopra stated that the order 
“doesn’t fix the incentives causing these repeat privacy abuses. It doesn’t stop $FB from engaging in surveillance or 
integrating platforms. There are no restrictions on data harvesting tactics — just paperwork.” Rohit Chopra, Twitter 
(Jul. 24, 2019), https://twitter.com/chopracfpb/status/1154010756079390720?s=19; see also Center for Digital 
Democracy Press Release: Groups Join Legal Battle to Fight Ineffective FTC Privacy Decision on Facebook (Jul. 
26, 2019), https://www.democraticmedia.org/article/groups-join-legal-battle-fight-ineffective-ftc-privacy-decision-
facebook (citing several organizations that criticized and challenged the settlement). Notably, the groups stated that 
the settlement was “woefully insufficient,” “provides no meaningful changes to Facebook’s structure or financial 
incentives” and that the “fine is a mere cost of doing business,” “a parking ticket,” a “get-out-of jail free card.” Id.; 
see also Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. See also, Dissenting Statement of Commissioner Rohit Chopra, In the matter of Google LLC and 
YouTube, LLC (Sep. 4, 2019), 
https://www.ftc.gov/sytem/files/documents/public_statements/1542957/chopra_google_youtube_dissent.pdf. 
9 See FTC v. Google LLC and YouTube, LLC, No. 1:119-cv-2642 (D.D.C. Sep. 4, 2019), https://www.ftc.gov/legal-
library/browse/cases-proceedings/172-3083-google-llc-youtube-llc; In the matter of Facebook, Inc, No. 1:19-cv-
02184, (D.D.C. Jul. 24, 2019), https://www.ftc.gov/legal-library/browse/cases-proceedings/092-3184-182-3109-c-
4365-facebook-inc-matter; U.S. v. Musical.ly (now known as TikTok), No. 2:19-cv-1439 (C.D. Cal. Feb. 2, 2019), 
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3004-musically-inc (naming corporate entities 
only). 
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The order in the 2019 Facebook case met with condemnation from some quarters, so it is worth 
comparing today’s settlement to the alleged shortcomings of the Facebook order:10 

Criticism of Order Facebook Order Twitter Order 
“Mere paperwork” requirements11 Privacy risk assessments for new or 

modified products 
Privacy risk assessments for new or 
modified products 

“Mere paperwork” requirements12 Privacy reviews and reports Privacy reviews and reports 
“Mere paperwork” requirements13 Covered incident reports Covered incident reports 
Certifications only ensure that 
paperwork has been completed14 

Certifications by CEO and Chief 
Privacy Officer 

Certifications by senior corporate 
management or senior officer (not 
CEO) 

No accountability for executives15 No executives named, no IH of 
CEO or other executives cited in 
statements supporting settlement 

No executives named, no IH of 
CEO or other executives cited in 
statements supporting settlement 

10 The Facebook order included stronger and more sweeping provisions, and a penalty measured in the billions. The 
differences in approach are appropriate, as there were more Section 5 and order violations alleged in Facebook. 
11 Rohit Chopra, Twitter (Jul. 24, 2019), https://twitter.com/chopracfpb/status/1154010756079390720?s=19; 
Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
12 Rohit Chopra, Twitter (Jul. 24, 2019), https://twitter.com/chopracfpb/status/1154010756079390720?s=19; 
Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
13 Rohit Chopra, Twitter (Jul. 24, 2019), https://twitter.com/chopracfpb/status/1154010756079390720?s=19; 
Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
14 Rohit Chopra, Twitter (Jul. 24, 2019), https://twitter.com/chopracfpb/status/1154010756079390720?s=19; 
Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
15 Dissenting Statement of Commissioner Rebecca Kelly Slaughter, In the matter of FTC v. Facebook (Jul.24, 2019), 
https://www.system/files/documents/public_statements/1536918/182_3109_slaughter_statement_on_facebook_7-
24-19.pdf; Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
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Penalty is a mere cost of doing 
business16 

$5 billion 
2018 Annual Revenues: $55.8 
billion 
Penalty: 9% of annual revenue 

$150 million 
2021 Annual revenues: 
$5.077 billion17 

Penalty: 3% of annual revenue 
Company receives majority of 
revenue from advertising and order 
does nothing to change the business 
structure or incentives18 

Can still use data for advertising 
purposes; prohibited from 
misrepresenting the extent to which 
Respondent maintains and protects 
the privacy, security, 
confidentiality, or integrity of 
Covered Information 

Can still use data for advertising 
purposes; prohibited from 
misrepresenting the extent to which 
Respondent maintains and protects 
the privacy, security, 
confidentiality, or integrity of 
Covered Information 

Company governance unchanged19 Board of Directors restructured to 
include Privacy Committee with 
oversight authority 

No governance changes 

No meaningful restrictions on Use restriction for phone numbers; Use restriction for phone numbers; 
ability to collect, share, and use requirement to identify material requirement to identify material 
personal information20 risks to privacy of covered 

information and prepare privacy 
review statements documenting 
efforts to control for the risk 

risks to privacy of covered 
information and prepare privacy 
review statements documenting 
efforts to control for the risk 

We support this order, which is a strong one. The Facebook order included more stringent 
obligations and greater relief because more egregious conduct was alleged. We reject the view 
that the provisions in orders like these constitute “mere paperwork” that provide no meaningful 
restrictions or accountability. And we reject the characterization of substantial penalties as “a 
slap on the wrist.” Penalties matter, then and now. And so do the privacy programs and 

16 Nancy Scola and Steven Overly, “FTC strikes $5B Facebook settlement against fierce Democratic objections,” 
POLITICO (July 24, 2019), https://www.politico.com/story/2019/07/24/ftc-facebook-settlement-1428432 (quoting 
Representation Cicilline as stating that the $5B fine is “disappointing” and Senator Blumenthal as stating that the 
penalty is “[a] tap on the wrist, not even a slap”); see also Dissenting Statement of Commissioner Rohit Chopra, In 
re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
17 See Twitter Revenue 2011-2022|TWTR, Macrotrends, 
https://www.macrotrends.net/stocks/charts/TWTR/twitter/revenue. 
18 Dissenting Statement of Commissioner Rebecca Kelly Slaughter In the matter of FTC v. Facebook (Jul. 24, 2019), 
https://www.system/files/documents/public_statements/1536918/182_3109_slaughter_statement_on_facebook_7-
24-19.pdf; Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
19 Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
20 Dissenting Statement of Commissioner Rebecca Kelly Slaughter, In the matter of FTC v. Facebook (Jul. 24, 
2019), 
https://www.system/files/documents/public_statements/1536918/182_3109_slaughter_statement_on_facebook_7-
24-19.pdf; Dissenting Statement of Commissioner Rohit Chopra, In re Facebook, Inc. (Jul. 24, 2019), 
https://www.ftc.gov/system/files/documents/public_statements/1536911/chopra_dissenting_statement_on_facebook 
_7-24-19.pdf. 
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assessments that orders like today’s command. Both orders also create processes that require the 
companies to consider the risks to the privacy and security of the information they collect, 
evaluate the safeguards they have in place, and adjust procedures to address those risks. Both 
orders require assessments by third-party experts, approved by the FTC, to evaluate the 
companies’ privacy programs and issue reports evaluating compliance with the mandated 
program. Both orders require executives in the company to certify to compliance. These 
processes force companies under order to consider privacy, account for privacy, and be 
accountable for failing to protect it. 

The Commission recognizes that its orders are not perfect. For this reason, we approach each 
new order with care, fine-tuning provisions and considering alternative ways to address 
violations.21 We hope that the bipartisan approval of this order, one very much in line with prior 
orders, signals the beginning of a more constructive dialogue about how to continue refining our 
enforcement program. If this case can close the door on unfounded and gratuitous attacks on the 
FTC’s privacy enforcement program, that closure would serve consumers, provide clarity to 
stakeholders, and advance the mission of the agency. 

The resolution of this matter also demonstrates the general deterrent effect of Commission 
orders. In our July 2019 complaint and order against Facebook,22 the Commission for the first 
time found it unlawful for companies to collect consumer information for security purposes and 
then use it to target advertising. Shortly after the Facebook order was announced, in October 
2019, Twitter disclosed its similar misuse of consumers’ email addresses and phone numbers.23 

This timeline suggests that Twitter was paying attention to the FTC’s actions and underscores the 
value of sending signals to the marketplace through orders like these. 

A side note. In August 2020, Twitter publicly disclosed that the FTC was investigating it for 
potential order violations, taking an accounting reserve to pay a $150 million fine.24 Nearly two 
full years have passed, and Twitter now is paying the anticipated fine. An observer might ask 
what took so long, and why now. Despite (and because of) the coincidence in timing with 

21 See, e.g., Statement of the Federal Trade Commission Regarding Unixiz, Inc. d/b/a i-Dressup.com and Zhijun Liu 
and Xichen Zhang individually & James V. Grago, Jr. d/b/a ClixSense.com (Apr. 2019), 
https://www.ftc.gov/system/files/documents/cases/2019-03-19_idressupclixsense_statement_final.pdf (announcing 
new requirements that go beyond requirements from previous data security orders); see also In the Matter of 
LightYear Dealer Technologies, LLC, No. C-4687 (Sept. 2019), 
https://www.ftc.gov/system/files/documents/cases/172_3051_c-4687_dealerbuilt_decision_order.pdf (including 
additional data security requirements such as encryption of all Social Security numbers and financial account 
information on Respondent’s computer networks). 
22 FTC Press Release, FTC Imposes $5 Billion Penalty and Sweeping New Privacy Restrictions on Facebook, July 
24, 2019, https://www.ftc.gov/news-events/news/press-releases/2019/07/ftc-imposes-5-billion-penalty-sweeping-
new-privacy-restrictions-facebook. 
23 Twitter Support (@TwitterSupport), TWITTER (Oct. 8, 2019, 4:02 PM), 
https://twitter.com/twittersupport/status/1181661080033955840?ref_src=. 
24 See Kate Conger, F.T.C. Investigating Twitter for Potential Privacy Violations, N.Y. TIMES (Aug. 3, 2020), 
https://www.nytimes.com/2020/08/03/technology/ftc-twitter-privacy-violations.html. 
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unrelated headlines concerning Twitter,25 it is important to be clear that this settlement has 
nothing to do with Twitter’s potential sale or new ownership, the company’s content moderation 
policies, or anything other than the facts alleged in the Complaint. 

This settlement is about ensuring that Twitter safeguards consumer privacy and vindicates the 
Commission’s authority through zealous enforcement of its orders. It is an excellent settlement. 
We commend staff on their stellar work. 

25 See, e.g., Cara Lombardo, Meghan Bobrowsky & Georgia Wells, Twitter Accepts Elon Musk’s Offer to Buy 
Company in $44 Billion Deal, WALL ST. J. (Apr. 25, 2022, 5:48PM), https://www.wsj.com/articles/twitter-and-elon-
musk-strike-deal-for-takeover-11650912837. 
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Statement of Chair Lina M. Khan  
Joined by Commissioner Rebecca Kelly Slaughter 

In the Matter of Twitter, Inc.  
Commission File No. 2023062 

May 25, 2022 

Americans increasingly find themselves having to surrender personal data to use 
technologies that are central to economic and social life, and many report feeling a total loss of 
control over how this data is used.1 Indeed, evidence suggests that the current configuration of 
commercial data practices do not actually reveal how much users value privacy or security, and 
there is growing recognition that the “notice-and-consent” framework has notable shortcomings.2 
The FTC must harness its full set of tools to ensure we are keeping pace with these new realities, 
including by exploring the need for agency promulgated rules. In the meantime, we must also 
hold companies accountable for violating existing laws, including through deceptive disclosures. 

According to the Complaint in this matter, Twitter obtained data from users on the 
pretext of harnessing it for security purposes but then ended up also using the data to target users 
with ads. The relief we are obtaining from Twitter for this alleged violation of both the law and a 
past FTC order drives home two key consumer protection principles. First, stating that data is 
being collected for one purpose and then using it for another purpose is deceptive. The FTC Act 
prohibits companies from engaging in bait-and-switch tactics with individuals’ data.3 Second, 
burying disclosures in lengthy privacy policies or terms of service documents does not cure 
deceptive statements the company makes at the time it collects users’ information. Users do not 
assume the responsibility of wading through privacy policies to uncover provisions that override 
or negate what the company told them directly. 

Twitter’s Prior and Present Unlawful Practices, As Alleged in the Complaint 

Consumers use passwords to access their email, social media accounts, bank accounts, 
medical records, and more. These credentials are a primary shield for some of our most 
confidential and personal information, but they are also a common target for hackers or 

1 Brooke Auxier et al., Americans and Privacy: Concerned, Confused and Feeling Lack of Control Over Their 
Personal Information, PEW RES. CENTER (Nov. 15, 2019), 
https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-
control-over-their-personal-information/. 
2 See, e.g., Daniel Solove, The Myth of the Privacy Paradox, 89 GEO. WASH. L. REV. 1, 22-32 (2021).  
3  Our recent order in CafePress stands for this proposition that consumers can bank on claims that data will be used 
in a limited way or for limited purposes. Agreement Containing Consent Order, Residual Pumpkin Entity, LLC, and 
PlanetArt LLC (d/b/a CafePress), Comm’n File No. 192-3209 (Mar. 15, 2022).   
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malicious actors. As a result, many data breaches can be traced back to stolen or compromised 
consumer credentials.4  In response to these online threats and harms, businesses and consumers 
alike have adopted cybersecurity approaches, like multi-factor authentication, to protect their 
accounts and data from unauthorized third-party access and use. Multi-factor authentication 
allows consumers to use two or more forms of evidence to verify their identity when attempting 
to log into or otherwise access a network, device, application, or service. 

  
In 2011, the Commission charged Twitter with violating Section 5 of the FTC Act for the 

company’s failures to provide reasonable security safeguards to prevent unauthorized access to 
users’ information and to honor privacy choices exercised by Twitter users. This enforcement 
action resulted in a consent order that barred Twitter from misrepresenting how the company 
handles “nonpublic consumer information,” such as email addresses and phone numbers, and the 
security measures that it has in place.5  

 
From May 2013 to September 2019 Twitter prompted users to provide a telephone 

number or email address for the express purpose of enabling multi-factor authentication to verify 
their Twitter accounts, assisting with account recovery, and re-authenticating users’ accounts. 
According to the complaint, Twitter during this period failed to disclose that it also used the 
telephone numbers and email addresses that users provided for security purposes to target 
advertisements to those users. Although Twitter’s privacy policy made reference to the fact that 
contact information would be used for advertising purposes,6 the complaint charges that this 
disclosure was deficient and did not remedy the misleading representations made to users when 
Twitter collected their personal information for security purposes. This allegedly deceptive 
practice potentially affected more than 140 million Twitter users, while boosting Twitter’s 
primary source of revenue. In October 2019, Twitter publicly self-reported its misuse of users’ 
personal information.7 

 
Today’s announcement of an enforcement action and resolution alleges that Twitter 

violated Section 5 of the FTC Act, the EU-US and Swiss-US Privacy Shield frameworks, and the 
FTC’s 2011 Order with Twitter. The case reflects diligent work by FTC staff, and we thank the 
team for their efforts to hold Twitter accountable. 
 
 
 

 

4 VERIZON, DATA BREACH INVESTIGATIONS REPORT, at 7 (2022), 
https://www.verizon.com/business/resources/reports/dbir/2021/masters-guide/summary-of-findings/ (noting that 
61% of data breaches involved credentials).  
5 Press Release, Fed. Trade Comm’n, FTC Accepts Final Settlement with Twitter for Failure to Safeguard Personal 
Information (Mar. 11, 20211), https://www.ftc.gov/news-events/news/press-releases/2011/03/ftc-accepts-final-
settlement-twitter-failure-safeguard-personal-information-0.  
6 See Twitter Privacy Policy, TWITTER, https://twitter.com/en/privacy#update (effective June 10, 2022; last visited 
May 25, 2022).  
7 @TwitterSupport, TWITTER (Oct. 8, 2019, 4:02 PM), 
https://twitter.com/twittersupport/status/1181661080033955840?ref_src=. 
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The Commission’s Settlement with Twitter8 
 
The settlement imposes a series of requirements on Twitter. A few in particular are worth 

highlighting.  
 
First, Twitter must notify affected parties of its allegedly deceptive conduct. Requiring 

parties to provide notice ensures that individuals and businesses can determine whether they 
need to take any action and decide whether they want to continue doing business with a firm that 
was charged with engaging in wrongdoing. 

 
Second, Twitter must provide users with multi-factor authentication tools that do not 

require users to share their phone number, such as mobile authentication apps or security keys.9 
Research shows that these alternatives provide greater security, as they can protect users against 
credential phishing. Ensuring that the remedies we seek reflect the latest in security research and 
learning is critical. We are grateful that we have been able to increase the number of 
technologists, security researchers, and other technical experts at the agency over the last year, 
and we are keen to continue building out this skillset at the FTC. Given that a growing portion of 
our work requires investigating digital tools and services, embedding technologists in our 
investigative teams can further boost the sophistication and efficacy of our enforcement work. 

 
Third, Twitter must pay $150 million in civil penalties for its alleged recidivism. Civil 

penalties are key for deterring law violations, and we believe the FTC must approach civil 
penalties with an eye to complete deterrence. We are confident that in this matter the civil 
penalty amount obtained ensures that Twitter is not profiting from its allegedly unlawful 
conduct. 

 
We are grateful to the FTC team for the thorough investigation into Twitter’s alleged 

violation and the role of individual decisionmakers and for securing a strong settlement.  
 

8 Our colleagues Commissioners Wilson and Phillips invite a framework of comparing enforcement resolutions in 
two entirely different matters—an exercise that the defense bar also frequently demands. We respectfully reject this 
invitation. No two law violations—or law violators—are exactly alike.  Every potential action the Commission 
takes, whether it is to litigate or to weigh the merits of a proposed settlement, is distinct and requires close and 
careful consideration of several factors, including: the alleged violations, the effect of those violations on consumers 
and markets, the structure and incentives of the defendant’s business model, the defendant’s past history of 
lawbreaking, the ability of the order to affect specific and general deterrence, and the resources of the 
Commission. Charting and tallying may have some visual appeal, but it is no substitute for case-by-case analysis, 
nor can it make apples-to-apples out of oranges and bananas.  
9 The FTC first requires this security mechanism in its March enforcement action against CafePress. See CafePress 
Decision and Order ¶ 7 (requiring use of multi-factor authentication in place of security questions and answers).  
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FOR IMMEDIATE RELEASE: Tuesday, Apr. 26, 2022
CONTACT: Roberto Hylton, roberto@npagency.com

OMI STATEMENT ON ELON MUSK AND TWITTER

WASHINGTON - In response to Elon Musk buying Twitter Open Markets Institute Director
Barry Lynn issues the following statement:

Yesterday Twitter's board agreed to sell the corporation to Elon Musk, the owner of Tesla and
SpaceX. The Open Markets Institute believes the deal poses a number of immediate and direct
threats to American democracy and free speech. Open Markets also believes the deal violates
existing law, and that the Federal Communications Commission (FCC), the Department of
Justice (DOJ), and the Federal Trade Commission (FTC) have ample authority to block it.

The most obvious problem is that the deal would give to a single man – one who already wields
immense political and economic power – direct control over one of world’s most important
platforms for public communications and debate. As has been true from the Founding, the
American people have an absolute right to ensure the full openness and neutrality of all essential
public infrastructure. Specific to communications, we see this in Article I, Section 8 of the
Constitution, in the Telegraph acts of 1860 and 1866, the Mann-Elkins Act of 1910, the
Communications Act of 1934, and many other federal and state laws. Americans have also
repeatedly used our antitrust laws to prevent concentrations of power over communications,
speech, debate, and news.

Yesterday’s deal also violates the law at a more technical level. Mr. Musk already controls one of
the most important internet platforms in the world – in the form of the satellite communications
system Starlink. Since the late 19thCentury, the U.S. government has routinely acted to prevent
mergers between existing essential platforms. Most recently, the DOJ in 2017 attempted to block
AT&T’s takeover of Time-Warner (an effort which failed because the DOJ filed a poor case, as
OMI made clear at the time). This means that just as we would now expect the U.S. government
to block a takeover of Twitter by Google, Facebook, Comcast, or Verizon, the same rules apply
to the owners of Starlink.
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Let’s be clear. Elon Musk’s effort to buy Twitter is not the only threat to free communications
and debate in the United States. The size, scope, and business models of Facebook, Google, and
Amazon also pose a wide variety of often extreme threats to American democracy and the basic
rights of citizens. That’s why law enforcers and Congress should view this deal as an opportunity
to firmly reestablish clear bans on any manipulation of communications by essential platforms,
and to eliminate all business models that rely on such manipulation.

Finally, as Open Markets made clear in this article in the Washington Monthly, it’s past time for
the FCC to get serious about regulating Starlink to ensure that this vital and increasingly
important Internet platform serves the public interest only.
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UNITED STATES OF AMERICA 

Federal Trade Commission 
WASHINGTON, D.C. 20580 

 
   
 
 Office of the Chair 
 
 

June 24, 2022 
 
  

 
 
The Honorable Jim Jordan 
Ranking Member 
Committee on the Judiciary 
U.S. Houses of Representatives 
Washington, D.C.  20515 
 
Dear Ranking Member Jordan: 
 

Thank you for your May 24, 2022, letter regarding the proposed acquisition of Twitter by 
Elon Musk. Generally speaking, the goal of every FTC merger review is to determine whether 
the transaction violates the antitrust laws.  

Below are the responses to the three informational requests presented in your letter: 

1. All documents and communication between or among the Federal Trade Commission 
and any third-party organizations referring or relating to Mr. Musk’s purchase of 
Twitter. 

The only responsive document to this request is enclosed.  

2. All documents and communication between or among the Federal Trade Commission 
and members and staff of the White House Competition Council referring or relating 
to Mr. Musk’s purchase of Twitter. 

Inter-governmental discussions generally are protected under various exemptions, 
including the deliberative-process privilege, attorney-client privilege, and attorney work 
product privilege. In addition, the Commission’s longstanding policy is that if the agency 
receives a legally binding request that may require the disclosure of information protected 
by executive privilege, the FTC will inform the White House so that the President can 
decide whether to invoke executive privilege. 
 

3. All documents and communications, including all plans, proposals, or other 
communications, referring, or relating to the FTC’s purpose in making inquiries 
related to Mr. Musk’s purchase of Twitter that deviate from typical reviews. 

There are no such documents or communications.  
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   Thank you again for your letter. If you have any questions, please feel free to have your 
staff call Jeanne Bumpus, the Director of our Office of Congressional Relations, at (202) 326-
2195.    

Sincerely, 

Lina M. Khan 
Chair, Federal Trade Commission 

Enclosure 
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COMPUTER INFORMATION ALLIANCE FOUNDATION 
400 NORTH TAMPA ST, 15TH FL, TAMPA, Floor, 33602 
9544447408 
cio-alves@minixel.com 
https://oneye.us 
 

Federal Trade Commission. Bureau of Competition 
Office of Policy and Coordination,Room CC-5422 
Bureau of Competition, 600 Pennsylvania Ave., NW 
Washington, DC 20580, Telephone: (202) 326-3300 
 
April 26, 2022 
Dear Federal Trade Commission, 

As we all know, the mission of the FTC, as defined by Congress, is “to protect consumers and 
competition by preventing anticompetitive, deceptive, and unfair business practices through 
law enforcement, advocacy, and education without unduly burdening legitimate business 
activity.”  With the above statement in mind is that I am writing to you to respectfully 
demand that Citizen Elon Musk be stopped from buying and taking private the so far public 
company called Twitter, INC. 

Your duty as a Federal Agency, is, above all, to protect the American economy from predatory 
actors and preclude fraud by establishing rules that make it hard to create havoc in the life 
of millions of investors. It happens that this operation will doom the company, and it will 
cause a hole of $US 43 BN in banks, pensions funds, mutual funds, etc., but in the end, the 
money will be lost to the American people. How do I know this? Citizen Musk is NOT buying 
he company outright, with his own money, he is borrowing some $US 43 BN, and the interest 
alone to service this loan is estimated to be $US 2.5 BN/year, more than double the 
available Twitter’s revenue after direct operating expenses. The Commission may verify 
these figures against the public filings and also it may request details of the transaction 
from Citizen Musk. This is an absolutely unacceptable model, and the FTC must step in and 
forbid the actors to commit what constitutes a fraud against the American people.  
Furthermore, being a private company, the new Twitter, INC, will not be able to sell shares in 
the public market to raise capital and cover temporary operating losses. Private banks will 
never lend money to a business that is unable to service its existing debt. This is a Kamikaze 
operation and it must be stopped. 

Yours truly 
Federico Alves 
President, CIAF 
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In response to Elon Musk buying Twitter Open Markets Institute Director Barry Lynn issues the 
following statement:

WASHINGTON- "The Open Markets Institute believes Elon Musk’s deal to buy Twitter poses a 
number of immediate and direct threats to American democracy, free speech, and national security. 
Open Markets believes the deal violates existing law and that the Department of Justice (DOJ), 
Federal Communications Commission (FCC), and the Federal Trade Commission (FTC) each 
have ample authority to block it. We also believe the Securities and Exchange Commission (SEC), 
Department of Defense (DOD), and the Committee on Foreign Investment in the U.S. (CFIUS) 
each have a duty to vet this takeover closely.

The most obvious problem is that the deal would give to one man – who already wields enormous 
economic and political power – direct control over one of world’s most important platforms for 
public communications and debate. As has been true from the Founding, the American people have 
both an absolute right and responsibility to regulate all essential public communications infrastruc-
ture to ensure its full openness and neutrality, and freedom from foreign influence.

And let’s be clear, Elon Musk is no run-of-the-mill billionaire. In recent months he has repeatedly 
meddled in delicate foreign policy issues in ways that demonstrate a seeming disregard for the 
security of the United States and its closest allies in a time of war and economic conflict. This 
includes shutting down his Starlink satellite system in certain parts of Ukraine, in ways that appear 
to support Russian and Chinese interests and demands. And it includes undermining U.S. policy on 
Taiwan at a moment when China is threatening to invade or blockade that island. In reporting 
these actions, the New York Times this week described Musk as a “geopolitical chaos agent.”
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Then there’s the fact that Musk has exploited Twitter and other communications platforms to engage in 
fraudulent misrepresentations of his own businesses, as he admitted in 2018 in a settlement with the 
SEC. And just this week Reuters reported that the DOJ is investigating Tesla for fraudulent statements 
about its autopilot system.

Specific to domestic communications, Musk’s statements on Twitter’s regulation of its own platform 
show a basic misunderstanding of how the United States protects freedom of expression. In addition to 
using our antimonopoly laws to prevent concentrations of power over communications, speech, debate, 
and news, Americans also use both private and public regulation to ensure platforms are not used to 
promote violence or spread dangerous disinformation, as Donald Trump used Twitter to do.

 One way law enforcers can move swiftly to block Musk’s takeover of Twitter is to focus on his existing 
ownership of Starlink. As its use in Ukraine demonstrates, Starlink has become one the most important 
communications platforms in the world. Since the late 19th Century, the U.S. government has routinely 
acted to ensure the separation of essential platforms. This includes the 1913 order to AT&T to spin off 
Western Union, the 1956 consent decree with AT&T that blocked a move into publishing, and most 
recently, the DOJ’s 2017 attempt to block AT&T’s takeover of Time-Warner (an effort which failed only 
because the DOJ filed a poor case, as OMI made clear at the time). Just as we would now expect law 
enforcers to block a takeover of Twitter by Google, Facebook, Comcast, or Verizon, the same rules apply 
to the owners of Starlink.

 Elon Musk’s effort to buy Twitter is not the only threat to free communications and debate in the United 
States. The size, scope, and business models of Google, Amazon, and Facebook also pose a wide variety 
of threats to American democracy and the basic rights of citizens. That’s why law enforcers and Con-
gress should also view this deal as a big step towards eliminating all business models that rely on the 
manipulation of communications, commerce, and debate." 

Lynn also commented in April on Musk’s initial plans to purchase the social media site, outlining why 
the deal would both pose risks to democracy and free speech and violate existing antitrust law. Since 
then Musk’s reckless engagement in national security matters has made it even more clear why the 
public must block his effort to capture control over this essential public communications platform

###

The Open Markets Institute is a team of journalists, researchers, lawyers, economists, and advocates 
working together to expose and reverse the stranglehold that corporate monopolies have on our country.
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655 15th St., NW, Washington, DC 20005 | info@openmarketsinstitute.org 1 

 
         November 16, 2022 
 
To: Jonathan Kanter 
 Assistant Attorney General, Department of Justice Antitrust Division 
 
 Jessica Rosenworcel 
 Chair, Federal Communications Commission 
 

Lina Khan 
 Chair, Federal Trade Commission 
 
 
The Open Markets Institute respectfully calls on your offices to fully investigate Elon Musk’s 
takeover of the communications platform Twitter. The deal raises many fundamental questions 
about the independence and integrity of essential communications services in America.  
 
No democracy can survive if its citizens allow one or few private individuals to seize control 
over the public square or public marketplace, or any platform or network essential to the ability 
of citizens to speak with and do business with one another. Citizens of democracies therefore 
have an absolute right and duty to protect the independence, neutrality, and economic wellbeing 
of every communications and commercial platform and network.  
 
It is vital to move swiftly. The Twitter platform long ago proved it serves a unique and 
irreplaceable role in enabling citizens to communicate and to debate key issues of the day.1 
Twitter’s character as a utility is even more clear when we look at how the platform has been 
used during emergencies such as Hurricane Ian in Florida, earthquakes in Mexico and Japan, 
floods in Pakistan, and fires in Australia. In the company’s own words, “Over the years, Twitter 
has become a critical communication tool for responding to natural disasters.”2 One way it does 
so is by creating a “centralized source of credible information.”3 
 
Yet now, people in the United States and around the world are watching a single man radically 
alter this essential communications platform to favor his own personal interests and political 
views. And indeed, since Mr. Musk took control of Twitter on October 27, there are many well-
documented reports that he or people working for him have interfered directly in public debate 
on that platform.4 Similarly, people across the United States and around the world are watching 
Mr. Musk potentially destroy – out of greed, recklessness, or incompetence – a service that has 
proven critical to their safety, and around which they have institutionalized entire systems of 
emergency response. 
 
A second reason to move immediately is that Mr. Musk controls the satellite-based Internet 
service provider Starlink. Although as yet unfinished, Starlink in recent months has proven to be 
a highly effective technology, one that is of critical importance to the security of the United 
States, its citizens, and to allies such as the Ukraine and Taiwan.5 Over this same period,  
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655 15th St., NW, Washington, DC 20005 | info@openmarketsinstitute.org 2 

 
however, Mr. Musk has repeatedly interfered in the normal operations of Starlink in ways that 
appear to promote his personal economic and political interests.6 It is therefore anything but 
inconceivable that Mr. Musk will manage Starlink in ways that disrupt Twitter, or vice versa. 
 
We fully understand that this deal does not fit easily into some of the categories your agencies 
have relied on in recent years to determine when and how to investigate takeovers or certain 
corporate actions. But we are very confident that each of your agencies has ample authority to 
fully review this takeover, and if necessary to unwind or restructure the deal and/or regulate the 
actions of the combined corporations. The Department of Justice played exactly such a role with 
America’s main telephone corporation, AT&T, in 1913, 1956, and 1982.7 The American people 
created the Federal Communications Commission precisely to guarantee the independence and 
integrity of our communications platforms and news and entertainment media8 (including, in 
2018, Starlink).9 And the Federal Trade Commission has routinely acted to ensure that industries 
vital to democracy are protected from the concentration and misuse of private power.10 Over the 
years this includes newspapers, book publishing, and online communications platforms 
(including, in 2011, Twitter).11 
 
Indeed, the FTC’s statement on November 10, 2022 that it intends to use the original text of the 
Federal Trade Act of 1914 to guide enforcement of the “federal ban on unfair methods of 
competition” provides an excellent model for all three agencies to adopt in assessing the nature 
of the threats posed by Mr. Musk’s takeover of Twitter, and for cataloging the many authorities 
available to address those threats.12 
 
Ultimately, your responsibility derives from the Constitution itself. As Supreme Court Justice 
Anthony M. Kennedy wrote in 1994, “The First Amendment’s command that government not 
impede the freedom of speech does not disable the government from taking steps to ensure that 
private interests not restrict, through physical control of the critical pathway of communication, 
the free flow of information and ideas.”13 
 
You are not alone in having a duty to review this combination and to act to protect our 
democracy and security. At least six other departments, agencies, and offices have a 
responsibility to work with you on a thorough investigation of Mr. Musk’s takeover and 
management of Twitter, and his management of Starlink: the Committee on Investment in the 
United States (CFIUS), the Securities and Exchange Commission (SEC), the Consumer 
Financial Protection Bureau (CFPB), the Department of Defense, the Department of Treasury, 
and the Federal Reserve.  
 
That said, only your agencies have the ability to lead and coordinate this investigation. Your 
offices and staffs are uniquely equipped to: 1) identify threats to freedom of expression and 
freedom of the press posed by dangerous forms of vertical integration and arbitrary and 
discriminatory provision of services; 2) wield a wide and sophisticated range of regulatory tools 
to address such threats; 3) help other departments and agencies understand such threats and how 
to use their own authorities to protect democracy and the public interest; and 4) establish rules 
that empower citizens to safely benefit from the full promise of new technologies. 
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We believe the following goals should guide your work and that of the other offices in the U.S. 
government with whom you partner: 
 

• Ensuring the complete independence of Twitter and Starlink from foreign interests. 
• Ensuring the complete Independence of Twitter and Starlink from other business 

interests. 
• Protecting all communications and political debates on Twitter and Starlink from any 

interference by Twitter and Starlink executives, board members, and employees. 
• Ensuring both Twitter and Starlink establish clear terms of service for all users, and 

enforce those terms without prejudice or discrimination, in a completely transparent 
fashion. 

• Ensuring that present management of Twitter and Starlink does not pose any avoidable 
threat to the stability and viability of Twitter Starlink. 

• Protecting the interests and properties of Twitter users, who are the people who built that 
platform into an essential communications network. 

• Protecting the privacy of every Twitter and Starlink user. 
• Protecting small and medium-scale investors in Twitter, SpaceX/Starlink, and Tesla. 
• Preventing any use of the Twitter and Starlink platforms to sidestep financial and 

monetary regulatory regimes, or to promote dangerous speculation. 
• Preventing any leveraging of the monopoly nature of the Twitter and Starlink platforms 

to concentrate power over other businesses and markets. 
 
There is no reasonable excuse for delay. On its own, an investigation by CFIUS into ownership 
of Twitter is not sufficient.14 The same is true for FTC enforcement of its consent decree with 
Twitter on privacy.15 The same is true The public has a right to know that the U.S. government is 
investigating every potentially troublesome aspect of this deal, and using every existing authority 
to ensure that the managers of Twitter and Starlink neither misuse nor destroy either platform. 
 
It is important to state that our aim in writing you is not to target Mr. Musk personally. No matter 
who controlled Starlink and Twitter, we would call for the same close review of any deal 
involving these two entities. 
 
In ending, it’s worth remembering Justice Hugo Black’s assurance in 1945 that enforcement of 
antimonopoly law against powerful communications platforms does not, in any respect, 
constitute regulation of speech or of the press. On the contrary, as Justice Black said, “it would 
be strange indeed... if the grave concern for freedom of the press which prompted adoption of the 
First Amendment should be read as a command that the government was without power to 
protect that freedom.”16 
 
Thank you. 
 
 
        The Open Markets Institute. 
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1 As Lydia Polgreen of the New York Times put it, "Musk is right that the world needs a digital public square; 
unfortunately, he seems to have little idea that creating one involves balancing free speech against abuse, 
misinformation and government overreach. Twitter had just barely managed to get the hang of that difficult, 
important work in the past couple of years. Musk has left little doubt that rather than continue that work, he’d rather 
burn it all down.” If You Want to Understand How Dangerous Musk Is, Look Outside America, NEW YORK 
TIMES (Nov. 14, 2022). 
2 When Natural Disasters Happen, Twitter Can Be Used to Help. Here’s How, TWITTER (Oct. 13, 2022), 
https://blog.twitter.com/en_us/topics/company/2022/when-natural-disasters-happen-twitter-can-help-heres-how. 
3 Id. 
4 Barbara Ortutay, Musk’s Partisan Tweets Call Twitter Neutrality into Question, AP NEWS (Nov. 7, 2022), 
https://apnews.com/article/elon-musk-twitter-inc-technology-cbd873f1.  
5 See Allex Marquardt, Musk’s SpaceX Says It Can No Longer Pay For Critical Satellite Services in Ukraine, Asks 
Pentagon to Pick Up the Tab, CNN (Oct. 14, 2022), https://www.cnn.com/2022/10/13/politics/elon-musk-spacex-
starlink-ukraine; see also Karina Tsui, Taiwan, Looking to Ukraine, Pursues Internet Backup, WASH. POST (Oct. 6, 
2022), https://www.washingtonpost.com/world/2022/10/06/taiwan-ukraine-satellite-interent-china-russia/. 
6 Mehul Srivastava et al., Ukrainian Forces Report Starlink Outages During Push Against Russia, FIN. TIMES (Oct. 
7, 2022), https://www.ft.com/content/9a7b922b-2435-4ac7-acdb-0ec9a6dc8397. 
7 See Daniel A. Hanley et al., Financing Free Speech: A Typology of Government Competition Policies in  
Information, Communication, and Media Markets, CTR. FOR JOURNALISM & LIBERTY 5-6, 10-11 (Sept. 2020), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4089870.  
8 Daniel A. Hanley, Administrative Antimonopoly, OPEN MARKETS INST. 7 (Feb. 2022), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4044077.  
9 Why Are We Letting Monopolists Corner Space? Luke Goldstein, Washington Monthly, Nov./Dec. 2021. 
10 See generally Sandeep Vaheesan, Resurrecting “A Comprehensive Charter of Economic Liberty”: The Latent 
Power of the Federal Trade Commission, 19 U. PA. J. BUS. L. 645 (2017), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2830702.  
11 American citizens have used their state and federal governments to guarantee the neutrality and financial stability 
of electronic communications systems since passing the first laws regulating telegraph services in the mid-19th 
century. See RICHARD R. JOHN, NETWORK NATION: INVENTING AMERICAN TELECOMMUNICATIONS (2010); see, e.g., 
Act of July 1, 1862, § 15, 12 Stat. 489 (1862). 
12 FTC Restores Rigorous Enforcement of Law Banning Unfair Methods of Competition, FTC, Nov. 10, 2022. 
13 Turner Broad. Sys., Inc. v. FCC, 512 U.S. 622, 657 (1994). 
14 Musk’s Foreign Investors in Twitter Are “Worthy” of Review, Biden Says, Rebecca Kern, Politico, Nov. 9, 2022. 
15 In the Matter of Twitter, Inc., 151 F.T.C. 162 (2011). 
16 Associated Press v. United States, 326 U.S. 1 (1945) 
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As organizations deeply attached to democracy, to our freedom of expression, and to our fundamental 
rights, we cannot remain silent about Elon Musk’s reckless decision to suspend numerous journalists’ 
Twitter accounts. The reversal of some of these suspensions over the weekend does not diminish this 
attempt to silence journalists for simply doing their jobs.

Journalism is the cornerstone of free speech, and any attack on journalism is an assault on one of our 
fundamental pillars. While pretending to give power back to the people, Elon Musk is actually turning 
Twitter into an autocratic system where neo-Nazi accounts are restored while journalists’ accounts are 
suspended. This is a dangerous turn that raises deep concerns. Journalists doing fact-based reporting 
have been a critical part of Twitter’s success, and Elon Musk’s apparent disdain for journalism and 
fundamental rights must be rebutted with clear shows of support from throughout civil society.

If Elon Musk is as committed to freedom of expression and democracy as he states, then it is not enough 
to reverse his incorrect decision; he also must guarantee appropriate safeguards to protect journalists and 
voices of interrogation and dissent on his platform, even and especially when he is the one they may be 
holding accountable.

Washington, D.C. — In his latest erratic behavior since buying Twitter, Elon Musk 
suspended several journalists, then abruptly reinstated some. In response, 14 groups 
issued the following statement:
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While Musk may own Twitter, we all have a role to play in ensuring accountability on the platform:

All advertisers should take notice of these dangerous actions and ensure 
Elon Musk does not profit from dismantling one of the world’s 
most influential communications platforms.

The Federal Trade Commission (FTC) should determine if any of Musk’s 
actions since taking over Twitter—including broken public promises around 
the site’s terms of service and efforts to protect users’ privacy and safety—violate 
the company’s existing consent decree or any other laws enforced by the commission. 
The commission should share those findings with the public.

Congress should move quickly to hold hearings on this incident and the potential 
for a privately held forum for national dialogue to endanger journalism and 
U.S. democracy. It should also explore potential remedies.

1

2

3

The undersigned,

Accountable Tech
AFL-CIO
American Federation of Teachers
Center for American Progress
Common Cause
Indivisible
GLAAD
Media Matters for America
MoveOn
National Education Association
National Women’s Law Center
Public Citizen
Public Knowledge
SEIU
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November 17, 2022 
 
 
 
The Honorable Lina Khan 
Chair 
Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
 
 
Dear Chair Khan, 
 
 We write regarding Twitter’s serious, willful disregard for the safety and security of its 
users, and encourage the Federal Trade Commission (FTC) to investigate any breach of Twitter’s 
consent decree or other violations of our consumer protection laws. 
 
 In recent weeks, Twitter’s new Chief Executive Officer, Elon Musk, has taken alarming 
steps that have undermined the integrity and safety of the platform, and announced new features 
despite clear warnings those changes would be abused for fraud, scams, and dangerous 
impersonation. According to media reports, in prioritizing increasing profits and cutting costs, 
Twitter’s executives have dismissed key staff, scaled back internal privacy reviews, and forced 
engineers to take on legal liability for new changes — preventing managers and staff tasked with 
overseeing safety and legal compliance from reviewing the product updates.1 Moreover, key 
Twitter executives responsible for the platform’s privacy, cybersecurity, and integrity resigned 
last week, further calling into question whether personal data is adequately protected from 
misuse or breach while the company explores new products and monetization strategies.2  
 
 Users are already facing the serious repercussions of this growth-at-all-costs strategy. 
Since the launch of the verification feature over a decade ago, Twitter users have come to rely on 
the blue checkmark as an assurance that prominent users are who they claim to be — the most 
clear sign that an account is trustworthy. When Mr. Musk announced plans to open Twitter’s 
verification services to all paying users, experts warned the change would exacerbate the 

1 “Two Weeks of Chaos: Inside Elon Musk’s Takeover of Twitter.” New York Times. 
https://www.nytimes.com/2022/11/11/technology/elon-musk-twitter-takeover.html 
2 “Twitter’s Security And Privacy Leaders Quit Amidst Musk’s Chaotic Takeover.” Forbes. 
https://www.forbes.com/sites/thomasbrewster/2022/11/10/twitter-security-privacy-compliance-leads-quit-elon-
musk-takeover/ 
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platform’s already rampant problems with financial scams, foreign disinformation, and public 
safety threats.3 These misguided changes come at a time when Twitter is facing coordinated 
campaigns of racist, misogynistic, and antisemitic harassment, attempting to exploit the change 
in ownership to spread hate and vitriol.4 
 

Despite these warnings, Mr. Musk pressed ahead and launched the feature, resulting in 
fake accounts impersonating President Biden, Senators, athletes, companies, and others.5 Of 
particular concern, these fake accounts included scammers impersonating companies and 
celebrities for cryptocurrency schemes, identity theft, and other financial crimes.6 Twitter knew 
in advance that there was high likelihood the Twitter Blue product could be used for fraud, and 
still it took no action to prevent consumers from being harmed until this rampant impersonation 
became a public relations crisis.7 
 

We are concerned that the actions taken by Mr. Musk and others in Twitter management 
could already represent a violation of the FTC’s consent decree, which prohibits 
misrepresentation and requires that Twitter maintain a comprehensive information security 
program. The FTC was already on notice, even prior to Mr. Musk’s acquisition, about Twitter’s 
recent inadequate security practices based on whistleblower disclosures by Twitter’s former 
Security Lead Peiter “Mudge” Zatko.8 Earlier this year, Twitter agreed to pay $150 million to 
settle allegations by the FTC and the Department of Justice that Twitter violated the Federal 
Trade Commission Act and its 2011 consent decree with the FTC by deceiving users about the 
company’s privacy and security practices.9 We fear that Mr. Musk’s reported changes to internal 
reviews and data security practices further put consumers at risk and could directly violate the 

3 “Elon Musk wants Twitter users to pay to be verified. It could create a new set of headaches for the company.” 
CNN. https://www.cnn.com/2022/11/03/tech/elon-musk-twitter-verification-plans 
4 “Antisemitic campaign tries to capitalize on Elon Musk’s Twitter takeover.” New York Times. 
https://www.nytimes.com/2022/10/28/technology/musk-twitter-antisemitism.html 
5 Letter from Senator Markey to Twitter Chief Executive Officer Elon Musk. 
https://www.markey.senate.gov/news/press-releases/senator-markey-demands-answers-from-twitter-on-
disinformation-and-fake-accounts 
For $8, Twitter Blue users create a wave of checkmarked imposter accounts. Ars Technica. 
https://arstechnica.com/gaming/2022/11/twitter-scammers-use-musks-paid-checkmarks-to-spread-official-looking-
fake-news/ 
6 “Elon Musk’s Twitter Is a Scammer’s Paradise.” Wired. https://www.wired.com/story/twitter-blue-check-
verification-buy-scams/ 
7 “Elon Musk wants Twitter users to pay for their blue checks. What could possibly go wrong?” NBC News. 
https://www.nbcnews.com/think/opinion/elon-musk-just-changed-meaning-twitters-coveted-blue-check-rcna55121 
8 Letter from Senator Blumenthal to the Federal Trade Commission. 
https://www.blumenthal.senate.gov/newsroom/press/release/blumenthal-calls-on-ftc-to-investigate-twitter-
whistleblower-claims 
9 “Twitter to pay $150 million penalty for allegedly breaking its privacy promises – again.” Federal Trade 
Commission. https://www.ftc.gov/business-guidance/blog/2022/05/twitter-pay-150-million-penalty-allegedly-
breaking-its-privacy-promises-again 
“Twitter Agrees with DOJ and FTC to Pay $150 Million Civil Penalty and to Implement Comprehensive 
Compliance Program to Resolve Alleged Data Privacy Violations.” Department of Justice. 
https://www.justice.gov/opa/pr/twitter-agrees-doj-and-ftc-pay-150-million-civil-penalty-and-implement-
comprehensive.  
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requirements of the consent decree. One Twitter lawyer was concerned enough about potential 
legal violations and management’s attitude toward the consent decree that they advised 
colleagues to seek legal counsel.10 
 
 We urge the Commission to vigorously oversee its consent decree with Twitter and to 
bring enforcement actions against any breaches or business practices that are unfair or deceptive, 
including bringing civil penalties and imposing liability on individual Twitter executives where 
appropriate. As you recently noted in Senate testimony, “no CEO or company is above the law, 
and companies must follow our consent decrees.”11 
 

Thank you for your attention to this important matter. 
 

  Sincerely,  
 
  
 
______________________________   ______________________________ 
RICHARD BLUMENTHAL     DIANNE FEINSTEIN 
United States Senate      United States Senate 
 
  
 
______________________________   ______________________________ 
BEN RAY LUJÁN      ELIZABETH WARREN 
United States Senate      United States Senate 
 
  
 
______________________________   ______________________________ 
EDWARD J. MARKEY     CORY A. BOOKER 
United States Senate      United States Senate 
 
  
 
______________________________    
ROBERT MENENDEZ       
United States Senate       

10 “Elon Musk is putting Twitter at risk of billions in fines, warns company lawyer.” The Verge. 
https://www.theverge.com/2022/11/10/23451198/twitter-ftc-elon-musk-lawyer-changes-fine-warning 
11 FTC Chair Lina M. Khan Testifies Before Senate Judiciary Subcommittee on Antitrust, Competition Policy and 
Consumer Rights. Federal Trade Commission. https://www.ftc.gov/news-events/news/press-releases/2022/09/ftc-
chair-lina-m-khan-testifies-senate-judiciary-subcommittee-antitrust-competition-policy-consumer-rights 
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1 
 

EXECUTIVE SUMMARY 
 

The Committee on the Judiciary has been investigating the politicization of the Federal 
Trade Commission (FTC) under far-left Chair Lina Khan. This report details new information 
about the weaponization of the Biden-Harris FTC, under Chair Khan’s direction, against Elon 
Musk following his acquisition of social media platform Twitter.1 Based on new documents 
obtained from the FTC, the evidence is stark that—contrary to Chair Khan’s denials—the FTC 
finalized a consent decree against Twitter due to Musk’s pending acquisition. Documents show 
that although the FTC had been considering potential enforcement for years prior to the 
acquisition, Chair Khan called for an immediate vote to finalize the consent decree only days 
after Twitter’s board announced the deal. One contemporaneous email from an attorney advisor 
to Chair Khan makes the FTC’s motivation crystal clear: “The urgency is due to Elon Musk’s 
purchase of the company this week.”2 

 
This report builds on the Committee’s growing body of evidence that Chair Khan has 

politicized the FTC, centralized power and control in her office, and made decisions that 
undermine the credibility and legitimacy of the FTC as a nominally independent federal agency. 
In March 2023, the Committee issued a report detailing how the FTC used its consumer 
protection authority and an ongoing consent decree as a pretext to harass Twitter in the months 
following Elon Musk’s acquisition of the company. 3 The Committee exposed how the Biden-
Harris FTC sought detailed information about journalists working to “expose abuses by Big Tech 
and the federal government.”4 With Chair Khan’s support, FTC staff sought sensitive operational 
information about every department in Twitter, regardless of whether the department had 
anything to do with privacy or data security, among other burdensome demands.5 The Committee 
documented how the FTC’s effort was an inherently politically motivated attempt to stifle 
Twitter at a time when Musk was taking steps to “reorient Twitter around free speech.”6 

 
In a separate report in February 2024, the Committee detailed how Chair Khan has 

neglected and mismanaged the agency “in furtherance of her personal pursuit of political and 
ideological aims.”7 After reviewing documents produced by the FTC and interviewing career 
managers who revealed major leadership deficits at the FTC, the Committee reported that Chair 
Khan consolidated power in the Chair’s Office, ignored warnings from career staff, and limited 
operational transparency within the agency.8 The Committee also found that Chair Khan’s 
indecision on important, time-sensitive cases along with her tendency to make decisions “for 

 
1 In April 2023, Twitter, Inc. was renamed “X Corp.” For simplicity, this report refers to the company as Twitter 
throughout because that was the name of the company at the time of the events in question. See Derek Saul, Twitter 
Tells Corporate Partners It’s Now X Corp Amid Switch To ‘Everything App’, FORBES (Apr. 18, 2023). 
2 FTC-TW000000875. 
3 THE WEAPONIZATION OF THE FEDERAL TRADE COMMISSION: AN AGENCY’S OVERREACH TO HARASS MUSK’S 
TWITTER, INTERIM STAFF REPORT, COMM. ON THE JUDIC., U.S. HOUSE OF REPRESENTATIVES (Mar. 7, 2023) 
(hereinafter “2023 TWITTER HOUSE STAFF REPORT”). 
4 Id. 
5 Id. 
6 Id. 
7 ABUSE OF POWER, WASTE OF RESOURCES, AND FEAR: WHAT INTERNAL DOCUMENTS AND TESTIMONY FROM 
CAREER EMPLOYEES SHOW ABOUT THE FTC UNDER CHAIR LINA KHAN, INTERIM STAFF REPORT, COMM. ON THE 
JUDIC., U.S. HOUSE OF REPRESENTATIVES (Feb. 22, 2024). 
8 Id. 
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headlines” not only harmed the ability for the FTC to win cases and enforce the antitrust laws, 
but also cast into doubt whether a bipartisan competition enforcement agency can exist absent 
significant legislative overhaul.9 This oversight helped to inform the Committee’s consideration 
of legislative reforms to help address Chair Khan’s overreach.10 

 
In this report, the Committee outlines how the FTC’s attacks on Elon Musk began 

immediately after Twitter’s board accepted Musk’s offer to buy the company.11 New, nonpublic 
documents and information produced by the FTC provide a clear timeline of the FTC’s actions 
against Twitter both before and after Musk’s acquisition. They show that, after an agreed-upon 
consent decree was in place in March 2021 to provide additional privacy and security 
protections, the Biden-Harris FTC did not act for more than a year to finalize the consent 
decree.12 Further, documents reveal that even though Republican Commissioners sought updates 
on the status of the Twitter consent decree, Chair Khan’s senior leadership withheld information 
about the agreed-upon consent decree from them until the days after Musk’s planned acquisition 
of the company was made public.13  

 
On April 25, 2022, Twitter accepted Musk’s offer to acquire the company.14 Three days 

later, on April 28, 2022, an attorney advisor for Chair Khan sent an email to the other 
Commissioners’ offices requesting that they immediately vote the following day to approve a 
consent decree with Twitter and impose a modified privacy order on the company.15 Prior to this 
email, Chair Khan had not circulated a copy of the consent decree or a memorandum with FTC 
staff recommendations to the Republican Commissioners—despite having the consent decree all 
but finalized for over a year.16 In addition, despite repeated requests, FTC staff had not briefed 
the Republican Commissioners about contents of the proposed consent decree.17 In rushing to 
schedule the vote, Chair Khan sought to ignore the traditional three-week timeline to provide 
Commissioners sufficient time to understand all the information required for the vote, and 
instead proposed only a one-day review due to what her staff called “new developments.”18 
When asked why Chair Khan demanded the immediate vote after months of inaction, other 
Commissioners were told that “[t]he urgency” that Chair Khan required “[was] due to Elon 
Musk’s purchase of the company [that] week.”19  
 

 
9 Id. 
10 See e.g. H.R. 7737, the One Agency Act, 118th Cong. (2024). 
11 Infra Section III. 
12 Infra Section II. 
13 Infra Section III.  
14 Press Release, Twitter, Inc., Elon Musk to Acquire Twitter (Apr. 25, 2022). 
15 FTC-TW000003049.  
16 Letter from James Kohm, Ass’t Dir., Enforcement Div., Bureau of Consumer Protection, Fed. Trade Comm’n to 
Douglas Geho, Chief Counsel for Administrative L., H. Comm. on the Judic. (May 12, 2023).  
17 FTC-TW000003049. Chair Khan routinely applied this tactic, in a break from the long tradition of the FTC, which 
acted to both undermine staff morale and reduce efficiency in the agency. See, e.g. ABUSE OF POWER, WASTE OF 
RESOURCES, AND FEAR, supra note 7 at 9. 
18 FTC-TW000003049. 
19 Id.  
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FTC consent decrees settle claims of wrongdoing and impose specific requirements on a 
company.20 A consent decree may last a period of ten years or more, require annual reporting on 
a company’s compliance with the consent decree, impose fines on the company, and require 
certain actions by the company to correct the alleged violation of law.21 FTC lawyers can 
demand information from companies that have entered consent decrees and these companies 
must respond within a short period of time.22  

 
The consent decree, at that time, had been nearly three years in the making. In October 

2019, Twitter self-reported a violation of its existing consent decree with the FTC and cooperated 
with a six-month investigation into its security practices.23 By March 2021, Twitter and the FTC 
had tentatively agreed to a settlement to resolve the FTC’s security and privacy concerns, but 
Acting-Chair Rebecca Slaughter did not act to finalize the consent decree.24 When Chair Khan 
took over in June 2021, she ordered FTC staff to start again and renegotiate the consent decree.25 
In March 2022, after six additional months of renegotiation, Twitter and FTC staff again 
tentatively agreed to a consent decree that was virtually identical to the one from 2021.26 The 
consent decree then sat dormant for an additional month before Twitter announced its sale to 
Musk, 27 which Chair Khan’s advisor said prompted Chair Khan’s demand for an immediate vote 
to finalize the settlement.28 

 
After the FTC voted to approve the consent decree, Chair Khan’s FTC began harassing 

Twitter. As the Committee has previously documented, within the first three months of Musk’s 
ownership of Twitter, the FTC sent a dozen letters containing 350 demands for documents and 
information—demands, such as every communication in the company by or about Elon Musk, 
that had little to do with the recently agreed-to consent decree. Musk sought a meeting with 
Chair Khan to better understand the nature of the FTC’s concerns, but Chair Khan refused until 
Twitter fully complied with all the FTC’s demands.29 That is, Chair Khan refused to consider 
meeting with Musk absent Twitter’s full compliance, even when, for example, Twitter’s attorneys 
pointed out that not every communication to, from, or about Musk could reasonably contain 
information about Twitter’s data security and privacy program.30 The FTC claimed that Twitter 
was required to produce this material, because any “company-wide communications sent by or at 
the direction of Musk may contain relevant information,” but it did not explain how it may be 
relevant to privacy and data security.31 The only reasonable explanation, then, for requiring all 
communications remotely related to Musk would be as a tool for the FTC to harass Musk. 

 
20 J. Thomas Rosch, Comm’r, Fed. Trade Comm’n, Consent Decrees: Is the Public Getting Its Money’s Worth?, 
Remarks before the XVIIIth St. Gallen International Competition Law Forum (Apr. 7, 2011), at 8. 
21 See, e.g., id. See also Damien Kieran, FTC Settlement: Our Commitment to Protecting Your Privacy and Security, 
TWITTER (May 25, 2022). 
22 Division of Enforcement, FED. TRADE COMM’N, https://www.ftc.gov/about-ftc/bureaus-offices/bureau-consumer-
protection/our-divisions/division-enforcement (last accessed Oct. 22, 2024).  
23 Letter from James Kohm, supra note 16.  
24 Id. 
25 Id.  
26 Id. 
27 Id.  
28 FTC-TW000003049.  
29 FTC-TW000000849. 
30 FTC-TW000001636. 
31 Id. 
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The FTC ultimately found nothing to give the Commission reason to believe Twitter, 

under Musk, failed to honor its compliance requirements pursuant to the consent decree or 
engaged in any other conduct to warrant further investigation.32 This is not surprising because, as 
Chair Khan should have been aware, early in his tenure as owner of Twitter, Musk relayed to 
every staff member at Twitter that “Twitter will do whatever it takes to adhere to both the letter 
and spirit of the FTC consent decree.”33 Despite investigating Twitter’s compliance with the 
consent decree for more than a year, and despite Chair Khan’s barrage of harassing letters, the 
FTC found that Musk’s Twitter honored that commitment.34  

 
Evidence available to the Committee also suggests that Chair Khan misled the 

Committee. Chair Khan claimed in correspondence to the Committee that the Committee was 
“incorrect in asserting” that her decision to finalize the consent decree “was a result of Elon 
Musk’s anticipated acquisition of the company.”35 Internal, contemporaneous FTC email 
correspondence proves otherwise.36 Chair Khan also defended the rushed vote by asserting that 
“Twitter’s counsel urged the [FTC] to approve the order expeditiously.” This assertion, too, is 
misleading. Twitter initially expected the deal to be finalized in three to six months.37 When 
Twitter sought to resolve the consent decree quickly following the announcement of Musk’s 
acquisition, it made the request to the Bureau of Consumer Protection, which did not relay the 
message to the Chair’s office until more than half a day after Chair Khan demanded an 
immediate vote on the consent decree.38 It is therefore simply not accurate to assert that Chair 
Khan’s demand for an urgent vote on Twitter’s consent decree came at Twitter’s request because 
the evidence suggests Chair Khan did not know of Twitter’s preference until after she scheduled 
the vote. 

 
The evidence shows that the Biden-Harris FTC finalized and adopted the stronger 

consent decree with Twitter, after a year of delay, only after news broke that Twitter’s board had 
accepted Musk’s offer to buy the social media company. The Biden-Harris FTC could have acted 
on the new consent decree earlier if it was simply good policy or if the FTC wanted to strengthen 
consumer protections on the platform. Instead, the evidence suggests that Chair Khan pressured 
her fellow Commissioners to finalize the consent decree with “the urgency required” solely 
because Elon Musk was taking over Twitter. 

 
  

 
32 Cat Zakrzewski, Employees Prevented Musk from Breaking Federal Twitter Order; FTC Finds, WASH. POST 
(Feb. 21, 2024). 
33 FTC-TW000001638. 
34 Cat Zakrzewski, supra note 32. 
35 See Letter from Lina Khan, Chair, Fed. Trade Comm’n to Jim Jordan, Chair, H. Comm. on the Judic. (Jun. 22, 
2023).  
36 FTC-TW000003049. 
37 FTC-TW000002155. 
38 Id.  
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I. BACKGROUND 
 
On March 7, 2023, the Committee on the Judiciary and the Select Subcommittee on the 

Weaponization of the Federal Government released a staff report documenting the FTC’s push, 
under Chair Lina Khan, to harass Elon Musk in the wake of his acquisition of Twitter.39 The 
Committee had learned that, as soon as Musk acquired Twitter in October 2022, the FTC began 
an aggressive campaign to harass and undermine Twitter during the transition to Musk’s 
leadership.40 The FTC’s overly aggressive salvos at Twitter following Musk’s acquisition 
mirrored other efforts by the Biden-Harris Administration to target Musk:41 the DOJ is 
investigating Tesla42 and SpaceX,43 the SEC is policing his personal speech on Twitter,44 and the 
FCC unilaterally revoked funding from Musk’s Starlink satellite business.45 Musk’s sin, in the 
eyes of the Biden-Harris Administration, was a rededication of Twitter to fundamental free 
speech principles and a rejection of the growing embrace on the radical left of censorship.46 

 
The Committee obtained nonpublic information consisting of over a dozen letters sent by 

the FTC to Twitter within the first three months following Musk’s takeover of the company.47 
The Biden-Harris FTC used these letters to impose more than 350 different demands for 
documents and information, including a significant number of demands that fell outside the 
scope of the FTC’s consent decree.48  

 
This regulatory assault by the FTC appeared to be politically motivated.49 As the 

Committee recounted, when Musk took steps to “reorient Twitter around free speech, the FTC 
regularly followed soon thereafter with a new demand letter.”50 The FTC demanded every 
communication to, from, or about Elon Musk, and required that Twitter turn over information 
about every department in the company, regardless of whether the department had anything to do 
with user privacy or data security—the topics at issue in the consent decree.51 The FTC even 
demanded detailed information about Twitter’s work with independent journalists who were 
working to “expose abuses by Big Tech and the federal government.”52 “The FTC’s harassment 
of Twitter,” the Committee concluded, “is likely due to one fact: Musk’s self-described 
‘absolutist’ commitment to free expression in the digital town square.”53  

 
39 2023 TWITTER HOUSE STAFF REPORT, supra note 3. 
40 Id.  
41 See generally, Editorial Board, The Harassment of Elon Musk, WALL ST. J. (Sep. 22, 2023).  
42 Tom Krisher, Tesla Says Justice Department is Expanding Investigations and Issuing Subpoenas for Information, 
AP (Oct. 23, 2023). 
43 Stuart Anderson, SpaceX Court Win Could End DOJ Immigrant Lawsuits, FORBES (Nov. 28, 2023).  
44 Lawrence Hurley, Supreme Court Rejects Elon Musk’s Challenge to SEC Agreement to Vet His Social Media 
Posts, NBC NEWS (Apr. 29, 2024).  
45 Editorial Board, The FCC Ambushes Musk’s Starlink, WALL ST. J. (Dec. 14, 2023).  
46 Liz Peek, Biden’s Alarming Harassment of Elon Musk, THE HILL (Dec. 15, 2023) (When asked about Musk’s 
acquisition of Twitter, Biden said the acquisition “is worth being looked at.”). 
47 2023 TWITTER HOUSE STAFF REPORT, supra note 3 at 4. 
48 Id. 
49 Id. 
50 Id. at 1. 
51 Id. at 2. 
52 Id. at 5. 
53 Id. at 2. 
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Following the issuance of the Committee’s report revealing the weaponization of the FTC 

against Twitter, the Committee requested documents and information related to the FTC’s 
interactions with Twitter.54 For nearly a year, the Committee faced significant pushback from 
Chair Khan and the Biden-Harris FTC.55 Despite producing some limited documents, the FTC 
has continued to refuse to produce the highest priority documents that the Committee requested 
and still withholds its staff recommendation memoranda—the key documents that would directly 
inform the Committee’s oversight.56 The Committee has made significant accommodations to 
facilitate the FTC’s production of this narrow set of materials, but Chair Khan still stubbornly 
refuses to make available the FTC staff recommendation memoranda that would provide the 
best, contemporaneous evidence for why the FTC targeted Musk’s Twitter. 
 

Separately, the Committee has been investigating serious allegations of a toxic FTC work 
environment under Chair Khan. The Committee detailed how mismanagement at the FTC from 
current leadership harmed the ability of FTC staff to win cases and enforce the antitrust laws.57 
After reviewing documents produced by the FTC and interviewing career managers, the 
Committee found that Chair Khan neglected the FTC’s mission and mismanaged the agency “in 
furtherance of her personal pursuit of political and ideological aims.”58 One manager candidly 
wrote: “I’m not sure being successful (or doing things well) is a shared goal, as the Chair wants 
to show that we can’t meet our mission mandate without legislative change.”59 Another career 
manager wrote that Chair Khan “has a knee-jerk negative reaction to” FTC staff’s work, and 
staff is afraid to “say things or recommend outcomes because it will upset” the Chair.60 Further, 
“managers expressed concerns about Chair Khan ‘directing complaint allegations against the 
evidence’ and sending staff into court ‘unprepared.’”61 

 
Chair Khan’s mismanagement of the FTC has real-world consequences for Americans. 

During the Trump administration, the FTC initiated investigations and cases against the “largest 
and arguably most powerful companies in the world.”62 However, during the Biden-Harris 
Administration, the Committee found that:  

 
Chair Khan’s radicalism, inexperience, and imprudence squandered 
the [Trump FTC’s] momentum and continues to hamper the ability 
of the FTC and career federal civil servants to do their jobs well on 
behalf of the American people. The documents and other 
information highlighted in this interim staff report show how the 
FTC under Chair Lina Khan is in chaos.63 

 

 
54 Letter from Jim Jordan, Chair, H. Comm. on the Judic. to Lina Khan, Chair, Fed. Trade Comm’n (Mar. 10, 2023). 
55 See infra Section VI.  
56 Id.  
57 ABUSE OF POWER, WASTE OF RESOURCES, AND FEAR, supra note 7.  
58 Id. at 1.  
59 Id.at 3. 
60 Id.  
61 Id. 
62 Id. at 5.  
63 Id. at 5.  
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The FTC’s harassment of Twitter in the wake of Elon Musk’s acquisition is one plank in 
the left’s multi-faceted response to heightened attention of the censorship-industrial complex, 
which was first exposed by the Twitter Files journalists in December 2022.64 Following his 
takeover of Twitter, Musk allowed journalists to expose the “lead role” that the government 
played in pressuring Twitter and other technology companies, such as Meta, to censor speech 
online.65 Through its robust oversight of the Biden-Harris Administration’s censorship efforts, 
the Committee found that the Administration—up to and including White House employees—
pressured technology companies to “change their content moderation policies,”66 in large part 
because the technology companies had “other policy concerns” before the Administration.67  
  

 
64 See THE CENSORSHIP-INDUSTRIAL COMPLEX: HOW TOP BIDEN WHITE HOUSE OFFICIALS COERCED BIG TECH TO 
CENSOR AMERICANS, TRUE INFORMATION, AND CRITICS OF THE BIDEN ADMINISTRATION, INTERIM STAFF REPORT, 
COMM. ON THE JUDIC., U.S. HOUSE OF REPRESENTATIVES (May 1, 2024) (hereinafter “INTERIM STAFF REPORT”).  
65 Hearing on the Weaponization of the Federal Government, Hearing Before the Select Subcomm. on the 
Weaponization of the Fed. Gov’t of the H. Comm. on the Judic., 118th Cong. (Mar. 9, 2023) (testimony of Matt 
Taibbi); see also Letter from Mark Zuckerberg, CEO, Meta Platforms to Jim Jordan, Chair, H. Comm. on the Judic. 
(Aug. 26, 2024). 
66 INTERIM STAFF REPORT, supra note 64 at 2. 
67 Id. at 4.  
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II. FTC AND TWITTER: 2011 TO 2022 
 

To understand how Chair Lina Khan and the Biden-Harris FTC weaponized its regulatory 
authority against Elon Musk and Twitter, it is necessary to examine the sequence of events that 
first subjected Twitter to the FTC’s enforcement regime. The FTC’s enforcement of Twitter’s 
security and privacy policies began in 2011 when Twitter entered into a consent decree with the 
FTC.68 The FTC’s initial investigation followed two reports alleging that Twitter’s privacy and 
data security policies were not sufficient to prevent hackers from gaining access to Twitter’s 
administrative controls.69 This 2011 consent decree “resolved charges that Twitter deceived 
consumers and put their privacy at risk by failing to safeguard their personal information.”70 As 
part of the consent decree, the FTC required an independent accessor to audit Twitter’s privacy 
and data security protocols annually for 10 years.71 

 
In October 2019, Twitter self-reported a violation of the 2011 consent decree to the FTC 

and agreed to fully cooperate with the FTC to investigate and resolve the situation.72 Twitter 
reported improper use of user information arising from instances where some user email 
addresses and phone numbers, collected to bolster account security, “may have been 
inadvertently used for advertising.”73  

 
The Trump FTC undertook a six-month investigation to assess the scope of the breach, 

the risks of additional breaches, and the effectiveness of the remedies currently in place.74 By 
May 2020, FTC’s career staff completed the investigation and was prepared to recommend 
modifications to the 2011 consent decree that would require Twitter to meet higher privacy and 
security standards than those previously required.75  

 
In general, FTC consent decrees settle claims of wrongdoing and impose specific 

requirements on a company when the FTC “has reason to believe” that the party to the consent 
decree has violated the FTC Act.76 In exchange for the FTC ceasing any litigation or an ongoing 
investigation against a company, the company can enter into a consent decree that imposes 
specific requirements on the company for a period of time.77 For example, a consent decree may 
last a period of ten years or more, require annual reporting on a company’s compliance with the 
consent decree, impose fines on the company, and require certain actions by the company to 
correct the alleged violation of law.78 Additionally, FTC lawyers can demand information from 

 
68 Press Release, Fed. Trade Comm’n., FTC Accepts Final Settlement with Twitter for Failure to Safeguard Personal 
Information (Mar. 11, 2011). 
69 Id. 
70 Id.  
71 Id.  
72 Letter from James Kohm, supra note 16. 
73 Damien Kieran, FTC Settlement: Our Commitment to Protecting Your Privacy and Security, TWITTER (May 25, 
2022).  
74 Letter from James Kohm, supra note 16. 
75 Id. 
76 J. Thomas Rosch, supra note 20. 
77 Id. 
78 See, e.g., id. See also Damien Kieran, supra note 73. 
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companies that have entered into consent decrees and the company must respond to these 
demands within a short period of time.79  

 
At that time, career staff briefed then-FTC Chair Joseph Simons and the other 

Commissioners, and in July 2020 the FTC authorized career staff to engage with Twitter to 
negotiate a settlement.80 Twitter requested, and the FTC granted, a pause to the settlement 
discussions during the 2020 election.81 Negotiations resumed following the election and by 
March 2021, FTC staff and Twitter tentatively agreed to a new consent decree that would impose 
greater reporting requirements.82 Shortly thereafter, FTC staff recommended the new consent 
decree to the new Biden-Harris FTC leadership team for Commission approval.83 
 

In January 2021, Chair Joseph Simons resigned from the FTC,84 and Commissioner 
Rebecca Slaughter, a Democrat appointee, became the Acting Chair of the Biden-Harris FTC.85 
For more than three months, Acting Chair Slaughter took no action to finalize the new consent 
decree. On June 15, 2021, immediately after she was confirmed by the Senate as a commissioner, 
President Biden elevated Lina Khan to be the Chair of the FTC.86  

 
According to information provided by the FTC, when Chair Khan assumed leadership of 

the Commission, she demanded that FTC staff renegotiate the new consent decree to obtain 
additional concessions from Twitter.87 These renegotiation efforts were not a result of additional 
information collected by the FTC, new feedback from Commissioners, or any additional findings 
that the new consent decree was inadequate to remedy any privacy and data security concerns—
Chair Khan simply ordered staff to renegotiate it.88 

 
Despite Chair Khan’s claims that the FTC won additional concessions through reopening 

negotiations, suggesting that her actions led to a stronger settlement, the individual leading the 
Twitter negotiations told the Committee that the negotiations did not lead to a stronger 
settlement.89 According to James Kohm, the Associate Director of the Bureau of Consumer 
Protection’s Enforcement Division, “the FTC staff determined that [the FTC] was unable to 
obtain additional relief” from the reopened negotiations and staff briefed the Chair about the lack 
of success in January 2022.90 

 
On March 7, 2022, nearly a year after initially reaching an agreement, Twitter agreed to 

the revised consent decree, which was virtually identical to the tentative agreement from March 
 

79 Division of Enforcement, supra note 22. 
80 Letter from James Kohm, supra note 16. 
81 Id. 
82 Id. 
83 Id. 
84 Press Release, Fed. Trade Comm’n, FTC Chairman Simons Announces his Resignation and the Departure of 
Senior Staff (Jan. 19, 2021).  
85 Press Release, Fed. Trade Comm’n, FTC Commissioner Rebecca Kelly Slaughter Designated Acting Chair of the 
Agency (Jan. 21, 2021).  
86 Press Release, Fed. Trade Comm’n, Lina M. Khan Sworn in as Chair of the FTC (Jun. 15, 2021).  
87 Letter from James Kohm, supra note 16. 
88 Id. 
89 Compare Letter from Lina Khan, supra note 35 with Letter from James Kohm, supra note 16. 
90 Letter from James Kohm, supra note 16.  
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2021.91 On March 16, 2022, the new consent decree was sent to the Director of the Bureau of 
Consumer Protection for review, where it sat until news broke that Twitter’s board had accepted 
Musk’s offer to acquire the company on April 25, 2022.92  

 
The timeline is instructive in showing that the FTC had no urgency in attempting to 

enforce its consent decree with Twitter until after Musk bought the company. The FTC and 
Twitter had tentatively agreed to the terms of the new consent decree by March 2021, but the 
FTC did not move to settle the matter until over a year later. This slow pace stands in stark 
contrast with the sudden urgency following Musk’s acquisition.  
  

 
91 Id.  
92 Id.  
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III. CHAIR KHAN’S RUSHED VOTE: 
“THE URGENCY IS DUE TO ELON MUSK’S PURCHASE OF THE COMPANY THIS WEEK.” 

 
On Monday, April 25, 2022, news broke that Musk entered an agreement to acquire 

Twitter, a major social media platform used worldwide.93 The news prompted an immediate and 
vitriolic backlash from top Democrats.94 For example, Senator Elizabeth Warren wildly claimed 
that “Musk purchasing Twitter is dangerous for our democracy.”95 The Open Markets Institute, 
Chair Khan’s former employer, opposed the deal, going so far as to urge the FTC to “block” 
Musk from purchasing Twitter.96 Shortly after Twitter accepted the terms, it was reported that the 
FTC was investigating whether the deal somehow violated the antitrust laws—even though Musk 
had no controlling holdings in any competing social media company.97  

 
Three days later, on the morning of April 28, 2022, the Secretary of the FTC distributed 

to the Commission the FTC’s Bureau of Consumer Protection recommendation memorandum 
concerning the revised consent decree with Twitter.98 As a general matter, the staff 
recommendation memoranda contain in-depth legal and factual analyses, along with 
recommendations on options for proceeding, which include discussions of legal and policy risks 
for taking different courses of action. The recommendation memorandum often also includes 
additional evidence, such as economic analysis or business documents, as necessary to support 
the staff’s recommendations. 

 
Prior to Chair Khan’s takeover, the practice of withholding information from 

Commissioners until the last second was extraordinarily rare, if not unprecedented. Traditionally, 
unless otherwise instructed by statute,99 the FTC had afforded at least three weeks to allow 
Commissioners and their staff to review recommendation memoranda and related evidence and 
to receive any requested briefings so that their decisions can be fully informed.100 Although 
Republican Commissioners had repeatedly requested—but had not received—the 
recommendation memorandum and the proposed consent decree, Chair Khan, through her 
attorney advisor, demanded an immediate vote to adopt the consent decree against Twitter.101 

 
Documents obtained by the Committee reflect how Chair Khan sought to rush a decision 

on Twitter without allowing her fellow commissioners adequate time to review the material. 
Commissioner Noah Phillips was one of the commissioners who had previously asked about the 
status of the consent decree and sought access to the staff recommendation memos.102 By email, 

 
93 See Max Zahn, A Timeline of Elon Musk’s Tumultuous Twitter Acquisition, ABC NEWS (Nov. 11, 2022). 
94 Alexander Bolton, Musk Buying Twitter Alarms Democrats, THE HILL (Apr. 26, 2022). 
95 Id.  
96 Press Release, Open Market’s Institute, OMI Statement on Elon Musk and Twitter (Apr. 26, 2022).  
97 Musk’s $44 bln Buyout of Twitter Faces U.S. Antitrust Review, REUTERS (May 5. 2022). 
98 FTC-TW000000875. 
99 For example, the Commissioners are bound by the timeline set forth in the Hart-Scott-Rodino Act when reviewing 
merger filings. See Premerger Notification and the Merger Review Process, FED. TRADE COMM’N, 
https://www.ftc.gov/advice-guidance/competition-guidance/guide-antitrust-laws/mergers/premerger-notification-
merger-review-process (last accessed Sep. 27, 2024).  
100 See FTC-TW000003049. 
101 Id.  
102 FTC-TW000000875. 
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IV. CHAIR KHAN’S FALSE EXCUSES ABOUT THE CONSENT DECREE VOTE 
 
Throughout the Committee’s investigation, Chair Khan has repeatedly claimed two things 

about the FTC’s actions against Twitter, both of which are false based on documents produced to 
the Committee. First, Chair Khan claimed that the timing of Commission’s vote on the revised 
consent decree was not because of Musk’s planned acquisition of Twitter.116 Second, Chair Khan 
claimed that Twitter—and not the FTC—was the reason for the expedited finalization of the 
consent decree in advance of closing on the transaction with Musk.117  

 
With respect to the role of Musk’s acquisition in the timing of the FTC’s actions, Chair 

Khan claimed that the Committee was “incorrect in asserting that the recommendation [to 
finalize the consent decree] was a result of Elon Musk’s anticipated acquisition of the 
company.”118 However, Chair Khan’s assertion that Musk’s acquisition of Twitter did not impact 
the timing and urgency to finalize the consent decree is patently false: as her attorney advisor 
explained in an email, the only reason Chair Khan was seeking to adopt the consent decree on 
April 28, 2022, was “due to Elon Musk’s purchase of the company . . . .” This contemporaneous 
document is directly contrary to Chair Khan’s assertion to the Committee. To date, the FTC has 
not provided any evidence to demonstrate that Chair Khan intended to finalize the consent decree 
at all until immediately after Twitter announced Musk would purchase the company. 

 
Chair Khan also claimed that the statement by two Republican Commissioners about the 

consent decree proves that the consent decree was not targeting Musk.119 When writing a 
statement about the settlement, Commissioners Phillips and Wilson observed that the content of 
the consent decree, in their opinion, had nothing to do with Musk’s announced takeover of 
Twitter.120 This statement about the substance is not surprising, given that the negotiated consent 
decree was all but finalized for over a year before Chair Khan decided to act. Commissioners 
Phillips and Wilson warned, however, that an “observer might ask what took so long, and why 
now.”121 As Commissioner Phillips and Wilson warned, it now appears that the timing of the 
consent decree was a result of an ulterior motive. 
 

Chair Khan has also claimed that the FTC considered the expedited timeline at the behest 
of Twitter. In a letter to the Committee, Chair Khan represented:  

 
On April 28, 2023, [sic122] . . . Twitter’s counsel urged the 
Commission to approve the order expeditiously, to resolve the 
outstanding issues in the interest of facilitating the acquisition and 
change in ownership to proceed smoothly. As is customary with 
companies, going through ownership changes, we considered 

 
116 Letter from Lina Khan, supra note 35. 
117 Id.  
118 Id.  
119 Id.  
120 Id.  
121 See Christine S. Wilson & Noah Joshua Phillips, Comm’rs, Fed. Trade Comm’n, Concurring Statement: Twitter 
(May 25, 2022).  
122 Although Chair Khan indicated the year to be 2023, the consent decree was finalized in 2022. 
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whether it was possible to accommodate the request on an expedited 
timeframe.123 

 
Chair Khan’s assertions, however, are not supported by the documents that the FTC 

produced to the Committee. At 10:10 a.m. on April 28, the Bureau of Consumer Protection staff 
working on the Twitter investigation and consent decree received notification that Chair Khan 
wanted to vote the next day to finalize the consent decree. Thirty minutes later, at 10:40 a.m., 
Chair Khan’s attorney advisor informed the other Commissioners that Chair Khan wanted to vote 
the next day.124 At 11:27 a.m., a Bureau of Consumer Protection staffer on the Twitter 
investigation team relayed a conversation the staffer had with Twitter’s outside counsel that 
morning to other Bureau of Consumer Protection staffers, writing:  

 
I spoke to [Twitter’s outside counsel] this morning, and she said they 
plan to convey to DOJ during this afternoon’s call that Twitter is 
especially anxious to get everything wrapped up soonest, given the 
recent Elon Musk developments. She said Twitter’s goal is for this 
new FTC order to be entered and all done before Musk formally 
takes over (which is expected to happen in 3-6 months).125 

 
A couple of hours after this message, at 1:33 p.m., Monica Vaca, Deputy Director for the 

FTC’s Bureau of Consumer Protection, wrote James Kohm asking to relay the message from 
Twitter’s outside counsel to Chair Khan’s office. Vaca wrote:  

 
Can I convey to the Chair’s office the conversation that [redacted] 
describes, below? They are trying to get a vote within a short 
period of time, i.e. a week, but Commissioner Phillips is asking for 
3 weeks. This information about Twitter’s time pressure could be 
relevant. What do you think?126 

 
The FTC has not provided any documents to the Committee showing that Kohm 

responded to Vaca’s email.  
 
Based on the FTC’s documents, it is unlikely that Chair Khan knew about Twitter’s 

request to finalize the consent decree at the time that demanded the immediate FTC vote.127 The 
FTC has produced no documents reflecting that Twitter’s outside counsel spoke directly with 
Chair Khan’s office about the FTC’s vote to finalize the consent decree on the morning of April 
28. In addition, the contents of the emails that the FTC did produce would make no sense if 
Twitter had contacted the Chair’s office directly. First, it would be unlikely that Twitter’s outside 
counsel would indicate an intention to communicate with DOJ about the company’s desire to 
“get everything wrapped up soonest” but fail to mention that Twitter had already spoken to the 
Chair’s office. Second, Vaca’s email at 1:33 p.m. asking for permission to inform the Chair’s 

 
123 Letter from Lina Khan, supra note 35. 
124 FTC-TW000003049. 
125 FTC-TW000002155. 
126 Id.  
127 See Letter from Lina Khan, supra note 35; see also FTC-TW000003049.  
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office would be unnecessary if Twitter had already done so directly. Finally, the FTC itself 
represented to the Committee that the Chair’s office did not routinely interact with Twitter during 
the investigation, signifying that Chair’s office would only learn of developments in the 
investigation from the Bureau of Consumer Protection.128 

   
These contemporaneous emails appear to undercut Chair Khan’s assertions to the 

Committee. Twitter’s request cannot be the reason for Chair Khan’s urgency that the FTC hold a 
vote for the day immediately following the circulation of the recommendation memorandum. 
Documents produced by the FTC show that Chair Khan’s demand for an expedited vote came 
before Twitter’s request to wrap up the revised consent decree. Other emails suggest that Chair 
Khan’s office did not know of Twitter’s preference for an expedited timeline until after she 
requested an expedited vote timeline from the other Commissioners.  

 
Based on the documents that the FTC has produced, Chair Khan demanded that the FTC 

follow the expedited timeline because Twitter agreed to sell the company to Musk. Chair Khan 
would later use this new consent decree to harass Musk and Twitter, including questions 
targeting journalists that could act to chill First Amendment rights including the work of 
journalists to expose collusion between Big Tech and the federal government to censor 
Americans’ speech online.  
  

 
128 Non-public briefing by James Kohm before Committee staff (May 8, 2023) (notes on file with the Committee). 
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V. THE FTC’S CONTINUED HARASSMENT OF MUSK’S TWITTER UNDER CHAIR KHAN 
  

With the consent decree in place, Chair Khan’s harassment of Musk and Twitter was set 
to begin. The burdensome demands for documents and information began on October 27, 2022, 
the day that Musk took over control of Twitter. On that day, the FTC sent a letter to Twitter 
outlining deficiencies with prior document requests and demanded Twitter’s immediate 
compliance.129 The FTC sent 12 more letters containing more than 350 additional demands for 
documents and information, before the end of 2022.130 

 
At the time of the takeover, Musk committed to complying with the consent decree. In an 

email to all Twitter employees, Musk wrote: “I cannot emphasize enough that Twitter will do 
whatever it takes to adhere to both the letter and spirit of the FTC consent decree. Anything you 
read to the contrary is false.”131 Then, shortly after taking over Twitter, Musk attempted to meet 
with Chair Khan to “better understand the issues and to show [Bureau of Consumer Protection 
staff] and [the FTC] the genuineness of his commitment” to effectively comply with the consent 
decree as Twitter’s new CEO.132 Chair Khan, however, refused to meet with Musk until “Twitter 
came into compliance with its discovery obligations,” which she continuously augmented by 
sending new demand letters to Twitter.133  
 

The FTC defended Chair Khan’s refusal to meet with Musk by claiming that Chair Khan 
and other politically accountable officials are not involved in the handling of the Twitter 
investigation. In a briefing to the Committee, Kohm represented that the Bureau of Consumer 
Protection Front Office, the Chair’s office, or Commissioners’ offices do not get involved in 
investigations into consent decree violations.134  

 
However, contrary to Kohm’s assertion, documents provided to the Committee show that 

the FTC’s political leadership was involved in the investigation of Twitter. On November 15, 
2022, the director of the Bureau of Consumer Protection, Samuel Levine, sent Kohm an email 
with the subject line “Twitter/Musk taking down two-factor authentication?” and wrote “[t]his 
was just flagged for me but I’ve not dug in” and added a link to a news story.135 Kohm replied: 
“Working on it.”136 Further on January 4, 2023, Kohm received an email with the subject line 
“Twitter” and was told that Chair Khan “praised [the Twitter] team’s assertiveness and 
momentum in its Twitter investigation” and suggested that “it would be helpful for [the Twitter] 
team to connect with [the Bureau of Competition.]”137 In other words, Chair Khan was aware of 
FTC staff’s work and was encouraging it. These emails demonstrate that the politically appointed 
staff members at the FTC were continuously checking in and directing the investigation into 
Twitter and attempted to marshal FTC resources from both the Bureau of Consumer Protection 
and the Bureau on Competition to intimidate and harass Elon Musk and Twitter.  

 
129 FTC-TW000001705. 
130 See 2023 TWITTER HOUSE STAFF REPORT, supra note 3. 
131 FTC-TW000001638. 
132 FTC-TW000002077. 
133 FTC-TW000000849. 
134 Non-public briefing by James Kohm, supra note 128. 
135 FTC-TW000001773. 
136 Id. 
137 FTC-TW000001553. 
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Additionally, the Biden-Harris FTC sought information that extended far beyond the 

limits of the consent decree and refused to accept reasonable discovery limitations. For example, 
and as detailed by the Committee previously, the FTC sent a letter to Twitter requesting, among 
other things, every communication from any Twitter employee sent to, from, or about Musk.138 
Despite Chair Khan’s claim that Twitter could “undertake the routine step of calling FTC staff” 
to “clarify” the FTC’s demands,139 when Twitter’s attorney’s explained that the request was 
overly broad and that most communications related to Musk do not relate to data security or 
privacy, the FTC refused to negotiate.140 The FTC, in an email sent to Twitter’s attorneys, 
continued to demand that Twitter produce all company-wide communications related to Musk, 
regardless of the privacy, data protection, or information security contents, because “company-
wide communications sent by or at the direction of Elon Musk may contain relevant information 
even where they do not relate to Twitter’s privacy, data protection, or information security 
functions.”141  

 
Despite Chair Khan’s claim that Twitter could reach out to the FTC for clarity, the Biden-

Harris FTC refused to engage Twitter’s reasonable requests and did not “clarify” why it deemed 
such information to be relevant. This is another example of where Chair Khan told the 
Committee one thing—that the FTC is open to holding constructive conversations about 
demanded documents—and in reality, neither Chair Khan nor the Biden-Harris FTC were willing 
to engage in even the most “routine” discovery discussions with Twitter once owned by Elon 
Musk. 

 
Finally, FTC staff discussed using Twitter’s disclosure of information to journalists as a 

way to get around Twitter’s privilege claim for withholding documents from the FTC. On 
December 12, 2022, an FTC staff member wrote:  

 
We probably need to press further on understanding with greater 
certainty and detail exactly what types of access Musk is granting 
outside journalists, both as a potential argument about their privilege 
waiver and also as a basic privacy/security access issue. . . .142 

 
In this case, the FTC was considering an argument that if Twitter gave certain documents 

to journalists, then Twitter’s privilege claims could be nullified, and the FTC would be entitled to 
access information about the journalists who ultimately uncovered the censorship regime 
perpetrated by the Biden-Harris Administration,143 including their identities and the documents 
and information they accessed.  
 

Despite the onerous demands for documents and continued harassment after Musk took 
over operations of Twitter, the FTC found nothing. Chair Khan claimed that the FTC was 

 
138 See 2023 TWITTER HOUSE STAFF REPORT, supra note 3. 
139 Letter from Lina Khan, Chair, Fed. Trade Comm’n to Jim Jordan, Chair, H. Comm. on the Judic. (Feb. 21, 2024).  
140 FTC-TW000001636. 
141 Id.  
142 FTC-TW000002095. 
143 See ABUSE OF POWER, WASTE OF RESOURCES, AND FEAR, supra note 7.  
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required to investigate Twitter’s compliance with the consent decree because the “broad access to 
[Twitter’s] systems, communications, and other information” that Musk gave to the journalists 
investigating the Twitter Files “triggered legal scrutiny” and because “Twitter may have 
disclosed consumers’ personal information . . . in violation of the FTC’s [consent decree] . . . 
.”144 However, the FTC came to find that “Twitter employees took appropriate measures to 
protect consumers’ private information,”145 rendering the FTC’s investigation unnecessary. As 
The Washington Post reported in February 2024, “[a]fter investigating his handling of the 
‘Twitter Files’ for more than a year, the agency found no evidence the company violated the 
consent order.”146 

 
Further, the FTC investigated the personnel decisions at Twitter following Musk’s 

takeover of the company because the “workforce reductions significantly impacted the Twitter 
teams charged with protecting key user data.”147 However, the FTC has not provided the 
Committee with any evidence to conclude that workforce reductions led to any violations of the 
consent decree. Finding nothing, the FTC appears to have closed its investigation into Twitter 
earlier this year after months of investigating and wasting significant public and private 
resources.148  
  

 
144 Letter from Lina Khan, supra note 139. 
145 Id.  
146 Cat Zakrzewski, supra note 32.  
147 Letter from Lina Khan, supra note 139. 
148 Id.  
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VI. CHAIR KHAN’S DISREGARD FOR CONGRESSIONAL OVERSIGHT 
 

Throughout the Committee’s investigation, Chair Khan has displayed a flagrant disregard 
for congressional oversight. Under her leadership, the FTC has slow-walked producing 
documents, resisted good-faith efforts at accommodation, and outright refused to produce key 
documents.  

 
On March 10, 2023, the Committee wrote to Chair Khan raising concerns that the FTC 

was abusing its authority in its conduct toward Twitter.149 After failing to produce any documents 
and only providing cursory responses to questions posed by the Committee,150 including during a 
public hearing,151 on April 12, 2023, the Committee issued a subpoena to compel the FTC to 
produce documents and information related to the FTC’s harassment of Twitter. 152 

 
After failing to comply with the subpoena, and as an accommodation to the FTC, on June 

8, 2023, the Committee prioritized the immediate production of “all recommendation 
memoranda” related to the FTC’s investigation into Twitter’s compliance with 2011 consent 
decree.153 The Committee requested that the FTC make it a priority to produce the 
recommendation memoranda because they provide the best evidence of the rationale behind the 
FTC’s actions with respect to Twitter, including the legal and policy analysis at the time when 
the memoranda were circulated. 

 
In response, Chair Khan initially claimed that the recommendation memoranda were 

outside the scope of the Committee’s subpoena. She wrote to the Committee:  
 

In a June 8, 2023, letter, the Committee made additional requests 
beyond what was requested in the April 2023 subpoena; specifically, 
it asked for recommendation memoranda and documents relating to 
the timing of the FTC’s investigation. There have been no 
recommendation memoranda or discussions of timing with regard 
to Twitter’s compliance with the May 2022 Order that is the subject 
of the Committee’s April subpoena.154 

 
However, despite Chair Khan’s claim that the recommendation memoranda are outside 

the scope of the subpoena, the FTC produced emails that contained the recommendation 
memoranda as attachments while omitting the memoranda. Numerous emails produced to the 
Committee show that the Secretary’s Office at the FTC circulated to the Commission a document 
entitled “RECOMMENDATION TO REFER A COMPLAINT TO THE DEPARTMENT OF 
JUSTICE AND APPROVE A CONSENT IN SETTLEMENT OF THE COURT ACTION,” with 

 
149 Letter from Jim Jordan, Chairman, H. Comm. on the Judic., & Ted Cruz, Ranking Member, S. Commerce 
Comm. to Lina Khan, Chair, Fed. Trade Comm’n (Mar. 10, 2023). 
150 Letter from Lina Khan, Chair, Fed. Trade Comm’n, to Hon. Jim Jordan, Chair, H. Comm. on the Judic. (Mar. 27, 
2023). 
151 Compliance with Committee Oversight: Hearing Before the Subcomm. on Responsiveness & Accountability to 
Oversight of the H. Comm. on the Judic., 118th Cong. (Mar. 29, 2023). 
152 Letter from Jim Jordan, Chair, H. Comm. on the Judic. to Lina Khan, Chair, Fed. Trade Comm’n (Apr. 12, 2023). 
153 Letter from Jim Jordan, Chair, H. Comm. on the Judic. to Lina Khan, Chair, Fed. Trade Comm’n (June 8, 2023).  
154 Letter from Chair Khan, supra note 35. 
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the “Matter Name: Twitter” on April 28, 2022.155 The Committee has asked for, and the FTC has 
refused to produce, this or any other recommendation memoranda. Chair Khan cannot withhold 
the recommendation memoranda on the basis that they are outside the scope of the subpoena 
while simultaneously producing, pursuant to the subpoena, documents that reference and attach 
the memoranda.  

 
Further, the Committee’s request for the recommendation memoranda is well within the 

scope of the subpoena. Among other things, the subpoena requested “items in your possession, 
custody, or control, from April 1, 2022, to present, in unredacted form: 1. All documents and 
communications between or among Federal Trade Commission (FTC) officials or employees 
referring or relating to the FTC’s investigation(s) of Twitter, Inc.”156 These recommendation 
materials are important documents to inform the Committee about the FTC’s handling of Twitter 
because the recommendation memoranda and packages contain important legal and policy 
analysis prepared by FTC career staff. The recommendation memoranda are the essential 
resources relied upon by the Commissioners when rendering decisions about how to vote. Given 
that the FTC has produced documents showing that these recommendation memoranda were 
distributed to the Commissioner’s offices on April 28, 2022, and that attorney advisors for 
Commissioners Wilson and Phillips claimed that the Commissioners were carefully reviewing 
the documents in advance of the vote to finalize the consent decree following a lengthy 
investigation into Twitter, the recommendation memoranda clearly fall within the subpoena’s 
specification of documents between FTC officials or employees related to the FTC’s 
investigation of Twitter. 

 
The FTC’s justification for withholding the recommendation memoranda for being 

outside of the scope of the subpoena is not only facially wrong but is an inconsistent exclusion 
relative to responsive material that the FTC has already produced. The recommendation 
memoranda are documents related to the FTC’s Twitter investigation and fall within the date 
range required by the subpoena. The FTC effectively conceded the responsiveness of the 
recommendation memoranda by producing emails where the recommendation memoranda are 
clearly shown to exist.  
 

The Committee attempted to reasonably accommodate the Biden-Harris FTC from the 
beginning, but under Chair Khan’s leadership, the FTC has refused to fully comply with the 
Committee’s subpoena and has imposed inappropriate restrictions on Committee staff throughout 
this process. The Committee accommodated the FTC by prioritizing the production of the 
recommendation memoranda, and the FTC refused to produce them.157 The Committee 
accommodated the FTC by agreeing to review some “highly sensitive” documents in camera 
instead of insisting on their production158—however, the FTC demanded that Committee 
attorneys and staff not take notes or produce any work product related to the documents reviewed 
in camera.159 The Committee agreed to the FTC’s demand on the condition that the 

 
155 FTC-TW000002811; FTC-TW000000875; FTC-TW000003049. 
156 Letter from Jim Jordan, Chair, H. Comm. on the Judic. to Lina Khan, Chair, Fed. Trade Comm’n (Apr. 12, 2023). 
157 Email from FTC staff to Committee staff (Jun. 21. 2024) (Indicating that the FTC does not intend to produce the 
recommendation memoranda to the Committee).  
158 Email from Committee staff to FTC staff (May 14, 2024). 
159 Email from Committee staff to FTC staff (Jun. 5, 2024). 
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recommendation memoranda be available for review, but when Committee staff reviewed the 
documents under the FTC’s onerous conditions, the FTC refused to allow Committee access to 
the recommendation memoranda.160  
 

Aside from withholding the most important documents necessary for the Committee’s 
oversight and imposing onerous restrictions on the Committee’s document review, the FTC has 
produced only 1,448 documents related to the Twitter matter, which lasted several years and 
included many FTC employees. Very few of these documents produced by the FTC provide 
substantive insight into the decision-making around the vote on the consent decree. In addition, 
there is evidence that the FTC has destroyed many documents related to the Twitter 
investigation. In an email sent on June 14, 2022, the FTC staff that worked on the Twitter 
investigation that led to the May 2022 consent decree received an email instructing them to 
“dispose of all materials relating to this matter . . .”161 Because of this destruction of critical 
documents related to the FTC’s investigation into Twitter, the Committee and the public may 
never know the true extent of the political harassment of Twitter.  
 

The Biden-Harris FTC has engaged in a sustained effort to obstruct the Committee’s 
oversight.162 Even after the Committee issued a subpoena, the FTC refused to comply, and only 
began to do so under the threat of contempt.163 The FTC continues to withhold the internal 
recommendation memoranda from the Committee.164 

 
The FTC’s obstruction of the Committee’s oversight fits an unfortunate pattern. Chair 

Khan has already misled Congress about her compliance with ethics recommendations;165 
obstructed the Committee’s investigation related to FTC staff morale, forcing the Committee to 
seek interviews with career staff to obtain any information;166 misrepresented the agency’s 
results in merger enforcement;167 and refused to provide the Committee with recommendation 
memoranda related to its unlawful non-compete rulemaking.168 The consistent attempt to limit 
transparency has undermined Chair Khan’s credibility as an enforcer, and undermined the ability 
of the FTC to accomplish its mission.  
  

 
160 Email from FTC staff to Committee staff, supra note 157.  
161 FTC-TW000003019. 
162 See Email from FTC staff to Committee staff (Nov. 13, 2023) (Indicating that the FTC does not intend to produce 
internal documents responsive to the subpoena); see also Email from FTC staff to Committee staff, supra note 157. 
163 See Letter from Jim Jordan, Chair, H. Comm. on the Judic. to Lina Khan, Chair, Fed. Trade Comm’n (Feb 23, 
2024).  
164 Email from FTC staff to Committee staff (Apr. 5, 2024).  
165 Letter from Jim Jordan, Chair, H. Comm. on the Judic. to Lina Khan, Chair, Fed. Trade Comm’n (Sep. 5, 2023) 
166 Letter from Jim Jordan, Chair, H. Comm. on the Judic. to Lina Khan, Chair, Fed. Trade Comm’n (Jul. 28, 2023).  
167 Letter from Jim Jordan, Chair, H. Comm. on the Judic. & Thomas Massie, Chair, Subcomm. on the 
Administrative State, Regulatory Reform, and Antitrust to Lina Khan, Chair, Fed. Trade Comm’n (Feb. 27, 2024). 
168 Email from FTC staff to Committee staff (April 5, 2024). 
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VII. CONCLUSION

This report adds to the Committee’s findings that the FTC, under Chair Lina Khan, has 
engaged in blatant political harassment of Musk and Twitter. Despite Chair Khan’s denials,169 
contemporaneous FTC documents make explicit the reason behind the FTC’s urgency to finalize 
its action against Twitter. As Chair Khan’s own attorney advisor wrote: “The urgency is due to 
Elon Musk’s purchase of the company this week.”170 This unequivocal declaration runs counter 
to Chair Khan’s assertions to the Committee. It reveals Chair Khan’s enforcement priorities are 
not to serve the best interest of the American public, but rather to run her agency as a politically 
weaponized extension of the Biden-Harris Administration. 

The First Amendment protection of freedom of speech is a fundamental freedom that is 
the cornerstone of American democracy. The Biden-Harris Administration has demonstrated time 
and again a willingness to stifle speech that runs contrary to the prevailing narrative. Amazingly, 
the Biden-Harris Administration see free speech advocates, such as Elon Musk, as dangerous and 
worthy of harassment. As the Committee has detailed in this report, Chair Khan’s efforts to 
punish Twitter and Musk for exposing the Biden-Harris Administration’s censorship apparatus 
extend to the very moment that the world learned that Musk would transform Twitter into a 
platform centered around free speech. 

169 Letter from Lina Khan, supra note 35. 
170 FTC-TW000003049. 
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EXECUTIVE SUMMARY 
  

The Committee on the Judiciary and the Select Subcommittee on the Weaponization of 
the Federal Government are conducting oversight of how and to what extent the executive 
branch has coerced or colluded with social media and technology companies and other 
intermediaries to censor lawful speech.1 As part of this oversight, the Committee and Select 
Subcommittee have examined the risk that the federal government’s involvement in and 
regulation of artificial intelligence (AI) can pose to free speech.2 Previously, the Committee and 
Select Subcommittee uncovered that the Biden-Harris Administration is funding the 
development of AI-powered speech-monitoring tools that could enable the mass censorship of 
American speech.3 This interim staff report details threats to the free and open development of 
AI, identifies the free speech risks associated with the federal government’s current involvement 
in AI development, and recommends approaches that Congress should take to protect 
Americans’ fundamental First Amendment rights. 

 
Throughout the 118th Congress, the Committee’s and Select Subcommittee’s oversight 

has demonstrated that the executive branch regularly abuses new technologies—and regulatory 
power over these technologies—to censor protected American speech. Most recently, the 
executive branch has coerced and colluded with social media companies to censor true 
information, opinions, jokes, and satire about elections, COVID-19, and other matters of public 
importance.4 This campaign to silence Americans is a frontal assault on the First Amendment: as 
the Supreme Court has stated, “speech concerning public affairs is more than self-expression; it 
is the essence of self-government.”5 

 
 

1 See Ryan Tracy, Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28, 2023). 
2 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE 
FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL SCIENCE 
FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE SPEECH “AT 
SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024); Hearing on the Weaponization of the 
Federal Government Before the Select Subcomm. on the Weaponization of the Fed. Gov’t of the H. Comm. on the 
Judiciary, 118th Cong. (Feb. 6, 2024). 
3 Id. 
4 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE 
FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., ELECTION INTERFERENCE: HOW THE FBI 
“PREBUNKED” A TRUE STORY ABOUT THE BIDEN FAMILY’S CORRUPTION IN ADVANCE OF THE 2020 PRESIDENTIAL 
ELECTION (Comm. Print Oct. 30, 2024); STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON 
THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE CENSORSHIP-
INDUSTRIAL COMPLEX: HOW TOP BIDEN WHITE HOUSE OFFICIALS COERCED BIG TECH TO CENSOR AMERICANS, 
TRUE INFORMATION, AND CRITICS OF THE BIDEN ADMINISTRATION (Comm. Print May 1, 2024); STAFF OF THE H. 
COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. 
COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF “DISINFORMATION” PSEUDO-EXPERTS AND 
BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ 
POLITICAL SPEECH (Comm. Print Nov. 6, 2023); STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT 
SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE 
WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY COLLUDED WITH BIG TECH AND “DISINFORMATION” 
PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023); Letter from Mark Zuckerberg, CEO, Meta, to Rep. 
Jim Jordan, Chairman, H. Comm. on the Judiciary (Aug. 26, 2024) (“In 2021, senior officials from the Biden 
Administration, including the White House, repeatedly pressured our teams for months to censor certain COVID-19 
content, including humor and satire, and expressed a lot of frustration with our teams when we didn’t agree.”). 
5 Garrison v. Louisiana, 379 U.S. 64, 74-75 (1964). 
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 Now, the federal government’s censorship campaign has moved to a new frontier: AI. 
The Biden-Harris Administration has regulated new AI models directly and indirectly, pressuring 
private companies to “advance equity,”6 stop “algorithmic discrimination,”7 and “mitigate the 
production of harmful and biased outputs.”8 These regulations provide the means for the federal 
government to monitor, suppress, and ultimately censor views and information disfavored by the 
government. AI companies, aware of the power that federal regulators have over their future, 
have raced to comply with the government’s directives, even allowing the government to inspect 
new AI models before they are released to the public.9 Meanwhile, the executive branch has used 
taxpayer dollars to fund the development of AI-powered censorship tools to police online speech 
at a scale never seen before.10 
 

The burgeoning federal chokehold on AI innovation could have profound negative effects 
for our nation. If allowed to develop in a free and open manner, AI could dramatically expand 
Americans’ capacity to create knowledge and express themselves. However, needless regulation 
from political actors in the executive branch could enable, if not compel, government-preferred 
bias to become ingrained in AI models, thereby undermining Americans’ First Amendment right 
to free expression. As one expert testified to the Select Subcommittee in February 2024, “[a] 
regulatory panic could result in a small number of Americans deciding for everyone else what 
speech, ideas, and even questions are permitted in the name of ‘safety’ or ‘alignment.’”11 
Ultimately, Congress holds the keys: by rejecting censorship and embracing open, decentralized 
AI innovation, the United States can encourage AI development in a way that respects the First 
Amendment. 
 
 
  

 
6 SELECT COMM. ON A.I. OF THE NAT’L SCI. AND TECH. COUNCIL, EXEC. OFF. OF THE PRESIDENT, NATIONAL 
ARTIFICIAL INTELLIGENCE RESEARCH AND DEVELOPMENT STRATEGIC PLAN UPDATE (May 2023). 
7 FACT SHEET: Biden-Harris Administration Secures Voluntary Commitments from Leading Artificial Intelligence 
Companies to Manage the Risks Posed by AI, THE WHITE HOUSE (July 21, 2023). 
8 SELECT COMM. ON A.I. OF THE NAT’L SCI. AND TECH. COUNCIL, EXEC. OFF. OF THE PRESIDENT, NATIONAL 
ARTIFICIAL INTELLIGENCE RESEARCH AND DEVELOPMENT STRATEGIC PLAN UPDATE (May 2023). 
9 Press Release, Nat’l Inst. of Standards & Tech., U.S. AI Safety Institute Signs Agreements Regarding AI Safety 
Research, Testing and Evaluation with Anthropic and OpenAI (Aug. 29, 2024), https://www.nist.gov/news-
events/news/2024/08/us-ai-safety-institute-signs-agreements-regarding-ai-safety-research. 
10 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL 
SCIENCE FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE 
SPEECH “AT SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024); Hearing on the 
Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of the Fed. Gov’t of 
the H. Comm. on the Judiciary, 118th Cong. (Feb. 6, 2024). 
11 Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of 
the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Feb. 6, 2024) (testimony of Greg Lukianoff). 
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I. WHAT’S PAST IS PROLOGUE: THE EXECUTIVE BRANCH’S PREVIOUS EFFORTS TO 
CENSOR SPEECH ONLINE 

 
The Committee’s and Select Subcommittee’s oversight has revealed how the executive 

branch has abused new technologies—most recently social media—to censor Americans’ free 
speech, often by covertly coercing or colluding with private companies.12 Over the past several 
years, individuals at every level of the federal government have used veiled threats of retaliation 
to coerce social media companies to silence the voices of American citizens. The world’s largest 
platforms mostly went along with it, trading away free speech on their platforms to try to satisfy 
the powerful agencies within the executive branch. 

 
The White House. In the name of combatting vaccine hesitancy, the Biden-Harris White 

House coerced and colluded with the world’s largest tech companies—including Facebook, 
YouTube, and Amazon—to censor true information, satire, and opinions, and successfully 
pressured them to change their content moderation policies and enforcement practices.13 
 

The Department of Homeland Security and the State Department. In the name of 
combatting alleged election “misinformation” and foreign malign influence, the Department of 
Homeland Security’s (DHS) Cybersecurity and Infrastructure Security Agency (CISA) and the 
State Department’s Global Engagement Center (GEC) partnered with Stanford University and 
“disinformation” pseudo-scientists to create the Election Integrity Partnership (EIP), which 
worked to censor Americans’ online speech before and after the 2020 election.14 The EIP 
worked directly with social media companies’ content moderation teams, who gave the EIP’s 
censorship requests priority.15 The EIP submitted specific censorship recommendations to social 
media companies to remove or demote thousands of Americans’ online posts, including true 
information, jokes, and political opinions.16 

 

 
12 See Ryan Tracy, Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28, 2023). 
13 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE CENSORSHIP-INDUSTRIAL COMPLEX: HOW TOP 
BIDEN WHITE HOUSE OFFICIALS COERCED BIG TECH TO CENSOR AMERICANS, TRUE INFORMATION, AND CRITICS OF 
THE BIDEN ADMINISTRATION (Comm. Print May 1, 2024); Letter from Mark Zuckerberg, CEO, Meta, to Rep. Jim 
Jordan, Chairman, H. Comm. on the Judiciary (Aug. 26, 2024) (“In 2021, senior officials from the Biden 
Administration, including the White House, repeatedly pressured our teams for months to censor certain COVID-19 
content, including humor and satire, and expressed a lot of frustration with our teams when we didn’t agree.”). 
14 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF “DISINFORMATION” PSEUDO-
EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR 
AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023); see also STAFF OF THE H. COMM. ON THE JUDICIARY 
AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 
118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY COLLUDED WITH BIG TECH AND 
“DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023). 
15 Id.; Transcribed Interview by H. Comm. of the Judiciary of Senior Manager on YouTube’s Gov’t Affairs & Public 
Policy Team (June 6, 2024), at 89 (on file with the Comm.). 
16 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF “DISINFORMATION” PSEUDO-
EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR 
AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023). 
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The Federal Bureau of Investigation. In the name of combatting a potential “Russian 
hack-and-leak operation,” the FBI repeatedly met with Big Tech in the lead-up to the 2020 
presidential election, priming the companies to censor true information about the Biden family’s 
influence peddling.17 In the years following the 2020 election, the FBI continued to directly 
pressure social media companies to take down posts and censor certain views.18 The FBI and 
other federal agencies, including CISA, restarted their meetings with these companies to discuss 
alleged “misinformation” and “disinformation” in the lead-up to the 2024 election.19 

 
The National Science Foundation. In the name of combatting “misinformation,” the 

National Science Foundation (NSF) poured millions of taxpayer-funded grant dollars into the 
development of AI-powered tools to mass monitor and censor online content.20 One NSF-funded 
project aimed to automate the flagging of “bad posts” and bragged about helping social media 
platforms “[e]xternaliz[e] the difficult responsibility of censorship.”21 

 
These examples demonstrate the breadth of the executive branch’s efforts to monitor and 

suppress speech and viewpoints disfavored by those in power. The extent of this censorship 
regime signals that the federal government will likely seek to do the same with respect to AI 
companies. 

 
II. THE THREAT OF AI CENSORSHIP 

 
Government involvement in AI development presents a dual threat. First, as the 

Committee and Select Subcommittee have previously warned, AI offers government bureaucrats 
and government-partnered intermediaries the ability to mass monitor and mass censor speech at 
unprecedented speed and scale.22 Second, government censorship of AI training data, algorithms, 

 
17 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., ELECTION INTERFERENCE: HOW THE FBI “PREBUNKED” 
A TRUE STORY ABOUT THE BIDEN FAMILY’S CORRUPTION IN ADVANCE OF THE 2020 PRESIDENTIAL ELECTION 
(Comm. Print Oct. 30, 2024); Letter from Mark Zuckerberg, CEO, Meta, to Rep. Jim Jordan, Chairman, H. Comm. 
on the Judiciary (Aug. 26, 2024) (“[T]he FBI warned us about a potential Russian disinformation operation about 
the Biden family and Burisma in the lead up to the 2020 election. That fall, when we saw a New York Post story 
reporting on corruption allegations involving then-Democratic presidential nominee Joe Biden’s family, we sent that 
story to fact-checkers for review and temporarily demoted it while waiting for a reply. It’s since been made clear 
that the reporting was not Russian disinformation, and in retrospect, we shouldn’t have demoted the story.”). 
18 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE FBI’S COLLABORATION WITH A 
COMPROMISED UKRAINIAN INTELLIGENCE AGENCY TO CENSOR AMERICAN SPEECH (Comm. Print July 10, 2023). 
19 Kevin Collier & Ken Dilanian, FBI Resumes Outreach to Social Media Companies Over Foreign Propaganda, 
NBC NEWS (Mar. 20, 2024). 
20 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL SCIENCE 
FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE SPEECH “AT 
SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024) at 1, 11-13, 15-16; U.S. National 
Science Foundation, Track F: WiseDex // Phase 1 Project Video, YOUTUBE (June 17, 2022), 
https://www.youtube.com/watch?v=18gNRQaQtfw. 
21 Id. 
22 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL 
SCIENCE FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE 
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and outputs can lead to woke, biased, and inaccurate AI-generated results. Both forms of 
censorship rob the United States of AI’s knowledge-building and expressive capabilities. 

 
A. There are two distinct AI censorship threats. 

 
AI-powered censorship. AI-powered content moderation tools enable Big Tech to 

censor disfavored viewpoints at a far greater scale than was previously possible using only 
human moderators and earlier-generation, rule-based algorithms. As investigative journalist Lee 
Fang testified to the Select Subcommittee in February 2024, “the rapid development of artificial 
intelligence tools, in particular, offers powerful entities the unprecedented ability to monitor, 
flag, and censor billions of individuals at a scale and scope never before conceivable.”23 Indeed, 
companies and non-profits, some funded by the federal government, are already developing AI 
tools to automatically mass monitor and flag content to be censored.24 Armed with AI-powered 
content moderation tools, Big Tech can more fully and quickly comply with the government’s 
censorship demands.25 
 

For example, the Committee and Select Subcommittee found that Stanford University 
created the Election Integrity Partnership (EIP)—a consortium of “disinformation” pseudo-
scientists who monitored and flagged Americans’ social media posts for censorship—in 2020 “at 

 
SPEECH “AT SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024); Hearing on the 
Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of the Fed. Gov’t of 
the H. Comm. on the Judiciary, 118th Cong. (Feb. 6, 2024) (written testimony of Lee Fang) (“Moderna also 
employed the services of the artificial intelligence firm Talkwalker to monitor vaccine-related conversations across 
150 million websites, including social media and gaming platforms like Steam . . . Logically, a British artificial 
intelligence firm that has expanded into the U.S. market . . . is now competing for contracts to monitor and remove 
alleged social media misinformation in the upcoming 2024 presidential election . . . The United Kingdom 
government awarded Logically multi-million-dollar contracts to combat misinformation about the COVID-19 
pandemic. The company instead surveilled activists and academics who expressed legitimate forms of speech, 
including thoughtful concerns about pandemic lockdowns and vaccine passports, according to a recent watchdog 
report on the firm’s activities. Logically previously boasted of a special partnership with Meta, the parent company 
of Facebook and Instagram, to automatically suppress and label content they deemed as misinformation, giving the 
company immense influence over content moderation decisions.”). 
23 Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of 
the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Feb. 6, 2024) (submitted written testimony of Lee 
Fang). 
24 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL 
SCIENCE FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE 
SPEECH “AT SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024) at 15-16 (The federal 
government funded the development of an AI-powered tool that “harnesses the wisdom of crowds and AI techniques 
to help flag more posts,” helping social media companies to achieve “more comprehensive, equitable, and consistent 
enforcement, significantly reducing the spread of misinformation.”); Lee Fang, Logically.AI of Britain and the 
Expanding Global Reach of Censorship, REALCLEARINVESTIGATIONS (Jan. 25, 2024) (“During the 2021 local 
elections in the U.K., Logically monitored up to ‘one million pieces of harmful content,’ some of which they relayed 
to government officials, according to a document reviewed by RealClearInvestigations. The firm claimed to spot 
coordinated activity to manipulate narratives around the election, information they reported to tech giants for 
takedowns.”). 
25 Id.; see also Allie Funk et al., The Repressive Power of Artificial Intelligence, FREEDOM HOUSE (Oct. 4, 2023) 
(“In at least 22 countries, social media companies were required—either explicitly or indirectly through the 
imposition of tight deadlines for the removal of banned material—to use automated systems for content 
moderation.”). 

Final Report 1753



7 
 

the request of DHS/CISA.”26 With over 100 staff, the EIP targeted thousands of posts by 
Americans for censorship.27 Armed with AI-powered tools—some of which are funded by the 
government28—a successor to the EIP operating during future election cycles could monitor and 
flag tens of millions of Americans’ election-related posts for censorship. 

 
Censored AI. Generative AI models involve a combination of training data and machine 

learning algorithms. If a bad actor wanted to prevent an AI model from providing certain 
information to a user, it could train the model on carefully selected data, omitting certain 
information so that if a user ever asked for that information, the AI model would be unable to 
provide it.29 Alternatively, a bad actor could program an AI model to censor certain outputs 
regardless of the training data by manipulating the model’s machine learning algorithm. For 
example, a bad actor could insert code into the model’s machine learning algorithm instructing it 
not to produce certain outputs, even if the available data responsive to the user’s prompt suggests 
it should.30 In either case, government involvement in an AI model’s development presents an 
opportunity for government-directed censorship. 

 
B. Regulations limiting private expressive uses of AI will impair AI development and 

are presumptively unconstitutional. 
 

Permitting the expressive use of AI, outside the control of the government, will benefit 
the United States. As free speech advocate Greg Lukianoff testified to the Select Subcommittee, 
AI “empowered by First Amendment principles, including freedom to code, academic freedom, 
and freedom of inquiry” could dramatically accelerate “the development of new knowledge.”31 
America can be home to this AI-driven knowledge revolution, but “tying the hands of the 
greatest programmers in the world would be to lose our advantage to our most determined 
foreign adversaries.”32 It is an economic and national security imperative that the U.S. leads AI 

 
26 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-
EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR 
AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023) at 39. 
27 Id. 
28 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL SCIENCE 
FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE SPEECH “AT 
SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024) at 15; U.S. National Science 
Foundation, Track F: WiseDex // Phase 1 Project Video, YOUTUBE (June 17, 2022), 
https://www.youtube.com/watch?v=18gNRQaQtfw. 
29 See, e.g., Allie Funk et al., The Repressive Power of Artificial Intelligence, FREEDOM HOUSE (Oct. 4, 2023) 
(“Early research indicates that chatbots’ outputs reflect the censorship embedded in their training data, a reminder 
that generative AI tools influenced by state-controlled information sources could serve as force multipliers for 
censorship . . . The Chinese government has sought to regulate training data directly: Chinese consumer-facing 
generative AI products, like Baidu’s ERNIE Bot and Alibaba’s Tongyi Qianwen, are required to implement 
stringent content controls and ensure the ‘truth, accuracy, objectivity, and diversity’ of training data, as defined by 
the CCP. Indeed, chatbots produced by China-based companies have refused to engage with user prompts on 
sensitive subjects like Tiananmen Square and have parroted CCP claims about Taiwan.”). 
30 See, e.g., Jacob Mchangama & Jules White, The Future of Censorship Is AI-Generated, TIME (Feb. 26, 2024). 
31 Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of 
the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Feb. 6, 2024) (testimony of Greg Lukianoff). 
32 Id. 
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development worldwide. Strict regulation of AI and burdensome government censorship 
demands will make this less likely. 

 
Moreover, legislation or regulation broadly restricting expressive uses of AI, including 

writing, editing, and design, violates the First Amendment.33 AI creators’ editorial decisions 
about which data they use to train their AI models and which user prompts their AI models will 
respond to are protected by longstanding and well-developed First Amendment doctrine.34 While 
existing exceptions to the First Amendment, including incitement, true threats, and defamation, 
should apply to AI-generated content, Congress and executive branch regulators should treat AI 
models like other forms of speech and guarantee creators and users the broadest possible berth to 
express themselves.35 
 

III. CURRENT AI REGULATORY EFFORTS WILL LEAD TO GOVERNMENT CENSORSHIP 
 

The Biden-Harris Administration’s current regulatory approach threatens to stifle 
American AI innovation while supercharging the federal government’s ability to censor AI 
models and outputs—precisely the opposite of what America needs. The Biden-Harris 
Administration has pushed to censor new and developing AI models, funded the development of 
AI-powered censorship tools, and collaborated with foreign nations to import onerous European-
style AI regulations to the U.S. 

 
A. The federal government is coercing AI developers to censor new models.  

 
Just as the Biden-Harris Administration pressured social media companies to censor 

protected speech, it is now coercing AI companies to develop “woke” AI models that comply 
with government censorship demands. Through ostensibly voluntary “frameworks,” 
“blueprints,” and “resources,” the Biden-Harris Administration has given AI companies a clear 
warning: censor your AI models, or else. Big Tech, mindful of the federal government’s power 
to kill AI in its infancy, has so far complied. The timeline below outlines the Biden-Harris 
Administration’s coercive scheme: 

 
• 2021-2022: The National Institute of Standards and Technology (NIST) worked with 

Big Tech to develop an AI Risk Management Framework (AI RMF) urging 
companies to manage “harmful bias”36 and “incorporate trustworthiness 
considerations into the design, development, use, and evaluation of AI.”37 
 

 
33 Artificial Intelligence, Free Speech, and the First Amendment, FOUND. FOR INDIVIDUAL RIGHTS AND EXPRESSION, 
https://www.thefire.org/research-learn/artificial-intelligence-free-speech-and-first-amendment (last accessed Aug. 
23, 2024).  
34 Id. 
35 Id. (Under current constitutional law, “any government restriction on the expressive use of AI needs to be 
narrowly tailored to serve a compelling governmental purpose, and the regulation must restrict as little expression as 
is necessary to achieve that purpose.”). 
36 NAT’L INST. OF STANDARDS & TECH., NO. AI 100-1, ARTIFICIAL INTELLIGENCE RISK MANAGEMENT FRAMEWORK 
(AI RMF 1.0), at 2-3, 12, 17-18, 36, 38-39 (Jan. 2023). 
37 AI RMF Development, NIST, https://www.nist.gov/itl/ai-risk-management-framework/ai-rmf-development 
(created July 28, 2021; last updated Jan. 2, 2024). 
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• October 2022: The Biden-Harris White House issued a Blueprint for an AI Bill of 
Rights, calling on AI companies to “take proactive and continuous measures” against 
“algorithmic discrimination,” including “proactive equity assessments” and “pre-
deployment and ongoing disparity testing and mitigation.”38 

 
• May 2023: The Biden-Harris White House issued an updated National AI R&D 

Strategic Plan, advocating for (1) “research into language models and other 
generative AI systems to mitigate the production of harmful and biased outputs”; (2)  
expanded public-private partnerships that focus on “equity” in “AI design, 
development, and deployment”; and (3) the establishment of AI standards and 
benchmarks to detect and avoid “inappropriate bias” and to audit and monitor the 
“trustworthiness of AI systems.”39 

 
• July 2023: The Biden-Harris White House obtained “voluntary” commitments from 

seven of the world’s largest AI companies, including Google, Meta, Microsoft, 
Amazon, and OpenAI, to mitigate “harmful bias” and “algorithmic discrimination” 
while promoting “responsible innovation.”40   

 
• September 2023: Eight more AI companies made the same “voluntary” 

commitments to the Biden-Harris White House.41 
 
• October 2023: President Biden signed an Executive Order (EO) on the “Safe, Secure, 

and Trustworthy Development and Use of Artificial Intelligence” (1) requiring AI 
companies to report to the federal government on an ongoing basis about how they 
train and develop certain “dual-use foundation models”; (2) calling for the 
establishment of “consensus industry standards, for developing and deploying safe, 
secure, and trustworthy AI systems”; and (3) directing the Department of Justice to 
prevent and address “algorithmic discrimination” in AI.42 

 
• November 2023: Two days after President Biden signed the EO, NIST announced 

the creation of a U.S. AI Safety Institute (USAISI) to “facilitate the development of 
standards for safety, security, and testing of AI models” and “align and coordinate 

 
38 OFFICE OF SCI. AND TECH. POLICY, EXEC. OFF. OF THE PRESIDENT, BLUEPRINT FOR AN AI BILL OF RIGHTS at 23 
(Oct. 2022). 
39 SELECT COMM. ON A.I. OF THE NAT’L SCI. AND TECH. COUNCIL, EXEC. OFF. OF THE PRESIDENT, NATIONAL 
ARTIFICIAL INTELLIGENCE RESEARCH AND DEVELOPMENT STRATEGIC PLAN UPDATE, at 13, 22, 32 (May 2023). 
40 FACT SHEET: Biden-Harris Administration Secures Voluntary Commitments from Leading Artificial Intelligence 
Companies to Manage the Risks Posed by AI, THE WHITE HOUSE (July 21, 2023). The seven signatories were 
Amazon, Anthropic, Google, Inflection, Meta, Microsoft, and OpenAI. Id. 
41 FACT SHEET: Biden-Harris Administration Secures Voluntary Commitments from Eight Additional Artificial 
Intelligence Companies to Manage the Risks Posed by AI, THE WHITE HOUSE (Sept. 12, 2023) The eight signatories 
were Adobe, Cohere, IBM, Nvidia, Palantir, Salesforce, Scale AI, and Stability. Id. 
42 Exec. Order 14110, 88 Fed. Reg. 75191 §§ 4.1(a), 4.2(a), 7.1(a) (Oct. 30, 2023). 
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work” with the UK’s AI Safety Institute,43 which has made addressing 
“misinformation” a key part of its mission.44 

 
• February 2024: President Biden appointed his former economic policy adviser 

Elizabeth Kelly to lead the USAISI, and NIST announced the creation of a U.S. AI 
Safety Institute Consortium (AISIC) to “unite” 200+ AI companies and organizations 
with the federal government to “establish[] the foundations for a new measurement 
science in AI safety”45 and “[d]evelop guidance and benchmarks for identifying and 
evaluating AI capabilities, with a focus on capabilities that could potentially cause 
harm.”46 

 
• July 2024: NIST published a “companion resource” for its AI Risk Management 

Framework, recommending that AI companies “integrate tools” to “[i]dentify patterns 
associated with misinformation or manipulation” and “[e]ngage in due diligence to 
analyze GAI [generative AI] output for harmful content” and “potential 
misinformation.”47 The Biden-Harris White House also announced that Apple had 
agreed to its “voluntary” commitments.48 

 
• August 2024: OpenAI and Anthropic, two of the nation’s largest AI companies, 

signed an agreement with NIST allowing the federal government to “receive access to 
major new models from each company prior to and following their public release.”49 

 
• October 2024: The Biden-Harris White House issued a National Security 

Memorandum (NSM) on AI (1) “formally designat[ing] the AI Safety Institute as 
U.S. industry’s primary port of contact in the U.S. Government” for “pre- and post-
public deployment testing for safety, security, and trustworthiness of frontier AI 
models”; (2) “lay[ing] out strengthened and streamlined mechanisms for the AI 
Safety Institute to partner with national security agencies”; (3) directing the AISI to 
“issue guidance for AI developers on how to test, evaluate, and manage risks to 

 
43 Press Release, U.S. Dep’t of Commerce, At the Direction of President Biden, Department of Commerce to 
Establish U.S. Artificial Intelligence Safety Institute to Lead Efforts on AI Safety (Nov. 1, 2023), 
https://www.commerce.gov/news/press-releases/2023/11/direction-president-biden-department-commerce-establish-
us-artificial. 
44 Press Release, UK Gov’t, Prime Minister launches new AI Safety Institute (Nov. 2, 2023), 
https://www.gov.uk/government/news/prime-minister-launches-new-ai-safety-institute (“The Institute will carefully 
test new types of frontier AI before and after they are released to address the potentially harmful capabilities 
of AI models, including exploring all the risks, from social harms like bias and misinformation.”) (emphasis added). 
45 Press Release, Nat’l Inst. of Standards & Tech., Biden-Harris Administration Announces First-Ever Consortium 
Dedicated to AI Safety (Feb. 8, 2024), https://www.nist.gov/news-events/news/2024/02/biden-harris-administration-
announces-first-ever-consortium-dedicated-ai. 
46 Artificial Intelligence Safety Institute Consortium, 88 Fed. Reg. 75276, 75277 (Nov. 2, 2023). 
47 NAT’L INST. OF STANDARDS & TECH., NO. AI 600-1, ARTIFICIAL INTELLIGENCE RISK MANAGEMENT FRAMEWORK: 
GENERATIVE ARTIFICIAL INTELLIGENCE PROFILE AT 28, 40 (July 2024). 
48 FACT SHEET: Biden-Harris Administration Announces New AI Actions and Receives Additional Major 
Voluntary Commitment on AI, THE WHITE HOUSE (July 26, 2024). 
49 Press Release, Nat’l Inst. of Standards & Tech., U.S. AI Safety Institute Signs Agreements Regarding AI Safety 
Research, Testing and Evaluation with Anthropic and OpenAI (Aug. 29, 2024), https://www.nist.gov/news-
events/news/2024/08/us-ai-safety-institute-signs-agreements-regarding-ai-safety-research. 

Final Report 1757



11 
 

safety, security, and trustworthiness” posed by their models, including “[h]ow to 
develop mitigation measures to prevent malicious or improper use of models”; (4) 
directing federal agencies to “prioritize research” and “pursue partnerships” with the 
private sector to “advance AI safety and trustworthiness,” including “to address the 
malicious use of AI to generate misleading videos or images [] of political or public 
figures”; and (5) “direct[ing] the creation of a Framework to Advance AI Governance 
and Risk Management in National Security,” which “require[s] agencies to monitor, 
assess, and mitigate AI risks” related to “bias and discrimination” and “ensure future 
AI applications are responsible[.]”50 

 
• November 2024: Consistent with the NSM, NIST’s USAISI established a taskforce 

comprised of federal agencies—including the Departments of Defense (DoD) and 
Homeland Security (DHS), the National Security Agency (NSA), and the National 
Institutes of Health (NIH)—to “collaborate on the development of new AI evaluation 
methods and benchmarks” as part of the Biden-Harris Administration’s “whole-of-
government approach to AI safety.”51 
 

These “frameworks,” “blueprints,” and “resources,” are not truly “voluntary.” In reality, 
they are coercive attempts to require AI companies to give government a toehold in the 
development of new AI systems so that it can control the flow of information in and out of AI 
models. As the Committee has previously demonstrated, terms like “harmful bias” and 
“misinformation” are vague and readily weaponized to promote censorship.52 Like the social 
media companies before them, AI developers are likely mindful that the powerful executive 
branch could cripple their businesses with regulatory retaliation, leaving practically no choice 
but to comply with the Biden-Harris Administration’s demands.53  

 
The Biden-Harris Administration has not merely attempted to censor AI covertly—it has 

also regulated AI directly. In October 2023, President Biden issued a sweeping executive order 
(1) requiring AI companies to share information about how they train and develop certain “dual-
use foundation models” with the federal government; (2) calling for the establishment of 
“consensus industry standards, for developing and deploying safe, secure, and trustworthy AI 

 
50 FACT SHEET: Biden-Harris Administration Outlines Coordinated Approach to Harness Power of AI for U.S. 
National Security, THE WHITE HOUSE (Oct. 24, 2024); THE WHITE HOUSE, MEMORANDUM ON ADVANCING THE 
UNITED STATES’ LEADERSHIP IN ARTIFICIAL INTELLIGENCE; HARNESSING ARTIFICIAL INTELLIGENCE TO FULFILL 
NATIONAL SECURITY OBJECTIVES; AND FOSTERING THE SAFETY, SECURITY, AND TRUSTWORTHINESS OF ARTIFICIAL 
INTELLIGENCE (Oct. 24, 2024). 
51 Press Release, U.S. Dep’t of Commerce, U.S. AI Safety Institute Establishes New U.S. Government Taskforce to 
Collaborate on Research and Testing of AI Models to Manage National Security Capabilities & Risks (Nov. 20, 
2024), https://www.commerce.gov/news/press-releases/2024/11/us-ai-safety-institute-establishes-new-us-
government-taskforce. 
52 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF “DISINFORMATION” 
PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO 
CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023). 
53 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE CENSORSHIP-INDUSTRIAL COMPLEX: HOW 
TOP BIDEN WHITE HOUSE OFFICIALS COERCED BIG TECH TO CENSOR AMERICANS, TRUE INFORMATION, AND 
CRITICS OF THE BIDEN ADMINISTRATION (Comm. Print May 1, 2024), at 4-5, 10. 

Final Report 1758



12 
 

systems”; and (3) directing the Department of Justice to prevent and address “algorithmic 
discrimination” in AI.54 The order paves the way for direct government control of the AI market: 
in an October 2024 implementation memorandum, the White House directed NIST to “establish 
an enduring capability to lead voluntary unclassified pre-deployment safety testing of frontier AI 
models on behalf of the United States Government[.]”55 In November 2024, NIST began this 
effort, establishing a task force to “assist in measuring and evaluating AI models.”56 The federal 
government intends to become the AI gatekeeper, ensuring that only models complying with its 
censorship demands are released. In four short years, the Biden-Harris Administration has 
unilaterally changed the AI regulatory landscape from one fostering growth and innovation to 
one in which major AI companies are pressured to give the government the opportunity to test 
drive new AI models before their public release. 

 
AI companies’ efforts to comply with federal directives to reduce alleged bias in their AI 

models may have led to woke, inaccurate outputs and censorship.57 Early in 2024, the 
Committee and Select Subcommittee demonstrated that Alphabet’s (the parent company of 
Google and YouTube) efforts to comply with President Biden’s AI Executive Order and “White 
House Commitments”—including selecting external groups to help combat “[s]ocietal risks” and 
alleged “[r]epresentational and distributional harms”58—may have caused Alphabet’s Gemini AI 
to produce historically inaccurate outputs.59 Testimony from Alphabet employees and nonpublic 
internal company documents confirm that the Biden-Harris White House, NIST, and other 
federal agencies had engaged with the company on so-called “responsible AI” innovation and 
may have been the impetus behind Google’s decision to utilize external testing for certain 
issues.60  

 
54 Exec. Order 14110, 88 Fed. Reg. 75191 §§ 4.1(a), 4.2(a), 7.1(a) (Oct. 30, 2023). 
55 THE WHITE HOUSE, MEMORANDUM ON ADVANCING THE UNITED STATES’ LEADERSHIP IN ARTIFICIAL 
INTELLIGENCE; HARNESSING ARTIFICIAL INTELLIGENCE TO FULFILL NATIONAL SECURITY OBJECTIVES; AND 
FOSTERING THE SAFETY, SECURITY, AND TRUSTWORTHINESS OF ARTIFICIAL INTELLIGENCE (Oct. 24, 2024). 
56 Alexandra Kelley, NIST sets up new task force on AI and national security, NEXTGOV/FCW (Nov. 21, 2024). 
57 See, e.g., Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the 
Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Feb. 6, 2024) (testimony of Greg 
Lukianoff) (“My number one concern with AI . . . is the inherent bias that we’re already baking into it. That’s one of 
the things that scares me the most. And just to give a comical example, we asked ChatGPT to write a poem about 
why Representative Jim Jordan is the best politician in the country. It refused to do that. We ran this for every single 
member of the Committee, and it refused to do this only for Republicans.”); Megan Morrone, Meta AI creates 
ahistorical images, like Google Gemini, AXIOS (Mar. 1, 2024); see also Editorial Board, Meta AI’s false facts about 
Trump shooting are part of a disturbing trend, N.Y. POST (Aug. 3, 2024). 
58 Gemini Team, Gemini: A Family of Highly Capable Multimodal Models, GOOGLE (2024) at 38 (citing the White 
House’s Voluntary AI Commitments); FACT SHEET: President Biden Issues Executive Order on Safe, Secure, and 
Trustworthy Artificial Intelligence, THE WHITE HOUSE (Oct. 30, 2023). 
59 Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to Mr. Daniel F. Donovan, Counsel for 
Alphabet (Mar. 2, 2024) (on file with the Comm.); Adi Robertson, Google apologizes for ‘missing the mark’ after 
Gemini generated racially diverse Nazis, THE VERGE (Feb. 21, 2024); Nico Grant, Google Chatbot’s A.I. Images 
Put People of Color in Nazi-Era Uniforms, N.Y. TIMES (Feb. 22, 2024); Chris Pandolfo, Google to pause Gemini 
image generation after AI refuses to show images of White people, FOX BUSINESS (Feb. 22, 2024). 
60 See, e.g., Transcribed Interview of Google’s AI Principles, Operations, and Governance Lead, H. Comm. on the 
Judiciary (Apr. 11, 2024) (on file with the Comm.) at 35-36, 39, 77. (“Before the White House commitments were 
announced, the Public Policy team had shared with me a draft and asked if I had any opinions on it, if, given my 
experience doing our AI, again, and governance for 5 or so years, if I had any thoughts on what was workable, what 
was not workable, and just share that with the Public Policy team . . . I also identified the areas that we weren’t 
doing and just saying, just calling out we haven’t done, for example, external testing . . . [E]xternal testing was the 

Final Report 1759



13 
 

More generally, government cannot regulate Americans’ speech—including AI models 
and AI-generated content—without inherently weighing in on what viewpoints should be 
favored or disfavored. “Misinformation,” “harmful bias,” “equity,” and other similar terms are 
inherently subjective and easily weaponized to censor political opponents.61 AI-related 
regulations and other government involvement to address alleged misinformation and bias pose a 
serious risk to devolve into pure censorship. Greg Lukianoff, President of the Foundation for 
Individual Rights and Expression (FIRE), testified to the Select Subcommittee that during his 
career as a free speech advocate he has frequently been “shocked” by the degree to which 
censors label “tame, moderate speech” as “hate speech.”62 Indeed, as journalist Lee Fang 
testified to the Select Subcommittee, government decisions about censorship are often 
“politically motivated,” and “government censorship of truthful and accurate speech, rather than 
dispelling conspiracy theories, serves only to exacerbate the erosion of public trust.”63 

 
B. The federal government is funding AI-powered censorship models. 

 
The executive branch of the federal government has poured millions of taxpayer dollars 

into the development of AI-powered tools to mass monitor and censor content,64 leading to the 
censorship of protected speech.65 Beginning in 2021, the NSF’s Convergence Accelerator Track 
F grant program spent millions of dollars on the development of AI-powered tools to combat 
alleged “misinformation,” including one project that aimed to automate the flagging of “bad 
posts” and help social media platforms “[e]xternaliz[e] the difficult responsibility of 
censorship.”66 Likewise, the State Department’s Global Engagement Center (GEC) offered seed 
funding to an AI company offering microtargeting for “behavior change campaigns” targeting 
foreign vaccine hesitancy.67 Under the Biden-Harris Administration, Americans’ taxpayer 

 
only one off the top of my head that I didn’t even think there was maybe another team at Google doing it . . . For the 
White House commitments, the external testing was the one area that we hadn’t already done.”). 
61 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF “DISINFORMATION” 
PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO 
CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023). 
62 Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of 
the Federal Government, 118th Cong. (Feb. 6, 2024) (testimony of Greg Lukianoff). 
63 Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of 
the Federal Government, 118th Cong. (Feb. 6, 2024) (testimony of Lee Fang). 
64 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL SCIENCE 
FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE SPEECH “AT 
SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024). 
65 See, e.g., Gabe Kaminsky, Disinformation Inc: Meet the groups hauling in cash to secretly blacklist conservative 
news, WASH. EXAMINER (Feb. 9, 2023). 
66 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL SCIENCE 
FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE SPEECH “AT 
SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024) at 15; U.S. National Science 
Foundation, Track F: WiseDex // Phase 1 Project Video, YOUTUBE (June 17, 2022), 
https://www.youtube.com/watch?v=18gNRQaQtfw; see also Hearing on the Weaponization of the Federal 
Government Before the Select Subcomm. on the Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 
118th Cong. (Feb. 6, 2024) (testimony of Katelynn Richardson).  
67 Email from the U.S. Embassy in Nairobi, Kenya to State Dep’t Personnel (June 10, 2021) (on file with the 
Comm.). 
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dollars are being spent subsidizing the development of AI-powered technologies that could later 
be used to surveil and silence them. 

 
Other nations have already turned similar tools on their own citizens. During the COVID-

19 pandemic and in the lead-up to the 2021 local elections in the United Kingdom, the British 
government allegedly worked with an AI company to monitor over a million online posts and 
censor journalists, activists, and lawmakers who criticized pandemic policies and other 
government initiatives.68 In 2022, the Canadian government reportedly worked with the same AI 
company to monitor the online activity of truck drivers participating in the “Freedom Convoy” 
lockdown protests.69 

 
C. American regulators want to copy the European Union’s onerous AI regulations. 

 
The EU’s newly passed AI Act requires “[a]ll high-risk AI systems [to] be assessed 

before being put on the market and also throughout their lifecycle” and allows government 
bureaucrats to “ban” any AI model that they deem to pose “unacceptable risks.”70 Allowing the 
government to serve as the gatekeeper of the AI marketplace gives the government extraordinary 
leverage over AI model inputs and outputs, increasing the risk of censorship. Furthermore, with 
such severe consequences for failing to censor sufficiently (in the eyes of the government) and 
the inevitable chilling effect of any government involvement in the regulation of speech, many 
companies might aggressively censor their AI models to ensure they satisfy the expected biases 
of the government reviewers. 

 
Despite these threats to fundamental liberties, some American policymakers have sought 

to imitate the EU’s new law. For example, Colorado’s new Artificial Intelligence Act “shares 
some similarities with the EU AI Act,” imposing steep “obligations relating to documentation, 
disclosures, risk analysis and mitigation, governance, and impact assessments for developers and 
deployers of high-risk AI systems.”71 Similarly, one proposed bill in the New York legislature 
would require registration and government licensing of AI models deemed to be “high-risk” and 
require AI developers to ensure that their models “provide equitable outcomes” and “prevent . . . 
harmful outcomes.”72 In addition, Democrats in Congress have demanded that the Federal 
Election Commission (FEC) censor X’s new Grok-2 AI art generator, citing concerns over the 
need to address alleged “dangerous falsehoods.”73  

 
The Biden-Harris Administration has even sought to deepen cooperation with censorious 

foreign nations on AI regulations. For example, in November 2024, the Administration 

 
68 Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of 
the Federal Government, 118th Cong. (Feb. 6, 2024) (testimony of Lee Fang); see also Lee Fang, Logically.AI of 
Britain and the Expanding Global Reach of Censorship, REALCLEARINVESTIGATIONS (Jan. 25, 2024). 
69 Id. 
70 See EU AI Act: first regulation on artificial intelligence, EUROPEAN PARLIAMENT (Aug. 6, 2023). 
71 Stuart D. Levi et al., Colorado’s Landmark AI Act: What Companies Need to Know; SKADDEN, ARPS, SLATE, 
MEAGHER & FLOM LLP (June 24, 2024); see Colo. Rev. Stat. tit. 6, art. 1, pt. 17 (2024). 
72 Assembly Bill A8195, N.Y. State Leg. 2023-2024 Legis. Session (N.Y. 2023). 
73 Letter from Democratic Members of Congress to Lisa J. Stevenson, Acting Gen. Couns., Fed. Election Comm’n 
(Aug. 26, 2024); see Sean Cooksey (@SeanJCooksey), X (Aug. 27, 2024, 12:38 PM), 
https://x.com/SeanJCooksey/status/1828472171917627729. 
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announced the creation of an International Network of AI Safety Institutes—whose founding 
members include the UK, Canada, and the European Commission—to help guide the U.S.’s AI 
regulatory efforts.74 In April 2024, Secretary of State Antony Blinken and Secretary of 
Commerce Gina Raimondo pledged to work with the EU to “advance and reinforce 
interoperability between AI governance frameworks,” implying that the Biden-Harris 
Administration is seeking to back-door the EU’s AI regulations into the United States.75 And, in 
September 2024, the Biden-Harris Administration joined the Council of Europe’s “Framework 
Convention” on AI, which “offers a legal structure focused on combating instances of 
discrimination resulting from AI system use.”76 Indeed, nonpublic State Department documents 
obtained by the Committee and Select Subcommittee describe how the “U.S. AI Safety Institute 
and others in the interagency have strong working relationships with EU counterparts.”77 The 
U.S. AI Safety Institute met with the EU’s newly created “AI Office,” the entity in charge of 
implementing and enforcing the EU’s AI Act, for the first time in July 2024.78 
 

IV. CONGRESS CAN PREVENT AI-POWERED CENSORSHIP  
 
Congress can legislate to ensure that the federal government does not censor AI models, 

fund AI-powered censorship tools, or use AI to violate Americans’ fundamental freedoms. To 
ensure that American AI leads the world and is developed in accordance with our fundamental 
First Amendment principles, Congress should work to (1) ensure the federal government is not 
inappropriately involved in private AI algorithm or dataset decisions; (2) ban funding of AI 
research related to content moderation; (3) end foreign collaboration on AI regulations involving 
lawful speech; and (4) stop censorious AI regulations. 

 
1.  The federal government should not be involved in AI algorithm or dataset decisions for 

lawful speech.  
 
The Committee and Select Subcommittee have shown that numerous executive branch 

agencies have coerced and colluded with social media companies to censor lawful American 
speech directly79 and by proxy.80 The federal government should not be allowed to require 

 
74 Tharin Pillay, U.S. Gathers Global Group to Tackle AI Safety Amid Growing National Security Concerns, TIME 
(Nov. 21, 2024). 
75 U.S-EU Joint Statement of the Trade and Technology Council, THE WHITE HOUSE (Apr. 5, 2024). 
76 Alexandra Kelley, U.S. joins Council of Europe’s AI and human rights framework, NEXTGOV/FCW (Sept. 6, 
2024). 
77 U.S. State Dep’t Memorandum on EU Digital Issues (on file with the Comm.). 
78 Id.; see European AI Office, EUROPEAN COMM’N (last visited Dec. 16, 2024). 
79 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE CENSORSHIP-INDUSTRIAL COMPLEX: HOW 
TOP BIDEN WHITE HOUSE OFFICIALS COERCED BIG TECH TO CENSOR AMERICANS, TRUE INFORMATION, AND 
CRITICS OF THE BIDEN ADMINISTRATION (Comm. Print May 1, 2024); STAFF OF THE H. COMM. ON THE JUDICIARY 
AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 
118TH CONG., THE FBI’S COLLABORATION WITH A COMPROMISED UKRAINIAN INTELLIGENCE AGENCY TO CENSOR 
AMERICAN SPEECH (Comm. Print July 10, 2023). 
80 See, e.g., STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF 
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF “DISINFORMATION” 
PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO 
CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023). 
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compliance with, or condition federal funding on, an AI company’s policies governing 
moderation of lawful speech, model inputs or outputs, algorithms, or information sharing 
practices. 
 
2. Congress should not fund content moderation-related AI research.  

 
The Committee and Select Subcommittee have uncovered the federal funding of AI-

powered censorship tools81 and investigated federally funded companies and organizations using 
AI to demonetize and deplatform conservative news organizations.82 The executive branch 
should not be allowed to fund (1) research into AI-powered tools for content moderation or 
combatting so-called mis-, dis-, or malinformation;83 or (2) research seeking to measure or 
counter issues relating to the fairness, bias, equity, or other “societal risk” of a private company’s 
AI model. New and developing censorious technologies represent a threat of a different 
magnitude to online speech and thus the modern town square. At a minimum, American 
taxpayers should not be funding tools that may take away one of their most important 
fundamental rights. 
 
3. The U.S. should not follow or take part in collaborative global AI regulation efforts of lawful 

speech. 
 
 The U.S. should not look abroad for inspiration when it comes to regulating and using AI. 
Foreign governments have worked with AI companies to systematically censor their citizens’ 
online speech and passed new AI laws facilitating government censorship of this critical 
technology, including the EU’s AI Act.84 Government-sponsored censorship programs similar to 

 
81 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. 
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL SCIENCE 
FOUNDATION: HOW NSF IS FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE SPEECH “AT 
SCALE” AND TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024). 
82 Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to Daniel J. Rogers, Exec. Dir., Global 
Disinformation Index (Mar. 10, 2023); Hearing on the Weaponization of the Federal Government Before the Select 
Subcomm. on the Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Mar. 9, 2023) 
(testimony of Matt Taibbi) (“For every government agency scanning Twitter, there were perhaps 20 quasi-private 
entities doing the same, including Stanford’s Election Integrity Project, NewsGuard, the Global Disinformation 
Index, and others, many taxpayer-funded.”); STAFF OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., GARM’S 
HARM: HOW THE WORLD’S BIGGEST BRANDS SEEK TO CONTROL ONLINE SPEECH (Comm. Print July 10, 2024) 
(“GARM pushes its members to use news rankings organizations, like the Global Disinformation Index (GDI) and 
NewsGuard, that disproportionately label right-of-center news outlets as so-called misinformation.”); see also Under 
the Microscope: Examining the Censorship-Industrial Complex and its Impact on American Small Business: 
Hearing Before the H. Comm. on Small Business, 118th Cong. (June 26, 2024). 
83 See also STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE 
FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A 
“CYBERSECURITY” AGENCY COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS 
(Comm. Print June 26, 2023) at 10 (“According to CISA’s own definition, ‘[m]alinformation is based on fact, but 
used out of context to mislead, harm, or manipulate.’ In other words, malinformation is factual information that is 
objectionable not because it is false or untruthful, but because it is provided without adequate ‘context’—context as 
determined by the government.”) (footnote omitted) (emphasis in original). 
84 Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of 
the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Feb. 6, 2024) (testimony of Lee Fang); Artificial 
Intelligence, Free Speech, and the First Amendment, FOUND. FOR INDIVIDUAL RIGHTS AND EXPRESSION, 
https://www.thefire.org/research-learn/artificial-intelligence-free-speech-and-first-amendment (last accessed Aug. 
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these are bad policy and are likely unconstitutional in the United States.85 Congress should also 
exercise careful oversight of collaborative international efforts to regulate AI. 

4. Federal regulatory authority over AI could result in censorship.

AI regulations—even if they do not specifically address AI-produced speech—could 
provide government officials with enormous leverage to coerce companies to suppress certain 
types of lawful speech.86 As FIRE President Greg Lukianoff testified to the Select 
Subcommittee, “the most chilling threat that the government poses in the context of emerging AI 
is regulatory overreach that limits its potential as a tool for contributing to human knowledge. A 
regulatory panic could result in a small number of Americans deciding for everyone else what 
speech, ideas, and even questions are permitted in the name of ‘safety’ or ‘alignment.’”87 Indeed, 
allowing for the “decentralized development and use of AI” is the best way to protect against 
bias and other blind spots.88 

Accordingly, Congress should not permit the executive branch to involve itself in the 
training or moderation of AI models, particularly as it relates to efforts to mitigate so-called 
“harmful bias” and “inequity” or address “algorithmic discrimination.” And Congress should not 
pass legislation enacting an AI regulatory scheme similar to the EU’s AI Act, which gives 
bureaucrats the ability to regulate or ban AI models based on their perceived “risk.”89 

The Committee passed the Censorship Accountability Act, which allows Americans to 
hold accountable public officials who work with tech companies to censor their First 
Amendment protected speech—including AI-generated speech.90 In addition, the Free Speech 
Protection Act requires federal agencies to regularly publish all content moderation-related 
communications between federal employees and tech companies, including discussions about AI 
model inputs or outputs.91 Congress should pass these important bills and continue to work to 
safeguard Americans’ right to think and speak freely in the digital town square. 

23, 2024); see also Lee Fang, Logically.AI of Britain and the Expanding Global Reach of Censorship, 
REALCLEARINVESTIGATIONS (Jan. 25, 2024). 
85 See generally Artificial Intelligence, Free Speech, and the First Amendment, FOUND. FOR INDIVIDUAL RIGHTS 
AND EXPRESSION, https://www.thefire.org/research-learn/artificial-intelligence-free-speech-and-first-amendment 
(last accessed Aug. 23, 2024); J.D. Tuccille, E.U.’s Digital Services Act Threatens Americans’ Free Speech, 
REASON (June 5, 2023) (describing how legislative changes in the United States similar to the EU’s Digital Services 
Act “would run afoul of the First Amendment”). 
86 Hearing on the Weaponization of the Federal Government Before the Select Subcomm. on the Weaponization of 
the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Feb. 6, 2024) (testimony of Greg Lukianoff). 
87 Id. 
88 Id. 
89 AI Act, EUROPEAN COMM’N, https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai (last 
accessed Aug. 23, 2024). 
90 Censorship Accountability Act, H.R. 4848, 118th Cong. (2023). 
91 Free Speech Protection Act, H.R. 4791, 118th Cong. (2023). 
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