I1. The government’s use of non-governmental entities to censor Americans by proxy

The Select Subcommittee’s oversight revealed how the federal government also worked
with third parties to target and censor Americans’ speech, including (1) how the Cybersecurity
and Infrastructure Security Agency (CISA) used proxies and partners to target and censor
Americans’ election-related speech;* and (2) how the National Science Foundation (NSF) has
funded and supported the development of Al-powered tools that would supercharge the
government’s ability to censor disfavored speech.®

On November 6, 2023, the Select Subcommittee issued a report, “The Weaponization of
‘Disinformation’ Pseudo-Experts and Bureaucrats: How the Federal Government Partnered with
Universities to Censor Americans’ Political Speech,” detailing how Stanford University and
other partners created the Election Integrity Partnership (EIP), a consortium of “disinformation”
academics led by the Stanford Internet Observatory (SIO), that worked directly with the
Department of Homeland Security (DHS) and the State Department’s Global Engagement Center
(GEC) to monitor and censor Americans’ online speech in advance of the 2020 presidential
election.’” Created in the summer of 2020 “at the request of DHS/CISA,” the EIP provided a way
for the federal government to launder its censorship activities in an effort to bypass both the First
Amendment and public scrutiny.*® The Select Subcommittee uncovered how the EIP sent
thousands of Americans’ social media posts directly to Big Tech, often with specific
recommendations on how Big Tech should censor the posts.® The flagged posts included true
information, jokes, and political opinions.*

The Select Subcommittee has shown that CISA’s unconstitutional censorship efforts have
continued well beyond the 2020 election. In particular, the Select Subcommittee’s June 26, 2023
report, “The Weaponization of CISA: How a ‘Cybersecurity’ Agency Colluded with Big Tech
and ‘Disinformation” Partners to Censor Americans,” revealed that, instead of focusing on
legitimate cybersecurity threats, CISA turned its focus to alleged domestic misinformation,
disinformation, and malinformation (MDM) and metastasized into the nerve center of the federal

35 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF
THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND
BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’
PoLITICAL SPEECH (Comm. Print Nov. 6, 2023); STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON
THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION
OF CISA: HOW A “CYBERSECURITY”” AGENCY COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO
CENSOR AMERICANS (Comm. Print June 26, 2023).

36 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’ T OF
THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE NATIONAL SCIENCE FOUNDATION:
How NSF Is FUNDING THE DEVELOPMENT OF AUTOMATED TOOLS TO CENSOR ONLINE SPEECH “AT SCALE” AND
TRYING TO COVER UP ITS ACTIONS (Comm. Print Feb. 5, 2024).

37 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF
THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND
BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’
POLITICAL SPEECH (Comm. Print Nov. 6, 2023).
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government’s domestic surveillance and censorship operations on social media.** The report
detailed how under Director Jen Easterly’s tenure: (1) CISA has “work[ed] with federal partners
to mature a whole-of-government approach” to curbing alleged misinformation and
disinformation; (2) CISA considered the creation of an anti-misinformation “rapid response
team” capable of physically deploying across the country; (3) CISA moved its censorship
operation to a CISA-funded non-profit after the states of Missouri and Louisiana, along with
several other plaintiffs, sued CISA and the Biden-Harris Administration in federal court; (4)
CISA wanted to use the same CISA-funded non-profit as its mouthpiece to “avoid the
appearance of government propaganda”; and (5) members of CISA’s advisory committee
internally worried that it was “only a matter of time before someone realizes we exist and starts
asking about our work.”*?

The Select Subcommittee also documented how the federal government has poured
millions of taxpayer dollars into automating censorship and propaganda technologies.*® The
Select Subcommittee’s February 5, 2024 report, “The Weaponization of the National Science
Foundation: How NSF is Funding the Development of Automated Tools to Censor Online
Speech “At Scale” and Trying to Cover Up Its Actions,” detailed the NSF’s funding of Al-
powered censorship and propaganda tools, and its repeated efforts to hide its actions to avoid
political and media scrutiny.* In the name of combatting alleged misinformation regarding
COVID-19 and the 2020 presidential election, the NSF issued multi-million-dollar grants to
university and non-profit research teams to develop Al-powered censorship and propaganda tools
that can be used by governments and Big Tech to shape public opinion by restricting certain
viewpoints and promoting others.*® Non-public documents obtained by the Select Subcommittee
demonstrate that these federal bureaucrats, “disinformation” researchers, and non-profit groups
understood that their actions—*“content moderation” and combatting so-called misinformation—
amounted to “censorship.”*® Yet, the NSF forged ahead, supporting new technologies that would
essentially enable the censorship of online speech at scale.*” These documents also revealed a
years-long, intentional effort by the NSF to hide its role in funding these censorship and
propaganda tools from media and political scrutiny.*®

From working with third parties to set up a consortium of “disinformation” pseudo-
scientists to flag Americans’ social media posts for censorship, to relocating its censorship
activities to a government-funded non-profit, to funding university and non-profit research teams
to build censorship and propaganda tools, the Select Subcommittee has shown how the federal

41 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF
THE H. COMM. ON THE JUDICIARY, 118 TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY
COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26,
2023).
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government has consistently attempted to bypass the First Amendment and public scrutiny by
laundering its censorship activities through third parties.
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EXECUTIVE SUMMARY

Following the 2016 presidential election, a sensationalized narrative emerged that foreign
“disinformation” affected the integrity of the election. These claims, fueled by left-wing election
denialism about the legitimacy of President Trump’s victory, sparked a new focus on the role of
social media platforms in spreading such information.! “Disinformation” think tanks and
“experts,” government task forces, and university centers were formed, all to study and combat
the alleged rise in alleged mis- and disinformation. As the House Committee on the Judiciary and
the Select Subcommittee on the Weaponization of the Federal Government have shown
previously, these efforts to combat so-called foreign influence and misinformation quickly
mutated to include domestic—that is, American—speech.?

The First Amendment to the Constitution rightly limits the government’s role in
monitoring and censoring Americans’ speech, but these disinformation researchers (often
funded, at least in part, by taxpayer dollars) were not strictly bound by these constitutional
guardrails. What the federal government could not do directly, it effectively outsourced to the
newly emerging censorship-industrial complex.

Enter the Election Integrity Partnership (EIP), a consortium of “disinformation”
academics led by Stanford University’s Stanford Internet Observatory (SIO) that worked directly
with the Department of Homeland Security and the Global Engagement Center, a multi-agency
entity housed within the State Department, to monitor and censor Americans’ online speech in
advance of the 2020 presidential election. Created in the summer of 2020 “at the request” of the
Cybersecurity and Infrastructure Security Agency (CISA),? the EIP provided a way for the
federal government to launder its censorship activities in hopes of bypassing both the First
Amendment and public scrutiny.

In the lead-up to the 2020 election, amid the COVID-19 pandemic, the American public
and lawmakers debated the merits of unprecedented, mid-election-cycle changes to election
procedures.* These issues, like all contemporary discourse about questions of political import,
were extensively discussed on the world’s largest social media platforms—the modern town
square. But as American citizens, including candidates in these elections, attempted to exercise
their First Amendment rights on these platforms, their constitutionally protected speech was
intentionally suppressed as a consequence of the federal government’s direct coordination with

! See, e.g., Tim Starks, Russian trolls on Twitter had little influence on 2016 voters, WASH. POST (Jan. 9, 2023)
(“The study, which the New York University Center for Social Media and Politics helmed, explores the limits of
what Russian disinformation and misinformation was able to achieve on one major social media platform in the
2016 elections.”); id. (“There was no measurable impact on ‘political attitudes, polarization, and vote preferences
and behavior’ from the Russian accounts and posts.”).

2 See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H. COMM. ON
THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY COLLUDED WITH
BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023).

3 Email from Graham Brookie to Atlantic Council employees (July 31, 2020, 5:54 PM) (on file with the Comm.).

4 See, e.g., REPUBLICAN STAFF OF THE H. COMM. ON THE JUDICIARY AND THE COMM. ON OVERSIGHT AND REFORM,
116TH CONG., HOW DEMOCRATS ARE ATTEMPTING TO SOW UNCERTAINTY, INACCURACY, AND DELAY IN THE 2020
ELECTION (Sept. 23, 2020); see also Changes to election dates, procedures, and administration in response to the
coronavirus (COVID-19) pandemic, 2020, BALLOTPEDIA (last visited Nov. 3, 2023).
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third-party organizations, particularly universities, and social media platforms.> Speech
concerning elections—the process by which Americans select their representatives—is of course
entitled to robust First Amendment protections.® This bedrock principle is even more critical as it
relates to speech by political candidates.” But as disinformation “experts” acknowledge, the
labeling of any kind of speech is “inherently political”® and itself a form of “censorship.””

This interim staff report details the federal government’s heavy-handed involvement in
the creation and operation of the EIP, which facilitated the censorship of Americans’ political
speech in the weeks and months leading up to the 2020 election. This report also publicly reveals
for the first time secret “misinformation” reports from the EIP’s centralized reporting system,
previously accessible only to select parties, including federal agencies, universities, and Big
Tech. The Committee and Select Subcommittee obtained these nonpublic reports from Stanford
University only under the threat of contempt of Congress. These reports of alleged mis- and
disinformation were used to censor Americans engaged in core political speech in the lead up to
the 2020 election.

As this new information reveals, and this report outlines, the federal government and
universities pressured social media companies to censor true information, jokes, and political
opinions. This pressure was largely directed in a way that benefitted one side of the political
aisle: true information posted by Republicans and conservatives was labeled as “misinformation”
while false information posted by Democrats and liberals was largely unreported and untouched
by the censors. The pseudoscience of disinformation is now—and has always been—nothing
more than a political ruse most frequently targeted at communities and individuals holding views
contrary to the prevailing narratives.

The EIP’s operation was straightforward: “external stakeholders,” including federal
agencies and organizations funded by the federal government, submitted misinformation reports

5 See Missouri v. Biden, No. 23-30445, (5th Cir. Oct. 3, 2023), ECF No. 268-1 (affirming preliminary injunction in
part); Missouri v. Biden, No. 3:22-cv-01213 (W.D. La. Jul. 4, 2023), ECF No. 293 (memorandum ruling granting
preliminary injunction).

6 See, e.g., Snyder v. Phelps, 562 U.S. 443, 452 (2011) (“[S]peech on public issues occupies the highest rung of the
hierarchy of First Amendment values”) (quoting Connick v. Myers, 461 U.S. 138, 145 (1983)); Ariz. Free Enter.
Club’s Freedom Club PAC v. Bennett, 564 U.S. 721, 755 (2011) (internal quotation marks and citation

omitted) (The First Amendment protects the “profound national commitment to the principle that debate on public
issues should be uninhibited, robust, and wide-open.”); see also Mclntyre v. Ohio Elections Comm’n, 514

U.S. 334, 346 (1995) (cleaned up) (“There is practically universal agreement that a major purpose of the
Amendment was to protect the free discussion of governmental affairs, of course including discussions of
candidates.”).

7 “The First Amendment ‘has its fullest and most urgent application precisely to the conduct of campaigns for
political office,”” FEC v. Cruz, 142 S. Ct. 1638, 1650 (2022) (quoting Monitor Patriot Co. v. Roy, 401 U.S. 265, 272
(1971)); see also Buckley v. Valeo, 424 U.S. 1, 52 (1976) (A candidate “has a First Amendment right to engage in
the discussion of public issues and vigorously and tirelessly to advocate his own election.”).

8 Email from Suzanne Spaulding (Google Docs) to Kate Starbird (May 16, 2022, 6:27 PM) (on file with the
Comm.); see also Kate Starbird et al., Proposal to the National Science Foundation for “Collaborative Research:
SaTC: Core: Large: Building Rapid-Response Frameworks to Support Multi-Stakeholder Collaborations for
Mitigating Online Disinformation” (Jan. 29, 2021) (unpublished proposal) (on file with the Comm.) (“The study of
disinformation today invariably includes elements of politics.”).

9 Team F-469 First Pitch to NSF Convergence Accelerator, UNIV. OF MICH., at 1 (presentation notes) (Oct. 27, 2021)
(on file with the Comm.).
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directly to the EIP. The EIP’s misinformation “analysts” next scoured the internet for additional
examples for censorship. If the submitted report flagged a Facebook post, for example, the EIP
analysts searched for similar content on Twitter, YouTube, TikTok, Reddit, and other major
social media platforms. Once all of the offending links were compiled, the EIP sent the most
significant ones directly to Big Tech with specific recommendations on how the social media
platforms should censor the posts, such as reducing the posts’ “discoverability,” “suspending [an
account’s] ability to continue tweeting for 12 hours,” “monitoring if any of the tagged influencer
accounts retweet” a particular user, and, of course, removing thousands of Americans’ posts.°

Government agencies and disinformation “experts” are quick to cite the need to combat
foreign actors attempting to undermine American elections as a justification for this censorship
regime. While foreign states do attempt to conduct influence operations, the Committee’s and
Select Subcommittee’s investigation has revealed that the true focus and purpose of the censors’
“election integrity” work was to target the very Americans they claim to protect. Instead of
targeting foreign or inauthentic accounts, the EIP targeted Americans, disproportionately
candidates and commentators with conservative viewpoints. And despite its stated purpose to
combat “disinformation,” the EIP worked with social media companies to censor true
information, jokes and satire, and political opinions.

10 See, e.g., EIP-581, submitted by [REDACTED], ticket created (Nov. 2, 2020, 2:36 PM) (archived Jira ticket data
produced to the Comm.); EIP-673, submitted by [REDACTED], ticket created (Nov. 3, 2020, 11:51 AM) (archived
Jira ticket data produced to the Comm.) (citing Mike Coudrey, TWITTER (Nov. 3, 2020, 10:13 AM),
https://twitter.com/MichaelCoudrey/status/1323644406998597633); EIP-638, submitted by [REDACTED], ticket
created (Nov. 3, 2020, 9:23 AM) (archived Jira ticket data produced to the Comm.).
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Who was being censored?

President Donald J. Trump
Senator Thom Tillis

Speaker Newt Gingrich
Governor Mike Huckabee
Congressman Thomas Massie
Congresswoman Marjorie Taylor
Greene

Newsmax

The Babylon Bee

Sean Hannity

Mollie Hemingway

Harmeet Dhillon

Charlie Kirk

Candace Owens

Jack Posobiec

Tom Fitton

James O’Keefe

Benny Johnson

Michelle Malkin

Sean Davis

Dave Rubin

Paul Sperry

Tracy Beanz

Chanel Rion

An untold number of everyday
Americans of all political affiliations
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What was being censored?

e True information
e Jokes and satire
e Political opinions

Harmeet K. Dhillon &

@pnjaban
Polling is going smoothly in many parts of Pennsylvania according to my
colleagues. Have spoken to multiple lawyers there. But Philadelphia has

rampant problems. Is the Democrat AG Shapiro - who is on the ballot —
giving them cover? We are documenting and handling this. VOTE! 2=

11:14 AM - Nov 3, 2020

Newt Gingrich &

@newtgingrich
Pennsylvania democrats are methodically changing the rules so they can
steal the election. It is amazingly open, dishonest, ruthless and will work

unless the state ( especially Philadelphia) is flooded with law
enforcement.

3:53 PM - Oct 23, 2020

As part of this report, the Committee and Select Subcommittee are releasing all of the
previously secret, archived data the Committee has obtained pursuant to a subpoena issued to
Stanford University, which Stanford produced only after the threat of contempt.!! In the lead-up
to the 2020 election, the Department of Homeland Security (DHS) had the ability to see what
American speech was being censored. Today, as a result of the Committee’s and Select
Subcommittee’s investigation, political candidates, journalists, and all Americans have the
opportunity to see if they were targeted by their government and what viewpoints DHS,
Stanford, and others worked to censor. While the EIP disproportionately targeted conservatives,
Americans of all political affiliations were victims of censorship.

The First Amendment prohibits the government from “abridging the freedom of speech”
and protects “the right of the people . . . to petition the Government.”!? The ability of Americans
to criticize the government and its policies is a fundamental and sacrosanct principle of our
constitutional republic. The Supreme Court has long recognized that for “core political speech”
“the importance of First Amendment protections is at its zenith.”!> Moreover, as constitutional
scholars have explained: “Because the First Amendment bars ‘abridging’ the freedom of speech,

1 See App’x I1.
12U.S. Const. amend. I.
13 Meyer v. Grant, 486 U.S. 414, 420, 425 (1988) (internal quotation marks omitted).
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any law or government policy that reduces that freedom on the [social media] platforms . . .
violates the First Amendment.”'*

The government may not dictate the type or terms of the criticism to which it is subject,
even when—especially when—the government disagrees with the merits of that criticism. To
inform potential legislation, the Committee and the Select Subcommittee have been investigating
the Executive Branch’s collusion with third-party intermediaries, including universities, to
censor protected speech on social media.

The Committee and the Select Subcommittee are responsible for investigating
“violation[s] of the civil liberties of citizens of the United States.”!> In accordance with this
mandate, this interim staff report on CISA’s violations of the First Amendment and other
unconstitutional activities fulfills the obligation to identify and report on the weaponization of
the federal government against American citizens. The Committee’s and Select Subcommittee’s
investigation remains ongoing. CISA still has not adequately complied with a subpoena for
relevant documents, and more fact-finding is necessary. In order to better inform the
Committee’s legislative efforts, the Committee and Select Subcommittee will continue to
investigate how the Executive Branch worked with social media platforms and other
intermediaries to censor disfavored viewpoints in violation of the U.S. Constitution.

14 Philip Hamburger, How the Government Justifies Its Social-Media Censorship, WALL ST. J. (June 9, 2023).
S H. Res. 12 § 1(b)(E).
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GLOSSARY OF KEY TERMS & NAMES

Term/Name Organization Description/Definition
CFITF CISA’s Countering | Department of Homeland Security (DHS) Task
Foreign Influence Force under the Cybersecurity & Infrastructure
Task Force (CFITF) | Security Agency (CISA) which brought together
DHS components, including DHS Intelligence
and Analysis and others to look at the broader
foreign influence and disinformation challenge
based on the U.S. intelligence community’s 2017
assessment of foreign influence. In 2021, the
CFITF name was changed to Mis-, Dis-. and
Malinformation Team (“MDM Team”).
CIP Center for an Informed | University of Washington’s Center for an
Public Informed Public’s mission is to resist strategic
misinformation, promote an informed society and
strengthen democratic discourse. One of the four
founding members of the EIP.
CIS Center for Internet CIS is a CISA-funded, nonprofit that channeled
Security (CIS) reports of mis- and disinformation from state and
local government officials to social media
platforms.
CISA The Department of | The Cybersecurity & Infrastructure Security
Homeland Security’s | Agency (CISA), a component of the Department
Cybersecurity and of Homeland Security, has stated that one of its
Infrastructure Security | goals is to build “resiliency to foreign influence
Agency operations and disinformation . . . in close
partnership with the interagency, private sector,
academia, and international stakeholders.”
DFRLab The Atlantic Council’s | The Atlantic Council’s DFRIab is dedicated to
Digital Forensic operationalizing the study of disinformation,
Research Lab tracking information campaigns, exposing
attempts to pollute the information space, and
building digital resilience. One of the four
founding members of the EIP.
DHS I&A DHS Intelligence and | DHS I&A specializes in sharing unique
Analysis intelligence and analysis with operators and
decision-makers to identify and mitigate threats
to the homeland.
Disinformation CISA defines disinformation as “deliberately

created to mislead, harm, or manipulate a person,
social group, organization, or country.”




Final Report 1777

EI-ISAC Elections The EI-ISAC operated as an intermediary
Infrastructure between state and local election officials and the
Information Sharing & | social media platforms, offering a centralized
Analysis Center reporting mechanism.
EIP Election Integrity Originally named the “Election Disinformation
Partnership (“EIP”) | Partnership,” the EIP was a collaborative project
to develop real-time misinformation response
capabilities. The EIP worked with a number of
“external stakeholders,” including the federal
government. The four original members at the
EIP were:
e Stanford Internet Observatory;
e the University of Washington, Center for
an Informed Public;
e Graphika; and
e The Atlantic Council’s Digital Forensic
Research Lab (DFRLab).
FITF The FBI’s Foreign In 2017, the Federal Bureau of Investigation
Influence Task Force | (FBI) established the Foreign Influence Task
(FITF) Force (FITF) to identify and counteract malign
foreign influence operations targeting the United
States.
GEC Department of State, | The GEC is a multi-agency organization housed
Global Engagement | within the State Department tasked with
Center identifying and combating foreign propaganda
and disinformation.
Graphika Graphika, digital Graphika is a social media analytics platform that
intelligence company | specializes in monitoring online networks as well
as content to provide insights on the spread of
information.
Hale, Geoff Senior CISA official
Jira Jira Software system | Jira is a software system used to create tickets to
assist with project management. The EIP used
JIRA tickets to track and share misinformation
reports with large social media companies, the
government, and other parties.
Krebs, Chris Former CISA Director
Malinformation CISA defines malinformation as “based on fact,
but used out of context to mislead, harm, or
manipulate.”
MDM Misinformation, Disinformation, and
Malinformation
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MDM CISA Cybersecurity | The MDM Subcommittee, which has since
Subcommittee | Advisory Committee’s | disbanded, played an advisory role, and consisted
(CSAC) of Big Tech executives, former federal
Subcommittee on government officials, and academic
“Protecting Critical | misinformation “experts.” The MDM
Infrastructure from | Subcommittee meetings featured CISA
Misinformation & participants.
Disinformation”
MDM Team CISA’s Mis-, Dis, and | In January 2021, CISA transitioned its
(CISA) Malinformation Team | Countering Foreign Influence Task Force to
(formerly CISA’s promote more flexibility to focus on general
Countering Foreign | MDM, or so-called “Mis-, Dis-, and
Influence Task Force | Malinformation.” According to CISA’s website
(CFITF) in February 2023, the MDM team was “charged
with building national resilience to MDM and
foreign influence activities.” CISA publicly
posted that “[f]oreign and domestic threat actors
use MDM campaigns to cause chaos, confusion,
and division.”

Misinformation CISA defines misinformation as “false, but not
created or shared with the intention of causing
harm.”

MS-ISAC Multi-State MS-ISAC is a joint-CISA supported
Information Sharing & | collaboration with the Center for Internet
Analysis Center Security (CIS) designed to serve as the central
cybersecurity resource for the nation’s state,
local, territorial, and tribal (SLTT) governments.
Scully, Brian Former Head of
CISA’s CFITF (later
MDM team)
S10 Stanford Internet SIO is a cross-disciplinary laboratory, within
Observatory Stanford University’s Cyber Policy Center, for

the study of abuse in information technologies,
with a focus on the misuse of social media.

Stamos, Alex

SIO Director; former
Chief Security Officer
at Facebook
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I. CISA’S ROLE IN THE CREATION OF THE EIP

The Election Integrity Partnership (EIP) was established in July 2020, and consisted of
the nation’s self-described “leading institutions focused on understanding misinformation and
disinformation in the social media landscape: the Stanford Internet Observatory, the University
of Washington’s Center for an Informed Public (CIP), Graphika, and the Atlantic Council’s
Digital Forensic Research Lab.”!® According to the EIP’s postmortem report about its censorship
activities during the 2020 election cycle, the EIP’s goals included “[1]dentify[ing]
misinformation before it goes viral,” and “flag[ging] policy violations to [social media]
platforms.”!”

Led by Stanford, the EIP was devised and founded in close coordination with CISA, a
little-known agency within the Department of Homeland Security (DHS), created less than two
years earlier.!® Stanford and others, in collaboration with the federal government, established the
EIP for the express purpose of violating Americans’ civil liberties: because no federal agency
“has a focus on, or authority regarding, election misinformation originating from domestic
sources within the United States,” there is “a critical gap for non-governmental entities to fill.””!"
CISA and Stanford created the EIP to bridge this “critical gap”—an unconstitutional workaround
for unconstitutional censorship.

A. CISA’s Precursor Censorship Efforts

The creation of EIP did not occur in a vacuum. Before EIP’s origination in the summer of
2020, CISA was directly or indirectly involved with the operation or consideration of at least
three other “misinformation” reporting channels: (1) switchboarding; (2) the Elections
Infrastructure Information Sharing and Analysis Center (EI-ISAC); and (3) a “Misinformation
Reporting Portal” to be operated by the Center for Internet Security (CIS), a non-profit funded in
part by CISA.%

The constitutional defects with these reporting channels notwithstanding, CISA and
“disinformation” experts recognized that they needed another avenue to monitor and remove
Americans’ speech in the lead-up to the 2020 election. The EIP served that role, functioning in
the words of the head of EIP (and former Chief Security Office at Facebook) Alex Stamos as the
“one-stop shop for local election officials, DHS, and voter protection organizations” to work

16 ELECTION INTEGRITY P’SHIP, THE LONG FUSE: MISINFORMATION AND THE 2020 ELECTION, at 2 (Eden Beck, ed.,
2021).

71d. at 6.

18 Id. at 2; see also STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H.
COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY
COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26,
2023).

19 ELECTION INTEGRITY P’SHIP, supra note 16, at v.

20 See generally STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H.
COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY
COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26,
2023).
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directly with social media platforms to censor the speech of American political candidates and
commentators.*!

1. Switchboarding, Disclaimers, and the Threat of Government Retaliation

“Switchboarding” describes the federal government’s practice of referring requests for
the removal of content on social media from state and local election officials to the relevant
platforms.?? CISA personnel involved in the agency’s switchboarding operation have described it
as a “resource intensive” process.>’ Documents and information obtained by the Committee and
the Select Subcommittee reveal that CISA knew serious legal and constitutional concerns were
implicated by switchboarding (a process DHS Secretary Mayorkas testified that CISA no longer
participates in).?* CISA’s inclusion of a lengthy—and ever-changing—legal disclaimer betrays
that internally the agency understood that there were serious legal questions with the federal
government’s engaging in this type of direct communication with social media platforms
regarding Americans’ posts and content. Though the disclaimer ostensibly served as a written
commitment against government retaliation, ironically, CISA’s disclaimer actually spelled out
how the federal government’s multi-agency approach to censorship provided a number of
avenues for government retaliation if the companies did not comply.

DHS’s efforts to assist with the reporting of “mis- and disinformation” on social media
platforms pre-date the creation of CISA. Former CISA Director Christopher Krebs testified in a
transcribed interview with the Committee and Select Subcommittee that CISA’s predecessor, the
National Protection and Programs Directorate (NPPD), engaged in switchboarding prior to the
creation of CISA.?* After CISA’s creation, switchboarding continued throughout the 2020
election cycle, but was discontinued for the 2022 election.?®

DHS—in litigation and before the Committee—has insisted that CISA’s
“switchboarding” role was only that of an intermediary facilitating the sharing of reports, but not
playing a substantive role in the “misinformation” reporting process. For example, DHS
Secretary Mayorkas testified to the Committee in July 2023 that “what it amounted to was
serving as an intermediary between election officials and social media companies; we were not
making a judgment.”?’ Head of CISA’s Countering Foreign Influence Task Force, Brian Scully,
testified during his deposition in Missouri v. Biden that switchboarding was “CISA’s role in
forwarding reporting received from election officials . . . to social media platforms.”*® But
documents obtained by the Committee and Select Subcommittee reveal that “switchboarding”

2! Email from Alex Stamos to Nextdoor employee (Aug. 4, 2020, 4:33 PM) (on file with the Comm.).

22 Missouri v. Biden, No. 3:22-cv-01213 (W.D. La. 2022), ECF No. 209 (Deposition of Brian Scully) (hereinafter
“Scully Dep.”) at 17:1-8.

B Id. at 62:15-22.

2% Hearing on the Oversight of the U.S. Department of Homeland Security Before the H. Comm. on the Judiciary,
118th Cong. (July 26, 2023).

25 House Judiciary Committee’s Transcribed Interview of Christopher Krebs (Oct. 11, 2023), at 7-8 (on file with the
Comm.).

26 Scully Dep., supra note 22, at 21:19-22:14.

27 Hearing on the Oversight of the U.S. Department of Homeland Security Before the H. Comm. on the Judiciary,
118th Cong. (July 26, 2023) (emphasis added).

28 Scully Dep., supra note 22, at 23:24-24:2.
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could include more substantive interactions. For example, in one email chain, a senior CISA
official explained to the Office of the Colorado Secretary of State how Twitter had handled
flagged parody accounts previously and how Twitter is likely to handle the accounts being
flagged in that chain.?’ Email exchanges such as this one contradict the descriptions of CISA’s
“switchboarding” as passive role, and that CISA would weigh in on the substance of the post
when communicating directly with large social media platforms.

In another example, CISA has an extensive exchange with Facebook in which CISA
directly opined on whether a flagged post constituted “misinformation” in the eyes of CISA.*

29 Email from Brian Scully to Colorado state government official, CIS employee, and Matthew Masterson (Oct. 27,
2020, 2:27 PM) (on file with the Comm.).

30 Email from Brian Scully to Facebook employees and Matthew Masterson (Nov. 3, 2020, 4:22 PM) (on file with
the Comm.).
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In addition to CISA substantively weighing in or commenting on the misinformation
reports being shared with the social media companies, CISA could also attempt to influence the
social media companies’ decisions by deciding whether—and how many times—to follow up.
Based on documents obtained by the Committee pursuant to a subpoena to CISA, starting in or
around March 2020, used a disclaimer that stated that DHS and CISA were not the “originating
source” of the misinformation report, but that the report “may also be shared with law
enforcement or intelligence agencies.”! The disclaimer continued: “In the event that CISA
follows up to request further information, such a request is not a requirement or demand.
Responding to this request is voluntary and CISA will not take any action, favorable or
unfavorable, based on decisions about whether or not to respond to this follow-up request for
information.”>?

By September 2020, CISA’s switchboarding emails began to include an extra paragraph
declaring that “DHS affirms that it neither has nor seeks the ability to remove what information
is made available on social media platforms,” but it notably continued to leave open the
possibility that the “information may also be shared with law enforcement or intelligence

3! Email from Brian Scully to Twitter employee (Mar. 17, 2020, 12:05 PM) (on file with the Comm.).
2.
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agencies.” Put plainly, a lawyer for one of the social media companies would see that DHS and
law enforcement agencies (such as the FBI) may know the company received the misinformation
report, but only DHS committed to not take any unfavorable action against the company based
on the company’s “decisions about how or whether to use this information”—i.e., the FBI or
other law enforcement agencies may take action if the social media company did not censor
appropriately.

From: Scully, Brian @cisa.dhs.gov>
To: '

Sent: 9/15/2020 6:13:02 AM

Subject: FW: Fwd:

Attachments: Screensho.jpg

Email 2.

Tharks,

Brian

Neither the U.S. Department of Homeland Security (DHS) nor the Department’'s Countering Foreign
Interference (CFl) Task Force is the originator of this information. The CFl Task Force is forwarding
this information, unedited, from its originating source — this information has not been originated or
generated by DHS or the CF| Task Force. This information may also be shared with law enforcement or
intelligence agencies.

DHS affirms that it neither has nor seeks the ability to remove or edit what information is made
available on social media platforms. DHS makes no recommendations about haw the information it is
sharing should be handled or used by social media companies. Additionally, DHS will not take any
action, favorable or unfavorable, toward social media companies based on decisions about how or
whether to use this information.

In the event that the CFl Task Force follows up to request further infarmation, such a request is not a
requirement or demand. Responding to this request is voluntary and DHS will not take any action,
favorabie or unfavorable, based on decisions about whether or not to respond to this follow-up request
for information.

The following month, CISA appeared to narrow the language of the disclaimer to state
that CISA (rather than all of DHS) would not “take any action favorable or unfavorable, based
on decisions about how or whether to use this information.”** The more limited disclaimer now
stated only that: “CISA affirms that it neither has nor seeks the ability to remove or edit what
information is made available on social media platforms. CIS4 makes no recommendations
about how the information it is sharing should be handled or used by social media companies.
CISA also removed an entire paragraph of its disclaimer referencing follow-up
communications.*® In the ongoing federal litigation Missouri v. Biden, the Biden Administration
cited the inclusion of this disclaimer as evidence that CIS and the EIP were not “‘censorship
partners’ with CISA” and that the disclaimer supported companies to apply their policies

9935

33 Email from Brian Scully to Facebook employees (Sept. 15, 2020, 6:13 AM) (on file with the Comm.).

3% Cf. id.; email from Brian Scully to Facebook employees (Oct. 1, 2020, 2:23 PM) (on file with the Comm.).
3 See, e.g., Brian Scully to Facebook employees (Oct. 1, 2020, 2:23 PM) (on file with the Comm.) (emphases
added).

3 1d.
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“independently.”” But as described above, rather than ensure that companies did not feel
pressure, the revised disclaimer emphasized that CISA would involve law enforcement agencies
and that CISA would not (or could not) commit that law enforcement agencies would not take an
unfavorable action based on how the social media platforms decided to respond to the
misinformation report.

On or around October 28, 2020, CISA reinstated the paragraph in its disclaimer
concerning follow-up communications.*® To date, CISA has produced to the Committee and
Select Subcommittee over twenty email threads dated between October 1, and October 27, in
which the disclaimer does not include the paragraph regarding follow-up communications.*

37 See, e.g., Defs.” Resp. to Pls.” Proposed Findings of Fact in Supp. of Their Mot. for Prelim. Inj. at 547548,
Missouri v. Biden, No. 3:22-cv-01213 (W.D. La. 2022), ECF No. 264-9.

38 Cf. email from Brian Scully to Twitter employee (Oct. 27, 2020, 4:09 PM) (on file with the Comm.); email from
Brian Scully to Twitter employee (Oct. 28, 2020, 6:29 PM) (on file with the Comm.).

3 See, e.g., email from Brian Scully to Facebook employees (Oct. 2, 2020, 7:29 PM) (on file with the Comm.);
email from CFITF to Facebook employees (Oct. 20, 2020, 2:11 PM) (on file with the Comm.).
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Unsurprisingly, around this time, CISA began to follow-up with social media platforms
about posts the agency had flagged, as seen in the example below.*°

40 Email from DHS official to Twitter employee (Oct. 19, 2020, 6:34 PM) (on file with the Comm.).
18
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During his transcribed interview with the Committee, Matt Masterson, a former senior
cybersecurity advisor at CISA, testified that there had been internal deliberations with CISA’s
lawyers regarding the disclaimer and whether constitutional rights and civil liberties were
implicated:

Q. Do you recall any discussions during your tenure at CISA regarding if there
are any constitutional implications if CISA’s work engaged with, we’ll say,
misinformation, disinformation, malinformation, coming from domestic
actors?

A. I don’t recall a specific conversation around that. I recall that — obviously
that CISA lawyers were involved, as I previously indicated, for instance,
around the disclaimer conversation, including lawyers around constitutional
and civil liberties. But I don’t know or recall the specifics of any given
conversation around that.*!

CISA’s inclusion of a disclaimer discussing whether CISA’s frequent emails should be
interpreted as a request or whether the refusal to respond could result in “unfavorable” action is
evidence that, at a minimum, the lawyers within DHS felt compelled to consider whether the
practice of switchboarding was legally and constitutionally sound. But rather than end the
practice (as CISA apparently did by the 2022 election), in the fall of 2020, CISA decided to push
forward with its censorship efforts, appending a meaningless email disclaimer as a weak and
transparent attempt to satisfy the glaring First Amendment concerns.

Crucially, CISA’s disclaimer included the ominous line: “This information may also be
shared with law enforcement or intelligence agencies.”* Whereas the disclaimer stated that
“CISA4 will not take any action, favorable or unfavorable, toward social media companies based
on decisions about how or whether to use this information,” the disclaimer makes no such
guarantee about retaliation from the “law enforcement or intelligence agencies” with whom
CISA may share the relevant social media content.*’

The threat of law-enforcement reprisal is amplified by the fact that the FBI would inform
social media companies when CISA provided the FBI a “misinformation” report. The Committee
and Select Subcommittee have obtained multiple documents that show that social media
companies were
aware that CISA was From: Elvis Chan

Sharing lnforrnatlon Date: Sunday‘ October 4, 2020 at 2:31 PM
ith federal To: I I B D BN
Wi cdera Subiject: Tipper & Next FITF Meeting
intelliecence and la Facebook folks,
clligence d law First, I got a tip from CISA that there is a Facebook page that is misleading voters about time, place,
enforcement and manner of voting, as well as trying to elicit Facebook user information. Please review and take

whatever steps you deem appropriate. We would appreciate it if you let us know whether you take

agencies, lnCIUdlng any actions based on this referral

the FBL.*

4! House Judiciary Committee’s Transcribed Interview of Matthew Masterson (Sept. 26, 2023), at 81.

42 See, e.g., email from Brian Scully to Facebook employees (Oct 2, 2020, 7:29 PM) (on file with the Comm.).
4 Id. (emphasis added).

4 See, e.g., email from Elvis Chan to Facebook employees (Oct. 4, 2020, 2:31 PM) (on file with the Comm.).
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In other words, CISA’s disclaimer indicated to the social media companies that CISA,
law enforcement, and intelligence agencies may receive the misinformation report, but the
disclaimer stated only that CISA would not retaliate against the social media companies if they
failed to censor the flagged content. CISA made no promises with respect to what the FBI or one
of the intelligence agencies may do. And the social media companies were well aware that CISA
was forwarding some subset of the reports to the FBI (if not other federal law enforcement or
intelligence agencies).

In his interview before the Committee and Select Subcommittee, former Facebook
executive Alex Stamos testified that involvement with a law enforcement agency such as the FBI
was necessarily more worrisome for companies than CISA, explaining that “you can’t have a
casual chat with an FBI agent when you’re an executive at a company. It’s not safe. You end up
with a $3,000-an-hour row of people sitting next to you.”* Mr. Stamos continued:

Q. And what do you mean you can’t have a casual conversation with the FBI?
Why is that?

A. I think defense attorneys would tell you that FBI agents are always looking
out — you might feel like you’re having a friendly conversation with them,
but you never know if you’re actually the target. And I think there has been
a number of situations which companies have tried to engage the FBI
because they were victims of, say, a cybercrime, and then they end up
getting punished or their executives getting punished . . . . And so, you know,
dealing with a law enforcement agency that has coercive powers is just a
risky thing to do if you’re part of some big organization and some other —
there might be some investigation involving the organization that you don’t
even know about.

Q. That perspective you just shared with respect to the FBI, do you think it was
widely shared by the executives at Facebook when you were at the

company?

A. Certainly, the policy of the company was that an executive could not talk to
the FBI without attorneys present . . . .

Q. ... Even if the government represents that the interests are aligned, it could
be the case that, later on, the government changes its mind. Is that right?

A. Yes.

Q. Okay. And this fact is well known by tech executives?

4 House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 188 (on file with the
Comm.).
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A. Yes. And I think all executives of all public companies understand that
there’s lots of parts of the government that can punish you for activity that
you thought was appropriate.*®

So why did CISA engage in this “resource intensive” process of switchboarding, go
through the trouble of writing and rewriting a disclaimer in hopes of sidestepping serious
constitutional concerns, and directly involve federal law enforcement and intelligence agencies?
Because CISA wanted flagged content removed, and switchboarding provided an effective
means to do so. During his deposition in Missouri v. Biden, senior CISA official Brian Scully
admitted that CISA did, in fact, have an understanding that its reporting would lead to removal
by the platforms.*’

2. EI-ISAC

The Center for Internet Security (CIS) is a non-profit organization based in New York,
which was established “in partnership with the U.S. Cybersecurity and Infrastructure Security
Agency (CISA).”*® CIS operates the Elections Infrastructure Information Sharing and Analysis
Center (EI-ISAC), which is funded alongside the Multi-State Information Sharing and Analysis
Center (MS-ISAC) to the tune of $27 million for FY 2024 for the two ISACs.* The EI-ISAC is
an information-sharing channel used by state and local election officials to report alleged “mis-
and disinformation” to social media platforms.>® During the 2018 midterm election cycle, all
fifty states were participating in the EI-ISAC.! Moreover, according to witness testimony to the
Committee and Select Subcommittee, EI-ISAC employees are considered CIS employees. >

According to the EIP’s report, in the 2020 election cycle, “the EI-ISAC served as a
singular conduit for election officials to report false or misleading information to platforms.
The report also explained EI-ISAC’s function in relation to CIS: “By serving as a one-stop

9953

46 Id. at 188—190 (emphasis added).

47 Scully Dep., supra note 22, at 17:15-21.

4 EILISAC Charter, CENTER FOR INTERNET SEC., https://www.cisecurity.org/ei-isac/ei-isac-charter (last visited Nov.
3,2023).

4 DEP’T OF HOMELAND SEC., DEPARTMENT OF HOMELAND SECURITY CYBERSECURITY AND INFRASTRUCTURE
SECURITY AGENCY BUDGET OVERVIEW FISCAL YEAR 2024 CONGRESSIONAL JUSTIFICATION, at 37 (2023).

30 ELECTION INTEGRITY P’SHIP, supra note at 16, at 13.

3! House Judiciary Committee’s Transcribed Interview of Christopher Krebs (Oct. 11, 2023), at 34.

2 House Judiciary Committee’s Transcribed Interview of Matthew Masterson (Sept. 26, 2023), at 184.

33 ELECTION INTEGRITY P’SHIP, supra note at 16, at 13.
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reporting interface, the EI-ISAC allowed election officials to focus on detecting and countering
election misinformation while CIS and its partners reported content to the proper social media
platforms.”>* And the report described CISA’s role, noting that “the Countering Foreign
Influence Task Force (CFITF), a subcomponent of CISA, aided in the reporting process and in
implementing resilience efforts to counter election misinformation.”*> The misinformation
reports submitted to the EI-ISAC in the lead-up to the 2020 election were “also routed to the EIP
ticketing system.”>¢

From: Misinformation Reports <misinformation@cisecurity.org>
To: ; Misinformation Reports
cc: I v ) foigov; I S
(OM) (FBI}); [SOs];
Sent: 11/2/2020 2:15:32 PM
Subject: EIP-577 Case #CIS-MIS000111: Facebook post alleging submitting multiple ballots fraudulently
L

Thank you for submitting your misinformation report to the Election Infrastructure Information Sharing and Analysis
Center (EI-ISAC). We have received it and have all the information we need to move forward with it.

What's next:
1. We have already forwarded your report to our partners and the platform.
a. The Cyber and Infrastructure Security Agency at the Department of Homeland Security. They will
monitor the case and alert other Federal agencies if necessary
b. The Election Inteqgrity Partnership at Stanford University. They will analyze the report to see if it is part
of a larger disinformation effort.
c. Facebook. The social media platform will review the post.
2. Update you. Any time we receive any meaningful information about your case, we'll get back to you. This
can be minutes, hours, or days, depending the platforms and what they discover.
3. Keep onit. If we don't hear anything from the platforms, we'll check in with them every 24 hours. In the days
hefore Election Day, we'll do so every few hours.
4. Track your case until you feel it's resolved. We'll check in with you every 24 hours to let you know we're still
onit. Closer to the election, it will be more frequent.

Like switchboarding, the EI-ISAC operated as an intermediary between state and local
election officials and the social media platforms, offering a centralized reporting mechanism in
an effort to remove content from social media.>’ For example, on November 2, 2020, a state
election official submitted a report of alleged misinformation to the EI-ISAC, which, in turn,
forwarded the report to the relevant platform.® According to the EI-ISAC’s response to the state
official, the EI-ISAC also shared the report with both CISA and the EIP.>’

M.

3 Id. In January 2021, CISA transitioned its Countering Foreign Influence Task Force to promote more flexibility to
focus on general MDM, or so-called “Mis-, Dis-, and Malinformation.” According to CISA’s website in February
2023, the MDM team was “charged with building national resilience to MDM and foreign influence activities,” and
its efforts applied to “foreign and domestic” actors.

6 Id.

37 STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H. COMM. ON THE
JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY COLLUDED WITH BIG
TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS, at 22 (Comm. Print June 26, 2023).

8 Email from misinformation@cisecurity.org to lowa state government official (Nov. 2, 2020, 2:15 PM) (on file
with the Comm.).

¥ Id.
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3. Misinformation Reporting Portal

Even with switchboarding and the EI-ISAC, CISA and CIS had discussions internally
and with social media companies throughout the first half of 2020 on whether to create a
“misinformation reporting portal.” Pursuant to multiple subpoenas, the Committee and Select
Subcommittee have obtained documents revealing CISA’s and CIS’s efforts to pursue a third
avenue of “misinformation reporting.”

As early as January 2020, CISA officials were in discussions with CIS to establish a
“misinformation reporting portal.”®® On January 3, Aaron Wilson, the Senior Director of
Election Security at CIS, sent an email to senior CISA officials Matt Masterson and Brian
Scully, among others, writing: “I have spoken to both of you separately about a concept we are
developing to help election officials report mis/disinformation during the 2020 elections. You
both . . . indicated our proposal may be helpful.”%! Mr. Wilson indicated that his goal was “to
demonstrate the basic capabilities [of the misinformation reporting portal] by the end of this
month.”%?

From: Aaron Wilson [JO=EXCHANGE/OU=EXCHANGE ADMINISTRATIVE GROUP
{FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN

Sent; 1/3/2020 11:09:01 AM

To: Matt Masterson (||| R Gha.dhs.cov); I @2ssociates cisa.dhs.gov'

cc: HALLGREN, JILL (CTR) [ @ 2ssociates.cisa.dhs.gov]; Mike Garcia [/o=EXCHANGE/ou=Exchange
Administrative Group (FYDIBOHF235PDLT)/cn=Recipients/cn=||||| | | N B @ cis2 dhs sov

Subject: Misinformation Reporting Portal

Attachments: Election Infrastructure Misinformation Reporting Portal Proposal v1.docx

Matt, Brian,

| have spoken to both of you separately about a concept we are developing to help election officials report
mis/disinformation during the 2020 elections. You both, along with NASS and NASED, indicated our proposal may be
helpful. | am attaching a brief write-up | made that describes it. Your feedback is welcome.

We are beginning the development of the misinformation reporting portal with the hope that it could be piloted in the
Presidential Preference Primaries. | am planning on setting up a call between you all, NASS, NASED, and us as soon as |
have something to show you. My goal is to demonstrate the basic capabilities by the end of this month. Please stay
tuned and let me know if you have any feedback on the write up.

Thanks,

Aaron

0 Email from Aaron Wilson to Matt Masterson, Jill Hallgren, and Mike Garcia (Jan. 3, 2020, 11:09 AM) (on file
with the Comm.).

ol Id.

2 1d.
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CIS and CISA’s joint efforts were even briefed to law enforcement in January 2020 with
CIS reaching out to the FBI, stating that “CIS is working with DHS on a misinformation
reporting portal. The intent is to build a web portal to manage the reporting of election
infrastructure misinformation from local and state election officials to the social media
platforms. We are working with our partners at the National Association of Secretaries of States
(NASS), National Association of State Election Directors (NASED), and DHS to vet this idea.
We are currently building a prototype and will have something to show by the first week of
February.”®

From: Aaron Wilson [fO=EXCHANGE/OU=EXCHANGE ADMINISTRATIVE GROUP

(FYDIBOHF23SPDLT)/CH=RECIPIENTS/CN —]

Sent: 1/20/ 2020 2:08:04 PR

To: [ Gl

ce: Wedekind, Kirby ([ NEGzNG 2o dhs eov); HALLGREN, ILL (CTR) |G 2550ciates.cisa.dhs.gov]; Scully,
Brian [ @ cise dhs.gov); Josiah, Chad [ E cis2.dhs.gov]; Mike Garcia
[fo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF235PRLT)/cn=Recipients/cn=]| | Gz

Subject: Misinformation Reporting Portal FBI Briefing

IC,

It was great to meet you last week. As | mentioned, CI% is working with DHS on a misinformation reporting portal. The
intent is to build a web portal te manage the reporting of election infrastructure misinformation from local and state
election officials to the socal media platforms, We are working with our partners at the National Association of
Secretaries of States (MASS), National Association of State Election Directors (MASED), and DH5 to vet this idea. We are
currently building a prototype and will have something to show by the first week of February,

Given the FBI's role, I'd like to bring you up to speed on our efforts and get your feedback on this effort, and hopefully
your engagement. Our primary goals are to:

. Provide election officials a single place/POC to report misinformation

. Ease the burden on election officials when they go to report the misinformation

. Collect the information necessary for the FBI, DHS, and social media platforms to do their jobs

. Expedite and enhance the process by which social media companies are made aware of the misinformation

U Provide visibility about what election officials are reporting to: other election officials, DHS, NASS, NASED, FBI,
ete,

. Facilitate information sharing between election officials about what they are seeing, what to look out for, etc.
# Provide meaningful feedback to election officials on the status of their misinformation reports

Are you availahle for a call this week to discuss more?
Thanks,

Aaron

CISA assumed an active role in promoting CIS’s proposal for a misinformation reporting
portal, facilitating meetings between the relevant third-party non-profits and social media
platforms. On April 21, 2020, for example, Brian Scully sent an email to two Facebook
employees, in which Scully wrote: “The idea is to establish a centralized portal for reporting dis-

3 Email from Aaron Wilson to Kirby Wedekind, Jill Hallgren, Brian Scully, Chad Josiah, and Mike Garcia (Jan. 20,
2020, 2:09 PM) (on file with the Comm.) (emphases added).
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information or other issues on platforms so that election officials only have one place to go to
2564
report.

From: "Scully, Brian" <}zl ccisa.dhs.gov>
Date: Tuesday, April 21, 2020 at 2:.40 PM
Cc. _@cwa dhs gov' G cisa.dhs. gov>

Subject: Call with NASS, NASED, and Center for Internet Security

. - .

Hope this finds you and the family well. The Center for Internet Security, which manages the Election Infrastructure
ISAC, is developing a portal to facilitate reporting from State and local election officials. The idea is to establish a
centralized portal for reporting disinformation or other issues on platforms so that election officials only have one
place to go to report. NASS and NASED support use of this portal and have asked CISA to facilitate a meeting
with you all to discuss further. Would you, and anyone at Facebook you think appropriate, have time for a call with
NASS, NASED, CIS and CISA over the next week or two?

Thanks,
Brian

But planning for a CIS-CISA misinformation reporting portal had hit a roadblock by May
2020. According to the internal notes of a call between Facebook employees and DHS personnel
regarding a “Misinformation Reporting Portal,” “DHS cannot openly endorse the portal, but has
behind-the-scenes signaled that [the National Association of Secretaries of State]/[the National
Association of State Election Directors] has told them it would be easier for many states to have
‘one reporting channel’ and CISA and its ISAC would like to have incoming the same time that
the platforms do.”® Less than two months later, the EIP would be established to serve that very

purpose.

4 Email from Brian Scully to Facebook employees (Apr. 21, 2020, 2:40 PM) (on file with the Comm.).
%5 Email from Facebook employee to Facebook employees (May 31, 2020, 10:44 AM) (on file with the Comm.)
(emphasis added)
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Social media companies, including Facebook and Twitter, engaged in months-long
discussions with CIS over its proposal for a misinformation portal. After being initially briefed
on the proposal in May, Facebook employees sent a list of questions to CIS about the portal on
July 16, 2020.%

From: [N <M < o>

Sent: Thursday, July 16, 2020 7:41 AM

To: Aaron Wilson @cisecurity. org>; @cisecurity.org>;
@fb.com>; fb. s ; ;
@fb.com>; Scully, Brian 4 isa.dhs.gov>; .0rg>;
<]

$50.0rg>; (@nased.org>

Cc: @fb.com>; Matt Masterson @hq.dhs.gov>;
@cisa.dhs.qov; cisa.dhs.gov: John Gilligan @cisecurity.org>; Mike
Garcia cisecurity.org>; Ben Spear <JJIG cisecurity.org>

Subject: RE: Call with CIS/INASS/NASED and Facebook, RE: Social Media Misinformation Reporting Portal

Thank you so much, Aaron — very much appreciate the time for meeting earlier this week.

¢ Below are the questions from our various teams (there is a wee bit of duplication on some of them, but we
are erring on the side of inclusiveness for maximum understanding and insight).

» For next meeting time, should we plan on doing that after getting a sense of responses and feasibility on the
below questions? From our end, early August window would be good, if you would like to suggest some time
blocks (outside of Mondays and Fridays, if possible). (il could reach out to || from our
team who graciously help coordinate on the previous meeting).

Questions:

1. What steps will CIS take to ensure that only mis/disinformation type leads will be surfaced via the portal related
to voter suppression/interference to ensure that scope is narrowly defined, and how will CIS ensure quality
control?

2. What access controls will be in place to ensure that only vetted state-level and platform-level onboarded partners
will have access to view and analyze the information and how will these access controls be maintained?

% Email from Facebook employee to CIS employees, Facebook employees, CISA officials, NASS employees, and
NASED employees (July 16, 2020, 7:41 AM) (on file with the Comm.).
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Twitter was initially briefed on the portal in May 2020, according to a meeting agenda
produced to the Committee.” Per the agenda, “DHS appreciates the efforts of Twitter to help
improve the ability of elections officials to submit mis/disinformation.”®® The agenda was also
indicative of CISA’s and the broader federal government’s effort to enhance the censorship
operation through the portal: “Hopefully, this effort will streamline and make more efficient the
process that has been improving over the past several years, but is still far from efficient and
effective from the perspective of the elections community and Federal government.”® As
indicated in the excerpt below, top CISA officials were scheduled to open this discussion on
CIS’s potential misinformation reporting portal.”

87 Center for Internet Sec., Misinformation Reporting Portal Discussion with Twitter (May 11, 2020) (unpublished
meeting agenda) (on file with the Comm.).

8 1d.

1.

.
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Like Facebook, Twitter also submitted a list of questions to CIS regarding the portal.”!

From: I G vitter.com)

Sent: 6/16/2020 3:59:09 PM

To: Aaron Wilson [fo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=Aaron
Wilsonh0d]

cC: I - itter.com); Scully, Brian ([ @cisz.dhs.gov]; Masterson, Matthew

D - " cov); Hale, Geoffrey [N @cise-dhs.gov]; Snell, Allison

@ cisa.dhs.gov]; John Gilligan [/o=EXCHANGE/ou=Exchange Administrative Group
{FYDIBOHF235PDLT) fen=Recipients | N ; ke Garcia [/o=EXCHANGE fou=Exchange Administrative
Group (FYDIBOHF23SPOLT)/cn=Recipients || | N ©<" Spear [/o=exchange/ou=exchange
administrative group (fydibohf23spdit)/en=recipients | | GGG
[/o=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=Amanda Burkartééd);
Amy Cohen [Jo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF235PDLT)/cn=Recipients,
N /=ria Benson ([ @ sso.org); Leslie Reynolds [/o=EXCHANGE/ou=Exchange Administrative Group
{FyDIBOHF235PDLT)/en=Recipients/ | N D - ittcr.com);

G twitter.com]; NN TG tvitter.com]

Subject: Re: Reporting Portal with CIS, NASS, NASED and Twitter

All,

Below are some of the questions we hope to discuss during our next call. Looking forward to it!

[ 1,

2, Will there be some sorl of agreement or terms of reference that will align all participants (reporters,
government entities, companies) en objectives and usage of the portal?
3.

4,
5, Who will have access lo viewanalyze reported information? Will there be any restrictions in place to
dictate what can be done with this information?
.

These documents 7

demonstrate that 8. Would other companies have access to see reports for other platforms? What if the report has content
from multiple companies?

CISA and CIS caused 9.

the social media 10.

. 1. What is the criteria used to determine who has access to the porial? How many individuals do you
Companles tO anticipate having access?
seriously question and E

entertain the proposal

14, How long will reported information be retained?

for a misinformation 15.
reporting portal o
p gp ? 17, How long will the portal be in operation? Just through the 2020 presidential election?
although the portal 18,
was not ultimately 19
established.
CONFIDENTIAL-NON-PUBLIC INFORMATION-PROVIDED TO CIS-JUDCOMM00070_Confidential

CONGRESS IN RESPONSE TO SLBPOENA

20, Companies’ terms of senvice vary. How will individuals know what to repori?
21

22,

23. Will there be any quality checks in place? Will there be a review of reporis before they are submitted to
companies? Will all reporis be treated with equal priorty?
24,

25,

28, Will partners continue to use Partner Support Portal (PSP} or will everyone migrate to this reporting
fool?

7! Email from Twitter employee to Aaron Wilson, Brian Scully, Matthew Masterson, and other personnel from
CISA, CIS, and Twitter (June 16, 2020, 3:59 PM).
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4. CISA Did Not Distinguish Foreign and Domestic Actors on Social Media

Finally, in the midst of operating or considering up to three different avenues of
“misinformation reporting” (switchboarding, EI-ISAC, and the “misinformation reporting
portal”), by early 2020, CISA had dropped any pretense of focusing only on foreign
disinformation, openly discussing how to best monitor and censor the speech of Americans.

On February 20, 2020, Brian Scully, the head of CISA’s Countering Foreign Influence
Task Force (CFITF), sent an email to the SIO’s Renée DiResta, inviting her to a meeting hosted
by CISA Director Krebs, “to discuss disinformation and the 2020 Elections.””? Scully provided a
list of agenda items in the email, including: “How should we be thinking about domestic vs
foreign interference?” and “Any low hanging fruit we can work with platforms on?””?

Message
Fram: Renee DiResta [/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF 235PDLT)/CN=RECIPIENTS/ N -
Sent: 2/20/2020 7:45:36 PM
Ta: Scully, Brian -@nsa.dhs.gm’]
Subject: RE: CISA Experts Meeting
Hi Brian

This sounds great, Let me see if | can make the travel work. | don't suppose there’s a way to participate remotely?

Best,
fenee

From: Scully, Brian <R @ cis=.dhs gov=

Sent: Monday, February 10, 2020 4:09 PM
To: Renee DiResta <JJij@stanford.edu=
Subject: CISA Experts Meeting

Hi Renee,

| hope this email finds you well, CISA Director Chris Krebs plans to host a meeting of experts to discuss disinformation
and the 2020 Elections on March 9% from 1-5pm in Arlington, VA, While Director Krebs will be sending out a formal
invite, | wanted to let you know as soon as possible to make sure you had time ta make travel plans if you are interested
and available. A few of the proposed discussion topics include:

What should we really be worried about in 20207

* How should we be communicating with the public?
How should we be thinking about domestic vs foreign interference?
Any low hanging fruit we can work with platforms on?

Director Krebs wants to hear from leading voices in the field to help ensure we're as prepared as possible. Would love
to hawve you participate in you can. Please let me know if you have any questions or if you need additional information.

Regards,
Brian

72 Email from Brian Scully to Renée DiResta (Feb. 20, 2020, 4:09 PM) (on file with the Comm.).
BId.
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The COVID-19 pandemic reinforced CISA’s desire to take a more active role in
surveillance and censorship on social media. On March 13, 2020, Director Krebs participated in
a “broad stakeholder conference call to provide an update regarding current activities related to”
COVID-19.7

Message

From: I /O =EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=5F516F6204EAdFDABEE4078904481233 G

Sent: 3/13/2020 11:00:33 PM

To: I [ /o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=7¢c7868c34ad34e839bdc3dededfbd43b- NG NG
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF 235PDLT)/cn=Recipients/cn=microsoft.onmicrosoft.com-55760 | .
I (/o-Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=a2e 269f304164b6490d27cafc ladefc 7 | NG GG
[fo=ExchangelLabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Recipients/cn=microsoft.onmicrosoft.com-56975 | NGcTcNcNE : B
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=microsoft.onmicrosoft.com-55760 - NGl NG
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn =2caff8c99450431lb32dda?23f0bf28c—]; |
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=4213854abag84c929c246fda0cabsc 55 | G

Subject: Fwd: CISA call readout

Below is a more complete set of notes from one of the USGA consultants on today’s call.
Get Qutlook for i0S

According to internal Microsoft notes from the call obtained by the Committee pursuant
to a subpoena to Microsoft, Krebs identified “Monitoring disinformation” as one of four “core
lines of effort,” asking “how quickly can we work with social media organizations, as well as
state and local governments to clarify and combat misinformation.””

MICROSOFT CONFIDENTIAL MSFT_HJC_ 000008049

o Monitoring disinformation: how quickly can we work with social media organizations, as well as state and
local governments to clarify and combat misinformation

= The best source of information is always your state and local officials. Always go there to make sure what
you're seeing is accurate

74 Email from Microsoft employee to Microsoft employees (Mar. 13, 2020, 11:00 PM) (on file with the Comm.).
B Id.

32



Final Report 1801

In his testimony before the Committee, Krebs stated unequivocally on multiple occasions
that CISA did not treat content on social media differently based on its domestic or foreign
origin.”® At one point, Krebs even described the name of CISA’s Countering Foreign Influence
Task Force as “a misnomer.””” Krebs further testified:

Q.

Was there an effort during this time to try to determine if the source was
domestic or foreign?

So, we certainly would look to the intelligence community if they made a
determination on foreign threat actor intelligence. But, again, as these things
pop up, things like “hammer and scorecard,” it doesn’t necessarily matter
whether it’s foreign or domestic. Again, our authorities are rooted in the
Homeland Security Act, which enables us to act on domestic or foreign
threats. And, again, they don’t come waving a flag . ...’

Director Krebs reiterated CISA’s approach of treating foreign and domestic activity on
social media in the same way in the context of CISA’s “Rumor Control” initiative.” For
example, he testified:

Q.

A
Q.
A

When did these discussions regarding domestic influence first start?
I don’t recall.
Okay. Were they ongoing by the beginning of 2020?

Again, I don’t recall the moment in time or the periods of time within which
we were thinking about the distinction between domestic and foreign
interference. Again, I think this gets to, as we ultimately saw with rumor
control, narratives are narratives, and we’re providing explanation on how
the things actually work. So, again, it would not matter if it was foreign or
domestic for the context, again, of rumor control.*°

76 See e.g., House Judiciary Committee’s Transcribed Interview of Christopher Krebs (Oct. 11, 2023), at 153-154
(on file with the Comm.).

"7 Id. at 154.

1.

7 One telling exchange between Mr. Krebs’s counsel and counsel for the Committee regarded whether any
authorities limit CISA’s rights to combat so-called “misinformation.” Mr. Krebs’s counsel appeared to dismiss what
role, if any, the First Amendment played with respect to restricting CISA’s ability to monitor and censor speech,
demanding that the Committee cite a legal authority “other than the First Amendment” to justify its line of
questioning. House Judiciary Committee’s Transcribed Interview of Chris Krebs (Oct. 11, 2023), at 162 (on file

with the Comm.).
8 Id. at 104.
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Up to and through the 2020 election, CISA considered its authority as extending to
domestic speech, not just foreign disinformation.®!

In early 2021, CISA dropped the “misnomer” of the “Countering Foreign Influence Task
Force” and became the “Mis-, Dis-, and Malinformation Team.”®? In spring 2023—following the
Missouri v. Biden lawsuit, the Twitter Files reporting, and the Committee’s investigation—CISA
removed all references on its website that its MDM team was censoring domestic speech t00.%3

Message

Fram: Matthew Masterson [/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(rvoisonr23spoLT)/cn=ReCiPIENTS/CN -

Sent: 2/10/20215:27:17 AM

To: I @ cisa.chs.cov; G cisa.dhs.cov; G cisa.dhs.gov;

@cisa.dhs.gov; I [/o-txchangelabs /ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Reci pi ents G

cc: I (/o=Exchangelabs fou=Exchange Administrative Group

(FYDIBOHF235PDLT)fcn=Recipents,/cn- S N

[fo=Exchangelsbs fou=Exchange Administrative Group
(FYDIBOHF235PDLT)/en=Recipients/cn
Subject: Re: Virality Project Weekly Briefing Feb 9th

Can one of you please explain to me what the heck MDM is? 1 leave for a month and we are renaming
cverything?
S ——

81 See, e.g., Email from Robert Schaul to Alliance for Securing Democracy Employee (Nov. 4, 2020 1:12 PM) (on
file with the Comm.).

82 DHS Needs a Unified Strategy to Counter Disinformation Campaigns, Dep’t of Homeland Sec. Office of
Inspector Gen., at 7 (Aug. 10, 2022), https://www.oig.dhs.gov/sites/default/files/assets/2022-08/01G-22-58-
Aug22.pdf.

83 See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H. COMM. ON
THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY COLLUDED WITH
BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS, at 32—34 (Comm. Print June 26, 2023).
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B. Creation of the EIP

Unable to proceed with its original plan, CISA enlisted Stanford to launder its censorship
operation. On July 8, 2020, Stanford Internet Observatory (SIO) Director Alex Stamos sent an
email to Dr. Kate Starbird at the University of Washington’s Center for an Informed Public
(CIP), writing: “We are working on some election monitoring ideas with CISA and I would love
your informal feedback before we go too far down this road . . . . [T]hings that should have been
assembled a year ago are coming together quickly this week.”%*

On Jul 8. 2020, at 9:41 AM, Alex Stamos <-((}Ismnf0rd.ed1[> wrote:
Hey, Kate-

Do you have any time this afternoon to chat? We are working on some election monitoring ideas with CISA and |
would love your informal feedback before we go too far down this road.

Sorry for the last minute ask, but things that should have been assembled a year ago are coming together quickly this
week.

Alex

The following day, on July 9, 2020, representatives from the SIO had a “[m]eeting with
CISA to present [the] EIP concept.”®> Among those in attendance were Brian Scully, the future
head of CISA’s Mis-, Dis-, and Malinformation (MDM) team, Geoff Hale, the director of
CISA’s Election Security Initiative, and Matt Masterson, then-Senior Cybersecurity Advisor at
CISA.3¢

Appointment

From; I (R © s chs gov]

Sent: 7/8/202011:32:38 PM

To: I B cis = dhs.gov]; Snell, Allison [ @ cisa.dhs gov); Scully, Brian
R @ cis2 .c hs.cov); Masterson, Matthew @cisa.dhs.gov]; Hale, Geoffrey

cisa.dhs.gov]; Alex Stamos [/o=Exchangelabs fou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Reci pients /cn - | | cna Cryst
[/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Reci pients { G | F.cnee DiResta
[/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBDHFBSPDL‘E}/cn:Recipients_—]

Subject: CISA <> Stanford Internet Observatory, Election Misinformation Projectintroduction

Location: Microsoft Teams Meeting

Start: 7/9/2020 4.00:00 PM

End: 7/9/20205:00:00 PM

Show Time As: Tentative

Recurrence:  (none)
Good Afternoon All,

Thank you for taking the time to meettomorrow foran introductory conversation on the Election Misinformation
Project: a potential collaboration between ESI/CFland the Stanford Internet Observatory. As we have discussed, this
projectaimsto increase CFl’s real-time misinformation response capabilities by connecting SLTT and other CFl
stakeholders to the third party misinformation research community.

The main topics we hope to cover this meeting are as follows:
e Overview of the Election Misinformation Project (SLIEES)
e What are SIO’s core capabilitiesin this space?
¢ How would CISA and SIO’s misinformation response capabilities be augmented from such apartnership?
e« Overview of open questions, concrete next steps.

8 Email from Alex Stamos to Kate Starbird (July 8, 2020, 9:41 AM) (on file with the Comm.).
85 ELECTION INTEGRITY P’SHIP, supra note at 16, at 3.
86 Email from CISA official to CISA officials and SIO affiliates (July 8, 2020, 11:32 PM) (on file with the Comm.).
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According to the email invitation for the meeting, the “Election Misinformation Project,” which
would later be rebranded as the more euphemistic “Election Integrity Partnership,” “aim[ed] to
increase . . . real-time misinformation response capabilities.” One of the agenda items was a
discussion of how “CISA and SIO’s misinformation response capabilities [would] be augmented
from such a partnership.”®’

An early workflow diagram of the then-named “Election Disinformation Partnership”
shows that from the beginning Stanford and CISA envisioned the partnership connecting federal
agencies with social media platforms.®

8 1d.

88 “CISA EIP Overview Deck.pptx” attach. to email from Emerson Brooking to Atlantic Council employees (Sept.
1, 2020, 11:12 AM) (on file with the Comm.).. While the EIP invited both the DNC and RNC, the RNC declined to
respond. House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 8 (on file with the
Comm.). The DNC not only accepted the invitation, but also submitted Jira tickets. ELECTION INTEGRITY P’SHIP,
supra note 16, at 42.
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A subsequent summary of the July 9 kick-off meeting from a CISA employee stated that
“I think we got good buy-in from both SIO and CISA on the proposal and its potential to
improve the impact of both organizations this upcoming November . . . . July will be big to get
things going on both the CISA and SIO front, so we will be sure to keep open lines of
communication.”®

From: I < s chs.¢ov>

Date: Thursday, July 9, 2020 at 5:21 PM

To:' N <B  cis2.dhs.cov>, "Snell, Allison" <] @cisa.dhs.gov>, "Scully, Brian”
<H Ccis2 .dhs.gov>, "Masterson, Matthew" <[ @<is2.dhs .gov>, "Hale, Geoffrey"
<IN G cisa.dhs.gov>, Alex Stamos <|JJJil@stanford.edu>, Elena Cryst <-@stanfcrd edu>,

Renee DiResta <l @stanford.edu>, "IN <-B G is: dhs.gov>, "Masterson,

Matthew" < G cis2.dhs gov>

Ce:' I B ©<is 2 .dhs.gov>

Subject: CISA <> Stanford Internet Observatory, Election Misinformation Project Introduction

Good Afternoon All,

Thank you very much fortaking the time to meetthis morning. Overall, | think we got good buy-infrom both 510 and
CISAon the proposal and its potential toimprove the impact of both organizations this upcoming November. | have
attached notes which @[ ] B s-zcious!y took during the meeting, as well as some actionitems below.

Julywill be big to get things going on both the CISAand SIO front, so we will be sure tokeep open lines of
communication. Thank you againforeveryone’s help in getting this going, looking forward to getting to work here!

Respectfully,

The summary also listed a number of action items for CISA and SIO, including
“discussions [about] how to best integrate reporting into CISA/[Countering Foreign Influence]’s
ops center and send tips back to SIO.””® Among the due-outs was a consultation with CISA’s
Office of Chief Counsel (OCC), as seen in the action item “Legal: get an initial proposal for
occ.!

Action Items
CISA (@ who | will be reaching out to)
e EI-ISAC connection: introduction to Aaron Wilson heading social media reporting (@ #asterson, Matthew)
e (Fl plug-in: discussions how to best integrate reporting into CISA/CFI's ops center and send tips back to SIO
(@5cully, Brian)
e Legal: get an initial proposal for OCC (@ %neil, Allisen)

e Finalize operational details

¢ Full deliverables calendar to be created and shared

o Define workflow management system which will be the surface presented to Legal
e General development will now ramp up

o Toolset + OSINT training (to invite CISA)

o Partnership building within research community
e  Publicly announcing the partnership in 2-3 weeks (webinar)

8 Email from CISA employee to CISA and SIO affiliates (July 9, 2020, 5:21 PM) (on file with the Comm.).
N d.
Nd.
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EIP personnel, including Alex Stamos, made clear in their outreach to social media
platforms that the EIP’s true purpose was to act as a censorship conduit for the federal
government. For example, on August 4, 2020, Stamos wrote in an email to a Nextdoor employee
that the EIP was formed “to provide a one-stop shop for local election officials, DHS, and voter
protection organizations to report potential disinformation for [the EIP] to investigate and to
refer to the appropriate platforms.”?

Message

From; Alex Stamos [/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(rvoisoHF23spoLT)/cn=REC PIENTS/CN={

Sent: 8/4/20204:33:48 PM

To: I e tdoor.com]

cC: I Wl @ nextdoor.com]; I |/ o=t xchangelabs /ou=Exchange Administrative Group
(FyDIBOHF235PDLT)/cn=Reci pients /cn=| N - - << DiResta
[/o=Exchangelabs fou=Exchange Administrative Group
(FyDIBOHF235PDLT)/cn=Reci pients /cn | G )¢/ Crvst
[/o=Exchangelabs /ou=Exchange Administrative Group
(FypiBoHF235PDLT)/cn=Recipients /cn G

Subject: RE: Stanford Internet Observatory

Hi, N

Last week, we unveiled anew group dedicated to finding and combating online election -related disinformation called
the Election integrity Partnership. Along with the University of Washington, Graphika and DFRLab, we have putthis
group together to provide aone-stop shop forlocal election officials, DHS, and voter protection organizations to report
potential disinformation forusto investigateand to referto the appropriate platformsif necessary. We will also be
proactively looking forin-scope election disinformation, and as you can imagine Nextdoor is a platform of particular
interestto us.

We already have partnerships with Facebook, Twitter and Google, and we would love to chat withyou and yourteam
about how we might work togetherduringthe election and possibly afterwards. Isabellais the PMrunning this overall
project, and can help pull together all the right people from the partnership. Would laterthis week work foryou?

Alex

In its post-election report, the EIP purports that the “initial idea for the Partnership came
from four students that the Stanford Internet Observatory (SIO) funded to complete volunteer
internships at [CISA].”* This revisionist version of events, seemingly intended to distance CISA
and senior SIO leadership from the EIP’s creation, is contradicted by evidence obtained by the
Committee.

In June 2023, the Committee conducted a transcribed interview of Alex Stamos, the
Director of the SIO. When asked about the origins of the EIP, Stamos testified that he, not the
four interns, “first came up with the idea for EIP.” He testified:

Q. Do you recall who first came up with the idea for EIP?

A. It was me. **

92 Email from Alex Stamos to Nextdoor employee (Aug. 4, 2020, 4:33 PM) (on file with the Comm.) (emphasis
added).

93 ELECTION INTEGRITY P’SHIP, supra note at 16, at 2.

%4 House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 36 (on file with the
Comm.).
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Stamos also admitted during the interview that he had likely consulted with then-CISA Director
Christopher Krebs during the summer of 2020 about the EIP. He testified:

Q. Did you consult with Chris Krebs in the summer of 20207
A.  Iprobably did, yes.”

Documents produced to the Committee and Select Subcommittee likewise cast doubt on
the notion that a handful of students were responsible for the EIP’s conception.”® Regardless of
what role, if any, students played in the “idea” of EIP, these documents show the direct role that
high-ranking CISA, CIS, and SIO personnel played in forming an operation with nearly 100
people directly involved that worked with over a dozen partners to flag thousands of posts and
narratives via hundreds of “misinformation” reports.®’

Finally, even the founding four partners of the EIP, such as the Atlantic Council’s
DFRLab, understood in the summer of 2020 that the EIP was created at CISA’s request. As
revealed in an internal Atlantic Council email obtained by the Committee pursuant to a
subpoena, Graham Brookie, one of the central figures involved in the EIP, understood in July of
2020 that the EIP was “set up . . . at the request of DHS/CISA.”%®

From: Graham Brookie <JJJJJp ATLANTICCOUNCIL.ORG>

Sent: Friday, July 31, 2020 17:54

To: I Bl @~ anTiccounciLorg>; [ B @~ anTiccounciLorG>; [
e ATLANTICCOUNCILorg>; I Sl 2~ 7L ANTICCOUNCIL.org>

co: I Bl : -t/ ticcouncil.org>; [ GG Bt = ticcouncil.ore>; | NGNGG
I @A 7 ANTICCOUNCIL.org>

Subject: Re: Quick question -- Park Advisors

Thanks, |l

And understood. Given the work DFRLab does on geopolitics, technology, and election interference with GEC, we were
just caught off guard because they asked us about it.

| am not as concerned on the money or the project, but rather consolidating our approach to GEC as we go into the
season for expanded renewals on two separate, multi-year agreements in the six figure range that cover a significant
amount of our work on elections and all of our work in South Africa and Latin America.

On the DHS app, fake news, and any other US election-related work, it would be great to sync-up, as well. | know the
Council has a number of efforts on broad policy issues around the elections, but we just set up an election integrity
partnership at the request of DHS/CISA and are in weekly comms to debrief on disinfo, 10, etc..

Best,
Graham

% Id. at 44. The Committee also interviewed former Director Krebs in October 2023, who claimed not to “recall any
conversations with Alex [Stamos]” during the summer of 2020. House Judiciary Committee’s Transcribed Interview
of Christopher Krebs (Oct. 11, 2023), at 164 (on file with the Comm.).

% See, e.g., email from Graham Brookie to Atlantic Council employees (July 31, 2020, 5:54 PM) (on file with the
Comm.).

97 ELECTION INTEGRITY P’SHIP, supra note at 16, at xii, 12.

%8 Email from Graham Brookie to Atlantic Council employees (July 31, 2020, 5:54 PM) (on file with the Comm.)
(emphasis added).
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Internal Atlantic Council documents, obtained by the Committee and Select
Subcommittee pursuant to a subpoena to the Atlantic Council, also reveal that while students
were involved in the EIP, the critical work, including “attaching more contextual information,”
preparing blog posts, and making recommendations to the social media platforms, was handled

by the disinformation professionals.”

% Email exchange between Graham Brookie and Atlantic Council personnel (Sept. 30, 2020 5:05 PM) (on file with
the Comm.).
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C. The EIP’s Purpose: Using Proxies to Circumvent the First Amendment

By its own admission, the EIP was expressly created “in consultation with CISA”!% to
serve an unconstitutional purpose, as a mechanism for flaunting legal restrictions on illicit
government activity. As stated in the EIP’s post-election report:

Yet, no government agency in the United States has the explicit mandate to monitor
and correct election mis- and disinformation. This is especially true for election
disinformation that originates from within the United States, which would likely be
excluded from law enforcement action under the First Amendment and not
appropriate for study by intelligence agencies restricted from operating inside the
United States. As a result, during the 2020 election, local and state election officials,
who had a strong partner on election-system and overall cybersecurity efforts in
CISA, were without a clearinghouse for assessing mis- and disinformation targeting
their voting operations . . . in consultation with CISA and other stakeholders, a
coalition was assembled with like-minded partner institutions.'%!

In her notes for a fall 2021 presentation at the annual CISA Summit, Renée DiResta, the
Research Manager at the SIO, wrote, as part of her presentation script, that the “gap” the EIP was
intended to fill “had several components,” one of which was “[u]nclear legal authorities
including very real 1st amendment questions.”'*

100 ELECTION INTEGRITY P’SHIP, supra note at 16, at 2.

101 [d

102 “CISA keynote.pptx” attach. to email from Renée DiResta to Kenneth Bradley and Amanda Glenn (Oct. 6, 2021,
3:58 PM) (on file with the Comm.); see also email from Renée DiResta to Kenneth Bradley and Amanda Glenn
(Oct. 6, 2021, 3:58 PM) (on file with the Comm.) (DiResta writes, “I was just writing out the full script into the
speaker notes in case the teleprompter was the best bet.”).
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Our team and CISA’s team have done some pioneering work in partnership thinking about how to respond to mis- and
disinformation in areas in which it can have significant harm. One of those areas is elections, and I'm going to talk about some
learnings from that work today.

In August 2020, students from the Stanford Internet Observatory (SI0) who were doing an internship with CISA identified a
massive gap in the capability of federal, state and local governments to become aware of, analyze and rapidly respond to mis-
and disinformation — both foreign and domestic — targeting the 2020 election.

That gap had several components:

- Federal gov't not prepared to identify and analyze election mis/disinfo:

- There was no clear federal lead to coordinate this work. The IC, of course, is rightly limited to a foreign-focus. The FBI also has
very specific designations and limitations, and CISA had created support but had no real capability.

- Unclear legal authorities including very real 1st amendment questions

- No expertise resident within federal gov't to analyze public content across platforms to identify trends & risks

Lack of reporting mechanisms for state and local partners to surface activity that they saw building in their communities, to
help them understand it.

The federal government was building relationships with platforms but there is a healthy distrust both ways for good reason

A trusted, nonpartisan partner(s) with expertise in the way that misinformation moved on public platforms, with analysts
capable of understanding public conversations, and broad ability to explore publicly available data, was needed.

In order to circumvent these “very real 1st amendment questions,” organizations devoted
to peddling the pseudoscience of “disinformation,” like the SIO and the University of
Washington’s CIP, were selected to serve as part of a “central organization to support elections
officials or CISA in identifying and responding to misinformation.”!®® According to an early EIP

103 Election Disinformation Partnership: Overview for Partners (unpublished presentation notes) (on file with the
Comm.).
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presentation, “Academic/Research Institutions” were chosen to spearhead this effort specifically
because they were considered to be the

(133

easiest’ politically.”!%*

It is “axiomatic,” the Supreme Court has explained, that the government “may not induce,
encourage or promote private persons to accomplish what it is constitutionally forbidden to
accomplish.”'> CISA’s involvement in the creation of and collaboration with the EIP is the type
of unconstitutional outsourcing against which the Supreme Court has long ruled.!°® Censorship-
by-proxy is an especially nefarious form of state action, given that it is designed to evade
detection, oversight efforts, and public records requests.'%’

104 14,
195 Norwood v. Harrison, 413 U.S. 455, 465 (1973).

196 See also Missouri v. Biden, No. 23-30445, slip op. (5th Cir. Oct. 3, 2023), ECF No. 271. As the Committee’s
investigation has revealed, CISA’s practice of exploiting third-party non-profits to sidestep legal prohibitions against
censorship and surveillance also extended beyond the EIP. For example, on November 4, 2020, Robert Schaul,
CISA’s Analysis and Resilience Policy Lead, sent an email to an individual affiliated with Alliance for Securing
Democracy, a project of the German Marshall Fund and subject of several Twitter Files installments. In the email,
Schaul writes that he is “checking in to see if you’re seeing anything of particular concern that might be worth
elevating to Director Krebs. Are you still seeing #stopthesteal popping up? We’re still all hands on deck here.”
Email from Robert Schaul to Alliance for Securing Democracy Employee (Nov. 4, 2020 12:02 PM) (on file with the
Comm.). Notably, Schaul did not distinguish between organic, domestic discussion of #stopthesteal and foreign
amplification of the hashtag.

107 See, e.g., Lee Fang, Biden Justice Dept. Intervened to Block Release of Social Media Censorship Docs,
SUBSTACK (June 6, 2023), https://www.leefang.com/p/biden-justice-dept-intervened-to; see also STAFF OF SELECT
SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H. COMM. ON THE JUDICIARY, 118TH
CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY COLLUDED WITH BIG TECH AND
“DISINFORMATION” PARTNERS TO CENSOR AMERICANS, at 34—35 (Comm. Print June 26, 2023).

43



Final Report 1812

II. CISA’S COMPLETE INTERTWINEMENT WITH THE EIP

“CISA and the EIP were completely intertwined.”

-Missouri v. Biden, Case No. 3:22-cv-1213,
ECF No. 293 (Injunction & Opinion) at 113 (July 4, 2023).

A. CISA’s Collusion with the EIP

After CISA helped to create the EIP, the federal agency remained thoroughly intertwined
with the EIP’s operations in the months preceding the 2020 election. Throughout the fall of
2020, CISA officials coordinated extensively with the EIP and CIS.!%® Emails obtained by the
Committee and Select Subcommittee pursuant to a subpoena show clearly that the EIP system
was designed to operate as a unit, not as a separate entity from DHS. Moreover, while there were
many students involved in the EIP (which had nearly 100 people working for it, not including
external stakeholders such as the GEC and CISA), the EIP was led by well-known figures in the
censorship-industrial complex, such as Stanford Internet Observatory (SIO) Director (and former
Chief Security Officer at Facebook) Alex Stamos, SIO Research Manager Renee DiResta, and
Vice President and Senior Director of the Atlantic Council’s Digital Forensic Research Lab
(DFRLab) Graham Brookie. The EIP also collaborated closely with senior CISA officials,
including Brian Scully, the head of CISA’s Countering Foreign Influence Task Force (CFITF).

Not only were there a number of university students involved with the EIP, at least four
of the students were employed by CISA during the operation of EIP, using their government
email accounts to communicate with CISA officials and other “external stakeholders” involved
with the EIP. For example, by September 3, 2020, CISA had designated one of these DHS-SIO
interns as the point of contact to be responsible for “taking point on a lot of the EIP <> CISA
interface.”!%”

108 See, e.g., email from CISA staff to CISA officials, CIS employees, and SIO affiliates (Oct. 5, 2020, 12:52 PM)
(on file with the Comm.).

199 Email from CISA staff to Aaron Wilson, Ben Spear, and Mike Garcia (Sept. 3, 2020, 1:51 PM) (on file with the
Comm.).
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This Stanford student, working as a DHS intern, would be “inside the EIP network,” with
the responsibility of “forwarding reports from the cissecurity.org aliases to EIP,” and “watching
EIP’s internal ticketing system to make sure reports are addressed and that any EIP write-ups
that are relevant are forwarded to the proper SLTT [state, local, tribal, and territorial] folks.”!

119 Email from CISA official to Aaron Wilson, Ben Spear, Mike Garcia, and Brian Scully (Sept. 8, 2020, 9:28 AM)
(on file with the Comm.).
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In other words, DHS had a point of contact with direct access to the EIP’s internal ticketing
111

system who could (and did) share this information with the agency.

As the EIP geared up for the 2020 election, it appears that the EIP coordinated with CISA
to conduct censorship “exercises.” A September 8, 2020, email to a Facebook employee from
David Theil, the SIO’s Chief Technologist, reads: “We’ve mostly just been going through
exercises so far, mostly with claims that our CISA folks already know the answer to.”!12

From: David Thiel <Jjjjj@stanford.edu>

Sent: Tuesday, September 8, 2020 11:02 AM

To: I S . com>

Cc: I N - cnee DiResta <l @stanford.edu>; Elena Cryst
i @stanford.edu>

Subject: Re: Checking in re: fact-checking flags

oi [

We've mostly just been going through exercises so far, mostly with
claims that our CISA folks already know the answer to. We're ramping up
our new RAs this week though, and I expect we'll start getting more of a
pipeline of stuff that needs fact-checked soon.

Thanks!
David

I Moreover, witnesses before the Committee have testified that they did not recall knowing that the individual

using the “@cisa.dhs.gov” email domain was an intern. See, e.g., House Judiciary Committee’s Transcribed
Interview of Aaron Wilson (November 2, 2023), at 46 (on file with the Comm.).
112 Email from David Thiel to Facebook employee (Sept. 8, 2020, 11:02 AM) (on file with the Comm.).
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On September 11, Aaron Wilson, emailed that “the EIP, CISA, and CIS went through a

detailed discussion of the workflow this afternoon. We feel ready to start promoting this to
2113

election officials as a way to report misinformation.

The proposed workflow makes clear that neither the EIP nor CIS were acting completely
independently of CISA, but instead operated cooperatively and systematically within the same
censorship organ CISA helped to create. As described in the same mid-September 2020 email
thread below, election officials would submit misinformation reports to CIS; CIS would then
(1) forward the email to CISA, with the agency then forwarding the report to the social media
platforms (i.e., the
CISA track); and
(2) forward the email
to EIP, who would
search for other
similar content to be
flagged before
sending reports to the
social media
platforms (i.e., the
EIP track). As a
consequence, CISA
had visibility on what
was being submitted
to the EIP. And
critically, social
media platforms knew
that CISA had
knowledge of the
EIP’s intake.

113 Email from Aaron Wilson to Amy Cohen and Maria Benson (Sept. 11, 2020, 2:05 PM) (on file with the Comm.).
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The close, direct coordination between CISA and the EIP was contemplated from the
beginning, as seen in the below diagrams contained in what appear to be early EIP briefing
materials. Multiple steps in the “Proposed Reporting Workflow,” explicitly link CISA and the
EIP. For example, one step read: “CISA forwards report to appropriate social media platform(s)
and to the EIP (or EI-ISAC can send directly to EIP).”!'* Another diagram, titled “Major
Stakeholders” drew a link between the EIP, CISA, and the Intelligence Community.'!

114 Proposed Reporting Workflow (unpublished diagram) (on file with the Comm.).

115 Election Disinformation Partnership: Overview for Partners (unpublished presentation notes) (on file with the
Comm.).

48



Final Report 1817

This arrangement quickly bore fruit for the federal government’s censorship-laundering
operation. On September 17, a CISA official emailed CIS’s Aaron Wilson and Ben Spear,
writing: “I’'m forwarding you here one of the first substantive regional election misinfo tickets
that EIP has actioned that led to platform intervention. After EIP found this with their own
monitoring and flagged the content to Twitter, Twitter took action almost immediately.”!'® Put
plainly, the EIP reported back to the federal government that it had successfully induced Big
Tech to censor Americans’ political speech on behalf of CISA.

From: I B cis2.dhs.gov]

Sent: 9/17/2020 9:50:59 AM
To: Aaron Wilson [fo=EXCHANGE/ou=Exchange Administrative Group tF‘n‘DIBDHFZSSPDLT]I;’:anecipients;’cn:-
I &< Spear [fo=exchange/ou=exchange administrative group (fydibohf23spdit)/en=recipients/cnJj]
N
cc: Mike Garcia [/o-EXCHﬂNGE,r‘ou Exchange Administrative Group (FYDIBOHF235PDLT)/cn=Recipients/cn= -
(N @ <52 dhs.gov]
Subject: Fwd: EIP- 16}' Tweet says Newsom changed voting preference

Hi Aaron and Ben,

Thanks for the clarification email yesterday regarding the reporting workflow, we arc glad these flows arc
getting finalized. Just in time, too! I'm forwarding you here one of the first substantive regional election misinfo
tickets that EIP has actionted that led to platform intervention. After EIP found this with their own monitoring
and flagged the content to Twitter, Twitter took action almost immediately. EIP is producing a blogpost about
this very soon.

This ticket has the misinformation@cisecurity.org box tagged — are you monitoring for these tickets yet and
are they being received? EIP is now in a place where this sort of event will occur regularly, so starting up the
information flow identified in the one-pager might be prudent at this stage.

Let us know if you have questions or concerns as well.

Best,

CISA knew that flagging individual posts for removal would not be sufficient to achieve
its goal of categorically censoring disfavored viewpoints, primarily conservative political speech.
Instead, entire “narratives” needed to be targeted for censorship. Pursuant to multiple subpoenas,
the Committee and Select Subcommittee obtained communications between CISA, the EIP, and
CIS demonstrating that the true objective in flagging content to social media platforms was to
censor entire narratives not just specific, flagged posts. However, this did not stop the EIP from
identifying massive amounts of social media posts allegedly spreading “misinformation,” with
some misinformation reports containing over 500 individual links.'!”

116 Email from CISA official to Aaron Wilson and Ben Spear (Sept. 17, 2020, 9:50 AM) (on file with the Comm.).
17 EIP-915, submitted by [REDACTED], ticket created (Nov. 5, 2020, 9:07 PM) (archived Jira ticket data produced
to the Comm.); see also James O’Keefe, TWITTER (Nov. 6, 2020, 5:44 PM),
https://twitter.com/JamesOKeefelll/status/1324845160358940673.
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On September 24, one of the CISA-SIO interns wrote: “there is no way we found every
piece of misinfo related to this incident, so we don’t give a ton of weight to how many of the
links that we sent over got actioned (though we hope all would) . . . . Because of this, we see the
narrative itself as the most important thing to communicate.”!!8

In another email sent on September 24, one of the CISA-SIO interns who was later hired
to the full-time staff at CISA offered support for the joint censorship enterprise, writing, “EIP
anticipates increased cadence of regionally-specific misinformation incidents, so nailing down

18 Email from CISA official to Aaron Wilson and Mike Garcia (Sept. 24, 2020, 5:21 PM) (on file with the Comm.).

50




Final Report 1819

these processes soon would be ideal . . . . I am more than happy to provide additional resources
on the CISA side to route requests if that would help.”!!®

Furthermore, while the SIO has claimed that the “EIP’s goal was and continues to be to
research and analyze attempts to prevent or deter people from voting,” the SIO-affiliated
individual wrote in the same email that “[w]hile blog posts are nice, most misinformation events
will not be discussed publicly and are best remediated through the ticketing flow we have

worked out.”'??

Evidence obtained by the Committee and Select Subcommittee also makes clear that the
highest levels of CISA leadership, including then-Director Krebs, had awareness of the CISA-

19 Email from CISA official to Mike Garcia and Aaron Wilson (Sept. 24, 2020, 12:48 PM) (on file with the
Comm.).

120 Cf. id.; Background on the SIO’s Projects on Social Media, STANFORD INTERNET OBSERVATORY (Mar. 17, 2023),
https://cyber.fsi.stanford.edu/io/news/background-sios-projects-social-media.
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EIP-CIS censorship campaign.'?! On September 25, 2020, an email from CISA to CIS reveals
that Twitter took “action on one of the tweets in [an EIP] ticket. Evidently Director Krebs
personally reached out to [SIO head] Stamos asking what had happened around this event around
the time the content was taken down.”!'?? In internal Atlantic Council email exchanges around

this time, EIP members stated that “Krebs CISA is texting Stamos with some regularity.”!?
Fom: D S <2 ch 0V

Sent: 9/25/2020 7:45:38 PM

To: Aaron Wilson [fo=EXCHANGE/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=|jJj

1; Mike Garcia [/fo=EXCHANGE/ou=Exchange Administrative Group
{(FYDIBOHF235PDLT)/cn=Recipients/cn=||| ; Viisinformation Reports [/o=EXCHANGEfou=Exchange
Administrative Group (FYDIBOHF235PDLT)/ch=Recipients/cn=093d02¢79b0f4dba805¢5322cd750647-
misinformation)

cc: Ben Spear [/o=exchange/ou=exchange administrative group (fydibohf23spdlt)/cn=recipients/cn| N
(N, - cis2.dhs.gov]

Subject: Re: EIP-243 Claim the thousands of ballots found in dumpster in Sonoma

Hi all,

Just bumping this. Twitter has now taken action on one of the tweets in this ticket. Evidently Director Krebs
personally reached out to Stamos asking what had happened around this event around the time the content was
taken down, which was only an hour after this ticket was created. If this system is to work, we will need the
turnaround time to be much faster for sending these tickets out to states.

Can anyone advise on next steps for actioning this event?

Thank you,

Overt coordination between CISA, the EIP, and CIS continued well into the 2020
election cycle. On October 5, 2020, Masterson, Scully, Stamos, and Garcia, among others, were
invited to a meeting titled “EIP-CIS Sync.”'?* According to the email invitation: “The
misinformation@cisecurity.org reporting system is now up and running, as is EIP’s inbound and

121 See e.g., email from CISA official to Aaron Wilson and Mike Garcia (Sept. 25, 2020, 7:45 PM) (on file with the

Comm.).
122 g
123 Email exchange between Graham Brookie, Andy Carvin and Emerson Brooking (Sept. 30, 2020 5:05 PM) (on

file with the Comm.).
124 Email from CISA official to CISA officials, CIS employees, and SIO affiliates (Oct. 5, 2020, 12:52 PM) (on file

with the Comm.).
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outbound tip system. This call is to discuss how this process has gone so far, and to nail down
the EIP <> ISAC SLA moving forward.”!?’

of both the “CISA track” and the “EIP track” for flagging posts on social media platforms.

From:
Sent: Monday, October 5, 2020 12:52 PM

To: Masterson, Matthew <} <is2.chs.gov>; Scully, Brian <} @ cisa.dhs.gov>;

B @ cisccurity.org <} @ cisccurity.org>; | @stanford.edu < @stanford.edu>;

2 stanford.edu <@ stanford.edu>; Snell, Allison <}l @cisa.dhs.gov>; I @cisecurity.org
B G cisccurity.org>; Tipton, James <} @ cis2.dhs.gov>
Subject: EIP-CIS Sync

When: Wednesday, October 7, 2020 1:00 PM-1:45 PM.

Where:

Hi all,

The misinformation(@cisecurity.org reporting system is now up and running, as is EIP's inbound and outbound
tip system. This call is to discuss how this process has gone so far, and to nail down the EIP <= ISAC SLA
moving forward.

Best,

An email from CIS, sent on October 21, 2020, demonstrates that CIS was keeping track
126

The EIP and CISA had another meeting to coordinate their censorship operation on
October 29, 2020, as evidenced by a meeting invitation with the subject “EIP EIS [Election

125 Id.
126 Email from Mike Garcia to Amy Cohen, misinformation@cisecurity.org, Aaron Wilson, and Maria Benson (Oct.
21,2020, 10:24 AM) (on file with the Comm.).
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Security Initiative] Call Disinfo Pre-Brief.”!?” EIS appears to be in reference to CISA’s Election
Security Initiative, which included Geoff Hale and Matt Masterson at the time.

Appointment

From: I B cis=.chs.gov]

Sent: 10/28/2020 7:12:36 PM

To: I B 52 dhs.gov); Snell, Allison [l @cisa.dhs.gov]; Hale, Geoffrey

T @ ciso-dhs.zov]; Masterson, Matthew ([ <<= ohs.cov); I @stanford.edy;

Il ©stanford.edu; Graham Brookie [/o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23sPDLT)/cn=Recipients/cn = . B & <du; Emerson

Brooking [/o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Recipients/c | G B © v - <du;
scully, Brian ([} @cisa.dhs.gov); Dragseth, John [ @cise.dhs.gov]

Subject: EIP EIS Call Disinfo Pre-Brief

Start: 10/29/2020 10:30:00 AM

End: 10/29/2020 10:45:00 AM

Show Time As: Busy

Recurrence: (hone)

B. Jira Tickets: The Main Weapon in the EIP’s Censorship Arsenal

Once the EIP had been
formally organized on July 26,
2020, it quickly set about
devising a method to mass-report
content that it deemed
undesirable to the relevant social
media platforms. The EIP’s
tipline of choice was Jira, an
issue-tracking software developed
by Atlassian, an Australian
software company.'?® According
to the EIP’s post-election report,
the EIP “chose Jira because it
supported a large team and
allowed the addition of
workflows that require both
robust customer management
capabilities and organizational
features to reflect the numerous
roles needed to respond to any
inbound request.”!?

The EIP’s report including
an example image of what a Jira

127 Email from CISA official to CISA officials and EIP personnel (Oct. 28, 2020, 7:12 PM) (on file with the
Comm.).

128 See Jira Software, ATLASSIAN, https://www.atlassian.com/software/jira (last visited Nov. 3, 2023).

129 ELECTION INTEGRITY P’SHIP, supra note at 16, at 24.
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ticket looked like, demonstrating how the Jira system allowed for real-time collaboration by
“members of the EIP, government partners, and platform partners.”!3°

C. The Collusion in Practice: The Coordinated Flagging of Posts

Pursuant to a subpoena, CISA has produced to the Committee and Select Subcommittee
dozens of emails in which CIS sent reports of misinformation from state and local election
officials to both the EIP and CISA. CISA then switchboarded the reports to the relevant social
media platforms. CIS frequently included both CISA and the EIP on the same email chains,
including CISA’s Brian Scully, CISA’s CFITF, and the EIP (as indicated by the EIP email
domain “@2020partnership.atlassian.net).!3!

Plainly put, the federal government, CIS, and the EIP were all on the same email chains
discussing the censorship of Americans’ political speech. One of just many examples is shown
below.!*? While Stanford and SIO Director (and effectively the head of the EIP) Alex Stamos
have given carefully crafted statements and testimony to the Committee and Select
Subcommittee that CISA could not directly report misinformation content to the EIP, this email
chain and others show that CISA routinely was copied on emails from CIS to the EIP reporting
misinformation.'* In other words, while CISA did not directly report content to the EIP, CISA
had complete visibility on what was being reported to the EIP and at the same time was reporting
the same content directly to the social media platforms. While CISA had “no official role,” CISA
knew what reports were being submitted to the EIP, received Jira ticket reports and notifications
via email, had personnel with direct access to the EIP ticketing system, and was in direct contact
with the social media platforms.

In another characteristic example below, CIS’s “Misinformation Reports” email account
sent an email to Brian Scully, CISA Central, CISA’s CFITF, and EIP, which read:

130 1d. at 30.

131 See, e.g., email from CIS to Brian Scully, CISA Central, CFITF, and EIP personnel (Nov. 11, 2020 4:49 PM) (on
file with the Comm.).

132 Email from CIS to Brian Scully, CISA Central, CFITF, and EIP personnel (Nov. 11, 2020 4:49 PM) (on file with
the Comm.).

133 House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 224 (on file with the
Comm.) (“I still believe we did not receive any direct requests from CISA.”) (emphasis added); Background on the
SIO’s Projects on Social Media, STANFORD INTERNET OBSERVATORY (Mar. 17, 2023),
https://cyber.fsi.stanford.edu/io/news/background-sios-projects-social-media (“Did EIP receive direct requests from
the Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA) to eliminate or
censor tweets? No.”) (emphasis added).
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“Misinformation report: Facebook post regarding debunked conspiracy theories about
elections.”!* The Facebook post in question linked to an article from the Daily Wire, a
prominent conservative publication. !

Emails from CIS to CISA and EIP continued throughout the 2020 election cycle,
including the months of October and November 2020, during which time many Americans relied

134 Email from CIS to Brian Scully, CISA Central, CFITF, and EIP personnel (Oct. 20, 2020 5:40 PM) (on file with
the Comm.).

135 See Hank Berrien, WATCH: McEnany: I Can Confirm Ballots For Trump Were ‘Cast Aside’ In Pennsylvania,
THE DAILY WIRE (Sept. 24, 2020).
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on information shared on social media platforms to inform their vote. Moreover, a significant
number of emails from CIS were directly addressed specifically to CISA CFITF team lead
“Brian [Scully] and EIP” and included employees of the social media platforms hosting the
content of concern.

On November 5, for example, an email was sent from CIS’s Misinformation Reports
email address to CISA, the EIP, and Facebook, which read “Brian and EIP — we have included
Facebook in this report.”!*¢ The email copied two employees of Facebook directly on the report
of “misinformation.”!” Thus, the Facebook personnel on the receiving end of this email would
understand that CISA and the EIP were receiving the same notifications at the same time. Emails
such as this one revealed that the federal government had direct knowledge of what was being
reported to the EIP.

On November 11, CIS sent an email to a Twitter employee, multiple CISA accounts, and
the EIP, writing, “Brian and EIP, we have included Twitter in this report.”!*® The email copied
an employee of Twitter on the alert about “misinformation.”!’

136 Email from CIS to Brian Scully, CISA Central, CFITF, EIP, and Facebook employees (Nov. 5, 2020 5:18 PM)
(on file with the Comm.).

137 1.

138 Email from CIS to Brian Scully, CISA Central, CFITF, EIP, and Twitter employee (Nov. 11, 2020 8:51 PM) (on
file with the Comm.).

139 Id.
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In one particularly alarming instance, CIS forwarded a report from the Arizona Secretary
of State’s Office—Iled at the time by Katie Hobbs, a Democrat—to CISA, the EIP, and
Facebook: “Brian and EIP, I included Facebook in this report.”'*° In the original
“misinformation” report to CIS, an Information Security Officer at the Arizona Secretary of

State’s Office flagged a Facebook URL, writing, “[t]his post was on a private [Facebook]

page 29141

140 Email from CIS to Brian Scully, CISA Central, CFITF, EIP, and Facebook employees (Nov. 6, 2020 10:08 AM)
(on file with the Comm.).
141 Id. (emphasis added).
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While the First Amendment certainly applies to states and state officials, it is concerning
that Secretary Hobbs expended her office’s limited resources to flag content on social media
regarding a Republican candidate’s speech. But even more alarming, Hobbs’s staff was
apparently trawling through private Facebook pages to identify dissent and “misinformation” for
removal. According to public reporting, Hobbs’s office continued flagging social media posts
well after the election, into January 2021.'%? In some cases, Hobbs’s staff emailed the social
media platforms directly, requesting that posts criticizing her be censored.'*’

Even more damaging to the argument that CISA and EIP were independent of one
another is the fact that CISA personnel, who supposedly had no access to the EIP’s Jira system,
referenced the EIP-specific ticket codes when discussing “misinformation” reports. The email
below, sent on November 2—the day before the 2020 election—is one such example, in which a
CISA official informed Twitter: “Please see below reporting from Connecticut election officials.
The ticket is also tagged EIP-572.'%

At one point, it appears that Christopher Krebs, the then-Director of CISA, directed
Robert Schaul, CISA’s Analysis and Resilience Policy Lead, to contact Graham Brookie, Senior
Director of the Atlantic Council’s Digital Forensic Research Lab (DFRLab), to inquire about a
particular election-related narrative spreading on social media. In the email, Schaul wrote:
“We’re getting the EIP take as well but wanted to check in with you . . . . [Director Krebs is]
particularly interested in any analytics we can pull together on the narrative as well as where it’s
coming from and who is amplifying it.”'** Internal Atlantic Council documents show that

142 See Jeremy Duda, Secretary of State Had Disinformation Pulled From Twitter, AX10S (Dec. 6, 2022).

143 See Houston Keene, Dem Gov Katie Hobbs Requested Twitter Censor Critics of Tweet Comparing Trump
Supporters to Nazis, FOX NEWS (Aug. 10, 2023).

14 Email from CISA official to Twitter employees (Nov. 2, 2020 2:34 PM) (on file with the Comm.) (emphasis
added).

145 Email from Robert Schaul to Graham Brookie (Nov. 10, 2020 8:31 AM) (on file with the Comm.).
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Brookie and others understood that Director Krebs and SIO Director Alex Stamos were texting
“with some regularity.

99146

146 Email exchange between Graham Brookie and Atlantic Council personnel (Sept. 30, 2020 5:05 PM) (on file with
the Comm.).
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CISA personnel also solicited information about political speech on social media from
employees of the platforms. On the same day, November 10, Scully sent an email to three
Facebook employees, writing, “Director Krebs is particularly concerned about the hammer and
scorecard narrative that is making the rounds. Wanted to see if you have been tracking this
narrative and if there’s anything you can share around amplification?”!4’

From: Scully, Brian cisa.dhs.gov>
Sent: Tuesday, November 10, 2020 9:24:57 AM

To: o com>; I S o o I
fb.com=

Subject: Hammer and scorecard narrative

Good moming,

Director Krebs is particularly concemed about the hammer and scorecard narrative that is making the rounds.
Wanted to see if you all have been tracking this narrative and if there’'s anything you can share around
amplification?

Thanks,
Brian

These emails directly contradicts claims that CISA had only a “very little role, if none” in
the EIP.'*® To the contrary, CISA had real-time awareness of what was being submitted to EIP,
what steps EIP was conducting, and what actions the social media platforms were taking—and
EIP and the social media platforms were aware of CISA’s significant role.

D. The State Department’s Direct Participation in the EIP’s Censorship Operation

The Global Engagement Center (GEC) is a multi-agency organization housed within the
State Department, which Elon Musk has described as “[t]he worst offender in US government
censorship & media manipulation.”'*’ The GEC and GEC-funded entities have, on multiple
occasions flagged content to social media platforms that included Americans engaged in
constitutionally protected speech.!>°

147 Email from Brian Scully to Facebook employees (Nov. 10, 2020 9:24 AM) (on file with the Comm.).

148 Compare House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 95 (on file
with the Comm.); Letter to John B. Bellinger, III, from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary
(June 1, 2023), at 2; and Letter from John B. Bellinger III to Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary
(June 14, 2023), at 4 (on file with the Comm.) with email from Graham Brookie to Atlantic Council employees (July
31, 2020, 5:54 PM) (on file with the Comm.); email from CISA staff to Aaron Wilson, Ben Spear, and Mike Garcia
(Sept. 3, 2020, 1:51 PM) (on file with the Comm.); and email from Brian Scully to Facebook employees (Nov. 10,
2020 9:24 AM) (on file with the Comm.).

149 Elon Musk (@elonmusk), TWITTER (Feb. 6, 2023, 6:32 PM),
https://twitter.com/elonmusk/status/1622739987031552002.

150 See, e.g., Matt Taibbi (@mtaibbi), TWITTER (Mar. 2, 2023, 12:00 PM),
https://twitter.com/mtaibbi/status/1631338687718907904 (“Here are 5500 names GEC told Twitter it believed were
‘Chinese... accounts’ engaged in ‘state-backed coordinated manipulation.’ It takes about negative ten seconds to
find non-Chinese figures.”); Matt Taibbi (@mtaibbi), TWITTER (Mar. 2, 2023, 12:00 PM),
https://twitter.com/mtaibbi/status/1631338690931826711 (“GEC’s ‘Chinese’ list included multiple Western
government accounts and at least three CNN employees based abroad.”).
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Unlike CISA’s pretext of peripheral non-involvement, the EIP openly admitted that the
GEC “reported tickets” to the EIP in its final report looking back on the 2020 election cycle.'>!
In fact, according to that report, the GEC was one of the most frequently tagged organizations in
the EIP’s Jira system.!*?

On October 15, 2020, Adela Levis, an “Academic and Think-Tank Liaison’ with the
GEC, sent an email invitation to a meeting with the title “GEC/Election Integrity Partnership.”!>
In the body of the email, Levis wrote that the meeting was “to discuss a concrete idea we have
for possible support of the EIP effort.”!>*

Appointment

From: Levis, Adela (2 state.zov]
Sent: 10/15/20203:35:38 PM

To: Levis, Adela @ s tate.gov); Kate Starbird [} @ uw.edu]; Shelby Grossman [fo=Exchangelabs/ou=Exchange
Administrative Group (FYDIBOHF23SPDLT)/ch=Recipients /cn=e095f09f3b364ddeBa93beed3a5f55db-shelbybgl;

Ruppe, Adele E [[JE st2te gov); Jevin west [Je ow.cdul;

[fo=Exchangelabs /ou=Exchange Administrative Group

(FYDIBOHF235PDLT)/cn=Reci pi ents /c = (o @ cinartnership.net;

Renee DiResta [fo=Exchangelabs/ou=Exchange Administrative Group

{FyDIBOHF23sPDLT)/cn=Reci pi ents /cn G | 6cche. William
TG :tategov]; Stewart, Samaruddin K ([ RE state-gov); Dempsey, Alex L [ @state-gov]

cC: Elena Cryst[/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Recipients /cn=2a5%e34f3chedc78a497962dc7 161e3f-eoryst]

Subject: [elp-info] RE: GEC/Election Intagrity Partnership
Start: 10/16/20207:30:00 PM
End: 10/16/2020 8:30:00 PM

Show Time As: Busy
Recurrence: (none)

Dear All
please join us today Friday, Oct. 16th, at 3:30pm EST/1230 PT to discuss a concrete idea we have for possible
support of the EIP effort.

Please let me know if you have any questions ahead of time.

Join Microsoft Teams Meeting

* 4 United States, Spokane {Toll)
[CHEEEIhy 0 |

Warm regards,

Adela

151 ELECTION INTEGRITY P’SHIP, supra note 16, at 42.

152 Id. at 38.

153 Email from Adela Levis to Kate Starbird, et. al (Oct. 15, 2020 3:35 PM) (on file with the Comm.).
154 [d
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Following the 2020 election, a “Counter Disinformation Analyst” with the GEC sent an
effusive email to SIO Director Alex Stamos, SIO research manager Renée DiResta, and UW’s
CIP Director Kate Starbird, among others, with the subject “Thank You from the GEC.”!> The
analyst gushed: “I want to send my sincerest thanks for allowing me to participate in the Election
Integrity Partnership with the GEC. My colleagues and I appreciated your taking the time to
meet with us before the election and accommodating my involvement on short notice.”!>® The
analyst continued, “I am proud to have worked on such an impactful initiative with so dedicated
a team.”!’

Message

From: Beebe, William (@ state gov]

Sent: 12/4/2020 11:12:27 PM

To: Alex Stamos [fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF 235PDLT)/cn=Recipients/cn - :
[fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF 235PDLT)/cn=Recipients/cn | N - - cc DiResta
[fo=Exchangelabs/ou=Exchange Administrative Group
(FyDIBOHF235PDLT)/cn=Recipients/cn=|  EEEEGEGNEEEEEEEEEEEEEE -t st=rbird
Wl G 1w .edu]; Shelby Grossman [/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=e995f09f3b364dde8a93beed3a5f55db-shelbybg]; Jevin West
G cdu)

cC: Levis, Adela i @state.gov]; Ruppe, Adele E (2 state.gov); Dempsey, Alex L (| ©state.cov);
stewart, Samaruddin K [ 2 state.20v]

Subject: Thank You from the GEC

EIP Team,

| want to send my sincerest thanks for allowing me to participate in the Election Integrity Partnership as an
analyst with the GEC. My colleagues and | appreciated your taking the time to meet with us before the
election and accommodating my involvement on short notice. | am proud to have worked on such an
impactful initiative with so dedicated a team and look forward to reading the products you continue to
produce.

We'd like to stay in touch and look for ways to collaborate further. When you have time, we'd welcome a
follow-up meeting to exchange ideas and lessons learned on the disinformation challenge. Adela Levis (cc'd
here) would also like to know how her Academic Liaison Unit can support your research efforts.

Have a great weekend!

Best Regards,

Will

155 Email from William Beebe to Alex Stamos, Renée DiResta, Kate Starbird, and Jevin West (Dec. 4, 2020 11:12
PM) (on file with the Comm.).

156 14.

157 1d.
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E. Other Federal Agencies’ Involvement with the EIP: the FBI and the NSA

CISA was not the only government entity apprised of the EIP’s activities. On June 23,
2023, the Committee and Select Subcommittee conducted a transcribed interview of Alex
Stamos, examining his and CISA’s involvement in the EIP. During the interview, Stamos
testified that the SIO briefed several other government agencies about the EIP, including the
National Security Agency (NSA) and Cyber Command. Stamos further testified that Federal
Bureau of Investigation (FBI) Special Agent Elvis Chan, who was the primary liaison between
the FBI and Silicon Valley and was involved in the suppression of news about information
damaging to the Biden family found on a laptop belonging to Hunter Biden, arranged the SIO-
NSA briefing.

Stamos testified:
Q. Which other federal agencies did EIP brief?

A. I did a briefing for General Nakasone, then the director of NSA and Cyber
Command. . ..

Did the FBI also receive briefings for the election?

A. The FBI was part of that briefing, so I did it from the FBI office in — in San
Francisco because I just can’t Zoom into the NSA.

Do you recall who set up the meeting between you and the NSA?

A. Elvis Chan had set up the — so the meeting was set up because Nakasone
had come to campus. Elvis was the facilitator who provided the space and
participated, listened to the briefing in San Francisco.

Q. Yeah. Did you know Mr. Chan before this meeting had occurred?
A, Idid."®

The SIO continued to provide the FBI with updates on the EIP throughout the 2020
election cycle. For example, on October 5, 2020, Alex Stamos sent an email to Elvis Chan,
writing: “Right now, the Election Integrity Partnership is running three shifts each weekday . . .
We don’t have any good indications of foreign interference from our work, and most of the
things we have spotted can be tied to known domestic actors,” i.e., Americans.'*

158 House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 98-99 (on file with the
Comm.).
159 Email from Alex Stamos to Elvis Chan and Renee DiResta (Oct. 5, 2020 7:44 PM) (on file with the Comm.).
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From: Alex Stamos <JJJ@stanford.edu>

Sent: Monday, October5, 2020 7:44 PM

To: Chan, Elvis M. (SF} (FBI) <|JJll@fbi.gov>; Renee DiResta < @stanford.edu>
Subject: Re: [EXTERNALEMAIL] - RE: Status Update

Elvis-

Right now, the Election Integrity Partnershipis running three shifts each weekday (and one on Sunday) looking for
election related disinformation. We are handling about adozen “incidents” perday, which can correspond to multiple
pieces of disinformation orjust one (thisis varying widely). We are intaking reports from locals via EI-ISAC, working with

NGOs like Common Cause, and routing issues to platforms to get handled.

It's working pretty well. You can see a handful of incidents we wrote up at eipartnership.net. We will be adding shiftsin
a couple of weeks and will be staffingawar room at my house {post COVID-testing) on election day.

CONFIDENTIAL SI0-HJC014624

What's your mandate look like ? We don’t have any good indications of foreign interference from our work, and most of
the things we have spotted can be tied to known domesticactors. Probably some foreign amplifiers, but figuring that
out is generally outside of ourscope and the data we have access to. Check out our “Rapid Reaction” postsandseeif
any of those kinds of topics are in scope for yourwork.,

Alex

In response to Stamos’s question regarding the FBI’s mandate, Chan wrote: “The FBI
[San Francisco] mandate is to be the conduit to/from the social media companies for all election-
related threats, whether foreign or domestic. We’ve been receiving mostly domestic voter
suppression-related accounts to flag for social media companies as each state had its
primaries.” !¢

Message

From: chan, Elvis M. (SF) (F8I) (I @fbi.gov]

Sent: 10/6/20204:25:46 PM

To: Alex Stamos [fo=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Reci pi ents /cn = | F.cnee DiResta
[/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF235PDLT)/cn=Reci pients /- N S

Subject: RE: [EXTERNAL EMAIL] - RE: Status Update

Hi Alex,

It seems like you have a good system in place and are plugged inwith the relevant entities. The FBISF mandate is to be
the conduitto/from the social media companies for all election-related threats, whether foreign or domestic. We’ve
been receiving mostly domestic votersuppression-related accounts toflag for social mediacompanies as each state had
its primaries.

At our command post, we’ll have a NCRIC-embed who will have access to HISN, EI-ISAC, and MS-ISAC feeds as well. We
are hoping USIC partners will be able to declassify information fast enough for us to push out to the companies for
awareness,

Since you are also flagging things and sending them to the social media companies, | know they'll be able torelay any
coordinated campaigns they see to us for examination and possible case opening. Let’s plantostayintouch as things
start to heatup. Thanks!

Regards,
Elvis

160 Email from Elvis Chan to Alex Stamos and Renee DiResta (Oct. 6, 2020 4:25 PM) (on file with the Comm.).
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II1. THE EIP’S JIRA TICKETS: AN ENCYCLOPEDIA OF CONSERVATIVE CENSORSHIP

An examination of the Jira tickets themselves reveals a veritable who’s who of prominent
conservative voices targeted for censorship by CISA and the EIP. On March 17, 2023, in
response to increased media scrutiny of the SIO’s activities, including the Select Subcommittee’s
March 9 hearing on the Twitter Files, the SIO published a blog post riddled with false statements
about the EIP.!®! For instance, the blog post stated that the EIP did not “‘target’ or discriminate
against conservative social media accounts or content.”'%> While it is true that the EIP, did flag
non-conservative content to maintain a fagade of neutrality, the EIP’s reports show a clear
attempt to suppress conservative speech in particular.!'®?

According to the EIP’s post-election report, there are four categories of election-related
“misinformation” that the EIP considered to be “in scope” of the type of “misinformation” the
EIP would analyze.'®* Some of the categories, like “procedural interference” are relatively
anodyne—although often stretched beyond its intended contours—and include things like
“[c]ontent that misleads voters about how to correctly sign a mail-in ballot” and ““[c]ontent that
encourages voters to vote on a different day.”!%

The EIP repeatedly used its fourth category, in particular, to justify the censorship of
conservative political speech: the “Delegitimization of Election Results,” defined as “[c]ontent
that delegitimizes election results on the basis of false or misleading claims.”!%® This arbitrary
and inconsistent standard was determined by political actors masquerading as “experts” and
academics. But even more troubling, the federal government was heavily intertwined with the
universities in making these seemingly arbitrary determinations that skewed against one side of
the political aisle.

The EIP routinely flagged conservative content on social media under the guise that it
was inappropriately “delegitimizing” election results, even in cases where the content was
factually accurate. Criticism of the electoral system is constitutionally protected speech. A
political system that allows a small minority of government-approved “experts” to exercise
influence over the ability of other citizens to express concerns with the government represents a
profound threat to our constitutional republic. Indiscriminately or improperly suppressing
accusations of electoral fraud necessarily suppresses speech about real instances of electoral
fraud, thereby allowing the government free rein to conduct elections in a manner that is not
accountable to the American people.'®’

16! Stanford Internet Observatory, Background on the SIO’s Projects on Social Media, STANFORD UNIV. (Mar. 17,
2023).

162 Id.

163 So that the American people can judge for themselves, Appendix II of this report includes all of the EIP and
Virality Project Jira ticket data provided to the Committee pursuant to a subpoena to Stanford University.

164 ELECTION INTEGRITY P’SHIP, supra note 16, at vi, 246.

165 Id. at vi, 7.

166 Id. at vi.

167 See, e.g., Susan Haigh, Connecticut Judge Orders New Mayoral Primary After Surveillance Videos Show
Possible Ballot Stuffing, AP (Nov. 1, 2023) (“A judge on Wednesday tossed out the results of a Democratic mayoral
primary in Connecticut’s largest city and ordered that a new one be held, citing surveillance videos showing people
stuffing multiple absentee ballots into outdoor collection boxes.”).
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A. Dropping the Pretense of “Mis- and Disinformation”: The EIP’s Absurd
Approach to Classification

The EIP acknowledged in its report that it is “not a fact-checking organization” and that
“[f]or some tickets, it was not possible to find an external fact-check for the content, either
because no fact-checker had yet addressed the issue, or because the information was resistant to
simple verification.”!%® Unbelievably, the EIP also admitted that its analysts “identified at least
one external fact-check source for approximately 42% of the in-scope tickets.”!%’ In other words,
EIP analysts were unable to identify a single external source to support its designation of a
particular post or narrative as “mis- or disinformation” in a majority of posts it flagged.

The general reliance of social media censors on fact-checkers, many of whom have a
distinctly liberal political bias, creates an environment that is hostile to free speech, especially
conservative viewpoints, and is concerning in and of itself. However, the fact that the EIP could
not find even a single fact-checker, biased or not, before flagging content to social media in a
majority of cases and was willing to publicly admit to that fact, is indicative of a brazen and
megalomaniacal approach to censorship, unbothered by the truth or maintaining even the
appearance of political neutrality.

For cases in which the EIP was unable to fact-check a claim or narrative it had identified,
the EIP could have opted not to flag the content to the social media platforms, given that there
was uncertainty about the truth value of the content in question. Instead, the EIP aggressively
flagged such posts to the platforms, noting in the tickets that it had no justification for reporting
the content other than CISA’s and the EIP’s own political agenda.

For example, an entry in EIP-713, a Jira ticket regarding a Gateway Pundit article,
submitted on the afternoon of Election Day, November 3, read: “We are sending this to you
quickly as we likely won’t be able to figure out a factcheck here.”!”® In EIP-418, concerning a
tweet from One America News Network, a contributor wrote: “We have not seen a fact-check on
this direct story, but this story is targeted at discrediting the validity of vote-by-mail.”!"! In its
report, the EIP claimed that its purpose was “to identify and analyze mis- and disinformation,”
which even CISA publicly defines as false information.!”> However, the approach demonstrated
in these and other tickets makes clear that the EIP’s focus was not on the truth, but rather the
advancement of viewpoint-based discrimination.

168 ELECTION INTEGRITY PARTNERSHIP, supra note 16, at 10.

169 1d.

170 EIP-713, submitted by [REDACTED], ticket created (Nov. 3, 2020, 2:45 PM) (archived Jira ticket data produced
to the Comm.).

171 EIP-418, submitted by [REDACTED], ticket created (Oct. 21, 2020, 9:30 AM) (archived Jira ticket data
produced to the Comm.); see also OAN Newsroom, Reports Claim 440K Questionable Ballots Sent To Deceased Or
Inactive Voters In Calif.,, ONE AMERICA NEWS NETWORK (Oct. 20, 2020) available at
http://web.archive.org/web/20201021170509/https://www.oann.com/reports-claim-440k-questionable-ballots-sent-
to-deceased-or-inactive-voters-in-calif/.

172 ELECTION INTEGRITY PARTNERSHIP, supra note 16, at vi.
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B. Efforts to Censor the Truth

Even in the limited cases in which the EIP was able to find an external fact-check, the
fact-checkers were often unsure themselves, admitted that the relevant claims were not false, or
subject to undeniable political bias. On November 3, 2020, Alex Stamos sent an email to a
Reddit employee with the contents of a Jira ticket concerning irregularities at polling sites in

Philadelphia, as Reddit refused to participate in the Jira system directly.!”
redd“ I B oot com>

Re: EIP-614 NE Philadelphia lllegal Electioneering Claim

1 message

Alex Stamos (@stanford.edu= Tue, Nov 3, 2020 at 10:21 AM
To @reddit com=>

This is what we sent to multiple platforms on the same debunked claim:

Reddit, Facebook and Twitter teams:

A tweet by a Newsmax columnist (A. Benjamin Mannes) shows a Democratic campaign flyer posted at a NE Philadelphia polling site. This content describes
electioneering at polling places in Philadelphia as well as Delaware County by showing posters depicting the “Official Democratic Ballot™ that are posted outside
of polling stations. Posters complain that no equivalent “Official Republican Ballot” was provided to voters. These posters have been seen at at least three
polling places based on images from this tweet. A Facebook post brands this as Democrats cheating.

The Philly DA has investigated and found that this was not a violation as is being alleged. We recommend at least labeling as this is a disproven claim of an
electoral crime.

Fact Check: https./ftwitter.com/philadao/status/1323644899967881219

content

https://twitter.com/PublicSafetySME/status/13235955483482931217s=20

https:/fwww reddit com/r/donaldtrump/comments/jnbOnk/this_is_our_polling_place_in_ne_philadelphia/
https://www facebook com/groups/75793573423007 1/permalink/3827 144257309188

https://twitter com/LukeEdison20/status/13236481879952209927s=20
hitps:/ftwitter.com/DGTLSLDR172/status/1323629286100770819
https://twitter.com/pnjaban/status/13236598367147458587s=20

https:/ftwitter.com/jperky 1956/status/13236459158239436827s=20
https:/ftwitter.com/ellencarmichael/status/1323643 138435592 1937s=20

The ticket, although ostensibly about a specific claim regarding signs posted outside polling
sites, flagged more generic content, including the below tweet from Republican Party official
Harmeet Dhillon.!” The “Fact Check” cited in the ticket is a tweet from the office of the
Democratic District Attorney in Philadelphia and does not dispute any of the claims in Dhillon’s

post.
Harmeet K. Dhillon &
@pnjaban

Polling is going smoothly in many parts of Pennsylvania according to my
colleagues. Have spoken to multiple lawyers there. But Philadelphia has
rampant problems. Is the Democrat AG Shapiro - who is on the ballot —
giving them cover? We are documenting and handling this. VOTE! E=

11:14 AM - Nov 3, 2020

173 Email from Alex Stamos to Reddit employee (Nov. 3, 2020 10:21 AM) (on file with the Comm.).
174 Id.; see also Harmeet K. Dhillon (@pnjaban), TWITTER (Nov. 3, 2020, 11:14 AM).
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C. Efforts to Censor President Trump and His Family

The most prominent conservative voice targeted by CISA and the EIP was none other
than the sitting President of the United States, Donald Trump. On October 27, 2020, a local
official reported a tweet from President Trump to CIS’s “misinformation” tipline, which then
forwarded the report to the EIP and CISA, per its usual protocol.!” CISA then flagged the
content to Twitter.!”® To be clear, this evidence shows an unelected executive branch official
flagging a statement from the elected leader of the executive branch for removal from one of the
world’s largest and most active public forums. CISA has not provided the Committee any
evidence that it contacted the White House prior to making the referral to opine on the veracity
of the claim in the tweet.

175 EIP-482, submitted by CIS Misinformation Reporting, ticket created (Oct. 27, 2020, 1:07 PM) (archived Jira
ticket data produced to the Comm.); see also Donald J. Trump (@realDonaldTrump), TWITTER (Oct. 27, 2020 3:53
AM), available at

https://web.archive.org/web/20201027105312/https://twitter.com/realDonald Trump/status/1321042229838909441.

176 Id.
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From: Misinformation Reports @cisecurity.org>

Sent: Tuesday, October 27, 2020 4:07 PM

To: @2020partnership.atlassian.net; Misinformation Reports @cisecurity.org>; Scully, Brian
@cisa.dhs.gov>; CFITF '@hq.dhs.gov:>; CISA Central @cisa.dhs.gov>

Subject: Case #CIS-MIS000075: Misinformation tweet regarding re-voting

CAUTION: This email onginated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust
the sender. Contact your component SOC with questions or concerns.

Misinformation tweet regarding re-voting

From: Scully, Brian
Sent: Tuesday, October 27, 2020 4:09 PM

@twitter.com>
Cc: CFITF .@hq.dhs.gov>; Misinformation Reports _@cisecurl’ty.org>

Subject: FW: Case #CIS-MIS000075: Misinformation tweet regarding re-voting

Please see below report from Washington.

Thanks,
Brian

CISA’s involvement in the attempted censorship of President Trump did not end once the
report had been submitted to Twitter. Instead, as noted in an entry on the Jira ticket identified as
EIP-482: “We [the EIP] heard back from Twitter through CISA” regarding how Twitter decided
to handle the reported tweet.!”’

This was not the only time CISA and the EIP attempted to hinder the duly elected
President’s ability to communicate with the American public. On November 4, 2020, a Michigan
election official made a “misinformation” report to CIS, writing, “Today we learned of an
apparent error in reporting unofficial election results from Antrim. The unofficial results reported
were unusual. The County reviewed the issue and after speaking with their election vendor,
determined that there may have been an error in the program used to combine the results that
caused inaccurate numbers to display.”!’® According to the election official, this was concerning
because “[i]ndividuals are using this incident to spread misinformation or conspiracy theories
that the election results cannot be trusted.”'”

177 See EIP-482, supra note 175.
178 Email from Michigan election official to CIS and MS-ISAC personnel (Nov. 4, 2020 2:35 PM) (on file with the

Comm.).
179 [d
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From:_@michigan.gov>

Sent: Wednesday, November 4, 2020 2:35 PM

To: MS-ISAC 50C '@ms'\sac.org); Misinformation Reports _@cisecuritv.org;-
Subject: Antrim County Michigan Election Results Error in reporting

Importance: High

Good Afternoon,

Today we learned of an apparent error in reporting unofficial election results from Antrim. The unofficial results
reported were unusual. The County reviewed the issue and after speaking with their election vendor, determined that
there may have been an error in the program used to combine the results that caused inaccurate numbers to display.

At this time, there is no reason to think that this was the result of malicious activity. We believe that all ballots and
tabulators functioned properly. Voters are recorded on hand-marked paper ballots. The County is reviewing the issue
further with its election vendor and will then determine when it will be able to report its unofficial results. Again, all
results reported at this time are unofficial; the official results are determined after a County canvass of election results
and certification by the Board of State Canvassers.

Individuals are using this incident to spread misinformation or conspiracy theories that the election results cannot be
trusted. They may be combining this story with apparently doctored images of election results in other areas to suggest
a widespread conspiracy to change election results. They may also combine this with efforts to undermine the ongoing
counting of absent voter ballots. There is no basis to this whatsoever and as far as we know this was an isolated incident
caused by an error that was quickly caught.

As usual, the report was then sent at the same time to the EIP and CISA for further action.'®°

From: Misinformation Reports

Sent: Wednesday, November 4, 2020 7:42:36 PM (UTC+00:00) Monrovia, Reykjavik

To: Scully, Brian; CISA Central; CFITF; @2020partnership.atlassian.net; Misinformation Reports
Subject: Case #CIS-MIS000159: Antrim County, MI election results error in reporting

CAUTION: This email originated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust the
sender. Contact your component SOC with questions or concerns.

In response, the EIP dutifully activated its surveillance antennae, scouring social media
for posts and activity related to the reporting irregularity that the state election official confirmed
had actually taken place. The EIP then reported a series of URLs to Twitter and Facebook
regarding the incident in Antrim County.'®! Facebook replied that it had “applied the relevant
labels on the links you shared.”!®? One of the links included in the ticket was a tweet from

130 Email from CIS personnel to Brian Scully, CISA Central, CFITF, and EIP personnel (Nov. 4, 2020 7:42 PM) (on
file with the Comm.).

181 See See EIP-822, submitted by CIS Misinformation Reporting, ticket created (Nov. 4, 2020, 11:42 AM) (archived
Jira ticket data produced to the Comm.); see also Donald J. Trump (@realDonaldTrump), TWITTER (Nov. 7, 2020
7:23 AM), available at

https://web.archive.org/web/20201107152307/http://twitter.com/realDonald Trump/status/1325096422799237120;
Alana Mastrangelo, Georgia Counties Using Same Software as Michigan Counties Also Encounter ‘Glitch’,
BREITBART (Nov. 7, 2020) available at
https://web.archive.org/web/20201108204307/https://www.breitbart.com/politics/2020/11/07/georgia-counties-
using-same-software-as-michigan-counties-also-encounter-glitch/.

182 17
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President Trump, in which the President shared an article from Breitbart, with the added
commentary: “What a total mess this ‘election’ has been!”!%3

CISA has not provided the Committee with any evidence that the agency contacted the White
House directly to convey its concerns with the tweet, instead relying on the EIP to conduct
censorship by proxy.

Members of President Trump’s family were also targeted for censorship by CISA and the
EIP. During the course of its work in the 2020 election cycle, the EIP flagged multiple posts
from both Donald Trump Jr. and Eric Trump, some of which appear to have been removed or
labelled.'®* In one ticket, tagged EIP-867, the EIP flagged Donald Trump Jr.’s Twitter account

183 Id.

184 See, e.g., EIP-949, submitted by Alex Stamos, ticket created (Nov. 7, 2020, 8:36 AM) (archived Jira ticket data
produced to the Comm.); see also Eric Trump (@EricTrump), TWITTER (Nov. 8§, 2020 4:22 AM), available at
https://web.archive.org/web/20201108122250/https://twitter.com/EricTrump/status/1325413441310482432; Alana
Mastrangelo, Georgia Counties Using Same Software as Michigan Counties Also Encounter ‘Glitch’, BREITBART
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for simply reposting a Tweet from conservative journalist James O’Keefe and asking: “Where is
the DOJ??27”185

% Donald Trump Jr. 2
@Donald)Trumplr

Where is the DOJ77?27?

9 James O'Keefe £ @JamesOKeefelll - Nov 4, 2020

BREAKING: Michigan @USPS Whistleblower Details Directive From Superiors:
Back-Date Late Mail-In-Ballots As Received November 3rd, 2020 So They Are
Accepted

“Separate them from standard |letter mail so they can hand stamp them with
YESTERDAY'S DATE & put them through"

#MailFraud

(Nov. 7, 2020) available at https://web.archive.org/web/20201108204307/
https://www.breitbart.com/politics/2020/11/07/georgia-counties-using-same-software-as-michigan-counties-also-
encounter-glitch/; Donald Trump Jr. (@DonaldJ TrumpJr), TWITTER (Nov. 6, 2020 8:47 PM), available at
https://web.archive.org/web/20220712020104/https://twitter.com/DonaldJ TrumpJr/status/1324815748108345344.
135 EIP-867, submitted by [REDACTED], ticket created (Nov. 18, 2020, 1:29 PM) (archived Jira ticket data
produced to the Comm.).
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D. Efforts to Censor Political Candidates and Legislators

CISA’s and the EIP’s censorship enterprise targeted not only President Trump but also
former, current, and prospective legislators. In EIP-450, the EIP flagged a tweet, pictured below,
from former Speaker of the House of Representatives Newt Gingrich about changes to
Pennsylvania election law. '3

Newt Gingrich &
@newtgingrich

Pennsylvania democrats are methodically changing the rules so they can
steal the election. It is amazingly open, dishonest, ruthless and will work
unless the state ( especially Philadelphia) is flooded with law
enforcement.

3:53 PM - Oct 23, 2020

In EIP-904, the EIP attempted to censor Rep. Jody Hice, a sitting Republican
Congressman from Georgia, engaging in core political speech criticizing the administration of
the election in his home state.'®’

Rep. Jody Hice &
q @CongressmanHice

GA's handling of this election is embarrassing!

Two days are gone and we still don't know results...are you kidding?
Worse yet, partisan ballots keep appearing.

A fair vote & Trump wins, end of story!

Stop the fraud!

7:04 PM - Nov 5, 2020

186 See EIP-450, submitted by [REDACTED)], ticket created (Oct. 23, 2020, 1:43 PM) (archived Jira ticket data
produced to the Comm.).

187 See EIP-904, submitted by Josh Aaron Goldstein, ticket created (Nov. 5, 2020, 4:30 PM) (archived Jira ticket
data produced to the Comm.); see also Rep. Jody Hice (@CongressmanHice), TWITTER (Nov. 5, 2020 4:04 PM),
available at http://web.archive.org/web/20201106010558/
https://twitter.com/CongressmanHice/status/1324502770813194241?s=20.
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EIP analysts also flagged a completely innocuous tweet from Sen. Thom Tillis of North
Carolina in EIP-936 because the group deemed his declaration of victory to be premature.'®® Sen.
Tillis did, in fact, win his reelection to the Senate.

188 EIP-936, submitted by [REDACTED], ticket created (Nov. 16, 2020, 2:08 PM) (archived Jira ticket data
produced to the Comm.); see also Joseph Curl, Republican Thom Tillis Claims Victory in North Carolina, THE
DAILY WIRE (Nov. 4, 2020) available at
https://web.archive.org/web/20201108225403/https://www.dailywire.com/news/republican-thom-tillis-claims-
victory-in-north-carolina; Thom Tillis (@ThomTillis), TWITTER (Nov. 3, 2020 9:05 PM), available at
https://web.archive.org/web/20201108230403/https://twitter.com/ThomTillis/status/1323853951394074629.
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The EIP further targeted
Republican candidates for political
office, including those who would later
be seated in Congress. For example, in
EIP-596, the EIP flagged this Facebook
post from Rep. Nicole Malliotakis’s
campaign page. The post appears to
have been removed by Facebook.'®’

In EIP-780, the EIP’s “analysts”
flagged a post from Rep. Marjorie
Taylor Greene’s campaign account, in
which the Congresswoman encouraged
her followers to share her post.!”* It is a
slippery slope if political candidates
and their supporters are not able to
express legitimate concerns with the election process. While many disinformation experts are
quick to criticize Republican candidates about undermining “faith in elections,” these experts
appear to be notably silent whenever Democrats objected to election results in other elections, or
baselessly blamed election losses on unfounded claims of fraud or cheating. Perhaps most
notably, many Democrats repeated the unfounded claim that President Trump colluded with
Russia, rather than accept the truth that his victory over Hillary Clinton was legitimate.'*! But as
the disinformation experts in their own words acknowledge, the study of “disinformation” is of
course “inherently political.”!*?

189 EIP-596, submitted by [REDACTED], ticket created (Nov. 3, 2020, 7:46 PM) (archived Jira ticket data produced
to the Comm.); see also Nicole Malliotakis for Congress (@NicoleForCongress), FACEBOOK (Nov. 3, 2020 5:02
PM) available at https://web.archive.org/web/20201103040541/
https://www.facebook.com/NicoleForCongress/posts/2718395868412350.

190 EIP-780, submitted by Melanie Smith, ticket created (Nov. 4, 2020, 12:32 AM) (archived Jira ticket data
produced to the Comm.); see also Marjorie Taylor Greene For Congress (@mtgreenee) TWITTER (Nov. 3, 2020
11:37 PM) available at http://web.archive.org/web/20201104160034/
https://twitter.com/mtgreenee/status/1323892005584412674; Marjorie Taylor Greene For Congress (@mtgreenee)
TWITTER (Nov. 4, 2020 7:58 AM) available at http://web.archive.org/web/20201104161216/
https://twitter.com/mtgreenee/status/1324019263255040003; Marjorie Taylor Greene For Congress (@mtgreenee)
TWITTER (Nov. 4, 2020 8:02 AM) available at http://web.archive.org/web/20201104160746/
https://twitter.com/mtgreenee/status/1324018211021594626; Matt Walsh (@MattWalshBlog) TWITTER (Nov. 4,
2020) available at http://web.archive.org/web/20201104153558/
https://twitter.com/MattWalshBlog/status/1323999569466789889.

1 See, e.g., Paul Farhi, The Washington Post corrects, removes parts of two stories regarding the Steele dossier,
WASH. POST (Nov. 12, 2021); see generally REPORT ON MATTERS RELATED TO INTELLIGENCE ACTIVITIES AND
INVESTIGATIONS ARISING OUT OF THE 2016 PRESIDENTIAL CAMPAIGNS, Office of Special Counsel John H. Durham,
U.S. DEP’T OF JUSTICE (May 12, 2023); see also Susan Haigh, Connecticut Judge Orders New Mayoral Primary
After Surveillance Videos Show Possible Ballot Stuffing, AP (Nov. 1, 2023) (“A judge on Wednesday tossed out the
results of a Democratic mayoral primary in Connecticut’s largest city and ordered that a new one be held, citing
surveillance videos showing people stuffing multiple absentee ballots into outdoor collection boxes.”).

192 Email from Suzanne Spaulding (Google Docs) to Kate Starbird (May 16, 2022, 6:27 PM) (on file with the
Comm.).; see also Kate Starbird et al., Proposal to the National Science Foundation for “Collaborative Research:
SaTC: Core: Large: Building Rapid-Response Frameworks to Support Multi-Stakeholder Collaborations for
Mitigating Online Disinformation” (Jan. 29, 2021) (unpublished proposal) (on file with the Comm.) (“The study of
disinformation today invariably includes elements of politics.”).
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E. Efforts to Censor Humor and Satire

Documents obtained by the
Committee and Select Subcommittee also
show that the EIP flagged content that
was obviously humorous and satirical.
For example, EIP analysts internally
identified a tweet from former Governor
of Arkansas Mike Huckabee, in which
Huckabee made a quip about dead
relatives voting.!”®> According to the
ticket, labeled EIP-460, an individual
affiliated with the EIP wrote, “ISAC
Partners, adding you to this thread for
visibility. We recommend to Twitter that
this be labeled, especially under option
(b) as it was posted by a public figure.”!**

193 See EIP-460, submitted by [REDACTED], ticket created (Oct. 25, 2020, 11:36 AM) (archived Jira ticket data
produced to the Comm.); see also Gov. Mike Huckabee (@GovMikeHuckabee) TWITTER (Oct. 24, 2020 1:45 PM)
available at
https://web.archive.org/web/20201025064250/https://twitter.com/GovMikeHuckabee/status/1320104112420212739.
194 17
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The EIP even objected to and attempted to censor humorous images that could not
reasonably be perceived as genuine.!”> Both images, replicated below and flagged in EIP-811,
are self-evidently doctored and depict the transportation of boxes labelled “Emergency Democrat
Votes.”!”® The EIP wrote in the ticket: “Users on Twitter and Facebook are sharing manipulated
images of people moving boxes in trucks labeled ‘Emergency Democrat Votes.” We suggest
labeling or removing tweets that use this photo, as it could undermine people’s faith in the

legitimacy of the election process. Though the image may seem ridiculous, some users may still

believe it is real.”'”’

195 EIP-811, submitted by [REDACTED], ticket created (Nov. 16, 2020, 3:25 PM) (archived Jira ticket data
produced to the Comm.); see also Dark to Light (@pushforward40) TWITTER (Nov. 4, 2020 9:27 AM) available at
https://web.archive.org/web/20201104182147/https://twitter.com/pushforward40/status/1324040688351236099;
Carol Ricks (@BVMgroupie) TWITTER (Nov. 4, 2020 10:33 AM) available at
https://web.archive.org/web/20201104215451/https://twitter.com/BVMgroupie/status/1324057218950594560; Paula
Priesse, FACEBOOK (Nov. 4, 2020 10:42 AM) available at

https://web.archive.org/web/20201104215620/https://www.facebook.com/256566055895/posts/1015740251624589
6

19'6 Id.
197 Id.
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In both cases, the EIP successfully induced the platforms to append labels to the posts. Examples
like these illustrate the utter contempt in which CISA, CIS, and the EIP held the American public
and its ability to evaluate information on social media.
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F. Efforts to Censor Other Influential Conservative Accounts

In addition to the accounts mentioned previously, the EIP targeted the social media
accounts of conservative journalists, commentators, and personalities with large followings and
high engagement for suppression. In the Jira ticket numbered EIP-805, the EIP flagged both
posts in the screenshot below, one from Candace Owens and the other from Charlie Kirk.'*®

@RealCandaceO

g Candace Owens

Some or all of the content shared in this Post is disputed and might be
misleading about an election or other civic process. Learn more

You called this correctly last night.
They were planning an overnight scam in Georgia. Their confidence
made no sense at the time, and it makes perfect sense now.

This election will end in court.

e Charlie Kirk € @charliekirkll - Nov 4, 2020
Something weird is happening in Georgia. Trump is up 300,000 votes with

83% reporting yet Democrats seem confident.
Why? Poll watchers needed!

Show more

11:52 AM - Nov 4, 2020

The EIP also flagged posts from notable and popular conservative accounts, including those of
Paul Sperry, Chanel Rion, Sean Davis, Dave Rubin, Michelle Malkin, James O’Keefe, Benny
Johnson, Jack Posobiec, Tracy Beanz, Mike Roman, Sean Hannity, the Babylon Bee, Newsmax,
Mollie Hemingway, and Tom Fitton, among others.

The suppression of conservative politicians and media resulting from this censorship
operation deprived countless American voters from exposure to a range of perspectives on the
most important political issues in the days and weeks surrounding a general election. Critically,
the EIP conducted its censorship operation at the direction of, in collaboration with CISA, a
federal government agency actively seeking to undermine free expression and the sitting
President. The significance of these facts cannot be overstated.

198 EIP-805, submitted by [REDACTED], ticket created (Nov. 4, 2020, 10:01 AM) (archived Jira ticket data
produced to the Comm.); see also Candace Owens (@RealCandaceO) TWITTER (Nov. 4, 2020 8:52 AM) available at
https://web.archive.org/web/20201104165242/https://twitter.com/realcandaceo/status/1324031726096699392.
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IV.THE EIP’S COERCIVE TACTICS

In the lead-up to the 2020 election, social media platforms were inundated by requests for
censorship from a number of federal agencies, including the FBI and CISA.!"” As documented in
Section I of this interim report, CISA and its proxies already had two avenues to submit
reports—switchboarding and the EI-ISAC—and was heavily lobbying a third avenue, a
“misinformation reporting portal” operated by CIS, before the creation of EIP. Then, with the
EIP, Jira ticket data and emails establish clearly that social media platforms understood that the
federal government was working directly with the EIP.

In addition to having the explicit and implicit backing of the federal government, the EIP
had another tool at its disposal to pressure social media companies to comply with the censorship
requests: the media. In his testimony before the Committee, Alex Stamos—the SIO director and
former Chief Security Officer at Facebook—explained how social media companies felt pressure
from public criticism about the failure to remove content that experts had labeled as
misinformation.?*’ He testified:

Q. And, with respect to the blogpost, are there any -- did anyone from EIP ever
communicate to the platforms that you were going to make these blogposts
public?

A. I'mean, it’s possible that we gave them a heads-up when we were posting about
it.

Q. And why would you do that?

A. I think it’s a polite thing to do so that they know that we’re going public. We
didn’t want them to feel like we were blindsiding them.

Q. And what do you mean by “blindsiding” them?

A. We wanted them to know that there’s going to be a possible discussion of what
was going on in their platform, and they should know about it. I think the -- you
know, we were -- | am sympathetic to how hard it is to be in one of these
companies and to try to balance all the different equities. And so, if somebody
was writing something that could generate a communications moment during
an election period, then that’s something I would want to know for sure.

19 See Missouri v. Biden, No. 3:22-cv-01213 (W.D. La. Jul. 4, 2023), ECF No. 293, at 2 (memorandum ruling
granting preliminary injunction); STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL
GOVERNMENT OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: How A
“CYBERSECURITY”” AGENCY COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR
AMERICANS, at 9-12 (Comm. Print June 26, 2023); STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE
FEDERAL GOVERNMENT OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE FBI'S COLLABORATION WITH A
COMPROMISED UKRAINIAN INTELLIGENCE AGENCY TO CENSOR AMERICAN SPEECH (Comm. Print July 10, 2023).
200 See House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 183-184 (on file
with the Comm.).
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Q. What do you mean by “communications moment”?

A. So, if we wrote a blogpost that said, “This is something viral that’s happening
that’s not true,” you very well could find members of the media going out and
then finding that content on five different platforms and then writing about it
being up or not.

Q. And, if it was still up, would some of those media publications be criticism of
the platforms?

A. It’s possible.?’!

Similarly, Dr. Kate Starbird of the University of Washington, and one of the central
figures involved in the EIP’s operation, similarly testified about using her platform (independent
of the EIP) to publicly push social media platforms to change their policies. She testified:

Q. Was the purpose of the public communication to have Twitter change its
policy?

A. Tt was, for me -- again, this is not, like, within the EIP brand. This is sort of
something that we were just kind of doing that eventually we start working
together. But this is just something that I do a lot, which is to put out analysis
and have recommendations for the platforms at the end of that analysis.

Sometimes that's in formal papers. In this case, I would sometimes put the
analyses out on Twitter to say this is happening and that it's a problem, to draw
attention to it, and for them to think about what they should do to change. Yeah.

And I don’t always recommend -- I rarely recommend a specific action. [
wish -- [ didn’t get to say this -- [ wish I had something better to say. But most
of the time, I just point out problems and don’t tell them how to fix them. And
[ understand that the fixes for the problems are very tricky and very hard, so [
give them credit for that. But I did a lot of, like, pointing out: This is a
problem.?*?

In the fall of 2020, the EIP also worked on preparing work product summarizing the
major social media platforms’ content moderation policies and the differences among them. The
EIP initially gave Alphabet (the parent company of Google and YouTube) an opportunity to
comment on YouTube’s content moderation policies. As the email chain below demonstrates,
Alphabet was keenly aware that the EIP may “engage the press.” In particular, the company
wanted to ensure that the EIP would not publish “inaccuracies” or “mischaracterizations” that

201 [d
202 House Judiciary Committee’s Transcribed Interview of Kate Starbird (June 6, 2023), at 153 (on file with the
Comm.).
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would suggest the company’s policies were insufficient in removing election-related content
labeled as misinformation by the EIP.2%

From: [N B coos!c.com™

Date: Tuesday, August 11, 2020 at 4:30 PM
To: '& stan i'ord cdui>
Ce:

(google.com=>, A]e\ Stamos < a'stantmd edu» 3
(@eoogle.com>, Renee DiResta - (@ stanford.edu>,

< i google.com= 9 (@stanford.edu>
Subject: Re: Stanford Int(.mu Observatory — Election Integrity Partnership

i
°
In line with my previous comments related to inaccuracies in the dri'd our pending help center

update, we'd like to send further information off the record. Are y dnable to receiving some of the
new language slotted to go live Thursday (6 am est) on that basisQ

Thanks
On Tue, Aug 11, 2020 at 12:23 PM

Hi

@google.com> wrote:

We've socialized your draft blog int nd have some feedback and questions to share
with you:
. We've identified some and mischaracterizations of our policy. For example,

Youtube/Google is listed as haviffg no policy for Participation Interference (and fraud in the
original draft), but we have giplicit policies on both that have been in place since February.

See current policies.

. As mentloned ek (confidentially) we are publishing a help center update on our
elections relate& this Thursday. Given that will describe our policies in a user-friendly

format, we'd I| . consider publishing this piece subseguent to reviewing the updated
help center - blog will be outdated relative to what's public on our end
. Finally’ u planning to engage the press around this posting? My comms folks
have as her you could share on your press strategy, if possible
much
s

203 Email between Google Employees and Stanford Personnel (Aug. 11, 2020 4:30 PM) (on file with the Comm.).
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V. STANFORD’S EFFORTS TO OBSTRUCT THE COMMITTEE’S INVESTIGATION

A. Stanford’s Deceitful Public Statements about the EIP’s Flagging of Posts

On March 17, 2023, following the Select Subcommittee’s March 9 hearing on the Twitter
Files, the SIO published a blog post titled “Background on the SIO’s Project on Social Media,”
in which the SIO sought to downplay the extent of the EIP’s censorship and surveillance,
claiming that both the EIP and its successor, the Virality Project, “are non-partisan research
coalitions that operate in an open, transparent, and public manner.”?** On March 20, the SIO’s
counsel sent a link to the blog post to Committee staff, writing: “Here’s the statement Stanford
put up on Friday attempting to correct some of the myths floating around in the press.”?%

In addition to its mendacious framing of the EIP’s activities and CISA’s involvement
therein, the post contains statements that are categorically untrue. Most notably, the SIO falsely
claimed in the post that the “EIP informed Twitter and other social media platforms when certain

social media posts violated each platform’s own policies; EIP did not make recommendations to
99206

the platforms about what actions they should take.

Documents produced to the Committee and Select Subcommittee by both the SIO and
other entities contain numerous examples of EIP analysts and staff making explicit
recommendations to the platforms for specific enforcement measures. Appendix I compiles
recommendations from 75 Jira tickets Stanford produced in which the EIP made a direct
recommendation to platforms on what action should be taken.

204 Background on the SIO’s Projects on Social Media, STANFORD INTERNET OBSERVATORY (Mar. 17, 2023),
https://cyber.fsi.stanford.edu/io/news/background-sios-projects-social-media.

205 Email from John Bellinger to Committee Staff (March 20, 2023 5:09 PM). (on file with the Comm.).

206 Background on the SIO’s Projects on Social Media, STANFORD INTERNET OBSERVATORY (Mar. 17, 2023),
https://cyber.fsi.stanford.edu/io/news/background-sios-projects-social-media (emphasis added).
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Below are a few examples to illustrate how explicitly the EIP instructed social media
companies to take action:

Ticket # | Entry

“The article is being shared on Facebook, and while it has been labeled when
EIP-345 | shared in a group, official Page shares did not receive such a label . . . We
recommend labeling all instances of the article being shared on Facebook.”

“This has circulated in pro-Trump conservative groups and sub-communities . . .

EIP-378 We recommend that you all flag as false, or remove the posts below.”
“Hi Facebook, Reddit, and Twitter . . . we recommend it be removed from your
EIP-396 ”
platforms.
“Hi Twitter team — please see the ticket above, which we’d recommend be labeled
EIP-407 iy . o o o
with information pertaining to mail-in voting.
EIP-421 “We recommend that posts like these be labeled if they are alleging fraud, and that
further action may be appropriate if this post actually documents fraud.”
EIP-460 “Huckabee has not said whether the tweet was a joke or not . . . We recommend
that Twitter labels the post with (a) proper voting information.”
EIP-461 “Given the large audiences and Pennsylvania’s swing state status, we’d

recommend this content be actioned.”

EIP-581 | “We recommend you label or reduce the discoverability of the post.”

“We recommend labeling his [sic] tweets and monitoring if any of the tagged

EIP-638 influencer accounts retweet him.”

EIP-656 “@SeanHannity is sharing a partial statement by Rep. Ilhan Omar . . . we
recommend Twitter adds a label to Tweets sharing the link to the article.”

EIP-668 “We repeat our recommendation that this account be suspended for the duration of

election day from posting additional misleading information about voting.”

“We recommend that this tweet, and other tweets sharing this false information,
EIP-673 | should be removed.”; “We recommend taking action specifically on this account,
such as suspending their ability to continue tweeting for 12 hours.”

“We recommend that this tweet, as well as the tweets with the original video

EIP-680 should be removed or labeled as misleading.”

EIP-1020 | “[W]e recommend links to its content be labeled or removed.”
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In EIP-421, the responsible EIP analyst appeared to make a remarkable admission about
the EIP’s true intentions, writing: “We recommend that posts like these be labeled if they are

alleging fraud, and that further action may be appropriate if this post actually documents
ﬁ"aud.”Z(ﬁ

B. Stanford’s Initial Efforts to Unlawfully Misrepresent and Withhold Jira Data

Despite the fact that the EIP admitted in its own report that the Jira system facilitated
communication between the EIP and the federal government, Stanford initially refused to
provide the Committee and Select Subcommittee with the archival Jira data. Based on the
representations from Stanford and other entities with knowledge of the EIP’s data retention
practices, the Committee understood that Stanford was the only entity with access to the Jira
ticket data.?*® Following a March 24, 2023, production which failed to adequately comply with
the Committee’s requests for the Jira data, the Committee issued a subpoena on April 12.2% On
April 28, the date of the subpoena’s deadline, Stanford produced a set of marginally responsive
communications, but again did not produce the Jira tickets.?!°

On May 4, Committee staff raised the issue of Jira tickets again during a phone call with
counsel for Stanford, who agreed to consult with his client regarding the nature and retention of
the Jira tickets.?!! Remarkably, on May 15, Stanford’s counsel confirmed to Committee staff in
another phone call that the contents of the Jira tickets were responsive to the Committee’s
subpoena but that Stanford would nevertheless refuse to produce them.?!? According to
Stanford’s counsel, the Jira tickets supposedly “concern[ed] only a research project conducted by
Stanford students.”?!* In light of Stanford’s apparent unwillingness to comply in full with the
subpoena, on June 1, 2023, the Committee sent a letter to Stanford raising the prospect of
enforcing the subpoena, the deadline of which had long since passed.?!'*

207 See EIP-421, submitted by CIS Misinformation Reporting; ticket created (Oct. 21, 2020, 11:18 AM) (archived
Jira ticket data produced to the Comm.) (emphasis added); see also McKenzie Sadeghi, Fact Check: Mailing Ballots
to Dead People Not Leading to Voter Fraud, Experts and Studies Say, USA TODAY (July 15, 2020) available at
https://web.archive.org/web/20230714194915/https://www.usatoday.com/story/news/factcheck/2020/07/14/fact-
check-mailing-ballots-dead-people-not-leading-voter-fraud/3214074001/.

208 House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 108 (on file with the
Comm.).

209 Letter to Alex Stamos, Dir., Stanford Internet Observatory, from Rep. Jim Jordan, Chairman, H. Comm. on the
Judiciary (Apr. 12, 2023).

210 Email from Stanford’s Counsel to Committee Staff (Apr. 29, 2023, at 12:00 AM).

211 Phone call between John Bellinger and Committee Staff (May 4, 2023).

212 Phone call between John Bellinger and Committee Staff (May 15, 2023); see also Letter to John B. Bellinger, 111,
from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary (June 1, 2023), at 2.

213 Letter to John B. Bellinger, 111, from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary (June 1, 2023), at 2.
214 [d
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It was only after the Chairman’s letter that the SIO ultimately relented and began
producing the Jira data.?! All told, the Committee has received fifteen productions from the SIO,

including six which contain the data for almost 400 EIP Jira tickets.*!¢

C. Numerous Documents Contradict Witness Testimony Regarding CISA’s
Involvement with the EIP

The Committee and Select Subcommittee have conducted transcribed interviews of
several witnesses involved in the EIP who have claimed that CISA had little to no involvement
in the EIP. This testimony is contradicted by the overwhelming amount of evidence obtained by
the Committee and Select Subcommittee pursuant to several subpoenas issued to entities
involved with the EIP. For example, Alex Stamos, the head of the EIP, claimed that CISA’s role
in the EIP was limited to introducing the EIP to the EI-ISAC:

Q. So, you have contacted CISA, CISA introduces you to EI-ISAC. And we
are still in the summer of 2020, to the best of your recollection?

A. Okay.
What roles did CISA play, if any, after that?

A. In the EIP they had no official role. They did not have the ability to report
things directly to us. We would take things from EI-ISAC. I don’t believe
anything that EI-ISAC sent us came from CISA employees themselves. And
they were not part of our day-to-day operations or our analysis. So, they had
very little role, if none, in EIP.*!

215 See Stanford Internet Observatory — Document Production Index (June 14, 2023) (on file with the Comm.).
216 See App’x 1L

217 House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 95 (on file with the
Comm.) (emphasis added).
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But Dr. Kate Starbird of CIP—and one of the founding members of the EIP—recalled
more involvement from CISA. She testified:

Q. Was it your understanding that some of the external partners were
government agencies?

A. It was my understanding that there was one Federal Government agency
and that there were other organizations that convened local and State
election officials who we saw — who my understanding was is that we
could help them and they could help us figure out what the ground truth was
around election processes and procedures. And so that that would be an
important part of a collaboration when you’re trying to address that kind of
misinformation.

Q. And which Federal agency was the one that you were referencing?
A. The Federal agency that -- is kind of who was -- is the CISA agency, yeah.*!®

Regarding the creation of the EIP, former CISA Director Krebs testified that “EIP’s
establishment was independent of CISA,” which is directly contradicted by documents from the
summer of 2020 that the Atlantic Council, one of the members of the EIP, understood that the
EIP was created “at the request of DHS/CISA.?!

The testimony of Stamos and Krebs regarding the extent of CISA’s involvement in the
creation and operation of EIP is contradicted by an overwhelming amount of evidence obtained
by the Committee and Select Subcommittee, which makes abundantly clear that, not only was
CISA directly involved the creation of the EIP, but it also took an active role in the EIP’s day-to-
day operations, receiving a constant stream of tips and other information from both CISA and the
CISA-funded CIS.

D. Stanford’s Continued Misrepresentations Regarding CISA, the EIP, and Jira

Unable to hide from its own report, counsel for Stanford initially admitted, in a June 14,
2023, letter to the Committee, that the GEC submitted tickets through the Jira system.??°
However, Stanford’s counsel then claimed that “[a]side from this small number of GEC-initiated
EIP tickets, SIO did not use Jira to receive information from, or share information with, any
federal government agencies or officials about the [Virality Project] or EIP projects.”??!
Stanford’s counsel also claimed that “for EIP, SIO did not provide any government agency or
employee of a government agency (whether federal, state, or local) access to the Jira database,

218 House Judiciary Committee’s Transcribed Interview of Kate Starbird (June 6, 2023), at 77 (on file with the
Comm.).

219 Cf House Judiciary Committee’s Transcribed Interview of Chris Krebs (Oct. 11, 2023), at 170 (on file with the
Comm.); email from Graham Brookie to Atlantic Council employees (July 31, 2020, 5:54 PM) (on file with the
Comm.).

220 L etter from John B. Bellinger III to Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary (June 14, 2023), at 4
(on file with the Comm.).

21y
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and SIO only communicated using Jira with a single federal agency (the State Department)
regarding the handful of tickets that GEC initiated.””?*?

Arnold & Porter

The Honorable Jim Jordan
June 14, 2023
Page 4

that Jira data. However, the statement in the Committee’s letter that the “government and
large social media platforms initiated and received information™ from Jira is not accurate.!!
Social media companies did not initiate any EIP or VP Jira tickets. Federal government
agencies did not initiate any Jira tickets relating to the VP project. The State Department’s
Global Engagement Center (GEC), which was established by Congress to counter foreign
state disinformation and propaganda. initiated a very small number of tickets (fewer than
20) during the EIP 2020 project. These tickets concerned foreign propaganda and
disinformation, primarily instigated by Russia. Aside from this small number of GEC-
initiated EIP tickets, SIO did not use Jira to receive information from. or share information
with. any federal government agencies or officials about the VP or EIP projects.
Information from a small number of Jira tickets relating to the EIP project, and from an
even smaller number of tickets relating to the VP project, was shared with social media
companies. (As stated above, Stanford is producing Jira ticket data that was received from
the GEC or exchanged with social media companies.) As Stanford’s counsel has explained
in several telephone conversations with your staff. the vast majority of Jira tickets were
generated by students and supervising researchers, and it 1s Stanford’s understanding that
the tickets were never accessed or viewed by individuals or entities other than the
researchers and non-governmental institutions participating i EIP and VP,

More specifically. for EIP. SIO did not provide any government agency or
employee of a government agency (whether federal. state. or local) access to the Jira
database, and SIO only communicated using Jira with a single federal agency (the State
Department) regarding the handful of tickets that GEC initiated. As noted above, social
media companies did not initiate any Jira tickets. The non-governmental, non-profit Center

224,
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These statements are inaccurate. In addition to the fact that CISA personnel referenced
the “EIP-" codes when switchboarding, the Committee has obtained records of communications
proving that CISA personnel were receiving information from or generated by the Jira system.
For example, the email notification below, which was generated by the Jira system, indicates that
the ticket “EIP-833” was “shared with . . . CISA CFITF.”??

From: Elena Cryst <jira@2020partnership atlassian. net=
Sent: Wednesday, November 4, 2020 5:41 PM

To: I S b o>

Subject: EIP-833 Case #CIS-MIS000164: inaccurate number of rejected absentee ballots in DeKalb County, GA

Reply above this line.
Elena Cryst shared this with your organization.
View the request and select Get notifications to follow along.

View request<hitps://2020partnership.atiassian.net/._/c.  /portall5/EIP-833. . > - Turn off this request's notificatio
ns<https://2020partnership.atlassian.net/._ /EIP-833/unsubseribe ., >

This is shared with TikTok, Facebook, EHISAC, Twitter, CIS Misinformation Reporting, and CISA CFITF.

Powered by Jira Service Desk<hftps://www.atlassian. com/softwa... /.. /service-deskipowered-by...=

223 Email from Elena Cryst to Facebook employee (Nov. 4, 2020, 5:41 PM) (on file with the Comm.); see also EIP-
833, submitted by CIS Misinformation Reporting, ticket created (Nov. 4, 2020, 1:28 PM) (archived Jira ticket data
produced to the Comm.); Tom Clark (@tom_s_clark) TWITTER (Nov. 4, 2020 12:03 PM) available at
https://web.archive.org/web/20201104221417/https://twitter.com/tom_s_clark/status/1324079751640862727,
Daniel Dale (@ddale8) TWITTER (Nov. 4, 2020 1:30 PM) available at
https://web.archive.org/web/20201105010400/https://twitter.com/ddale8/status/1324101773322276864.
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An email exchange from November 3, 2023 between Alex Stamos and Reddit further
suggests that CISA had some form of access to the Jira system. In the email, Stamos attempted to
pressure Reddit to join the EIP’s Jira system, writing: “It would be great if we could get
somebody from Reddit on JIRA, just like Facebook, Google, Twitter, TikTok, Instagram, CIS4,
EI-ISAC...”?** The Reddit employee responded: “Thanks. Unfortunately as we mentioned at the
beginning of this project we are unable to participate in external jiras, but we are happy to
receive info over email.”?%

reddiT I B it com>

Re: EIP-651 Livestream of "riots™ between Trump and Biden supporters
1 message

m @reddit.com> Tue, Nov 3, 2020 at 12:36 PM
Q. Alex Stamos < @stanford.edu>

Thanks. Unfortunately as we mentioned at the beginning of this project we are unable to participate in external jiras, but we are happy to receive info over email.
On Tue, Nov 3, 2020 at 12:35 PM Alex Stamos =-@smnford.edu:» wrote

There is a widely watched YouTube livestream replaying old videos and claiming they are of live violence in the streets between Biden and Trump supporters. YouTube
is looking into it, but here are the Reddit links we found:

https:/www.reddit.com/r/Bad_Cop_No_Donut/comments/infniw/live_us_election_protests_riots_trump_vs_biden/

https:/Awww.reddit.com/r/Thatsinsane/comments/jnfo0a/live_us_election_protests_riots_trump_vs_biden/

It would be great if we could get somebody from Reddit on the JIRA, just like Facebook, Google, Twitter, TikTok, Instagram, CISA, EILISAC. .

When confronted with this discrepancy during his transcribed interview, Stamos claimed
that he “was probably making a mistake there talking about CISA because EI-ISAC were the
people who had access to the Jira,” despite the fact that he independently listed both CISA and
the EI-ISAC in the email.??

The Jira data produced to the Committee and Select Subcommittee contains a number of
cells in which “CISA” is mentioned, including in contexts that prove close coordination between
CISA and the EIP. For example, EIP-315 contains an entry which reads, “EIP — this information
was posted on an app that is not a primary social media platform. CISA is looking into how to
handle this type of reporting.”*?’

On July 27, 2023, more than a month after Stamos’s interview, Stanford’s counsel finally
admitted in a letter to the Committee that CISA was, in fact, involved with the EIP’s Jira system
and that CISA had been directly “tagged” on a number of tickets.??® Stanford’s counsel claimed

224 Email from Alex Stamos to Reddit employee (Nov. 3, 2020 12:35 PM) (on file with the Comm.) (emphasis
added).

225 Email from Reddit employee to Alex Stamos (Nov. 3, 2020 12:36 PM) (on file with the Comm.).

226 Cf House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 218 (on file with the
Comm.); email from Alex Stamos to Reddit employee (Nov. 3, 2020, 12:35 PM) (on file with the Comm.).

227 See EIP-315, submitted by CIS Misinformation Reporting, ticket created (Oct. 5, 2020, 4:19 PM) (archived Jira
ticket data produced to the Comm.).

228 See Letter from John B. Bellinger III to Rep. Jim Jordan, Chairman, H. Comm. On the Judiciary (July 27, 2023),
at 1 n.l.
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in the letter that “At the time of Mr. Stamos’s interview, Mr. Stamos was not aware that CISA or
CFITF had been ‘tagged’ in any Jira tickets.”?*

! Following Alex Stamos’s June 23 interview with Committee Staff and the Commuttee’s questions
with respect to Stamos Ex. 16, Stanford has reviewed whether any federal government entity other
than the Department of State’s Global Engagement Center (GEC) mitiated or was “tagged” in any
Jira tickets. Stanford has since determuned that the Cybersecurity and Infrastructure Security
Agency (CISA) Countering Foreign Influence Task Force (CFITF) was “tagged™ in a small number
of Jira tickets. Based on the information currently available to Stanford, it appears that for a short
period of time, some EIP researchers utilized this “tag.” rather than or in addition to the “EI-ISAC”
tag, to flag the Jira tickets potentially needing input or review by the relevant state and local election
officials. Stanford has identified 14 Jira tickets with a CISA CFITF "tag," specifically: EIP-236,
EIP -239, EIP-243, EIP-563, EIP-570, EIP-616, EIP-664, EIP-686, EIP-695, EIP-713, EIP-743,
EIP-810, EIP-833, and EIP-1009. At the time of Mr Stamos’s interview, Mr. Stamos was not
aware that CISA or CFITF had been “tagged” in any Jira tickets.

Arnold & Porter Kaye Scholer LLP
601 Massachusetts Ave, NW | Washington, DC 20001-3743 | www.arnoldporter.com

This is an especially dubious assertion, given that EIP-664, EIP-686, EIP-695—tickets which the
SIO admitted were shared with CISA—were assigned to Stamos, according to the Jira data
produced to the Committee and Select Subcommittee.?*°

229 Id.

230 See EIP-664, submitted by Mike Caulfield, ticket created (Nov. 3, 2020, 11:26 AM) (archived Jira ticket data
produced to the Comm.); EIP-686, submitted by CIS Misinformation Reporting, ticket created (Nov. 3, 2020, 12:58
PM) (archived Jira ticket data produced to the Comm.); EIP-695, submitted by CIS Misinformation Reporting, ticket
created (Nov. 3, 2020, 1:34 PM) (archived Jira ticket data produced to the Comm.).
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EPILOGUE

It is no surprise that Stanford University attempted to refuse to turn over documents
responsive to the Committee’s subpoena: they reveal that the EIP was not a non-partisan “school
project” comprised of students and researchers interested in combatting misinformation online.
Instead, from start to finish, the EIP operation worked directly with the federal government and
disproportionally targeted conservative-oriented speech.

After the 2020 election, what others have deemed the “censorship industrial complex,”
played out as expected. After President Trump fired CISA Director Chris Krebs in November
2020, Mr. Krebs created the Krebs Stamos Group with Alex Stamos, the head of the EIP and the
SIO, in January 2021. Matt Masterson left CISA at the end of 2020 and took a position as a non-
research fellow with Stanford, working with the SIO and its Virality Project.

With the election over and the American people questioning the wisdom of lockdowns
and the safety of the COVID-19 vaccines, the EIP reconstituted itself as the Virality Project.
Again working with the federal government, the SIO launched the Virality Project as a “a global
study aimed at understanding the disinformation dynamics specific to the COVID-19 crisis.” The
Virality Project again used Jira tickets. Though Stanford was less explicit and specific in its
recommendations for censorship as it was under the EIP model, social media platforms still
dutifully removed content flagged by Stanford:

Message

From: I - :oocie.com) @
Sent: 6/3/2021 12:36:17 AM @

To: YT Policy Emergency Response Team {yt-pert) [yt-pert@google.com]

e (I < 0oc e.com] @
Subject: Flag from Stanford Virality project — Utah teenager hospitalized for blood clots after vaccine

Attachments: unnamed.png \@
Hi PERT, @

I'm reaching out to share this video that the Stanford Virality Project sent our
way: https://www.youtube.com/watch?v=a%uijTL-Xuw

While this, in and of itself, does not strike me as likely violating policy, the f quote in the video might:
2:12: "(...) he will never be the same, he'll be on blood thinners forg t, because of this spike
protein carried by a simple coronavirus, it's the spike protein that' blem, and they put the spike

o
16

It pertains to allegations that a Utah teenager was hospitalized for blood clotgafi Q\'mg a vaccing injection.
N
e

protein in all of these jabs, okay, and they will do damage for a vgry Mwg time — and I'm not quoting
myself, I have 2000 hours of research in this; [hard-io-pars Pdtas documented 20 mechanisms of
action by which this spike protein will damage and kill hu Millions of them. This will make Joseph
Mengele, of the Hitler administration, roll in his grave wishinde had access 1o the bioweapon that we're
dealing with."

9

— %,
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Like the EIP, Stanford’s Virality Project continued to flag content directly to social media
platforms, including true content by elected officials, such as the tweet below by Congressman
Thomas Massie.??! In reference to this tweet, the Virality Project ticket stated, “Dear Facebook
and Twitter teams, Please note this Israeli narrative claiming that Covid-19 immunity is
equivalent to vaccination immunity, with the following URLs:” before flagging Congressman
Massie’s tweet among other Facebook and Twitter links.?3

21 VP-899, submitted by [REDACTED], ticket created (May 21, 2021, 9:49 AM) (archived Jira ticket data
produced to the Comm.); see also Rep. Thomas Massie (@RepThomasMassie), TWITTER (May 19, 2021, 5:35 PM),
https://twitter.com/RepThomasMassie/status/1395130940343607297.

227y
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233

The Virality Project later flagged this tweet by Congressman Massie as well.

After President Biden was inaugurated in January 2021, the government’s censorship
regime ramped up. At CISA, the CFITF team dropped any pretense of a “foreign”-focus and
relabeled itself as the “MDM team” that would focus on foreign and domestic speech that the
government considered mis-, dis-, or malinformation.?** Throughout 2021, the Biden White
House engaged in a pressure campaign against Facebook and other social media companies to
censor anti-vaccine content, even if it was true.?**> By 2022, CISA invited Dr. Starbird, then-
Twitter Executive Vijaya Gadde, and others to form an advisory MDM Subcommittee to consult
with CISA about how the agency could and should combat Americans’ speech that the
government considered to be mis-, dis-, or malinformation.2*¢ DHS created, and then disbanded
after public outcry, the short-lived Disinformation Governance Board.?*’

233 VP-1018, submitted by [REDACTED)], ticket created (June 18, 2021, 9:58 AM) (archived Jira ticket data
produced to the Comm.); see also Rep. Thomas Massie (@RepThomasMassie), TWITTER (June 12, 2021),
https://twitter.com/RepThomasMassie/status/1403745403665850372.

234 See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H. COMM. ON
THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY COLLUDED WITH
BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023).

235 Ryan Tracy, Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28, 2023);
Rep. Jim Jordan (@Jim_Jordan), TWITTER (July 27, 2023, 12:03 PM),
https://twitter.com/Jim_Jordan/status/1684595375875760128; Rep. Jim Jordan (@Jim_Jordan), TWITTER (July 28,
2023, 12:03 PM), https://twitter.com/Jim_Jordan/status/1684957660515328001; Rep. Jim Jordan (@Jim_Jordan),
TWITTER (Aug. 3, 2023, 11:00 AM), https://twitter.com/Jim_Jordan/status/1687116316073930752; Rep. Jim Jordan
(@Jim_Jordan), TWITTER (Sept. 5, 2023, 6:17 PM), https://twitter.com/Jim_Jordan/status/1699184930331267539.
236 See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H. COMM. ON
THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY COLLUDED WITH
BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023).

27 Id.; Ronn Blitzer, Biden Administration 'Disinformation’ Board on Pause Amid Free Speech Concerns: Reports,
FOX NEWS (May 18, 2022).
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But by 2023, as Republicans retook the majority in the House of Representatives and
initiated oversight of the censorship-industrial complex, CISA scrubbed its website of references
to domestic censorship.?*® The Committee and Select Subcommittee obtained and revealed how
Facebook changed its policies because of pressure from the Biden Administration.?** Internal
Facebook documents showed that the Biden White House in particular wanted true information
and satire censored at a rate even Big Tech found objectionable.?** Based on the Committee’s
and Select Subcommittee’s work, even the mainstream media could no longer ignore these
constitutional violations.?*! The plaintiffs in Missouri v. Biden have obtained significant victories
before a federal district court and the U.S. Court of Appeals for the Fifth Circuit, and now will
have their case heard by the Supreme Court. Public reporting shows that universities are

reconsidering whether to permit their professors to receive funding and engage in censorship
work .24

But the work is not done yet. The Committee and Select Subcommittee’s investigation
remains ongoing. To better inform legislative efforts to end government censorship and protect
Americans’ rights guaranteed by the First Amendment, the Committee and Select Subcommittee
will continue to investigate the extent of CISA’s and other Executive Branch agencies’
interactions with social media platforms and third parties, including those used to facilitate
censorship by proxy.

238 See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H. COMM. ON
THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY COLLUDED WITH
BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023).

23 Rep. Jim Jordan (@Jim_Jordan), TWITTER (July 27, 2023, 12:03 PM),
https://twitter.com/Jim_Jordan/status/1684595375875760128.

240 Id.

241 See, e.g., Ryan Tracy, Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28,
2023).

242 Naomi Nix et. al, Misinformation Research Is Buckling Under GOP Legal Attacks, WASH. POST, (Sept. 23,
2023).
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APPENDIX I

The House Judiciary Committee and its Select Subcommittee on the Weaponization of
the Federal Government have obtained documents and information from Stanford University,
pursuant to a subpoena, which reveal that EIP analysts and staff made explicit recommendations
to social media platforms for specific enforcement measures on at least 75 occasions in just a
four-month span in the lead-up to and during the 2020 election. This appendix compiles those 75
recommendations in order of their EIP Jira ticket number. The entire Jira ticket, including
comments from social media platforms, can be found by cross-referencing the archived Jira
ticket data provided in Appendix II.

Ticket # Entry

EIP-166 | “Hello Google, . . . We recommend this ad be removed.”

EIP-279 | “We recommend Twitter label or remove this tweet.”

“We recommend that the following platforms take these actions: *Twitter* -

EIP-307 Disable account.”

EIP-321 | “Recommended actions: Ban sharing links to the following sites:”

“We are reporting two instances of electoral disinformation constituting
EIP-329 | participation interference and delegitimization. We flag a post and an account to
you all at Twitter, and recommend the following:”

“We recommend that Twitter and Facebook remove these posts. If you are not

EIP-330 able to remove these posts, we suggest that they be labeled as misleading.”

“The article is being shared on Facebook, and while it has been labeled when
EIP-345 | shared in a group, official Page shares did not receive such a label . . . We
recommend labeling all instances of the article being shared on Facebook.”

EIP-348 | “Recommend labeling.”

“This has circulated in pro-Trump conservative groups and sub-communities . . .

EIP-378 We recommend that you all flag as false, or remove the posts below.”

“We also recommend expanded enforcement efforts on election misinformation on
EIP-389 . . »

content in non-English languages.
EIP-396 “Hi Facebook, Reddit, and Twitter . . . we recommend it be removed from your

platforms.”
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“Hi, Facebook, here are two posts alleging problems with voting machines, we

EIP-397 1 ecommend labeling:”
EIP-402 “Twitter and Reddit, we are passing along the full links we found for your
visibility, and recommend you label them with voting information.”
“Hi Twitter team — please see the ticket above, which we’d recommend be labeled
EIP-407 oy . o o S
with information pertaining to mail-in voting.
“This video narration claims to show evidence of voter fraud in Maryland, but the
EIP-417 | video itself (footage of an election worker) does not show anything that we
interpret as voter fraud. We recommend that this video be removed or labeled.”
EIP-421 “We recommend that posts like these be labeled if they are alleging fraud, and that
further action may be appropriate if this post actually documents fraud.”
EIP-450 “At minimum, we recommend that the posts be labeled with labels clarifying that
vote by mail is secure.”
EIP-451 | “We recommend taking the same action on the new ad.”
“+*Platform Recommendations*+ +*Twitter*+, where narrative is receiving the
EIP-455 | most interactions, to flag the video and hashtag and continue to monitor for
possible poll watcher/intimidation narratives.”
EIP-460 “Huckabee has not said whether the tweet was a joke or not . . . We recommend
that Twitter labels the post with (a) proper voting information.”
“Hi Twitter team — there are a number of high-profile individuals, including the
EIP-461 | President, making accusations of voter fraud . . . Given the large audiences and
Pennsylvania’s swing state status, we’d recommend this content be actioned.”
EIP-479 | “We recommend labeling accordingly.”
EIP-483 | “We recommend twitter remove the tweet as it is a fairly clear violation.”
EIP-489 | “We recommend to Twitter that the tweets be removed.”
EIP-503 | “We recommend removing the following tweets as misleading.”
EIP-511 “We recommend labeling this content and monitoring for Chinese-language

keywords like election fraud and QAnon terms for action on future content.”
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“We recommend that Twitter remove this tweet.””; “We recommend these tweets

EIP-512 | be taken down.”; “I recommend that Twitter and Facebook remove these posts or
add a strong label.”
“Hello Youtube, Facebook teams: We are adding you to this ticket as the videos in
EIP-537 | questions contain several misleading claims about mail-in ballots as well as in-
person voting. We recommend a specific label be applied to these posts.”
EIP-559 “We recommend removing or labeling this tweet.”; “As this is clearly false
information about the election we recommend removal by Twitter.”
EIP-575 | “We recommend Twitter actions the account for election delegitimization.”
EIP-581 | “We recommend you label or reduce the discoverability of the post.”
“We recommend removing the linked Tweet.”; “Recommend also removing the
EIP-585 | .. »
linked Quote Tweets.
EIP-589 “As it is a false claim that undermines trust in the electoral process we recommend
its removal.”
EIP-608 | “Recommend labeling.”
EIP-614 “We recommend at least labeling as this is a disproven claim of an electoral
crime.”
EIP-615 | “We recommend removing these posts and will update you with any more.”
“We recommend labeling his [sic] tweets and monitoring if any of the tagged
EIP-638 | . s
influencer accounts retweet him.
EIP-639 | “We recommend removing or labeling these tweets.”
EIP-656 “@SeanHannity is sharing a partial statement by Rep. [lhan Omar . . . we
recommend Twitter adds a label to Tweets sharing the link to the article.”
EIP-664 | “Twitter, recommend removing:”
EIP-668 “We repeat our recommendation that this account be suspended for the duration of

election day from posting additional misleading information about voting.”
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“We recommend that this tweet, and other tweets sharing this false information,
EIP-673 | should be removed.”; “We recommend taking action specifically on this account,
such as suspending their ability to continue tweeting for 12 hours.”

“We recommend that this tweet, as well as the tweets with the original video

EIP-680 should be removed or labeled as misleading.”

EIP-698 | “Recommend removal for some, labeling for other Tweets.”

EIP-705 | “We recommend that this tweet be removed or flagged for misleading content.”

“As the accounts are making a baseless claim that undermines trust in the electoral

EIP-706 process we recommend the accounts be actioned.”

“This account in the above tweet is attempting to delegitimize the voting process

EIP-715 without evidence. We recommend it be actioned.”

EIP-746 | “We recommend removing this content.”

EIP-767 | “We recommend Twitter remove the posts.”

“We recommend that posts sharing links to this story and posts sharing
EIP-779 | screenshots of this story be removed. If they cannot be removed, a banner
explaining that they are sharing false or misleading content should be added.”

“We know you are aware of the #stopthesteal push but we have gathered here

EIP-780 some of the major contributors . . . We recommend actioning these quickly.”

“These posts are growing rapidly, and we recommend that they be removed,

EIP-789 because they undermine people’s faith in the legitimacy of the election result.”

“They share this video to suggest that Biden is engaging in voter fraud, but this is
EIP-790 | misleading . . . Facebook has put a warning banner on similar posts (see linked
post), and we suggest that Twitter either remove these posts or do the same.”

EIP-795 | “We recommend that these posts be removed immediately.”

“We recommend that the tweet be removed, or at least covered with a
EIP-798 | misleading/disputed content banner. It falsely undermines people’s faith in the
legitimacy of the election results.”

“Users on Twitter and Facebook are sharing manipulated images of people
moving boxes in trucks labeled ‘Emergency Democrat Votes.” We suggest
labeling or removing tweets that use this photo, as it could undermine people’s
faith in the legitimacy of the election process.”

EIP-811
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“As it 1s a claim without evidence that undermines trust in the election we

EIP-817 | commend it be actioned.”
EIP-847 | “We recommend labeling (as some have already been) or removing these tweets.”
EIP-853 | “Recommend labels or removal:”
EIP-867 | “We recommend that these claims be labeled as unsubstantiated.”
“We strongly recommend that platforms take action on this content and any
EIP-868 | further content with this screenshot. These posts should be removed or labeled
appropriately.”
EIP-869 “We recommend at least labeling as this is a disproven claim of an election
crime.”
EIP-879 | “We recommend that this content be removed or labeled.”
EIP-890 | “We recommend flagging (or removing) posts that make this claim:”
EIP-909 | “We recommend removal.”
EIP-920 | “Recommend you limit spread of attached tweets.”
“We have completed this analysis of the attached Breitbart article and recommend
EIP-949 | that any links to it be labeled or removed per policy.”; “recommend applying the
same label to other/new instances of the narrative.”
EIP-952 | “We recommend it be actioned with fact-check labeling.”
“Facebook: please see this misleading Instagram story . . . Recommend labeling or
EIP-969 . . . o s
other action, as it has already made its way to Twitter.
“Facebook and Twitter: this story from alleged Nevada ‘whistleblower’ claiming
EIP-970 | voting irregularities has not been verified or substantiated. It has received
significant viral amplification. We recommend these links be labeled.”
EIP-987 “We are working on a thread but recommend that Twitter/Facebook delete (or at

least label) the videos.”
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EIP-989 | “We recommend it be removed as violative of terms of service.”
EIP-996 | “We recommend removing or labeling this content as appropriate.”
EIP-998 | “We recommend that they be flagged for labeling or removal.”
EIP-1020 | “we recommend links to its content be labeled or removed.”
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APPENDIX II

Appendix II is the EIP and Virality Project Jira ticket data provided to the Committee and
Select Subcommittee. If the Department of Homeland Security, among others, had the ability to
see what American speech was being targeted and censored, so too should the American people.
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EXECUTIVE SUMMARY

“One could argue we’re in the business of critical infrastructure, and the

most critical infrastructure is our cognitive infrastructure, so building that

resilience to misinformation and disinformation, | think, is incredibly important.”
— CISA Director Jen Easterly, November 10, 2021.1

The First Amendment recognizes that no person or entity has a monopoly on the truth,
and that the “truth” of today can quickly become the “misinformation” of tomorrow. Labeling
speech “misinformation” or “disinformation” does not strip it of its First Amendment protection.
As such, under the Constitution, the federal government is strictly prohibited from censoring
Americans’ political speech. The government also may not use third parties to bypass the First
Amendment and conduct censorship by proxy.?

The Committee on the Judiciary and the Select Subcommittee on the Weaponization of
the Federal Government have been conducting an investigation into government-induced
censorship on social media. Although the investigation is ongoing, information obtained to date
has revealed that the Cybersecurity and Infrastructure Security Agency (CISA)—an upstart
agency within the Department of Homeland Security (DHS)—has facilitated the censorship of
Americans directly and through third-party intermediaries.

Founded in 2018, CISA was originally intended to be an ancillary agency designed to
protect “critical infrastructure” and guard against cybersecurity threats.® In the years since its
creation, however, CISA metastasized into the nerve center of the federal government’s domestic
surveillance and censorship operations on social media.* By 2020, CISA routinely reported
social media posts that allegedly spread “disinformation” to social media platforms.®> By 2021,
CISA had a formal “Mis-, Dis-, and Malinformation” (MDM) team.® In 2022 and 2023, in
response to growing public and private criticism of CISA’s unconstitutional behavior, CISA
atterr;pted to camouflage its activities, duplicitously claiming it serves a purely “informational”
role.

This interim staff report details, among other things, that:

1 Maggie Miller, Cyber agency beefing up disinformation, misinformation team, THE HILL (Nov. 10, 2021).

2 See Norwood v. Harrison, 413 U.S. 455, 465 (1973) (“It is also axiomatic that a state may not induce, encourage or
promote private persons to accomplish what it is constitutionally forbidden to accomplish.”).

3 See 6 U.S. Code § 652; Federal Government, CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY,
https://www:.cisa.gov/audiences/federal-government (last visited Jun. 23, 2023).

4 See Ken Klippenstein and Lee Fang, Truth Cops: Leaked Documents Outline DHS’s Plans to Police
Disinformation, THE INTERCEPT (Oct. 31, 2022).

5 Scully Dep. 16:16-17:8, Missouri v. Biden, No. 3:22-cv-01213 (W.D. La. 2022), ECF No. 209.

& DHS Needs a Unified Strategy to Counter Disinformation Campaigns, DEP’T OF HOMELAND SEC. OFFICE OF
INSPECTOR GEN., at 7 (Aug. 10, 2022), https://www.0ig.dhs.gov/sites/default/files/assets/2022-08/01G-22-58-
Aug22.pdf.

7 See, e.g., Scully Dep. 17:9-14, supra note 5.
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e CISA is “working with federal partners to mature a whole-of-government approach” to
curbing alleged misinformation and disinformation.®

e CISA considered the creation of an anti-misinformation “rapid response team” capable of
physically deploying across the United States.®

e CISA moved its censorship operation to a CISA-funded non-profit after CISA and the
Biden Administration were sued in federal court, implicitly admitting that its censorship
activities are unconstitutional . 1°

e CISA wanted to use the same CISA-funded non-profit as its mouthpiece to “avoid the
appearance of government propaganda.”

e Members of CISA’s advisory committee agonized that it was “only a matter of time
before someone realizes we exist and starts asking about our work.”*?

The Committee and the Select Subcommittee are responsible for investigating
“violation[s] of the civil liberties of citizens of the United States.”*® In accordance with this
mandate, this interim staff report on CISA’s violations of the First Amendment and other
unconstitutional activities fulfills the obligation to identify and report on the weaponization of
the federal government against American citizens. The work, however, is not done. CISA still
has not adequately complied with a subpoena for relevant documents, and much more fact-
finding is necessary. In order to better inform the Committee’s legislative efforts, the Committee
and Select Subcommittee will continue to investigate CISA’s and other Executive Branch
agencies’ entanglement with social media platforms.

8 CISA CYBERSECURITY ADVISORY COMM., SUBCOMMITTEE OVERVIEW & UPDATE: PROTECTING CRITICAL
INFRASTRUCTURE FROM MISINFORMATION & DISINFORMATION, at 1 (2022) (on file with the Comm.).

® CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING JUNE 14, 2022, at 2 (on file with the Comm.).

10 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING JULY 26, 2022, at 1 (on file with the Comm.).

11 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING APRIL 12, 2022, at 2 (on file with the Comm.).

12 E-mail from Suzanne Spaulding to Kate Starbird (May 20, 2022, 7:27 AM) (on file with the Comm.).

13 H. Res. 12 § 1(b)(E).
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BACKGROUND

The Committee on the Judiciary and the Select Subcommittee on the Weaponization of
the Federal Government have been conducting oversight of the federal government’s work with
non-government entities to censor speech online. The Select Subcommittee has also convened
two hearings on the subject of social media censorship** and published an interim staff report
exposing the Federal Trade Commission’s (FTC) politically motivated harassment campaign
against Elon Musk’s Twitter.®®

The First Amendment to the United States Constitution rests on the principle that no
person or institution, including the government, has a monopoly on the truth, and that viewpoint-
based suppression of speech by the government is dangerous and may even spell the death of a
constitutional republic.® Under the First Amendment, the “government has no power to restrict
expression because of its message, its ideas, its subject matter, or its content.”*” As the Supreme
Court has explained: “If there is any fixed star in our constitutional constellation, it is that no
official, high or petty, can prescribe what shall be orthodox in politics, nationalism, religion, or
other matters of opinion.”*8

Labeling speech “misinformation” does not strip it of First Amendment protection. That
is so even if the speech is untrue, as “[s]Jome false statements are inevitable if there is to be an
open and vigorous expression of views in public and private conversation.”*® In refusing to carve
out a First Amendment exception for “false” speech, the Framers of our Constitution recognized
the significant danger in making the government the ultimate arbiter of truth.?’ The First
Amendment also protects the right to receive information, “an inherent corollary of the rights to
free speech and press that are explicitly guaranteed by the Constitution” because “the right to
receive ideas follows ineluctably from the sender’s First Amendment right to send them.”?!

It is “axiomatic,” in the words of the Supreme Court, that the government may not
“induce, encourage, or promote private persons to accomplish what it is constitutionally
forbidden to accomplish.”?2 Moreover, the First Amendment prohibits the government from

14 Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Federal Government of the H. Comm. on the Judiciary, 118th Cong. (Mar. 9, 2023); Hearing
on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the Weaponization of the
Federal Government of the H. Comm. on the Judiciary, 118th Cong. (Mar. 30, 2023).

15 STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H. COMM. ON THE
JUDICIARY, 118TH CONG., THE WEAPONIZATION OF THE FEDERAL TRADE COMMISSION: AN AGENCY’S OVERREACH
TO HARASS ELON Musk’s TWITTER (Comm. Print 2023).

16 See Wood v. Georgia, 370 U.S. 375, 388 (1962) (“Those who won our independence had confidence in the power
of free and fearless reasoning and communication of ideas to discover and spread political truth.”).

17 Asheroft v. ACLU, 535 U.S. 564, 573 (2002).

18 W.Va. State Bd. of Educ. v. Barnette, 319 U.S. 624, 642 (1943).

19 United States. v. Alvarez, 567 U.S. 709, 718 (2012) (plurality opinion).

20 See id. at 752 (Alito, J., dissenting) (“Even where there is a wide scholarly consensus concerning a particular
matter, the truth is served by allowing that consensus to be challenged without fear of reprisal. Today’s accepted
wisdom sometimes turns out to be mistaken.”).

21 Bd. of Educ., Island Trees Union Free Sch. Dist. No. 26 v. Pico, 457 U.S.853, 867 (1982).

22 Norwood v. Harrison, 413 U.S. 455, 465 (1973).
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“abridging the freedom of speech”?—not “negating” or “abrogating,” but merely “abridging.”
Thus, any law or administrative policy that impedes the ability of users to speak freely on
privately owned social media platforms violates the First Amendment.

This interim report focuses primarily on the censorship efforts of the Cybersecurity and
Infrastructure Security Agency (CISA), a component of the Department of Homeland Security
(DHS), and its role in what one journalist and commentator has called the “censorship industrial
complex.”?

The Cybersecurity and Infrastructure Security Agency

Congress established CISA in 2018, redesignating the National
Protection and Programs Directorate (NPPD) within DHS as CISA.?
CISA’s statutory mission included “lead[ing] cybersecurity and critical
infrastructure security programs, operations, and associated policy,” and
“carry[ing] out the requirements of the Chemical Facility Anti-Terrorism
Standards Program.”?’ In April 2019, Daniel Sutherland, CISA’s Chief
Counsel, claimed: “We are a non-regulatory, non-law enforcement, non-
intelligence community” agency.?

As defined in 2003 by Homeland Security Presidential Directive 7, the term “critical
infrastructure” was formerly used to describe “information technology; telecommunications;
chemical; transportation systems, including mass transit, aviation, maritime, ground/surface, and
rail and pipeline systems; emergency services; and postal and shipping.”?® It was not until 2017,
shortly after the 2016 election, that President Obama’s DHS Secretary Jeh Johnson designated
“election infrastructure” as a “critical infrastructure subsector.”30

Ostensibly created to protect the electrical grid and other “critical infrastructure” sectors
from cybersecurity threats,! CISA, a little-known agency buried in the depths of DHS, soon
expanded its mission to combat “foreign disinformation.”3 Not long thereafter, under the pretext
of protecting “election infrastructure,” CISA began surveilling and censoring American citizens
online, directly and by proxy.

23 U.S. ConsT. amend. | (emphasis added).

24 See Philip Hamburger, How the Government Justifies Its Social-Media Censorship, WALL STREET JOURNAL (Jun.
9, 2023).

2 Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Federal Government of the H. Comm. on the Judiciary, 118th Cong. at 6 (Mar. 9, 2023)
(statement of Michael Shellenberger).

% 6 U.S. Code § 652.

21d.

28 CISA and Cyber Threats: How Government and Private Sector Secure Our Networks and Infrastructure, THE
FEDERALIST SOC’Y (Jun. 11, 2019).

2 Homeland Sec. Presidential Directive 7, 2. Pub. Papers 1739 (Dec. 17, 2003).

30 Press Release, Dep’t of Homeland Sec., Statement by Secretary Jeh Johnson on the Designation of Election
Infrastructure as a Critical Infrastructure Subsector (Jan. 6, 2017).

316 U.S. Code § 652.

32 See, e.g., CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY, #PROTECT2020 STRATEGIC PLAN, at 20 (2020),
https://www.cisa.gov/sites/default/files/publications/ESI_Strategic_Plan_FINAL_2-7-20_508.pdf.

5
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CISA’s Cybersecurity Advisory Committee (CSAC)

DHS created the CISA Cybersecurity Advisory
Committee (CSAC) in June 2021 “to advance CISA’s
cybersecurity mission and strengthen the cybersecurity of
the United States.”** CSAC in turn established a
“Protecting Critical Infrastructure from Misinformation &
Disinformation” Subcommittee,3* commonly known as
the “MDM Subcommittee.”%

The MDM Subcommittee, which has since disbanded,®® brought together government,
Big Tech, and academic misinformation “experts,” including:

e Dr. Kate Starbird, Associate Professor and Co-Founder of the University of
Washington’s Center for an Informed Public (CIP).3” CIP was a member of both the
Election Integrity Partnership (EIP)% and the Virality Project (VP).*° Starbird served as
the Chair of the MDM Subcommittee.*°

e Vijaya Gadde, the former Chief Legal Officer of Twitter, who was “involved in
censoring [the New York] Post’s Hunter Biden laptop” story.*! Gadde was also “behind
the decision to permanently ban former President Trump from Twitter.”#? Shortly after
Elon Musk completed his purchase of Twitter, Gadde was fired from the company in
October 2022.%

e Suzanne Spaulding, a former assistant general counsel and legal adviser for the Central
Intelligence Agency (CIA), who also served as the Under Secretary for the NPPD,

33 CISA Cybersecurity Advisory Committee, CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY,
https://www.cisa.gov/resources-tools/groups/cisa-cybersecurity-advisory-committee (last visited Jun. 23, 2023).

34 CISA CYBERSECURITY ADVISORY COMM., 2022 ANNUAL REPORT, at 2 (2022),
https://www.cisa.gov/sites/default/files/2023-01/csac_annual_report 2023-01-18 508 0.pdf.

% See, e.g., CISA CYBERSECURITY ADVISORY COMM., DECEMBER 6, 2022 MEETING SUMMARY CLOSED SESSION, at
3 (On file with the Comm.).

36 CISA CYBERSECURITY ADVISORY COMM., DECEMBER 6, 2022 MEETING SUMMARY OPEN SESSION, at 1,
https://www.cisa.gov/sites/default/files/publications/CSAC_December-Quarterly-Meeting-
Summary_508_01062023_0.pdf.

37 Kate Starbird, UNIVERSITY OF WASHINGTON, https://www.hcde.washington.edu/starbird (last visited Jun. 12,
2023).

38 ELECTION INTEGRITY P’SHIP, THE LONG FUSE: MISINFORMATION AND THE 2020 ELECTION, at vi (Eden Beck ed.,
2021).

39 VIRALITY PROJECT, MEMES, MAGNETS, AND MICROCHIPS: NARRATIVE DYNAMICS AROUND COVID-19 VACCINES,
at 1 (Eden Beck ed., 2022).

40 CISA CYBERSECURITY ADVISORY COMM., SUBCOMMITTEE FACTSHEET (2022),
https://www.cisa.gov/sites/default/files/publications/CSAC_Subcommittee_Fact Sheet 05192022 508c.pdf.

4L Victor Nava, Who is Vijaya Gadde, the Twitter exec involved in censoring Post’s Hunter Biden laptop
bombshell?, NEw YORK PoST (Dec. 3, 2022).

42 The Twitter executives fired after Elon Musk’s takeover, AxI0s (Oct. 28, 2022).

43 1d.
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CISA’s predecessor within DHS.* Spaulding is now the “director of the Defending
Democratic Institutions project at the Center for Strategic International Studies
(CSIS).”#®

MDM Subcommittee meetings also featured government participants, including Geoff Hale, who
leads CISA’s “Election Security Initiative,”*® and Kim Wyman, the former Washington
Secretary of State, who now serves as CISA’s Senior Election Security Advisor.*’

During its existence, the MDM Subcommittee issued two sets of formal
recommendations: one set in June 2022,*8 and another in September 2022.%° The
Subcommittee’s June 2022 recommendations included, among other things, recommendations
that “CISA should approach the [misinformation and disinformation] problem with the entire
information ecosystem in view. This includes social media platforms of all sizes, mainstream
media, cable news, hyper partisan media, talk radio, and other online resources.”

The Center for Internet Security (CIS)

The Center for Internet Security (CIS) is a
nonprofit organization that operates the Multi-State
Information Sharing and Analysis Center (MS-ISAC) and
Elections Infrastructure Information Sharing and Analysis
Center (EI-ISAC).% According to a postmortem report
covering social media activity related to the 2020 election
cycle, “the EI-ISAC served as a singular conduit for election officials to report false or
misleading information to platforms.”>? Put plainly, election officials around the country sent
CIS purportedly false or misleading content, which CIS forwarded to the relevant social media
platforms.>3

44 Suzanne Spaulding, CENTER FOR STRATEGIC & INT’L STUDIES, https://www.csis.org/people/suzanne-spaulding
(last visited Jun. 23, 2023).

45 d.

46 Geoff Hale, RSA CONF., https://www.rsaconference.com/experts/geoff-hale (last visited Jun. 23, 2023).

47 Kim Wyman, CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY, https://www.cisa.gov/about/leadership/kim-
wyman (last visited Jun. 23, 2023).

48 CISA CYBERSECURITY ADVISORY COMM., JUNE 22, 2022 MEETING SUMMARY OPEN SESSION,
https://www.cisa.gov/sites/default/files/publications/CSAC_June_Quarterly Meeting_Summary.pdf.

49 CISA CYBERSECURITY ADVISORY COMM., DECEMBER 6, 2022 MEETING SUMMARY OPEN SESSION,
https://www.cisa.gov/sites/default/files/publications/CSAC_December-Quarterly-Meeting-
Summary_508_01062023_0.pdf.

50 CISA CYBERSECURITY ADVISORY COMM., REPORT TO THE CISA DIRECTOR PROTECTING CRITICAL
INFRASTRUCTURE FROM MISINFORMATION AND DISINFORMATION JUNE 22, 2022, at 2,
https://www.cisa.gov/sites/default/files/publications/June%202022%20CSAC%20Recommendations%20%E2%80
%93%20MDM_0.pdf.

5L EI-ISAC, CENTER FOR INTERNET SEC., https://www.cisecurity.org/ei-isac (last visited Jun. 23, 2023).

52 ELECTION INTEGRITY P’SHIP, supra note 38, at 13.

%3 See id.
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CISA funds CIS, including spending $27 million in FY 2024 on operating the EI-ISAC
and the MS-ISAC.>* As illustrated by the diagram below from CIS’s website, the “EI-ISAC is
federally funded by CISA and a division of the Center for Internet Security.”>

5 DEP’T OF HOMELAND SEC., DEPARTMENT OF HOMELAND SECURITY CYBERSECURITY AND INFRASTRUCTURE
SECURITY AGENCY BUDGET OVERVIEW FISCAL YEAR 2024 CONGRESSIONAL JUSTIFICATION, at 37 (2023).
5 EI-ISAC, supra note 51.
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CISA’s MissION CREEP INTO SURVEILLANCE, CENSORSHIP, AND COVER-UPS

The Committee and Select Subcommittee have obtained previously undisclosed, non-
public documents that reveal CISA expanded its mission to surveil Americans’ speech on social
media, colluded with Big Tech and government-funded third parties to censor by proxy, and tried
to hide its plainly unconstitutional activities from the public.

Surveillance. CISA expanded its mission from “cybersecurity” to monitor foreign
“disinformation” to eventually monitor all “disinformation,” including Americans’ speech. In
one e-mail exchange obtained by the Committee and Select Subcommittee, the agency’s rapid
mission creep surprised even a non-profit focused on foreign “disinformation.”

Censorship. CISA exploited its connections with Big Tech and government-funded non-
profits to censor by proxy, in order to circumvent the First Amendment’s prohibition against
government-induced censorship. This included the creation of reporting “portals” which
funneled “misinformation” reports from the government directly to social media platforms.
Newly uncovered meeting minutes show that CISA was advised by a group Big Tech executives
and academics who encouraged CISA’s unconstitutional behavior.

Cover-ups. As CISA’s operational scope expanded further into unconstitutional territory,
the agency and its advisors tried to cover their tracks and cover up CISA’s censorship of
domestic speech and surveillance of American citizens’ social media activity. This included
scrubbing CISA’s website of references to domestic “misinformation” and “disinformation.”

l. CISA has transformed into a domestic intelligence and speech-police agency, far
exceeding its statutory authority

CISA’s focus on “cybersecurity” quickly expanded into social media surveillance of real
and perceived foreign actors. Shortly after CISA became its own agency, then-DHS Secretary
Kristjen Nielsen created the “Countering Foreign Influence Task Force” (CFITF) within CISA
“to focus on election infrastructure disinformation.”®® Following the unfounded claims by
Democrats that foreign—particularly Russian—influence changed the outcome of the 2016
election,® CISA expanded its “cybersecurity” role to include countering foreign malign
influence operations. In its public materials, CISA emphasized at the time that it was primarily
concerned with addressing foreign, rather than domestic, disinformation.>® Starting in January
2019, Brian Scully served first as the head of the CFITF and later as the head of the MDM team
at CISA.>®

%6 DHS Needs a Unified Strategy to Counter Disinformation Campaigns, supra note 6 at 5.

57 See Gregory Eady et al., Exposure to the Russian Internet Research Agency foreign influence campaign on Twitter
in the 2016 US election and its relationship to attitudes and voting behavior, 14:62 NATURE COMMUNICATIONS 1, at
8-9 (2023).

%8 See, e.g., Resilience Series Graphic Novels, CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY,
https://www.cisa.gov/topics/election-security/foreign-influence-operations-and-disinformation/resilience-series-
graphic-novels (last visited Jun. 23, 2023).

%9 See Scully Dep. 11:24-12:2, supra note 5.
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In January 2021, after President Biden took office, “CISA transitioned its [CFITF] to
promote more flexibility to focus on general MDM,” or so-called “Mis-, Dis-, and
Malinformation.”®® In so doing, CISA admitted that its focus was no longer exclusively on
“countering foreign influence,” but was also targeting MDM originating from domestic sources.
For example, according to a 2022 CISA pamphlet titled “Planning and Incident Response Guide
for Election Officials,” “MDM also may originate from domestic sources aiming to sow
divisions and reduce national cohesion.”®!

Although CISA’s efforts to police speech are highly troubling overall, one particularly
problematic aspect is CISA’s focus on “malinformation.” According to CISA’s own definition,
“Im]alinformation is based on fact, but used out of context to mislead, harm, or manipulate.”® In
other words, malinformation is factual information that is objectionable not because it is false or
untruthful, but because it is provided without adequate “context”—context as determined by the
government.

In addition, what constitutes “misinformation” or “disinformation” is determined by
government actors, whose evaluations of truth and falsity are necessarily subjective, and
“inherently political,” as explained in the comments of a Google Doc by Starbird below.5

CISA’s involvement in policing alleged mis- and disinformation, as well as malinformation—
truthful information without “sufficient” context—is a direct and serious threat to First
Amendment principles.

80 DHS Needs a Unified Strategy to Counter Disinformation Campaigns, supra note 6 at 7.

61 CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY, MIs-, DIS-, AND MALINFORMATION PLANNING AND
INCIDENT RESPONSE GUIDE FOR ELECTION OFFICIALS, at 1 (2022), https://www.cisa.gov/sites/default/files/2022-
11/mdm-incident-response-guide_508.pdf.

62 d.

63 E-mail from Suzanne Spaulding (Google Docs) to Kate Starbird (May 16, 2022, 6:27 PM) (on file with the
Comm.).
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Although the CFITF did not formally shed “foreign” from its name until January 2021,
CISA’s efforts to curb domestic MDM had been ongoing for months, ramping up in advance of
the 2020 election. An e-mail exchange on November 4, 2020 demonstrates that even non-profits
focused on “disinformation,” such as the German Marshall Fund’s Alliance for Securing
Democracy (ASD), were caught off guard by CISA’s expansion into the surveillance of domestic
speech. In the exchange, an ASD employee emailed Robert Schaul, the Analysis and Resilience
Policy Lead at CISA,% writing: “Obviously, what we’re seeing domestically, particularly around
mail-in fraud, is very concerning, but I know that’s outside your purview.”%® Schaul corrected
the ASD employee: “Mail-fraud disinfo[rmation] is in-bounds for us this time, domestic or
foreign; so if you see something you’re worried about let us know.”

Despite constituting a clear departure from its statutory mandate, CISA’s MDM team has,
at its peak, been comprised of “a total of 15 dedicated part- and full-time staff,” who focus on
“disinformation activities targeting elections and critical infrastructure.”®” Jen Easterly, the

64 U.S.-Paris Tech Challenge, ATLANTIC COUNCIL, https://www.atlanticcouncil.org/event/u-s-paris-tech-challenge/
(last visited Jun. 23, 2023).

8 E-mail from German Marshall Fund employee to Robert Schaul (Nov. 4, 2020, 1:00 PM) (on file with the
Comm.).

8 E-mail from Robert Schaul to German Marshall Fund employee (Nov. 4, 2020, 1:12 PM) (on file with the
Comm.).

67 DHS Needs a Unified Strategy to Counter Disinformation Campaigns, supra note 6 at 7.
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current Director of CISA, justified CISA’s MDM-related activities by saying: “One could argue
we’re in the business of critical infrastructure, and the most critical infrastructure is our cognitive
infrastructure, so building that resilience to misinformation and disinformation, I think, is
incredibly important.”%

A. Switchboarding: CISA’s coordination with Big Tech to censor Americans

CISA’s Director, Jen Easterly, claimed in her March 28, 2023 testimony before Congress
that “we don’t flag anything to social media organizations at all. We are focused on building
resilience to foreign influence and disinformation.”®® Despite Easterly’s assurances, however, the
DHS Office of Inspector General (O1G) has reported that CISA began “notifying social media
platforms or appropriate law enforcement official when voting-related disinformation appeared
in social media” as early as 2018.7°

When deposed as part of ongoing litigation in federal court, Brian Scully, the head of
CISA’s MDM team, confirmed that CISA has historically flagged disinformation to social media
platforms, in a process known as “switchboarding.”"* Scully further described switchboarding as
a “resource intensive”’? process whereby CISA officials received alleged “misinformation”
reports from election officials and forwarded those reports to social media companies so that
they could take enforcement measures against the reported content.”

CISA has sought to disclaim any responsibility in affecting social media companies’
decisions on content moderation. In reporting content to social media platforms, CISA officials,
including Scully, often appended a disclaimer to their e-mails, claiming, “CISA affirms that it
neither has nor seeks the ability to remove or edit what information is made available on social
media platforms.”’* However, when deposed as part of ongoing federal litigation, Scully
admitted that CISA was aware that its outreach to social media companies about alleged
disinformation would trigger content moderation.”

B. CISA’s MDM consultants rejected constitutional “limitations” on the
surveillance and censorship of domestic speech

Originally created to protect critical infrastructure such as dams and pipelines from
foreign malign actors, CISA has ventured well beyond its founding mandate and began targeting
constitutionally protected domestic speech for censorship on social media platforms. By 2020,

8 Miller, supra note 1.

8 H. ComMm. ON APPROPRIATIONS, Budget Hearing — Fiscal Year 2024 Request for the Cybersecurity and
Infrastructure Security Agency, YOUTUBE (Mar. 28, 2023).

70 DHS Needs a Unified Strategy to Counter Disinformation Campaigns, supra note 6 at 5.

1 Scully Dep. 23:16-24:2, supra note 5.

2 Scully Dep. 62:15-22, supra note 5.

3 Scully Dep. 17:1-18:1, supra note 5.

74 See, e.g., e-mail from Brian Scully to Facebook employees (Oct. 28, 2020, 2:09 PM) (on file with the Comm.); e-
mail from Brian Scully to Google employee (Oct. 1, 2020 9:01 PM) (on file with the Comm.).

5 Scully Dep. 17:15-18:1, supra note 5. See also Hearing on the Weaponization of the Federal Government:
Hearing Before the Select Subcomm. on the Weaponization of the Federal Government of the H. Comm. on the
Judiciary, 118th Cong. (Mar. 30, 2023).
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just two years after its creation, CISA had unilaterally expanded its authorities from countering
foreign influence operations to curtailing domestic speech. In 2021, CISA created an advisory
committee, including the MDM Subcommittee, in order to receive input from Big Tech and
“disinformation” experts. According to documents produced to the Committee and Select
Subcommittee, "® members of the MDM Subcommittee, while serving in this advisory role,
pushed aside legitimate criticism and urged CISA to continue on its unconstitutional trajectory.

On August 30, 2022, MDM Subcommittee members discussed the propriety of DHS
“identifying domestic actors” spreading alleged disinformation.”” According to notes of the
meeting that day, Suzanne Spaulding, a former CIA legal advisor, “urged Dr. Starbird not to
solely focus on addressing foreign threats.”’® Spaulding also “encouraged Dr. Starbird to
emphasize that domestic threats remain and while attribution is sometimes unclear, CISA should
be sensitive to domestic distinctions, but cannot focus too heavily on such limitations.””® In the
same meeting, the director of CISA’s Election Security Initiative “[Geoff] Hale reflected that
these discussions of scoping authority relate to the Subcommittee’s initial deliberations urging
CISA to be actor-agnostic in their work combating mis- and dis-information.”® In other words,
Hale, a federal government employee, observed that the Subcommittee’s work addressing
alleged mis- and dis-information should not distinguish between foreign and domestic sources.

Other documents produced to the Committee and Select Subcommittee suggest that Hale
and the MDM Subcommittee urged action in the domestic space, even in the face of opposition
from state and local election administration officials. In particular, during the MDM
Subcommittee’s August 8, 2022 meeting, Twitter’s Chief Legal Officer Vijaya Gadde “reflected
on the group’s previous meeting with the National Association of Secretaries of State (NASS)
and the National Association of State Election Directors (NASED) and noted in their feedback
that CISA should not be involved in this mission space, except when a foreign adversary is at
play.”® Gadde doubted that this distinction could serve as a meaningful limit for CISA because
“it is difficult to determine whether a foreign adversary is involved.”8? Later in the same

6 These documents include meeting minutes from the MDM Subcommittee. As Chair of the MDM Subcommittee,
Dr. Kate Starbird reviewed and approved these meeting minutes before they were circulated. Transcribed Interview
of Kate Starbird at 39 (on file with the Comm.).

T CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING AUGUST 30, 2022, at 1 (on file with the Comm.).

8 1d. at 2.

®1d.

8 1d. at 1.

81 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING AUGUST 8, 2022, at 1 (on file with the Comm.).

82d.
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meeting, Starbird “noted that because mis- and disinformation is universal, CISA must play a
role on the national level.”8

C. CISA considered creating an anti-MDM *“rapid response team” to physically
deploy across the United States

In one particularly notable departure from its legal authority, during the MDM
Subcommittee’s June 14, 2022 meeting, participants “explore[d] the idea of how CISA could
develop a rapid response team to deploy . . . in-person to local election officials’ jurisdictions
struggling with specific informational threats.”® The CISA officials present at the meeting
seemed receptive to the idea, with Geoff Hale, the director of CISA’s Election Security
Initiative, commenting that “this is a fascinating idea that takes CISA’s existing operational
responsibilities to consider MDM as part of its core mission set.”%

81d. at 2.
84 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &

DISINFORMATION SUBCOMMITTEE MEETING JUNE 14, 2022, at 2 (on file with the Comm.).
8 1d.
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Starbird, the chair of the MDM Subcommittee, also “commented that the rapid response team
would need to surge for short periods of time around elections.”8 Hale then “noted the
possibility to stand up this team in the short term by encouraging the communications team to
consider MDM equities.”®’

Subcommittee members then abandoned any pretext of operating within CISA’s legal
authority, with Twitter’s Vijaya Gadde noting “that the idea of a rapid response team must
include the ability to engage whether or not a cyber component is present.”88 “Dr. Starbird
agreed V\ggth Ms. Gadde’s point that threats to critical infrastructure are not limited to cyber
threats.”

= Ms. Gadde noted that physical and MDM-related threats are often interrelated, so the
group cannot address the physical threats against elections officials without addressing
the root cause of MDM-related threats. She continued by stressing that MDM threat exist
with or without a cyber component. She noted that the idea of a rapid response team
must include the ability to engage whether or not a cyber component is present.

= Dr.Starbird agreed with Ms. Gadde’s point that threats to critical infrastructure are not
limited to cyber threats.

D. MDM *“experts” wanted CISA to crack down on factual information

Even so-called “malinformation”—truthful information that, according to the
government, may carry the potential to mislead—could not escape the scrutiny of CISA’s MDM
“experts.”® In an e-mail exchange between MDM Subcommittee members Starbird and
Spaulding, Spaulding wrote: “As I’ve read more about malinformation, I think you’re right that it
could fit the kinds of risks we are concerned about. The challenge may be that because it is not
false, per se . . . it is much trickier from a policy perspective.”®! Spaulding proposed a
“compromise”: “that [malinformation] is part of CISA’s current scope but that our
recommendations, at least at this stage, are focused primarily on countering false information.”%

% |d.

8 1d.

8 d.

8 d.

% The First Amendment protects domestic speech, regardless of whether government actors consider it mis-, dis-,
or malinformation. See United States. v. Alvarez, 567 U.S. 709, 718 (2012) (plurality opinion).

% E-mail from Suzanne Spaulding to Kate Starbird (May 16, 2022, 6:02 PM) (on file with the Comm.).

2 1d.
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Starbird responded that “malinformation is perhaps the hardest challenge in this space.”®®
Starbird then lamented that “unfortunately current public discourse (in part a result of
information operations) seems to accept malinformation as ‘speech’ and within democratic
norms” and that CISA may face “bad faith criticism” for censoring content that is true.%

E. CISA isonly one part of a “whole-of-government” approach to MDM

Documents obtained by the Committee and Select Subcommittee establish that CISA and
the MDM Subcommittee considered CISA to be only one part of a grander, “whole-of-
government” approach to tackling disfavored speech. For example, according to the MDM
Subcommittee’s “Subcommittee Overview & Update,” “CISA is bringing on staff to address
MDM related to the pandemic . . . as well as improving our ability to do analytics on narrative
intervention. We are also working with federal partners to mature a whole-of-government
approach to mitigating risks of MDM, framing which . . . interventions are appropriate to the
threats impacting the information environment.”%

9 E-mail from Kate Starbird to Suzanne Spaulding (May 17, 2022, 9:47 AM) (on file with the Comm.).

% 1d.
9 CISA CYBERSECURITY ADVISORY COMM., SUBCOMMITTEE OVERVIEW & UPDATE: PROTECTING CRITICAL
INFRASTRUCTURE FROM MISINFORMATION & DISINFORMATION, at 1 (2022) (on file with the Comm.).
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As another example, during a March 1, 2022 meeting of the MDM Subcommittee, Laura
Dehmlow of the FBI’s Foreign Influence Task Force (FITF), who had been invited to brief the
MDM Subcommittee, claimed that the “FBI does not perform narrative or content-based
analysis.”®® According to the meeting notes, Starbird, the chair of the MDM Subcommittee, then
offered CISA to fill this perceived gap in the government’s censorship efforts, suggesting that
“CISA might have a role based on the Subcommittee helping to define the narrative so the
‘whole of government’ approach could be leveraged.”%’

F. State election officials warned CISA to “remain within [its] operational and
mission limits,” lest it should earn the public’s “distrust.”

MDM Subcommittee meeting notes and other documents obtained by the Committee and
Select Subcommittee reveal that those engaging with CISA, and even election officials, were
critical of CISA’s efforts to crack down on domestic speech related to elections. On August 2,
2022, Leslie Reynolds of the National Association of Secretaries of State (NASS) cautioned the
MDM Subcommittee “that it is important for CISA to remain within their operational and
mission limits. CISA specifically should stick with misinformation and disinformation as related
to cybersecurity issues.”% Unfazed by the admonishment, Starbird promptly “sought to clarify
how CISA can assist with matters outside their direct mission scope.”®®

% CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING MARCH 1, 2022, at 1 (on file with the Comm.).

1d.

% CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING AUGUST 2, 2022, at 2 (on file with the Comm.).

% 1d.
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Lindsey Forson, also affiliated with NASS, similarly “cautioned that the public could grow to
distrust government agencies if they are not careful in the ways they interact with election related
H » 100

issues.

s Ms. Lindsey Forson, NASS, added that political sensibilities cannot be stressed enough. She cautioned that the
public could grow to distrust government agencies if they are not careful in the ways they interact with election
related issues. She expressed interest in hearing what subcommittee members think CISA’s support should look

G. DHS was eager to cement CISA as a domestic intelligence agency

In May 2021, Brian de Vallance, a former DHS Assistant Secretary for Legislative
Affairs, % sent an e-mail to Jen Easterly—who would later become CISA’s director —among
others, about the National Defense Authorization Act (NDAA) provision establishing a Social
Media Data and Threat Analysis Center to address disinformation within the Office of the
Director of National Intelligence (ODNI). He relayed to Easterly, “off the record, some at ODNI
are not big fans of CISA . . . More on this by phone, but I personally think that [the Social Media
Data and Threat Analysis Center] SHOULD move to DHS [because] of the connectivity to the
(domestic) social media companies.”1?

From: Google Calendar [calendar-notification@google.com]

on behalfof  Brian de Vallance [
|

Sent: 5/7/2021 12:18:19 PM
To: Brian de Vallonce NN
[ 7 e oy

I 1 - V= l2nc-

Subject: Call with Jen, . & Brian

That was rude! Zoom needs to give us a 60-second warning.
Happy to set up another time at your convenience--though 1 know that your time is very valuable.

Until then, I will send DRAFTS of the cyber hygiene initiative and the prospective workforce initiative. On
both of those, if interested, obviously we can amend to your preferences.

On the DNI SM Center, ODNI is dragging its feet on both doing it at all (Congress would probably push them
since it is now a statutory obligation) and in sending it to DHS. Further, off the record, some at ODNI are not
big fans of CISA. I'm sure that could be fixed when you get to be the Director b/c the new DNI trusts you. More
on this by phone, but I personally think that it SHOULD move to DHS b/c of the connectivity to the (domestic)
social media companies. And while it's likely to be controversial, we now know how to secure elections but we
do NOT know how to deal with mis- and disinformation. This Center would be a step in the right direction. We
need to try, and it would be great for DHS to own it.

100 14, at 1.

101 Brian de Vallance, DEP’T OF HOMELAND SEC., https://www.dhs.gov/archive/person/brian-de-vallance (last visited
Jun. 23, 2023).

102 E-mail from Google Calendar on behalf of Brian de Vallance to Jen Easterly (May 7, 2021, 12:18 PM) (on file
with the Comm.).
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H. Social media companies mocked CISA’s MDM team and DHS’s Disinformation
Governance Board

CISA’s “connectivity to the (domestic) social media companies” did not, however,
prevent it from being criticized by these social media companies. In May 2022, following public
backlash concerning DHS’s Orwellian Disinformation Governance Board,® Brian Scully, the
head of CISA’s MDM team, e-mailed several LinkedIn employees, writing, “[g]iven the
confusion around last week’s announcement of a DHS disinformation governance board, | want
to make sure you know that LinkedIn can always reach out to CISA should you have any
questions.”104

From: Scully, Brian <} @cisa.dhs.gov>

Sent: Monday, May 2, 2022 12:09 PM

To:__@linkedin.com> o inkedin.com>

@ inkedin.com > NGG_G_ @linkedin.com> S @ inkedin.com>
Cc: Hale, Geoffrey <} R ©cisa.dhs.gov>

Subject: Recent DHS News

Good afternoon colleagues,

Given the confusion around last week’s announcement of a DHS disinformation governance board, | wantto make sure
you know that LinkedIn can always reach out to CISA should you have any questions. While we are notincharge of the
Board, we’re happy to run to ground any questions that you may have. We certainly appreciate your continued
partnership.

Regards,
Brian

Brian Scully
Chief, MDM Team
National Risk Management Center/CISA/DHS

c: I

103 The Disinformation Governance Board was an organ of DHS intended to “coordinate countering misinformation
related to homeland security,” which was first announced on April 27, 2022. Eugene Daniels, Rachel Bade, and
Ryan Lizza, POLITICO Playbook: Fauci pulls out of WHCD. Is Biden next?, PoLITICO (Apr. 27, 2022). The
Board’s inaugural (in fact, only) director was Nina Jankowicz. Prior to assuming the helm of the Board, Jankowicz
falsely described the Hunter Biden laptop as a “Trump campaign product.” Roger Koppl and Abigail Devereaux,
Biden Establishes a Ministry of Truth, WALL STREET JOURNAL (May 1, 2022). The Board was “met with an
overwhelmingly negative response” and “[e]ven Democratic lawmakers were skeptical” of the initiative. Nicole
Sganga, What is DHS’ Disinformation Governance Board and why is everyone so mad about it?, CBS NEws (May
6, 2022). After significant public backlash, the Board was paused on May 18, 2022, with Jankowicz announcing her
resignation. Rebecca Beitsch, DHS to pause work of disinformation board, THE HILL (May 18, 2022). The Board
was formally terminated on August 24, 2022. Press Release, Dep’t of Homeland Sec., Following HSAC
Recommendation, DHS terminates Disinformation Governance Board (Aug. 24, 2022),
https://www.dhs.gov/news/2022/08/24/following-hsac-recommendation-dhs-terminates-disinformation-governance-
board.

104 E-mail from Brian Scully to LinkedIn employees (May 2, 2022, 12:09 PM) (on file with the Comm.).

19



Final Report 1892

A LinkedIn employee then forwarded Scully’s e-mail to another LinkedIn employee, who
responded internally, mocking Scully: “Hey LinkedIn friends, if you ever want to know what the
Regime considers to be true or false, just drop a line. We have connections...”%®

Message
From: I (/0-EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP

(FYDIBOHE23SPDLT)/CN=RECIPIENTS/CN=4C318EA747244588A022F8D1355c94 30| | | N NGKTTGNG

Sent: 5/2/20227:47:36 PM
To: [/o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Reci p\'ents/cn=7e0acc320c214954b756d69d2'Fd89f1e_—

[/o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Reci pients/cn=b47ad1e0d3d94720bd39ffe30a31bd0 1|  GB
[/o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=1e703f6bfba14500a373a bfl420b4580_

Subject: Re: Recent DHS News

cc:

“Hey LinkedIn friends, if you ever want to know what the Regime considers to be true or false, justdropaline. We have
connections...”

I. CSAC members were concerned about the MDM Subcommittee

Other members of the broader CSAC also exhibited discomfort at CISA’s and the MDM
Subcommittee’s efforts related to MDM. During a closed session of the CSAC at its June 2022
Quarterly meeting, Cloudflare CEO Matthew Prince “flagged his concerns with the MDM
Subcommittee and the perception that CISA is influencing narratives.”1%

Nicole Perlroth, another CSAC member, also “recommended that CISA establish an independent
equivalent of a Facebook oversight board with people who are not vocal on Twitter, nor are they
politically active, to give honest feedback. She expressed concern that since Director Easterly is
serving under a political administration, this will put the recommendations at a higher risk.”%’

105 E-mail from LinkedIn employee to LinkedIn employees (May 2, 2022, 7:47 PM) (on file with the Comm.).
106 CISA CYBERSECURITY ADVISORY COMM., JUNE 22, 2022 MEETING SUMMARY CLOSED SESSION, at 5 (on file with

the Comm.).
W7d. at 6.
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1. CISA colludes with third parties to circumvent the First Amendment and
conduct censorship by proxy

For the same reasons that the federal government may not censor Americans’ speech, the
federal government is also prohibited from using third parties to censor speech on its behalf.
Under the First Amendment, the government may not “abridg[e] the freedom of speech.”% The
Constitution thus forbids the government from engaging in conduct that prevents or hampers
speech on private social media platforms because of its content or the viewpoint that it
expresses. 1%

Challenges to government involvement in the suppression of speech on social media are
all relatively recent. As such, courts have had little opportunity to address the matter. However, a
federal court recently found that this type of conduct gave rise to a plausible First Amendment
claim: “Plaintiffs have clearly and plausibly alleged that [the government] engaged in viewpoint
discrimination and prior restraints,”!° the court declared, citing the plaintiffs’ allegations of
“extensive and highly effective efforts of government officials to silence or muffle the
expression of disfavored viewpoints.”*'* The court concluded that the plaintiffs had “plausibly
alleged state action under the theories of joint participation, entwinement, and the combining of
factors such as subsidization, authorization, and encouragement.”*?

In a draft of its June 2022 recommendations, the MDM Subcommittee refers to this
pattern of unconstitutional outsourcing, writing, “CISA should also engage in content- and
narrative-specific mitigation efforts . . .. CISA should support these efforts . . . through funding
outside organizations to assist in this work.”13

¢ #2: CISA should also engage in content- and narrative-specific mitigation
efforts. Proactive work should also include identifying and supporting trusted,
authoritative sources in specific communities, e.g. in the elections context, local
media and election officials. These efforts should also include building knowledge
and experience that can empower individuals to be more resilient against divisive
and despair-inducing MDM. CISA should support these efforts by creating and
sharing materials; by providing education and frameworks for others to produce
their own materials; and through funding to outside organizations to assist in this
work

108 J.S. ConsT. amend. I.

109 Ashcroft v. ACLU, 535 U.S. 564, 573 (2002). See also Hamburger, supra note 24.

110 Mem. Ruling re 128 Mot. to Dismiss at 70, Missouri v. Biden, No. 3:22-cv-01213 (W.D. La. 2022), ECF No.
224,

11 d. at 63

112 1d, at 68.

113 E-mail from Kate Starbird to James Nash (May 10, 2022, 9:38 PM) (on file with the Comm.).
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A. CISA’s external censorship arm: the EI-ISAC

The CISA-funded EI-ISAC was used by CIS during the 2020 election cycle as “a single
point of reporting and tracking for misinformation across all channels and platforms.”* As
described in a slide from a CIS presentation titled, “2020 CIS Election Infrastructure
Misinformation Reporting Summary,” the EI-ISAC was intended to “[s]treamline and simplify
misinformation reporting for election officials by eliminating multiple interactions to submit and
follow up on reports.”** In so doing, CIS boasted that it “leverage[d] DHS CISA’s relationship
with social media organizations to ensure priority treatment of misinformation reports.”*®

CISA also became involved with the Election Integrity Partnership (EIP). CIS and the EI-
ISAC, as well as CISA itself, all served as “external stakeholders” of the project.'!’ During the
2020 election cycle, the CISA-funded entities could—and did—send in reports of alleged
misinformation to the EIP. Members of EIP, such as Alex Stamos, the director of the Stanford
Internet Observatory, would send purportedly problematic content directly to social media
platforms with recommendations on what content moderation steps the platforms should take.

Brian Scully, CISA’s MDM lead, confirmed in his deposition, that CISA did not directly
engage in switchboarding for the 2022 election cycle, unlike in the 2020 election cycle. 8
Rather, CISA transferred the “switchboard function” to the EI-ISAC.%°

114 Aaron Wilson, 2020 CIS Election Infrastructure Misinformation Reporting Summary, at 3 (presentation
materials) (on file with the Comm.).

115 |d

116 |d

17 ELECTION INTEGRITY P’SHIP, supra note 38, at 12.

118 Scully Dep. 21:19-25, supra note 5.

119 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING JULY 26, 2022, at 1 (on file with the Comm.).

22



Final Report 1895

B. State and local election officials used the EI-ISAC in an effort to silence critics
and political opponents

CIS had previously claimed that “Election Infrastructure Misinformation and
Disinformation does NOT include: “content that is polarizing, biased, partisan or contains
viewpoints expressed about elections or politics”; “inaccurate statements about an elected or
appointed official, candidate, or political party”; or “broad, non-specific statements about the
integrity of elections or civic processes that do not reference a specific current election
administration activity.”1?°

But, in practice, state and local election officials used the CISA-funded EI-ISAC in an
effort to silence criticism and political dissent of the nature allegedly “NOT include[d]” in CIS’s
definition of “Election Infrastructure Misinformation and Disinformation.” For example, in
August 2022, a Loudoun County, Virginia, government official reported a Tweet featuring an
unedited video of a county official “because it was posted as part of a larger campaign to
discredit the word of” that official.*?* The Loudon County official’s remark that the account she
flagged “is connected to Parents Against Critical Race Theory” reveals that her “misinformation
report” was nothing more than a politically motivated censorship attempt.??

From: [ - - 0. oun. £0v>

Sent: Thursday, August 4, 2022 4:57 PM
To: Misinformation Reports <misinformation@cisecurity.org>

Cc: I B @ o doun.gov>; I N C oudoun gov>;
- << ctions.virginia.gov

Subject: [External] Voter Misinformation

Hello,

My name is |||} . =< ' am the Outreach Coordinator for the Office of Elections in Loudoun County. | am
reaching out because our office has recently been the focus of a misinformation campaign on the website VA
Overwatch. This website is connected to Parents Against Critical Theory and the information is being shared on both
sites.

a. In this video a person is .'asking_ if there were any laws broken in the 2020/2021 election and about
List Maintenance. |l states that no laws were broken and explains the process of how list maintenance works
in accordance with the State Law. This video is misinformation because it was posted as a part of a larger campaign to
discredit the word of [l and give the impression to voters that she is being negligent and breaking laws.

120 CENTER FOR INTERNET SEC., TERMS OF USE ELECTION INFRASTRUCTURE MISINFORMATION PORTAL, at 1-2
(2020) (on file with the Comm.).

121 E-mail from Loudoun County government official to misinformation@cisecurity.org (Aug. 4, 2022, 4:57 PM)
(on file with the Comm.).

122 Id.
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The EI-ISAC then forwarded the report from the Loudoun County government to Twitter. 23

The CISA-funded EI-ISAC also facilitated a Democratic state government official’s
attempt to censor core political speech by a sitting Republican U.S. Senator. As demonstrated
below, a state government official working for Pennsylvania’s Secretary of State reported to the
EI-ISAC posts on Twitter and Facebook from Senator Ted Cruz’s accounts,'?* in which Senator
Cruz asked: “Why is it only Democrat blue cities that take ‘days’ to count their votes? The rest
of the country manages to get it done on election night.”*%

123 E-mail from misinformation@cisecurity.org to Twitter employees (Aug. 18, 2022, 8:15 AM) (on file with the
Comm.).

124 E-mail from Pennsylvania state government official to misinformation@cisecurity.org (Oct. 27, 2022, 4:55 PM)
(on file with the Comm.).

125 Ted Cruz (@tedcruz), TWITTER (Oct. 27, 2022, 12:34 PM),
https://twitter.com/tedcruz/status/1585671399133282304.
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The EI-ISAC dutifully forwarded the report to Facebook.?®

126 E-mail from misinformation@cisecurity.org to Meta employees (Oct. 27, 2022, 5:06 PM) (on file with the
Comm.).
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C. CISA admitted to outsourcing its surveillance operation to third parties

On numerous occasions, CISA officials and MDM Subcommittee members
acknowledged, both implicitly and explicitly, that CISA was not authorized to conduct the kind
of surveillance and censorship it was conducting. Instead of calling for an end to CISA’s
unconstitutional activity, however, those involved routinely attempted to conceive methods by
which CISA could surreptitiously outsource its surveillance and censorship to non-governmental
third parties.

For example, during a March 15, 2022 meeting of the MDM Subcommittee, Starbird
“asked what are, or what should be, the limitation of CISA’s work regarding monitoring, such as
social media.”?’ Starbird then “addressed the highly limited scope for government in terms of
social media monitoring . . .. She also posed how CISA could work with or otherwise support
external groups, such as researchers and non-profits, to support MDM response and how this
work would be funded in the future.”*?® According to Starbird later in the meeting, “[t]hese
limitations provide an opportunity for this subcommittee to inform gaps in this information.”*?°

Twitter’s Chief Legal Officer, Vijaya Gadde, then “highlighted the many sensitivities,
beyond legal ones, in terms of the relationship between social media companies and government
concerning media monitoring and the perception this plays globally,” as well as the need to
ensure that this government-social media relationship did not result in “any form of
surveillance.”*% Starbird responded that “this work should come from outside of government
due to the sensitivities in this relationship.”*3

o Ms. Gadde highlighted the many sensitivities, beyond legal ones, in terms of the relationship
between social media companies and government concerning media monitoring and the
perception this plays globally. She stressed that this is something we have to be very thoughtful
about, as terms of services, use of APls, etc. do not involve any form of surveillance. Dr. Starbird
suggested that this work should come from outside of government due to the sensitivities in this
relationship.

127 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING MARCH 15, 2022, at 2 (on file with the Comm.).

128 |d.

129 Id.

130 Id.

131 Id
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Rather than abandon the consideration of surveilling Americans, Starbird and Gadde attempted
to find ways to circumvent the First Amendment’s strictures by outsourcing the “monitoring”
activity from the government to private entities.

In the same March meeting, Spaulding warned that “the government cannot ask an
outside party to do something the Intelligence Community cannot do.”**? But a few months later,
MDM Subcommittee members were still considering how CISA could “rely upon third parties”
rather than “monitor media for MDM” itself.133 In the comments of an outline for the MDM
Subcommittee’s June 2022 recommendations, Spaulding wrote, “[CISA] relies on third parties to
detect and notify it of malicious activity in non-government networks. Similarly, CISA may
decide not to monitor media for MDM but, instead, to rely upon third parties to notify it of
problems.”134

132 |d

133 E-mail from Suzanne Spaulding (Google Docs) to Kate Starbird (May 16, 2022, 6:27 PM) (on file with the
Comm.).

134 1d.
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I11.  CISA has attempted to conceal its unconstitutional activities and remove
evidence of wrongdoing

April and May 2022 were difficult months for the censorship regime. President Biden’s
DHS announced the formation of the Disinformation Governance Board on April 27, 2022, but
had to pause its work on May 18,** and subsequently disband it,*® following severe public
outcry.’¥” On May 5, the Attorneys General of Missouri and Louisiana filed a federal lawsuit
against the Biden Administration, including CISA, alleging government-induced viewpoint-
based censorship.**® This lawsuit would soon reveal, among other things, direct pressure from
the Biden White House to social media companies to censor vaccine-skeptical content.**

Meeting notes of the MDM Subcommittee from this period demonstrate that its members
and CISA were fully aware of these developments and discussed how CISA could outsource its
MDM-related activities to third parties so as to bypass the First Amendment and “avoid the
appearance of government propaganda.”4°

A. Fearing public pressure and legal risks, CISA outsourced its censorship
operation to the EI-ISAC

In addition to outsourcing its censorship operation to the EI-ISAC, an MDM
Subcommittee member and CISA official also suggested laundering its messaging through the
EI-ISAC, thereby making the EI-ISAC the mouthpiece for “trusted information.”**! During the
April 12, 2022 MDM Subcommittee meeting, “Subcommittee members . . . discussed
designating a point of contact as a clearing house for trusted information. Ms. Spaulding and Mr.
Hale suggested designating the ISACs as the clearing house for information to avoid the
appearance of government propaganda.”42

On July 26, 2022, CISA’s Kim Wyman made a particularly forthright admission about
CISA’s attempts to launder its censorship operation to outside parties. According to the meeting
notes, Wyman was discussing CISA’s “switchboard function to alert a media platform if a mis-

135 Beitsch, supra note 103.

136 Dep’t of Homeland Sec., supra note 103.

137 Sganga, supra note 103.

138 Missouri v. Biden, No. 3:22-cv-01213 (W.D. La. 2022), ECF No. 1 (Complaint).

139 See Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to Robert Flaherty (Jun. 23, 2023).

140 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING APRIL 12, 2022, at 2 (on file with the Comm.).

141 Id
142 Id
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or dis-information post is identified by another user.”**® In that discussion, Wyman indicated that
“CISA is currently transferring this work to the Information and Sharing and Analysis Centers
(ISACs). She noted the concern over CISA operating this function given the current lawsuit filed
by Louisiana and Missouri against CISA over perceived suppression of free speech.”44

B. The MDM Subcommittee tried to disguise its recommendations by removing
references to surveillance and censorship

Both CISA and its advisory subcommittee were keenly aware of and concerned about the
political environment and legal risks that accompanied its surveillance and censorship activities.
During the May 10, 2022 meeting of the MDM Subcommittee, “Dr. Starbird suggested refining
the name of the subcommittee to ‘Informational Threats to Critical Infrastructure’ or
‘Informational Threats to Election Security’ so as not to conflate the group’s efforts with the
work of the DHS Disinformation Governance Board.”** Twitter’s Gadde then “affirmed this
[suggestion] and cautioned the group against pursuing any social listening recommendations for
the CSAC June Quarterly Meeting.” 146

143 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &

DISINFORMATION SUBCOMMITTEE MEETING JULY 26, 2022, at 1 (on file with the Comm.).
144 |d.

145 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &

DISINFORMATION SUBCOMMITTEE MEETING MAY 10, 2022, at 1 (on file with the Comm.).
146 Id.
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A little over a week later, on May 19, Starbird sent an e-mail to the other members of the MDM
Subcommittee, writing: “I made a few final changes this morning and am sending off our draft
[of the MDM Subcommittee’s June 2022 recommendations] to the CISA team. | want to note
that | removed ‘monitoring’ from just about every place where it appeared.”4’

From: Kate Starbird <
To: Vijaya Gadde < >, Vijaya Gadde -@ twitter.com™>, "Suzanne
Spaulding (CSIS)" = ‘@esis.org™>, Suzanne Spaulding
< >, "Tate-Nadeau. Alicia" <

@uw.edu>

@illinois. gov=
Subject: Final draft of our recommendations
Date: Thu. 19 May 2022 09:26:10 -0700
Attachments: MDM_Subcommittes - Recommendation 1 - Final Draft.doex

Hi everyone.

I made a few final changes this morning and am sending off our draft to the CISA team. I want to note that I
removed “monitoring” from just about every place where it appeared. I made a few (2-3) other defensive word
changes/deletions. I've attached that final version here. If you see anything that needs to be changed, please let
me know!

I believe we should begin our next set of meetings thinking about trust and guidelines around surveillance (with
reflections on the disnformation board debacle) — because those seem to be the most pressing issues for our
group and any MD(M) efforts that CISA might take on going forward.

T hope that we can all make the next meeting to chat through some of that. T will have a meeting with Director
Easterly later that week and want to make sure I'm ready for that and have the collective insights of our
committee to share with her.

Best.
Kate

These attempts to disguise the true nature of counter-MDM work are emblematic of the
tactics employed by academics “studying” disinformation. According to recent reporting by the
Washington Post, in response to the Committee’s request for documents from Stanford
University, “lawyers at the institution warned researchers to be more thoughtful about what they
said in emails. ‘It makes me more careful in my communications with colleagues and
collaborators,” said professor Jeff Hancock, the faculty director of the Stanford Internet
Observatory.”148

C. CISA’s MDM advisors fretted that it was “only a matter of time before someone
realizes we exist and starts asking about our work.”

On May 20, Spaulding sent an e-mail to Starbird expressing her concerns about growing
public attention. In an e-mail, Spaulding wrote: “It’s only a matter of time before someone

147 E-mail from Kate Starbird to Vijaya Gadde, Suzanne Spaulding, and Alicia Tate-Nadeau (May 19, 2022, 9:26
AM) (on file with the Comm.).

148 Naomi Nix and Joseph Menn, These academics studied falsehoods spread by Trump. Now the GOP wants
answers, WASHINGTON PoOST (Jun. 6, 2023).
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realizes we exist and starts asking about our work. . .. I’m not sure this keeps until our public
meeting in June.”149

Starbird responded to Spaulding, writing, “Yes. | agree. We have a couple of pretty obvious
vulnerabilities.”*%°

Date: May 20, 2022 at 7:37 AM

From: Kate Starbird ] @uw.edu
Subject: Re: CSAC MDM Subcommittee Meeting
To: Suzanne Spaulding suzannespaulding10@gmail.com

Yes. | agree. We have a couple of pretty obvious vulnerabilities. Do we want to meet prior to our Tues meeting or use that
to start this conversation and make a plan? This is currently our singular topic for Tues. I'm supposed to meet with Jen
later next week, but we haven't touched base on this yet.

Kate

During a May 24 meeting of the MDM Subcommittee, Starbird “restated the Subcommittee’s
commitment to transparency but expressed concern for the Subcommittee’s efforts and cautioned
the group on how to communicate their ongoing work.”*>!

149 E-mail from Suzanne Spaulding to Kate Starbird (May 20, 2022, 7:27 AM) (on file with the Comm.).

150 E-mail from Kate Starbird to Suzanne Spaulding (May 20, 2022, 7:37 AM) (on file with the Comm.).

151 CISA CYBERSECURITY ADVISORY COMM., PROTECTING CRITICAL INFRASTRUCTURE FROM MISINFORMATION &
DISINFORMATION SUBCOMMITTEE MEETING MAY 24, 2022, at 1 (on file with the Comm.).
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In an apparent effort to conceal the full scope of CISA’s MDM-related efforts, Spaulding
then “stressed that CISA should examine MDM beyond elections but suggested including in the
recommendations that the Subcommittee is scoping their work around elections given the
approaching election cycle.”*%2

o Ms. Suzanne Spaulding, Senior Advisor for Homeland Security and Director of the Defending
Democratic Institutions Center for Strategic and International Studies (CSIS), suggested that the
group recruit subject matter experts (SMEs) to support the Subcommittee’s efforts, solicit
different perspectives, and apply creditability to the Subcommittee’s work with a broader
audience. Ms. Spaulding offered an additional suggestion of asking Director Easterly for her
perspective of socializing this Subcommittee’s work with Congress to prevent outside parties from
being blindsided by their efforts. She further suggested the Subcommittee re-read and refine the
recommendations and stressed that the safest ground in election is the recommendation for CISA
to 1) point individuals to an authoritative source and 2) utilize their convening power. She
stressed that CISA should examine MDM beyond elections, but suggested including in the
recommendations that the Subcommittee is scoping their work around elections given the
approaching election cycle. Ms. Spaulding offered an additional recommendation for CISA to
scope their mission space to MDM that poses significant risk to national critical functions (NCFs).

Spaulding’s and others’ proposal to “socialize” the MDM Subcommittee’s work was met
with resistance from CISA’s Megan Tsuyi, who told Starbird that “[t]he Subcommittee should
not be socializing its work with outside parties . . . as it’s pre-deliberative at this time. We also
shouldn’t be soliciting feedback on the recommendations from outside parties.”*53

D. CISA purged its website of references to domestic MDM and its First Amendment
violations in response to public pressure

Following increased public awareness of CISA’s role in government-induced censorship
and the Committee’s issuance of subpoenas to Alphabet, Amazon, Apple, Microsoft, and Meta in
February 2023, CISA scrubbed its website of references to domestic MDM. Prior to the
cleansing, the domain “CISA.gov/mdm” was associated with a webpage titled “Mis, Dis,

152 1d.
153 E-mail from Megan Tsuyi to Kate Starbird and James Nash (May 26, 2022, 3:49 AM) (on file with the Comm.).
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Malinformation,” as seen in the screenshot below, which shows the website as it appeared on
February 12, 2023.1%*

The website previously described the threats posed by both foreign and domestic MDM.
For example, the section titled “What is MDM?” read, “Foreign and domestic threat actors use
MDM campaigns to cause chaos, confusion, and division. These malign actors are seeking to
interfere with and undermine our democratic institutions and national cohesiveness.”**

What is MDM? -

Misinformation, disinformation, and malinformation make up what CISA defines as “information activities™. When this

type of content is released by foreign actors, it can be referred to as foreign influence. Definitions for each are below.
« Misinformation is false, but not created or shared with the intention of causing harm.

« Disinformation is deliberately created to mislead, harm, or manipulate a person, social group, organization, or

country.
» Malinformation is based on fact, but used out of context to mislead, harm, or manipulate.

Foreign and domestic threat actors use MDM campaigns to cause chaos, confusion, and division. These malign actors
are seeking to interfere with and undermine our democratic institutions and national cohesiveness. The

resources provided at the bottom of this page provide examples and more information about MDM activities.

154 Mis, Dis, Malinformation, Cybersecurity and Infrastructure Sec. Agency, https:/cisa.gov/mdm
[https://web.archive.org/web/20230215235115/https://www.cisa.gov/mdm].
155 1d. (emphasis added).

33



Final Report 1906

Now, the same URL redirects to a different page titled “Foreign Influence Operations and
Disinformation,” which omits any reference to “domestic” MDM.15¢

As reported by the Foundation for Freedom Online, “between Friday, Feb. 24 at 4:37
p.m. and Sunday, Feb. 26 at 5:55 am., CISA’s once loud-and-proud declaration of long-arm
jurisdiction over domestic opinions online seems to have been walked back.” %’

E. The Biden Justice Department interfered with public records requests in order to
shield CISA from public scrutiny of its unconstitutional practices

The effort to cover up CISA’s malfeasance appears to be a joint effort across the Biden
Administration, according to recent reporting by journalist Lee Fang. In the fall of 2022, several
non-profits and journalists, including Fang, individually submitted record requests to the
University of Washington for material about Starbird’s work with CISA.*® On September 26,
2022, Annalisa Cravens, an Assistant United States Attorney with the Department of Justice
(DOJ), sent an e-mail to Starbird, writing, “Could we please see a copy of any relevant CISA
documents that you may plan to produce? We’re also not sure when you received the records
request, but we would ask to have an extension of time to review them and assess whether we’ll
have to file suit to protect them from disclosure.”*°

156 Foreign Influence Operations and Disinformation, CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY,
https://www.cisa.gov/topics/election-security/foreign-influence-operations-and-disinformation (last visited Jun. 23,
2023).

157 Mike Benz, DHS Quietly Purges CISA “Mis, Dis and Malinformation” Website To Remove Domestic Censorship
References, FOUNDATION FOR FREEDOM ONLINE (Mar. 16, 2023), https://foundationforfreedomonline.com/wp-
content/uploads/2023/03/FFO-FLASH-REPORT .pdf.

158 |_ee Fang, Biden Justice Dept. Intervened to Block Release of Social Media Censorship Docs, SUBSTACK (Jun. 6,
2023), https://lwww.leefang.com/p/biden-justice-dept-intervened-to.

159 1d.
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As Fang subsequently explained, “[t]he stalling effort highlights not only the broad authority that
the federal government has to shape the political content available to the public, but also the
toolkit that it relies upon to limit scrutiny of its involvement in the regulation of speech.”*°

160 1d.
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CONCLUSION

“Silencing those who disagree with us is a sign of
weakness, not strength, and it won’t lead to progress.”
— former President Barack Obama, April 6, 2023.16!

In 2019, CISA’s Chief Counsel claimed: “We are not law enforcement and we’re not the
intelligence community.”*%2 In theory, the statement is accurate. CISA is not a law enforcement
agency and is not authorized to act as an intelligence agency. But, in practice, that is how CISA
has behaved, arrogating to itself the authority to conduct surveillance of Americans on social
media. CISA expanded its unconstitutional practice by developing an elaborate social media
censorship apparatus spanning multiple organizations, in order to facilitate the censorship of
Americans’ political speech both directly and by proxy. There is no constitutionally viable legal
authority that allows CISA to engage in this or any other kind of censorship. Thus, not only does
CISA’s conduct violate the First Amendment, it also disregards the basic principle of the
separation of powers, which prohibits agencies from acting outside of their congressionally
delegated sphere. 163

As Suzanne Spaulding, the former CIA legal advisor and MDM Subcommittee member,
presaged, it was “only a matter of time before someone realizes we exist and starts asking
about”1®* CISA’s repeated violations of the First Amendment. CISA’s attempts to cover up its
surveillance and censorship operations will not rectify the damage inflicted on the American
people by government-induced censorship. Neither CISA’s scrubbing of its website, nor the
Biden Administration’s stalling of records requests can conceal the true nature of CISA’s work
in “combating MDM.”

CISA must be reined in, as must the Biden Administration’s “whole-of-government”
approach to social media censorship. Every American has the right to express his or her opinion
online, and to receive information from others. Government classifications of opinions as
“misinformation” or “disinformation” do not nullify the First Amendment’s guarantees. A free
and democratic society is impossible under a government that acts as the ultimate arbiter of truth
in political discourse. To better inform legislative efforts to end government censorship on the
Internet and protect Americans’ rights guaranteed by the First Amendment, the Committee and
Select Subcommittee will continue to investigate the extent of CISA’s and other Executive
Branch agencies’ interactions with social media platforms.

161 Barack Obama (@BarackObama), TWITTER (Apr. 6, 2023, 10:20 PM),
https://twitter.com/BarackObama/status/1644163255189774337.

162 CISA and Cyber Threats: How Government and Private Sector Secure Our Networks and Infrastructure, supra
note 28.

163 Am. Hosp. Ass’n v. Azar, 410 F. Supp. 3d 142, 151 (D.D.C. 2019) (“[A]gency actions beyond delegated
authority are ultra vires and should be invalidated.”).

164 E-mail from Suzanne Spaulding to Kate Starbird (May 20, 2022, 7:27 AM) (on file with the Comm.).
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EXECUTIVE SUMMARY

“Our misinformation service helps policy makers at platforms who want
to . .. push responsibility for difficult judgments to someone outside the
company . . . by externalizing the difficult responsibility of censorship.”

— Speaker’s notes from the University of Michigan’s first pitch to the
National Science Foundation (NSF) about its NSF-funded, Al-powered
WiseDex tool.!

This interim report details the National Science Foundation’s (NSF) funding of Al-
powered censorship and propaganda tools, and its repeated efforts to hide its actions and avoid
political and media scrutiny.

In the name of combatting alleged misinformation regarding COVID-19 and the 2020
election, NSF has been issuing multi-million-dollar grants to university and non-profit research
teams. The purpose of these taxpayer-funded projects is to develop artificial intelligence (Al)-
powered censorship and propaganda tools that can be used by governments and Big Tech to
shape public opinion by restricting certain viewpoints or promoting others.

Non-public documents obtained by the House Judiciary Committee and the Select
Subcommittee on the Weaponization of the Federal Government demonstrate that these federal
bureaucrats, “disinformation” researchers, and non-profit groups understood that their actions—

! The University of Michigan’s WiseDex First Pitch Slide Deck entitled “Team469_First Pitch_10.27.2021.pptx”
attached to an email from James Park to Michael Pozmantier (Oct. 26, 2021, 10:38 PM), at 1 (on file with the
Comm.) (emphasis added).
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“content moderation” and combatting so-called misinformation—amounted to “censorship.”?
And yet, NSF forged ahead, supporting new technologies that would essentially enable the
censorship of online speech “at scale.”

But NSF’s taxpayer funding for this potential automated censorship is only half of the
story. The Committee and the Select Subcommittee have also obtained, via document requests
and subpoenas, nonpublic emails and other documents that reveal a years-long, intentional effort
by NSF to hide its role in funding these censorship and propaganda tools from media and
political scrutiny. From legal scholars, such as Jonathan Turley, to conservative journalists, NSF
tracked public criticisms of its work in funding these projects. NSF went so far as to develop a
media strategy that considered blacklisting certain American media outlets because they were
scrutinizing NSF’s funding of censorship and propaganda tools.

The First Amendment prohibits the government from “abridging the freedom of
speech.”® Thus, “any law or government policy that reduces that freedom on the [social media]
platforms . . . violates the First Amendment.”* To inform potential legislation, the Committee
and Select Subcommittee have been investigating the Executive Branch’s collusion with third-
party intermediaries, including universities, non-profits, and businesses, to censor protected
speech on social media. The Committee and Subcommittee have uncovered serious violations of
the First Amendment throughout the Executive Branch, including:

e The Biden White House directly coercing large social media companies, such as
Facebook, to censor true information, memes, and satire, eventually leading
Facebook to change its content moderation policies;’

e Stanford’s Election Integrity Partnership (EIP)—created at the request of the
Department of Homeland Security’s (DHS) Cybersecurity & Infrastructure
Security Agency (CISA)—working with the federal government to flag thousands
of links and submit recommendations directly to large social media platforms to
censor Americans’ online speech in the lead-up to the 2020 U.S. election;® and

2.

3U.S. Const. amend. I (emphasis added).

4 Philip Hamburger, How the Government Justifies Its Social-Media Censorship, WALL ST. I. (June 9, 2023); see
Smith v. California, 361 U.S. 147, 157 (1959) (Black, J., concurring) (“Certainly the First Amendment’s language
leaves no room for inference that abridgments of speech and press can be made just because they are slight.”).

5 See Jim Jordan (@Jim_Jordan), X, (July 27, 2023, 12:03 PM),
https://twitter.com/Jim_Jordan/status/1684595375875760128; Jim Jordan (@Jim_Jordan), X, (July 28, 2023, 12:03
PM), https://twitter.com/Jim_Jordan/status/1684957660515328001; Jim Jordan (@Jim_Jordan), X, (Aug. 3, 2023,
11:00 AM), https://twitter.com/Jim_Jordan/status/1687116316073930752; Jim Jordan (@Jim_Jordan), X, (Sept. 5,
2023, 6:17 PM), https://twitter.com/Jim_Jordan/status/1699184930331267539; Jim Jordan (@Jim_Jordan), X, (Nov.
30, 2023, 8:44 AM), https://twitter.com/Jim_Jordan/status/1730221179632226337; Jim Jordan (@Jim_Jordan), X,
(Dec. 1, 2023, 2:26 PM) https://twitter.com/Jim_Jordan/status/1730669728002142706; see also Ryan Tracy,
Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28, 2023).

¢ STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY,
118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE
FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print
Nov. 6, 2023); see also STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM.
ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY COLLUDED
WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023).
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e The Federal Trade Commission (FTC) harassing Elon Musk’s Twitter (now X)
because of Musk’s commitment to free speech, even going so far as to target
certain journalists by name.’

As egregious as these violations of the First Amendment are, each still faced the same
limitation: the censors were human. Senior Biden White House officials had to spend time
personally berating the social media companies into changing their content moderation policies.
Social media executives expended considerable time and effort responding to the White House’s
threats and evaluating the flagged content. Stanford had nearly a hundred people working for the
EIP in shifts flagging thousands of posts, which was only a fraction of the number of election-
related posts made in the fall of 2020.®

But what happens if the censorship is automated and the censors are machines? There is
no need for shifts or huge teams of people to identify and flag problematic online speech. Al-
driven tools can monitor online speech at a scale that would far outmatch even the largest team
of “disinformation” bureaucrats and researchers. This interim report reveals how NSF is using
American taxpayer dollars to fund the tools that could usher in an even greater threat to online
speech than the original efforts to censor speech on social media. The NSF-funded projects
threaten to help create a censorship regime that could significantly impede the fundamental First
Amendment rights of millions of Americans, and potentially do so in a manner that is
instantaneous and largely invisible to its victims.

The Committee and the Select Subcommittee are responsible for investigating
“violation[s] of the civil liberties of citizens of the United States.”” In accordance with this
mandate, this interim staff report on NSF’s violations of the First Amendment and other
unconstitutional activities fulfills the obligation to identify and report on the weaponization of
the federal government against American citizens. The Committee’s and Select Subcommittee’s
investigation remains ongoing. NSF still has not adequately complied with a request for relevant
documents, and more fact-finding is necessary. In order to better inform the Committee’s
legislative efforts, the Committee and Select Subcommittee will continue to investigate how the
Executive Branch worked with social media platforms and other intermediaries to censor
disfavored viewpoints in violation of the U.S. Constitution.

7 Ryan Tracy, FTC Twitter Investigation Sought Elon Musk’s Internal Communications, Journalist Names, WALL
ST. J. (Mar. 8, 2023); STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM.
ON THE JUDICIARY, 118TH CONG., FIGHTING THE WEAPONIZATION OF THE INTERNAL REVENUE SERVICE: THE END OF
ABUSIVE UNANNOUNCED FIELD VISITS (Comm. Print Oct. 27, 2023).

8 STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY,
118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE
FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print
Nov. 6, 2023), at 39.

°H. Res. 12 § 1(b)(E).
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I. THE HISTORICAL LIMITS OF HUMAN CENSORSHIP

“For if Men are to be precluded from offering their Sentiments on a matter, which
may involve the most serious and alarming consequences, that can invite the
consideration of Mankind, reason is of no use to us; the freedom of Speech may be
taken away, and, dumb and silent we may be led, like sheep, to the Slaughter.”

— George Washington’s Newburg Address to Olfficers of the Army, March 15, 1783

The Committee and Select Subcommittee are investigating how and to what extent the
federal government coerced or colluded with social media companies and other third parties to
censor Americans’ speech online. Although the medium—social media—is relatively new, the
broader fight against government-issued or -directed restrictions on speech is not.

New technologies, from the printing press to the Internet, enabled more people to share
their views more widely. These developments hindered governments’ ability to restrict the flow
of new ideas, including those that criticize the government. The promise of the Internet, and
social media in particular, was to democratize speech at an unprecedented scale. More recently,
social media has been credited—or blamed—with political outcomes that reflected the will of the
public, rather than the establishment, such as the election of President Donald Trump in 2016
and the “Brexit” vote in 2017.1°

The backlash from the establishment against social media was quick, severe, and
thorough. In the United States, Democrats threatened repeatedly to break up American social
media companies.!! Federal law enforcement, intelligence, and other agencies all began creating
and expanding offices, task forces, and boards designed to fight against so-called mis-, dis-, and
malinformation.'? The last of these—*malinformation”—is particularly pernicious and
paternalistic: the U.S. government uses this term to refer to information that is true, but lacks
adequate context, at least according to the government.'3 Academics across the country, often

10 See, e.g., Issie Lapowsky, Here's How Facebook Actually Won Trump the Presidency, WIRED (Nov. 15, 2016);
Maya Kosoff, How Facebook and Twitter Quietly Helped Trump Win, VANITY FAIR (Oct. 26, 2017); Dr. Richard
Fletcher and Meera Selva, How Brexit referendum voters use news, REUTERS INSTITUTE (Nov. 25, 2019).

I See, e.g., Marcy Gordon, Democrats call for Congress to rein in, break up Big Tech, AP (Oct. 6, 2020); see also
Missouri v. Biden, 2023 WL 4335270, at *4, *47 (W.D. La. July 4, 2023); House Judiciary Committee’s
Transcribed Interview of Alex Stamos (June 23, 2023), at 187-188 (on file with the Comm.).

12 See Ken Klippenstein, The Government Created A New Disinformation Office to Oversee All the Other Ones, THE
INTERCEPT (May 5, 2023) (“Within the federal government, offices dedicated to fighting foreign disinformation are
springing up like daisies, from the Pentagon’s new Influence and Perception Management Office to at least four
organizations inside the Department of Homeland Security alone, as well as ones inside the FBI and State
Department. To oversee the growing efforts — which arose in response to concerns about the impact of Russian
meddling in the 2016 election but have now expanded — the director of national intelligence has created a new
office.”); see also STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE H.
COMM. ON THE JUDICIARY, 118™ CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY
COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023).
13 CYBERSECURITY AND INFRASTRUCTURE SEC. AGENCY, MIS-, DIS-, AND MALINFORMATION PLANNING AND
INCIDENT RESPONSE GUIDE FOR ELECTION OFFICIALS, at 1 (2022), https://www.cisa.gov/sites/default/files/2022-
11/mdm-incident-response-guide 508.pdf; see also STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE
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with taxpayer dollars, began researching the pseudo-science of “disinformation.”'* The zealous
overreaction in America to the dangers of “unfettered speech” online is to say nothing of what
happened in Europe and elsewhere. '

Though these developments were expansive and troubling, there was an inherent
constraint on all of them: manpower. To be sure, there has been no shortage of bureaucrats,
massive “trust and safety” teams at Big Tech, and countless researchers and academics looking
to cash in on the growing “censorship industrial complex.”!® But each of these segments in the
censorship regime lamented the shortcomings they faced with the enormous scale of speech that
is shared on social media.

For example, Brian Scully, the head of the Cybersecurity and Infrastructure Security
Agency’s (CISA) “Mis-, Dis-, and Malinformation” team testified that CISA’s “switchboarding”
process—whereby CISA officials received alleged “misinformation” reports from election
officials and transmitted those reports to social media companies so that they could take
enforcement measures against the reported content—was “resource intensive.”!” After engaging
in the effort for the 2018 and 2020 election cycles, CISA discontinued the practice in 2022.8

In a similar vein, the Twitter Files revealed that the people on the receiving end of these
requests—the various “trust and safety teams” at Big Tech—often felt overwhelmed. For
example, in the days leading up to the 2020 U.S. election, Twitter personnel had discussions
about how to handle the “backlog” of incoming requests and how to best “prioritize” them. !’
Government-funded third parties, such as the Center for Internet Security (CIS), offered to create
“misinformation portals” for social media companies to better facilitate these types of requests.?’

FEDERAL GOVERNMENT OF THE H. COMM. ON THE JUDICIARY, 118™ CONG., THE WEAPONIZATION OF CISA: HOw A
“CYBERSECURITY”” AGENCY COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS,
at 10 (Comm. Print June 26, 2023).

14 STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY,
118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE
FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print
Nov. 6, 2023); but see Naomi Nix et al., Misinformation research is buckling under GOP legal attacks, WASH. POST
(Sept. 23, 2023).

15 See Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov'’t of the H. Comm. on the Judiciary, 118th Cong. (Nov. 30, 2023) (statement of Rupa
Subramanya); see also Dave Davies, Unfettered Free Speech Is A Threat To Democracy, Journalist Says, NPR (Oct.
20, 2020).

16 Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov'’t of the H. Comm. on the Judiciary, 118th Cong. (Mar. 9, 2023) (statements of Matt
Taibbi and Michael Shellenberger).

17 Scully Dep. 17:1-18:1, Missouri v. Biden, No. 3:22-cv-01213 (W.D. La. 2022), ECF No. 209.

18 STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY,
118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY” AGENCY COLLUDED WITH BIG TECH AND
“DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023).

19 See, e.g., Matt Taibbi (@mtaibbi) X, (Dec. 24, 2022, 12:20 PM)
https://twitter.com/mtaibbi/status/1606701448993333253.

20 See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE
JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW
THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm.
Print Nov. 6, 2023).
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Likewise, academics, even when supported by the federal government, could only
monitor and report so much content at a time. For example, the Election Integrity Partnership
(EIP) had nearly 100 people (plus over a dozen external stakeholders), working in shifts to
monitor and report thousands of social media posts by Americans in the lead-up to the 2020
election.?! All told, the EIP submitted over 400 misinformation reports, flagging thousands of
posts with specific recommendations sent directly to Facebook, Twitter, YouTube, TikTok, and
other social media platforms.?? Although any violation of the First Amendment is alarming, the
EIP’s efforts led to only thousands of Americans’ posts being targeted; new technologies could
enable a much smaller team to accomplish the same task for millions of posts, if not entire
narratives.

II. THE FEDERAL GOVERNMENT IS FUNDING AI-POWERED CENSORSHIP TOOLS

“Across the world right now, governments, in the name of the good, are considering
or adopting measures like we have in Canada. In Dublin, they’re about to enact a
draconian hate-crime bill that poses a dire threat to free speech. In Paris, President
Emanuel Macron has called for censoring online speech. In Brussels, the EU’s
Internal Market Commissioner is calling for a crackdown on “illegal content.” In
Brasilia, they’re fighting “fake news” and “disinformation” by clamping down on
legitimate online speech. To say nothing of Russia and China and Iran. America is
so exceptional—indispensable really. Please do not succumb to the same illiberal,
the same authoritarianism. Please keep fighting for what you know is right. Canada
is watching. The whole world is watching.”??

— Rupa Subramanya, Canadian journalist, testifying before the Select
Subcommittee, November 30, 2023

With the development of artificial intelligence and machine learning, governments are
recognizing that censorship of speech online has the potential to be automated. Already,
authoritarian governments such as China and Russia have used Al tools to surveil their citizens’
speech on the Internet.?* In the West, including the United States, government, researchers, and
non-profits are seeking to develop similar tools to monitor and censor speech “at scale” in the
name of combatting so-called misinformation.

2.

2 Id.; see also id. App’x 11.

23 Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov't of the H. Comm. on the Judiciary, 118th Cong. (Nov. 30, 2023) (statement of Rupa
Subramanya).

24 See, e.g., Dasha Litvinova, The Cyber Gulag: How Russia Tracks, Censor and Controls its Citizens, AP (May 23,
2023); Sarah Cook, China’s Censors Could Shape the Future of AI-Generated Content, THE JAPAN TIMES (Feb. 27,
2023); Eduardo Baptista, China Deletes 1.4 Million Social Media Posts in Crackdown on ‘Self-Media’ Accounts,
REUTERS (May 27, 2023).
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A. Government Censorship Has Extended to the West, including the United States

The Internet, and later social media, came with the promise of democratizing speech.
However, authoritarian governments quickly showed that the Internet does not prevent powerful
governments from censoring disfavored viewpoints. For example, citizens in China and Vietnam
have been criminally convicted for criticizing how their country handled the COVID-19
pandemic.?®

Anti-free speech legislation has since spread to the Western world as well. As the
Canadian journalist Rupa Subramanya testified before the Select Subcommittee on the
Weaponization of the Federal Government in November 2023, Canada, the United Kingdom,
Ireland, and other Western liberal democracies have been enacting measures that crack down on
speech.?® In the United Kingdom, a man went to jail for tweeting a joke in poor taste.?’ In
Canada, doctors face persecution if they question the country’s response to the COVID
lockdowns or disagree about the safety of COVID vaccines.?®

The censorship of speech has extended into financial surveillance and de-banking. The
Canadian government froze Canadian citizens’ bank accounts simply for protesting vaccine
mandates and draconian lockdowns.? A federal court in Canada recently found the
government’s invocation of emergency powers to crack down on these protestors to be
unreasonable, but the chilling effect of this government overreach remains. >’

The Committee and Select Subcommittee have revealed how, in the United States, the
federal government solicited banks to turn over information on their customers about whether
they shopped at stores such as Bass Pro Shops or purchased firearms.*! Documents obtained by
the Committee and Select Subcommittee suggest that after January 6, 2021, the Treasury
Department’s Office of Stakeholder Integration and Engagement in the Strategic Operations of
the Financial Crimes Enforcement Network (FinCEN) provided banks with “suggested search
terms and Merchant Category Codes for identifying transactions on behalf of federal law
enforcement.”>?

25 See, e.g., Jason Nguyen, How Vietnam Utilizes “Fake News” Accusations To Justify Digital Repression, THE
VIETNAMESE (Sept. 20, 2022); China Jails Citizen Journalists who Reported on COVID-19, INTERNATIONAL PRESS
INSTITUTE (Dec. 28, 2020).

26 Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov'’t of the H. Comm. on the Judiciary, 118th Cong. (Nov. 30, 2023) (statement of Rupa
Subramanya).

27 See, e.g., Owen Bowcott, Twitter Joke Trial Became Confrontation with Judicial Establishment, THE GUARDIAN
(July 27, 2012).

28 Sharon Kirkey, Ontario Doctors Give Up Licences After Complaints Over COVID Vaccine Exemptions,
Misinformation, NATIONAL POST (Apr. 18, 2023); see also Shawn Knox, 10/3 podcast: Jordan Peterson Willing to
Risk License Over Social Media Training, NATIONAL POST (Jan. 24, 2024).

2 Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Nov. 30, 2023) (statement of Rupa
Subramanya).

30 Rob Gillies, Judge says Canada’s use of Emergencies Act to quell truckers’ protests over COVID was
unreasonable, AP (Jan. 23, 2024).

31 Brooke Singman, ‘Alarming’ Surveillance: Feds Asked Banks to Search Private Transactions for Terms Like
‘MAGA,” ‘Trump’, H. JUD. COMM. (Jan. 17, 2024).

2d.
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B. Free Speech Advocates Have Sounded the Alarm Regarding How Artificial
Intelligence Can Lead to Censorship “At Scale”

As artificial intelligence has grown and developed, so too have concerns about its impact
on free expression. Today, a growing number of voices are sounding the alarm on AI’s potential
to infringe on Americans’ civil liberties.

Authoritarian governments, such as China and Russia, restrict what their citizens can say
and what journalists can report.**> But more alarmingly, the threats to free speech have extended
to Western liberal democracies as well.

In July 2023, tech billionaire and Al entrepreneur Elon Musk founded “xAI” and, in
November 2023, unveiled “Grok,” an Al chatbot trained using real-time data from the social
media platform X, which Musk now owns.** Musk introduced Grok as an alternative to
OpenAT’s “woke” ChatGPT and has been outspoken about the risks associated with AI’s
development and the need for Al regulation.’ He has also expressed concern over President
Biden’s October 2023 Al executive order that pushes the Administration’s radical social “equity”
agenda in the name of addressing “algorithmic discrimination.”>®

In December 2022, Marc Andreesen, a co-author of Mosaic and co-founder of Netscape,
warned that the “level of censorship pressure that’s coming for Al and the resulting backlash will
define the next century of civilization.”*’ In June 2023, Andreesen wrote, “Why Al Will Save the
World,” declaring that Al could be “a way to make everything we care about better,” but also
advised that the Al censorship fight is “more important — by a /of” than the fight against
censorship on social media.*® He explained:

Al is highly likely to be the control layer for everything in the world. How it is
allowed to operate is going to matter perhaps more than anything else has ever
mattered. You should be aware of how a small and isolated coterie of partisan social
engineers are trying to determine that right now, under cover of the age-old claim
that they are protecting you.*

33 See, e.g., Sarah Cook, China’s Censors Could Shape the Future of AI-Generated Content, THE JAPAN TIMES (Feb.
27,2023); Eduardo Baptista, China Deletes 1.4 Million Social Media Posts in Crackdown on ‘Self-Media’ Accounts,
REUTERS (May 27, 2023); Dasha Litvinova, The Cyber Gulag: How Russia Tracks, Censor and Controls its
Citizens, AP (May 23, 2023).

34 Jay Peters and Emma Roth, Elon Musk’s new xAI company launches to ‘understand the true nature of the
universe’, THE VERGE (July 12, 2023).

35 Kelby Vera, Elon Musk Unveils 'Grok' AI Chatbot As Alternative To 'Woke' Rivals Like ChatGPT, HUFF. POST
(Nov. 6, 2023); Aaron Kliegman, Biden administration pushing to make AI woke, adhere to far-left agenda:
watchdog, FOX NEWS (July 3, 2023); James Clayton, 'Overwhelming consensus' on Al regulation — Musk, BBC
(Sept. 13,2023).

36 Rounak Jain, 'Uh Oh’, Says Elon Musk On President Biden Requiring AI Companies To 'Address Algorithmic
Discrimination’, BENZINGA (Oct. 31, 2023).

37 Marc Andreesen (@pmarca), X (Dec. 4, 2022, 7:05 PM),
https://twitter.com/pmarca/status/1599555565482823680.

38 Marc Andreessen, Why Al Will Save the World, ANDREESEN HOROWITZ (June 6, 2023).

¥ Id.
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Legal scholars have been warning of the First Amendment implications of Al-powered
content moderation.*? Legislators have been considering and introducing legislation that would
protect against Al-driven censorship of online speech, such as bills that would prevent taxpayer
dollars from going to programs using Al to “help label, suppress, and censor speech online.”*!

C. The National Science Foundation’s Funding of Censorship Tools

As the distributor of multi-million-dollar grants, the National Science Foundation (NSF)
is a key player in the “censorship industrial complex.” In recent years, under the guise of
combatting so-called misinformation, NSF has been funding Al-driven tools and other new
technologies that can be used to censor or propagandize online speech.

1. The National Science Foundation

In 1950, Congress established NSF as an independent federal agency tasked with
“keeping the U.S. at the leading edge of discovery in science and engineering,” primarily by
making grants.*? Today, NSF has an annual budget of nearly $10 billion, over 1,500 federal
employees, and 200 scientists from research institutions, issuing, on average, 12,000 awards to
2,000 grantees per year and providing about 25 percent of federal funding to America’s colleges
and universities for basic research.* Over the past two fiscal years, NSF has allocated
approximately $8 billion each in both FY 2021 and FY 2022.%

The scope of NSF’s mission has shifted over the years to encompass social and
behavioral sciences. For example, NSF used to fund political science projects from the 1960s
until 2012, when Congress banned such research from receiving NSF funding.*> However, in
recent years, and after the academic outcry that Americans elected President Trump only because
of “Russian disinformation,” NSF has spent millions of taxpayer dollars funding projects to
combat alleged mis- and disinformation.*®

40 See, e.g., Jonathan Turley, Bill Gates, elites want to use Al to censor political opponents, N.Y. POST (Feb. 14,
2023); Artificial intelligence, free speech, and the First Amendment, FIRE, https://www.thefire.org/research-
learn/artificial-intelligence-free-speech-and-first-amendment (last visited Feb. 4, 2024).

41 Elizabeth Elkind, GOP lawmaker aims to cut US taxpayer dollars from United Nations 'censorship’ program, FOX
NEWS (Sept. 18, 2023); see also Chris Pandolfo and Houston Keene, Josh Hawley says tech CEOs will 'absolutely’
use Al to censor conservatives, interfere in elections, FOX NEWS (Sept. 13, 2023).

42 About NSF, NAT. SCIL. FOUND., https://new.nsf.gov/about#who-we-are-ff8 (last visited Feb. 4, 2024).

4 Id.; Budget, Performance and Financial Reporting, NAT. SCI. FOUND., https://new.nsf.gov/about/budget (last
visited Feb. 4, 2024).

4 NSF FY 2023 Budget Request to Congress, NAT. SCI. FOUND., https://nsf-gov-
resources.nsf.gov/about/budget/fy2023/pdf/01 fy2023.pdf (last visited Feb. 3, 2024); FY 2024 Budget Request to
Congress, NAT. SCI. FOUND., https://nsf-gov-resources.nsf.gov/2023-
08/NSF%20FY24%20CJ_Entire%20Rollup_web_%28ERRATA%20v4%29.pdf (last visited Feb. 3, 2024).

45 Charles Lane, Congress should cut funding for political science research, THE WASH. POST (June 4, 2012);
Congress Limits NSF Funding for Political Science, SCIENCE MAG. Vol. 339 (Mar. 29, 2013),

https://uh.edu/hobby/ docs/science-political-science.pdf.

4 See, e.g., NSF 21-500: Secure and Trustworthy Cyberspace (SaTC) Program Solicitation, NAT. SCL. FOUND. (Oct.
2,2020), https://www.nsf.gov/pubs/2021/nsf21500/nsf21500.htm.

10
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2. NSF’s Convergence Accelerator Program

In 2019, NSF launched its Convergence Accelerator grant program seeking to bring
together multiple disciplines, ideas, approaches, and technologies to solve “national-scale
societal challenges” aligned with specific research “tracks” that “have the potential for
significant national impact.”*’ This two-phase program funds research teams and places them
into collaborative cohorts, which work “convergently” to solve issues relevant to their track and
“impact society at scale.”*

The Convergence Accelerator grant program currently has thirteen tracks:

e Track A (2019): Open Knowledge Networks

e Track B (2019): Al and the Future of Work

e Track C (2020): Quantum Technology

Track D (2020): Al-Innovation Data Sharing & Modeling

Track E (2021): Networked Blue Economy

Track F (2021): Trust & Authenticity in Communication Systems
Track G (2021): Securely Operating Through 5G Infrastructure
Track H (2022): Enhancing Opportunities for Persons with Disabilities
Track I (2022): Sustainable Materials for Global Challenges
Track J (2022): Food & Nutrition Security

Track K (2023): Equitable Water Solutions

e Track L (2023): Real-World Chemical Sensing Applications

e Track M (2023): Bio-Inspired Design Innovations

3. NSF’s Track F: The Censorship Program

In March 2021, NSF introduced Track F: Trust & Authenticity in Communication
Systems, allocating $21 million to the program.*’ For Track F, NSF solicited proposals to
address the manipulation or “unanticipated negative effects” of communication systems—a
departure from the Convergence Accelerator program’s other, more concrete research topics.>°

The euphemistic “trust and authenticity in communication systems,” in fact, means
combatting so-called “misinformation,” i.e., censorship. In an early draft solicitation, NSF
indicated that Track F projects will “address issues of trust and authenticity in communication
systems, including predicting, preventing, detecting, correcting, and mitigating the spread of
inaccurate information that harms people and society.”' As NSF’s Track F program manager,

47 NSF Convergence Accelerator Phases 1 and 2 for the 2023 Cohort - Tracks K, L, M, NAT. SCI. FOUND. (May 16,
2023), https://nsf-gov-resources.nsf.gov/solicitations/pubs/2023/nsf23590/nsf23590.pdf

®Id.

4 Convergence Accelerator Portfolio, NAT. SCI. FOUND, https://new.nsf.gov/funding/initiatives/convergence-
accelerator/portfolio (last visited Feb. 4, 2024).

30 Funding Opportunity: NSF Convergence Accelerator Phase I and Il for the 2021 Cohort, NAT. SCI. FOUND. (Mar.
18, 2021).

51 Draft of NSF 2021 Convergence Accelerator Program Solicitation entitled “NSF Convergence Accelerator Phase
I and II mgmt plan FY 2021 2021-01-04.docx,” attached to a January 10, 2021 NSF email (emphasis added).
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Michael Pozmantier, explained more plainly in a June 2021 email, Track F is the NSF
“Accelerator track focused on combatting mis/disinformation.”>

On March 18, 2021, NSF issued the funding opportunity for Track F, ultimately asking
applicants to propose solutions involving Al-powered tools to help Big Tech combat
misinformation as well as provide “education and training materials” for school children and
communities that might “exhibit different vulnerabilities to disinformation methods.”>?

In September 2021, after receiving dozens of proposals, NSF publicly announced the 24
research teams it had selected for its 2021 cohort (Tracks E and F), awarding twelve Track F
teams $750,000 each (a total of $9 million) to develop and refine their project ideas and build
partnerships in Phase 1.>* During this year-long initial planning phase, the teams participated in a
nine-month-long NSF program to “advanc|e] their initial idea to a proof of concept” and develop
pitch presentations to deliver to “various stakeholders including potential partners, investors and
end users” at NSF’s annual Convergence Accelerator Expo.*

Ultimately, after the teams made their case for continued funding at NSF’s July 2022
Expo, in September 2022, NSF selected six of the original twelve “Phase 1” Track F teams to
move to “Phase 2,” each receiving an additional $5 million (for a total of $30 million) over the
next two years to further develop, scale, and sustain their projects beyond NSF support.>® In all,
NSF allocated a total of $39 million to the various Track F teams.

52 Email from Michael Pozmantier to Michael Pozmantier (June 11, 2021, 2:23 PM) (on file with the Comm.).

53 See NSF Convergence Accelerator 2021 Cohort Program Solicitation, NAT. SCI. FOUND. (Mar. 18, 2021),
https://nsf-gov-resources.nsf.gov/solicitations/pubs/2021/nsf21572/nsf21572.pdf (“Projects in Track F will pursue a
convergence research agenda and leverage multi-sector partnerships to address issues of trust and authenticity in
communication systems, including predicting, preventing, detecting, correcting, and mitigating the spread of
inaccurate information that harms people and society.”) (emphasis added).

54 NSF invests $21 million to tackle 2 complex societal challenges: the networked blue economy, and trust and
authenticity in communication systems, NAT. SCI. FOUND. (Sep. 22, 2021),
https://www.nsf.gov/news/special_reports/announcements/092221.jsp.

35 Convergence Accelerator Program Model, NAT. SCI. FOUND.,
https://new.nsf.gov/funding/initiatives/convergence-accelerator/program-model.

6 NSF Convergence Accelerator Phases 1 and 2 for the 2023 Cohort — Tracks K, L, M, NAT. ScI. FOUND. (May 12,
2023), https://new.nsf.gov/funding/opportunities/nsf-convergence-accelerator-phases-1-2-2023-cohort.
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This interim report focuses on four of those original twelve Track F recipients and their
NSF-funded projects, which received a combined $13 million in American taxpayer dollars:

e the University of Michigan and its WiseDex tool ($750,000);
e Meedan and its Co-Insights tool ($5.75 million);

e the University of Wisconsin-Madison and its CourseCorrect tool ($5.75 million);
and

e Massachusetts Institute of Technology (MIT) and its Search Lit platform
($750,000).

D. Censorship and Propaganda in Action: Universities and Non-Profits Develop Al
Tools and Other New Technologies to Censor at Scale with Help of Federal Funding

Under the guise of addressing critical threats to communications systems and
“combatting mis/disinformation,”>” NSF has provided millions of taxpayer dollars to university
researchers for the development of advanced censorship tools. One research team, led by
researchers at the University of Michigan, used the $750,000 it received from NSF to examine
how Al could help Big Tech handle and outsource the “responsibility of censorship” on social
media.

57 See email from Michael Pozmantier to Michael Pozmantier (June 11, 2021, 2:23 PM) (on file with the Comm.).
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1. The University of Michigan: WiseDex

In September 2021, through its Track F program, NSF awarded a group of researchers at
the University of Michigan $750,000 to develop two services:

1. A “golden set” service that determines what content is misinformation “that deserves
enforcement” each month; and

2. A forecasting application programming interface (API) that can tell a social media
platform “for any content item” how true that content is to aid in “a platform’s
decision procedures” (i.e., whether the content should be censored).*®

The University of Michigan intended to use the federal funding to develop its tool
“WiseDex,” which could use Al technology to assess the veracity of content on social media and
assist large social media platforms with what content should be removed or otherwise censored. >’
As noted by the team’s head researcher, “The original goal of the project was to develop
processes that would have public legitimacy, which social media platforms could use for taking
enforcement action against misinformation.”®

Documents show that NSF was aware that federal tax dollars would be supporting a tool
used for censorship.

The Committee and Select Subcommittee have obtained October 2021 presentation slides
with speaker’s notes that shed light on this point. In the University of Michigan’s “first pitch”®!

8 Award Abstract # 2137469: NSF Convergence Accelerator Track F: Misinformation Judgments with Public
Legitimacy, NAT. SCI. FOUND., (last updated Jan. 30, 2024),
https://www.nsf.gov/awardsearch/showAward?AWD_ID=2137469.

¥ Id.

0 Id.

¢! Email from James Park to NSF Convergence Accelerator team (October 26, 2021, 10:38 PM) (on file with the
Comm.).
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to the NSF Convergence Accelerator, the researchers marketed WiseDex as a way for “policy
makers at platforms” to “externaliz[e] the difficult responsibility of censorship.”¢

The speaker’s notes also reveal how federal bureaucrats and “disinformation” pseudo-
scientists talk about their work in private. Although these statements plainly violate the First
Amendment, NSF continued to fund the University of Michigan’s $750,000 project directed
toward “censorship.” In fact, these candid remarks were made to NSF just one month after NSF
awarded the University of Michigan $750,000 in Phase 1 funding in late September 2021.%3

About six months later, in July 2022, the WiseDex team made a presentation at NSF’s
annual “Convergence Accelerator Expo” to an audience that included interested parties in the
public and private sector as well as other research teams that had received NSF funding. In
advance of the 2022 Expo, the University of Michigan team emailed representatives at major
social media platforms, inviting them to the Expo and describing WiseDex as a tool that

62 The University of Michigan’s WiseDex First Pitch Slide Deck entitled “Team469_First Pitch 10.27.2021.pptx”
attached to an email from James Park to Michael Pozmantier (Oct. 26, 2021, 10:38 PM), at 1 (on file with the
Comm.) (emphasis added).

8 Award Abstract #2137469: NSF Convergence Accelerator Track F: Misinformation Judgments with Public
Legitimacy, NAT. SCI. FOUND. (last updated Jan. 30, 2024).
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“harnesses the wisdom of crowds and Al techniques to help flag more posts.”®* The University
of Michigan team explained further that the “result is more comprehensive, equitable, and
consistent enforcement, significantly reducing the spread of misinformation.”® In its agenda
presentation notes for the Expo, the Michigan team explained that the WiseDex tool will enable
the “scaling-up enforcement of misinformation policies” on social media.®® Put more plainly,
WiseDex would facilitate the censorship of speech online at a speed and in a manner that human
censors are not capable.

2. Meedan: Co-Insights

Meedan is a non-profit that, among other things, builds software to combat alleged
misinformation online.®” In May 2020, Scott Hale, Meedan’s Director of Research, contacted
NSF about Meedan’s interest in the Convergence Accelerator program, noting in an email that
Meedan’s vision was to build software and run training and programs “to counter misinformation
online” and “advance the state-of-art in misinformation research.”® On May 5, 2021, Meedan
sent NSF an official letter expressing its intent to apply for NSF’s Track F.% If it were to receive
taxpayer dollars, Meedan would leverage its “relationships and experience” with WhatsApp,
Telegram, and Signal to develop approaches that proactively “identify and limit susceptibility to
misinformation” and “pseudoscientific information online.”” This included “[o]pen-web
crawling and controversy detection identifying possibly [sic] content for fact-checking.””!
Ultimately, NSF awarded Meedan’s project $5.75 million through its Track F program.’

Meedan’s project went through multiple name changes, including “FACT CHAMP”:
“Fact-checker, Academic, and Community
Collaboration Tools: Combating Hate, .
Abuse, and Misinformation with Minority- -~ CO'InSIghtS
led Partnerships.””* By the summer of

2022, it had the name that it has today: Co- Community-led web platform with data and
Insights. The project’s purpose is to use machine learning to support community,
“data and machine learning” to “identify, fact-checking, and academic organizations to
preempt, and respond to misinformation in identify, preempt, and respond to

9974

minioritized [sic] communities. misinformation in minioritized communities.

% Email from WiseDex team to multiple recipients, including representatives from major social media platforms
(July 13,2022, 10:23 PM) (on file with the Comm.).

8 Id.

% WiseDex team’s agenda presentation notes for 2022 Expo (Feb. 2022), at 2 (on file with the Comm.).

7 Mission, MEEDAN, https://meedan.com/mission; see also Check, MEEDAN, https://meedan.com/check.

% Email from Scott Hale to NSF personnel (May 5, 2020, 2:41 AM) (on file with the Comm.).

% Meedan’s Letter of Intent to Propose to NSF’s Convergence Accelerator Track F program (May 5, 2021), at 1 (on
file with the Comm.).

Id

7! Email from Meedan to NSF personnel (Aug. 30, 2021, 8:54 AM) (on file with the Comm.).

2 FACT CHAMP: New project to increase collaboration between fact-checkers, academics, and community leaders
to counter misinformation online, MEEDAN (Sept. 27, 2021); Co-Insights wins $5m from the National Science
Foundation, MEEDAN (Oct. 17, 2022).

3 Email from Scott Hale to NSF personnel (Sept. 7, 2021, 4:13 PM) (on file with the Comm.).

74 Meedan’s Oral Pitch Slide Deck entitled “F032-Co-Insights-Slides-v2.pdf” attached to an email from Scott Hale
to Michael Pozmantier (June 27, 2022, 7:33 PM), at 6 (on file with the Comm.).
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In its pitch to NSF for an additional $5 million in Phase 2 funding, Meedan’s Co-Insights
team again explained how its project used a variety of advanced tools to inform “misinformation
interventions.”’

For example, in one slide, the team boasted that it was using Al to monitor 750,000 blogs
and media articles daily as well as mine data from the major social media platforms.”®

f : Prof. Ethan Zuckerman | Dr. Keen Sung
; University of Massachusetts Amherst F T

MEDIA )
A %— Data mining

CLOUD

/50,000

blogs and media articles crawlec daily

m CO-InSightS NSF's Comvergence Accelerator
Confidential MEEDAN_0000312
S 1d., at 8.
% Id., at 18.
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In another presentation slide, the Co-Insights team declared that it had the “world’s best
system for matching social media posts to fact-checks.””’

As part of its presentation to NSF, Co-Insights emphasized that it would monitor and
respond to “‘common misinformation narratives,” such as:

e “Fearmongering and anti-Black narratives,” such as criticizing the New York
Times for “ignoring Black-on-Asian hate crimes,” and

e “Undermining trust in mainstream media.””®

1d., at 13.
B Id., at 14.
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The project would also operate “tiplines to source potentially problematic content and
return misinformation interventions.””

Omgolag project activities
Overall projzet wanagement, monioring & evajustion: guarterdy loglrame updmes & sdvisory hoord mestings
A Creation of misinformation iserventions (e.p., comernation guides, explaierns, fuct-checkas™ S 5%
Tasistennrey develomuent, rhiting, cesouries to support hitervanions?
» Idensification and monitoring of ey adnstrean misiaformation spreaders”
s Omeration of tiplines o source potentially problemativ coneat and return misinformation ierventions™ A E
o Onpoing sleuification of new msatives through quantitative and quatiiative dats anadysis™ =+

These efforts by Meedan, funded by NSF, were part of a much larger, long-term goal by
the non-profit. As Hale, the Director of Research at Meedan, explained in an email to NSF, in his
“dream world,” Big Tech would collect all of the censored content to enable “disinformation”
researchers to use that data to create “automated detection” to censor any similar speech
automatically %

The millions of taxpayer-funding notwithstanding, NSF considered whether it could
recruit other, existing, successful Al companies and persuade them to wield their tools for
purposes of “content moderation.” For example, in January 2023, Pozmantier, the NSF Track F
project manager, emailed Meedan’s Hale about NSF’s interactions with “Storytell,” which is a
Chrome extension that uses Al to “automatically” summarize any page, including YouTube

P Id., at 28.
80 Email from Scott Hale to Michael Pozmantier (Nov. 17, 2022, 9:31 PM) (on file with the Comm.).
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videos.®! According to Pozmantier, NSF had been engaging with Storytell, and the company had
“been open to listening to content moderation as a use case,” i.e., Storytell would consider NSF’s
idea of repurposing its Al technology to be used for content moderation.®?

81 Email from Michael Pozmantier to Scott Hale (Jan. 19, 2023, 5:50 PM) (on file with the Comm.); see also
Storytell.ai: ChatGPT with your Content, CHROME WEB STORE,
https://chromewebstore.google.com/detail/storytellai-chatgpt-with/khggnjoomjjihbjjkpbhmpelgcdodjpj (last visited
Feb. 4, 2024).

82 Email from Michael Pozmantier to Scott Hale (Jan. 19, 2023, 6:09 PM) (on file with the Comm.).
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3. The University of Wisconsin: CourseCorrect

Beginning in September 2021, through its Track F program, NSF awarded a group of
researchers at the University of Wisconsin-Madison a total of $5.75 million to develop a tool to
“empower efforts by journalists, developers, and citizens to fact-check” “delegitimizing
information” about “election integrity and vaccine efficacy” on social media.®* UW-Madison’s
CourseCorrect tool would allow “fact-checkers to perform rapid-cycle testing of fact-checking
messages and monitor their real-time performance among online communities at-risk of
misinformation exposure.”*

Like Michigan’s WiseDex, the University of Wisconsin-Madison’s CourseCorrect
project harnessed Al and machine learning techniques to address misinformation on social
media.®® Unlike WiseDex, the University of Wisconsin-Madison researchers made clear that
their project was specifically focused on “address[ing] two democratic and public health crises
facing the U.S.: skepticism regarding the integrity of U.S. elections and hesitancy related to
COVID-19 vaccines.”®® To do so, CourseCorrect spent over $5 million in taxpayer money
working to “identify, test, and correct real-world instances” of COVID-19, election-related, and
other forms of “dangerous misinformation” on social media and scale and sustain the project
beyond NSF support.®’

4. MIT: Search Lit

In September 2021, through its Track F program, NSF awarded $750,000 to a group of
researchers at the Massachusetts Institute of Technology (MIT) to develop “effective
interventions” to educate Americans—specifically, those that the MIT researchers alleged “may
be more vulnerable to misinformation campaigns”—on how to discern fact from fiction online.®
In particular, the MIT team believed that conservatives, minorities, and veterans were uniquely
incapable of assessing the veracity of content online.*

8 Award Abstract # 2137724.: NSF Convergence Accelerator Track F: How Large-Scale Identification and
Intervention Can Empower Professional Fact-Checkers to Improve Democracy and Public Health, NAT. SCI.
FOUND. (last updated Sep. 20, 2021), https://www.nsf.gov/awardsearch/showAward?AWD _1D=2137724.

8 1d.

85 CourseCorrect Slide Deck entitled “Intervention_July v3.pptx” (created July 20, 2023, 11:59 AM), at 2, 3, 10-12
(on file with the Comm.).

8 Award Abstract # 2137724: NSF Convergence Accelerator Track F: How Large-Scale Identification and
Intervention Can Empower Professional Fact-Checkers to Improve Democracy and Public Health, NAT. SCI.
FOUND. (last updated Sep. 20, 2021), https://www.nsf.gov/awardsearch/showAward?AWD _[1D=2137724.

8 1d.

8 Award Abstract # 2137530: NSF Convergence Accelerator Track F: Adapting and Scaling Existing Educational
Programs to Combat Inauthenticity and Instill Trust in Information, NAT. SCI. FOUND. (last updated Dec. 7, 2023),
https://www.nsf.gov/awardsearch/showAward?AWD 1D=2137530.

¥1d.
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The MIT project targeted individual groups and designed propaganda tools aimed at
“educating” rural and indigenous communities, military veterans, older adults, and military
families—all of whom the researchers claimed were unusually susceptible to “misinformation
campaigns” online.”

In one project proposal document to NSF, the researchers explained the need for “a
proactive suite of human technologies” to assist these groups with “dangerous digital content”
because “reactive” content moderation is too slow and ineffective.’! In order to build “a more
digitally discerning public,” the Search Lit team proposed developing tools that could support the
government’s viewpoint on COVID-19 public health measures and the 2020 election.”?

III. THE FEDERALLY FUNDED CENSORS: PARTISAN AND CONDESCENDING

In her ethnographic study of two conservative groups, Tripodi (2018) found that
information-seekers engage in a distinct set of media practices tied to the way they
see the world. One practice centered around the close reading of textual documents
deemed sacred (e.g. the Bible or the Constitution). By inverting traditional
assumptions that truth is only curated at the top, this media practice allows for
everyday people to act as subject matter experts. These practices, which developed
and emerged in a print era, have been adapted to online search practices. Because
interviewees distrusted both journalists and academics, they drew on this practice
to fact check how media outlets reported the news.

% %k 3k

While lateral readers try to find secondary sources that reliably summarize expert
consensus on sources and claims (Wineburg & McGrew, 2017; Caulfield, 2017),
respondents often focused on reading a wide array of primary sources, and
performing their own synthesis (Tripodi, 2018).

— MIT’s 2021 Proposal to NSF ($750,000 ultimately awarded)

The nonpublic communications and documents obtained by the Committee and Select
Subcommittee demonstrate that (1) the “disinformation” academics understood their work as part
of a partisan project; and (2) the bureaucrats and so-called “experts” in this space have complete
disdain for most of the American population.

N Id.
o1 Id.; MIT’s summary of its Search Lit proposal to NSF, at 2 (on file with the Comm.) (emphasis in original).
92 MIT Search Lit team’s annual report to NSF (Dec. 1, 2022), at 20-23 (on file with the Comm.).
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A. In Their Own Words, “Disinformation” Pseudo-Scientists Describe Their Work
As “Political” and “Censorship”

In response to the Committee and Select Subcommittee’s investigation into government-
directed censorship, mainstream media outlets have largely characterized “mis- and
disinformation” researchers as apolitical academics pursuing serious research free of political
biases or agendas.”® But the very same disinformation “experts” making these public claims,
such as the University of Washington’s Dr. Kate Starbird, have acknowledged privately that
working to counter disinformation is “inherently political”** and is itself a form of
“censorship.””>

The NSF-funded researchers at the University of Michigan, University of Washington,
and MIT privately explained that their work is involved with the “difficult responsibility of
censorship,” a statement that implies these “experts” bear the burden of determining for everyone

%3 See, e.g., Naomi Nix, et al., Misinformation research is buckling under GOP legal attacks, THE WASH. POST
(Sept. 23, 2023); Kate Starbird, UW misinformation researchers will not buckle under political attacks, SEATTLE
TIMES (Oct. 6, 2023).

% Email from Suzanne Spaulding (Google Docs) to Kate Starbird (May 16, 2022, 6:27 PM) (on file with the
Comm.); see also Kate Starbird et al., Proposal to the National Science Foundation for “Collaborative Research:
SaTC: Core: Large: Building Rapid-Response Frameworks to Support Multi-Stakeholder Collaborations for
Mitigating Online Disinformation” (Jan. 29, 2021) (unpublished proposal) (on file with the Comm.) (“The study of
disinformation today invariably includes elements of politics.”).

% The University of Michigan’s WiseDex First Pitch Slide Deck entitled “Team469_First Pitch_10.27.2021.pptx”
attached to an email from James Park to Michael Pozmantier (Oct. 26, 2021, 10:38 PM), at 1 (on file with the
Comm.) (emphasis added).
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else what is good information and what is not.”® Even if this statement was not so remarkably
paternalistic, it would still be an unconstitutional use of federal taxpayer dollars.

Renée DiResta, another prominent disinformation researcher at the Stanford Internet
Observatory (SIO), disclosed in her notes for a fall 2021 presentation at an annual CISA Summit
that the EIP was designed to fill the “gap” that the federal government could not fill. Her
presentation notes state that there were “[u]nclear legal authorities including very real 1st
amendment questions.”’

% See id.

97 “CISA keynote.pptx” attach. to email from Renée DiResta to Kenneth Bradley and Amanda Glenn (Oct. 6, 2021,
3:58 PM) (on file with the Comm.); see also email from Renée DiResta to Kenneth Bradley and Amanda Glenn
(Oct. 6, 2021, 3:58 PM) (on file with the Comm.) (DiResta writes, “I was just writing out the full script into the
speaker notes in case the teleprompter was the best bet.””); STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF
THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’
PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO
CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print Nov. 6, 2023).
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As the Committee and Select Subcommittee have detailed in earlier reports, a full
accounting of the content that the EIP flagged for social media platforms reveals the political
leanings of the academics; though Americans on both sides of the political spectrum were
censored, conservatives were targeted disproportionately.”® Similarly, the Twitter Files revealed
that Republicans were censored at a rate of at least “ten-to-one” as Democrats.”® And the lead
litigator in Missouri v. Biden testified to the Select Subcommittee that “the vast majority” of
examples of censorship uncovered in discovery in that case were of conservative speech. %

B. NSF-Funded Researchers Believe the American Public is Not Smart Enough to
Discern Fact from Fiction, Especially Conservatives, Minorities, and Veterans

Littered throughout these researchers’ federally funded projects is the paternalistic
assumption that particular groups of American citizens are uniquely unable to differentiate
between truth and falsehood online. As the MIT-led researchers explained in a summary of their
project proposal to NSF, “broad swaths of the public cannot effectively sort truth from fiction
online.”!’! In particular, the Search Lit team singled out the following demographics:

e “rural and indigenous communities;”
e “military veterans, older adults, and military families;” and
e “older adults.”!*

As part of their efforts to target military families, NSF proposed working “with educators
in the Department of Defense Education Activity (DoDEA) group, the organization that runs
[Defense Department] schools on military bases, to adapt our innovations to both directly serve
children in military families and then have students share their new learning with their
families.”'% Put plainly, Search Lit sought to help train the children of military families to help
influence the beliefs of military families. When Search Lit “discussed these ideas with DoDEA
stakeholders, they immediately brought up concerns about military personnel involvement in the
January 6 assault on the Capitol and the subsequent anti-extremism training that is a military
priority.”!04

In support of their case for NSF funding, the MIT-led researchers cited a study “of two
conservative groups” performed by a Search Lit team member, Francesca Tripodi, examining the
“online search practices” of Americans who hold “the Bible or the Constitution” as “sacred” and

8 STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY,
118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE
FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print
Nov. 6, 2023).

9 Kaitlin Lewis, Musk Tells Rogan Twitter 'Suppressed’ Republicans '10 Times' More Than Dems, NEWSWEEK (Oct.
31, 2023).

190 Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov't of the H. Comm. on the Judiciary, 118th Cong., at 48 (Mar. 30, 2023).

101 MIT’s Search Lit “Project Description” in its formal Phase II proposal to NSF, at 2. (on file with the Comm.).

102 MIT’s Search Lit “Project Summary” in its formal Phase I proposal to NSF, at 1 (on file with the Comm.); see
also App’x D, at 1.

183 1d., at 8 (emphasis added).

104 MIT’s Search Lit “Project Summary” in its formal Phase I proposal to NSF, at 8 (on file with the Comm.); see
also App’x D.
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“distrust[] journalists and academics.”'%> The summary also derisively noted that the approach
that “everyday people” typically use to get their news and information allows them “to act as
subject matter experts,” rather than “truth [being] only curated at the top.”!%

According to the researchers, Tripodi’s study found that many conservative respondents
“may have believed they were [] ‘doing the research’” but were in fact only “focused on the top
results of Google, seldom scrolling down or looking at subsequent paged results.”'%” As
evidence, the researchers point out that the conservative “respondents often focused on reading a
wide array of primary sources, and performing their own synthesis,” further alleging that,
“unlike expert lateral readers,” the conservative respondents made “no such effort” to “eliminate
bias that might skew results from search terms.”!%

To summarize, the researchers’ concern is that there are Americans who deem the
Constitution and the Bible “sacred,” and therefore dare to conduct their own research of
“primary sources” rather than trust the “professional consensus.”

C. NSF-Funded Researchers Understand the Leverage They Have Over Social
Media Companies to Ensure the Platforms Bow to Their Demands

NSF funding dictates who can survive in the pseudo-science world of studying so-called
“disinformation.” With this role comes tremendous leverage for NSF to determine who to elevate
within the censorship-industrial complex.

105 14, at 7.
106 Id
107 Id.
108 Id
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Once empowered with taxpayer dollars, the pseudo-science researchers wield the
resources and prestige bestowed upon them by the federal government against any entities that
resist their censorship projects. In some instances, if a social media company fails to act fast
enough to change a policy or remove what the researchers perceive to be misinformation on its
platform, disinformation researchers will issue blogposts or formal papers to “generate a
communications moment” (i.e., negative press coverage) for the platform, seeking to coerce it
into compliance with their demands.'?”

Other times, the pseudo-scientists use their leverage for petty grievance. For example, on
July 12, 2023, when an employee at Twitter refused to issue a refund to a Wisconsin
CourseCorrect researcher based on his request to cancel a service upgrade on Twitter, the
Wisconsin researcher sent an email threatening to publicize “our terrible treatment with
thousands of researchers to discourage their use of your products.”!!°

Examples like these illustrate the tremendous sway these so-called “disinformation”
researchers hold over social media platforms and why the federal government often turns to these
unaccountable academics when seeking a proxy for their censorship activities.!'!!

109 See House Judiciary Committee’s Transcribed Interview of Alex Stamos (June 23, 2023), at 183-184 (on file
with the Comm.); see also House Judiciary Committee’s Transcribed Interview of Kate Starbird (June 6, 2023), at
153 (on file with the Comm.).

119 Email from UW-Madison researcher to Twitter support team (July 12, 2023, 7:40 AM) (on file with the Comm.).
T See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE
JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW
THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm.
Print Nov. 6, 2023).
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IV.NSF IS TRYING TO COVER UP ITS FUNDING OF AI CENSORSHIP

Following congressional oversight and media scrutiny, Executive Branch agencies in the
censorship-industrial complex often try to hide their involvement. For example, in early 2023,
CISA scrubbed its website of mentions to “domestic actors” on its mis-, dis-, malinformation
page.''? In 2022, CISA considered using third parties to avoid the scrutiny that followed the
public backlash to the Disinformation Governance Board.!!?

Throughout the entire Track F funding process, NSF has been closely tracking any signs
of political or media attention on its misconduct. NSF developed an extensive “media strategy”
and instructed the Track F teams on what they could or should say about their censorship
projects. At one point, NSF considered blacklisting certain conservative media outlets that were
covering NSF.

A. NSF Developed an Official Media Strategy to Hide its Track F Censorship
Program from the American People

In the fall of 2021, various media outlets began reporting on NSF-funded Track F
projects, sounding the alarm about how American taxpayer money might be funding the
development of tools to censor and indoctrinate Americans.'!'*

On September 27, 2021, one week after NSF started issuing Track F awards, Katelynn
Richardson, then at Campus Reform, reported on how NSF was providing millions to universities
to develop tools and techniques to address alleged misinformation. Her reporting highlighted
multiple Track F projects, including Wisconsin’s CourseCorrect and Michigan’s WiseDex, and
cited comments made by the head researchers explaining how they would design and test the
propaganda and censorship tools.''

The following month, on October 22, 2021, Campus Reform published another article on
Track F, this time highlighting a project led by researchers at Temple University. The article
cited an interview in which Eduard Dragut, the lead Temple University researcher on the
$750,000 project, admitted that his team planned to “use natural language processing algorithms
along with social networking tools to mine the communities where [misinformation] may
happen.”!1¢

112 See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE
JUDICIARY, 118TH CONG., THE WEAPONIZATION OF CISA: HOW A “CYBERSECURITY”” AGENCY COLLUDED WITH BIG
TECH AND “DISINFORMATION” PARTNERS TO CENSOR AMERICANS (Comm. Print June 26, 2023), at 32-34.

13 1d. at 27.

114 See Katelynn Richardson, NSF grants nearly $7.5 million to universities developing anti-'misinformation’ tools,
CAMPUS REFORM (Sept. 27, 2021); Katelynn Richardson, Federal Gov Pays University 8750K to Create Tool That
Warns Journalists Against Publishing 'Polarizing” Content, CAMPUS REFORM (Oct. 22, 2021); see also Reclaim The
Net, University Receives 8750k of Federal Funds to Stop Reporters From Creating “Negative Unintended
Outcomes”’, INFOWARS (Oct. 25, 2021).

115 Katelynn Richardson, NSF grants nearly $7.5 million to universities developing anti-'misinformation’ tools,
CAMPUS REFORM (Sept. 27, 2021).

116 Katelynn Richardson, Federal Gov Pays University $750K to Create Tool That Warns Journalists Against
Publishing "Polarizing” Content, CAMPUS REFORM (Oct. 22, 2021).
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A few days later, on October 26, Michael Pozmantier, NSF’s Track F program manager,
began emailing the head researchers about the need to devise a Track F-specific “media/outreach
strategy” to inform how NSF and the research teams would handle the media going forward. '’

In his email, Pozmantier referred to the Campus Reform article as the latest example of
“misinfo and attacks™ against “researchers in this space,” adding that “NSF leadership and public
affairs” needs to be “better equipped to deal with what’s coming.”!!?

Pls,

As you all know and have likely dealt with for quite a while, researchers in this space are subject to misinfo and attacks.
An article was just released about one of the projects in the track and it has ginned up the usual joyful response, it
makes sense for us to discuss how we (N5F) should handle this going forward. Given that there are no better people
anywhere to help us with this, I'd like to schedule a meeting with all of you to discuss. You each can include one other
person from your team who has experience with this if you'd like but I'd prefer that we keep this meeting reasonably
sized, so it is manageable. Plus, the more people, the harder it is to schedule,

This discussion will lead to others, | plan to engage NSF leadership and public affairs soon after our conversation so that
they can be better equipped to deal with what's coming and try to find ways to avoid issues where possible based on
vour input and guidance. By NSF doing a better job, hopefully we can avoid causing any new issues for you as well.

Shortly thereafter, Pozmantier emailed Michael Wagner, the head researcher for
Wisconsin’s CourseCorrect team, saying, “I knew [blowback] was a possibility, just a question
of who is actually paying attention to what we’re doing.”!"’

7 Email from Michael Pozmantier to NSF Track F grantees (Oct. 26, 2021, 3:17 PM) (on file with the Comm.).

18 14
119 Email from Michael Pozmantier to Michael Wagner (Oct. 26, 2021, 3:56 PM) (on file with the Comm.).
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On November 2, 2021, NSF held two meetings with the research teams to develop an
official “Track F Media Strategy.” In a November 22, 2021 email attaching a first draft of NSF’s
Track F media strategy, Pozmantier emphasized that “a joint effort” would be required for NSF
to do “a better job in how we deal with the media on this topic,” including “training” for the
researchers “beginning in January.”!?°

The Track F Media Strategy document begins by noting that because Track F “is a
controversial topic, it’s important for NSF to proactively develop a strategy to enable the
Foundation and funded researchers to be in sync,” adding that “many” of the Track F researchers
“have extensive experience dealing with this issue.”!?!

Knowing that Track F is a controversial topic, it's important for NSF to proactively develop a
strategy to enable the Foundation and funded researchers to be in sync. Additionally, many of
the Pls, Co-Pls, and Sr. Personnel working on Track F projects have extensive experience dealing
with this issue. Two meetings were organized by the Convergence Accelerator to draw upon
this expertise, to develop the strategy to help prevent or lessen opportunities for the spreading
of misinformation about the Track.

The result of these meetings was a set of recommended activities and artifacts to be developed
by NSF, the Convergence Accelerator, and the teams to be used to assist in minimizing and
responding to issues. The information would also be shared with NSF's Office of Legislative and
Public Affairs and other relevant parties.

120 Email from Michael Pozmantier to NSF Track F grantees, attaching “Track F Media Strategy” document (Nov.
22,2021, 7:59 PM) (on file with the Comm.).
121 First Draft of NSF’s Track F Media Strategy entitled “Track F Media Strategy v1.docx,” at 1 (on file with the

Comm.); see also App’x B.
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The strategy then provides specific recommendations for the Track F research teams

when dealing with the media, such as “always highlight the pro-democracy nature of the Track
and each project” and “if possible, focus on the non-ideological nature of work”—even if, as
NSF privately acknowledged, showing “both sides can distort” who is really being censored. '*?

Recommendations
Messaging:

Protective Measures:

e Always highlight the pro-democracy nature of the Track and each project
e Always be accurate, any inaccuracies can be a hanging thread to be pulled
e |f possible, focus on the non-ideological nature of work
o Give examples of both sides **(I’'m not a fan of always trying to show both sides
because they are not always equal in impact and showing both sides can distort)
o When it's possible, use sports metaphors
e Focus on the scientific process

e Subscribe to monitoring service(s) to proactively help manage when project information
is published and possibly miscommunicated.
e Subscribe to scrubbing services, such as DeleteMe

The media strategy document also reveals how NSF developed and required the Track F

research teams to receive “media training” with “key messaging about the NSF Convergence

Accelerator, Track F, [and] each funded project.

99123

Media Training:

Develop and provide media training to NSF Convergence Accelerator staff and funded
researchers understand media engagement best practices, internal communication processes,
and standard messaging. The multi-level training will include basic training and an advanced

training.

e Multi-level
o Basic training
= Media engagement best practices
e |Interview requests (e.g., Who to involve, when to provide a
written statement or have a live interview, etc.)
s Speaking in plain language
e Highlighting the scientific strategy, value and impact
= Reporter terminology (e.g., What does it mean to be ‘On the record’, ‘Off
the record, or ‘On background’?)
= Standard key messaging about the NSF Convergence Accelerator, Track F,
each funded project

122 Id.

123 First Draft of NSF’s Track F Media Strategy entitled “Track F Media Strategy v1.docx,” at 2 (on file with the
Comm.); see also App’x B.

31



B.

Final Report 1941

NSF Considered Blacklisting Conservative Media Outlets

The Track F “Media Strategy” memo reveals that NSF initially planned to instruct the

Track F teams—groups that received federal taxpayer dollars—about which “media outlets to

not engage” as part of its “basic training.

99124

®=  Examples of media outlets to not engage
= Processes: Notifying vour organization of the media request, when to
notify NSF
o Advanced
®  Harassment:
¢ How to respond to harassment (accompanied by Checklist)
¢ Who to notify if harassment is received

After reviewing the media strategy, the head researcher for Michigan’s WiseDex project

expressed his concerns to Pozmantier that a media blacklist “would be bad optics,” noting that,
“[wilhile I think it is worth alerting teams to what can go wrong if they engage with certain kinds
of media outlets . . . , I think it would be bad optics for the NSF to have a blacklist of media sites

that our teams systemically refuse to engage with, especially if it includes domestic sites.

99125

Pozmantier replied, “I agree 100%, that shouldn’t be in there. I’ll remove it.

99126

124 Id.

125 Email from Paul Resnick to Michael Pozmantier (Nov. 28, 2021, 8:54 AM) (on file with the Comm.) (emphases

added).

126 Email from Michael Pozmantier to Paul Resnick (Nov. 29, 2021, 2:12 PM) (on file with the Comm.).
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C. NSF Attempted to Hide Additional Funding to Its Track F Censorship Program

In August 2022, when the time came for NSF to announce which Track F projects would
receive an additional $5 million in Phase 2 funding, NSF quietly decided to not issue a press
release, although its typical practice was to do so.'?” When NSF announced the $30 million that
Track E recipients would be receiving in Phase 2, a similar announcement of the equal amount of
taxpayer dollars being provided to Track F recipients was conspicuously absent. 2

Rather, NSF maintained a tight hold on the information, providing clear instructions to
any Track F teams who might be interested in announcing their Phase 2 awards. In an August 19,
2022 email to the six Track F teams selected for Phase 2 funding, Pozmantier explained that
“NSF will not be including this track in the Phase 2 press release, only Track E will be
announced,” adding that any research teams interested in announcing their Phase 2 awards
should coordinate with NSF to do so.!?’

It also appears that NSF asked the Track F teams to get formal approval from NSF before
issuing press releases, publishing articles, or responding to media inquiries relating to the
program, and that the researchers complied, checking with NSF before responding to media
inquiries.!*® For example, on September 12, 2022, a University of Wisconsin public relations
employee emailed Shelby Smith, the communications and outreach director for NSF’s
Convergence Accelerator, writing, “I’m working on a press release/web article announcing the
[Phase 2] grant, and was told your team would like to review any communications before they go
out.”!3!

To date, NSF continues to maintain an announcement on its website for the Phase 2
recipients of every track except for Track F.!*? To be clear, this is not because the Track F

127 Email from Michael Pozmantier to NSF Track F “Phase 2 Cohort” (Aug. 19, 2022, 12:13 PM) (on file with the
Comm.).

128 See Convergence Accelerator Portfolio, NAT. SCI. FOUND., https://new.nsf.gov/funding/initiatives/convergence-
accelerator/portfolio.

129 Email from Michael Pozmantier to NSF Track F “Phase 2 Cohort” (Aug. 19, 2022, 12:13 PM) (on file with the
Comm.).

130 See, e.g., email from Paul Resnick to Michael Pozmantier (Jan. 31, 2023, 5:02 PM) (on file with the Comm.).
131 Email from Wisconsin marketing and communication specialist to NSF personnel (Sept. 12, 2022, 9:49 AM) (on
file with the Comm.).

132 See Convergence Accelerator Portfolio, NAT. SCI. FOUND., https://new.nsf.gov/funding/initiatives/convergence-
accelerator/portfolio.
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program ended or because no teams were selected to receive further funding. Rather, it appears
that NSF recognized that the American people would not respond kindly to the announcement
that an additional $30 million was being allocated to projects aimed at indoctrinating and
silencing them.

D. NSF Continues to Try to Cover Up Its Funding of Censorship Tools

In 2022, NSF created an official media strategy and made the calculated decision to not
announce Track F’s Phase 2 recipients. NSF’s cover up of its censorship program continued into
at least 2023.

For example, on January 31, 2023, a few days after Pozmantier advised Paul Resnick, the
head researcher for Michigan’s WiseDex team, to not respond to media inquiries, Resnick
followed up again with another “reporter inquiry” about whether “Twitter use[s] WiseDex as a
vendor,” noting that he wanted to check with Pozmantier “before responding.”'** Pozmantier
ultimately replied: “NSF would probably stay away.”!3*

Days later, on February 2, 2023, Pozmantier emailed the Track F teams, outlining the
various Track F projects receiving media attention, including WiseDex and CourseCorrect, and
explaining “how NSF is handling it.”!3* “In short, NSF is not responding to requests from people
who are interested in attacking our programs or your projects,” Pozmantier wrote, adding “it’s
probably best if you also ignore it.””!3

133 Email from Paul Resnick to Michael Pozmantier (Jan. 31, 2023, 5:02 PM) (on file with the Comm.).

134 Email from Michael Pozmantier to Paul Resnick (Jan. 31, 2023, 10:10 PM) (on file with the Comm.).

135 Email from Michael Pozmantier to the head researchers of the Phase 2 Track F teams (Feb. 2, 2023, 8:03 PM)
(on file with the Comm.).

136 1d.

34



Final Report 1944

A couple weeks later, in late February 2023, when Katelynn Richardson, now at the
Daily Caller, published an article on “NSF funding misinfo research,” and “linked to some of the
Expo videos on YouTube,” Pozmantier quickly emailed the heads of each of the research teams,
warning them of the article.!?” He also noted that he was “going to see about pulling [the Track F
Expo videos on YouTube] down or locking the page ASAP.”!38

In response to this email, Michael Wagner, the head researcher for Wisconsin’s
CourseCorrect team, assured Pozmantier that his team had recently issued a statement
emphasizing that CourseCorrect is focused on “non-partisan issues like food safety.” !

137 Email from Michael Pozmantier to the head researchers of each the twelve Track F grants (Feb. 20, 2023, 3:12
PM) (on file with the Comm.).
138 1.

139 Email from Michael Wagner to Michael Pozmantier (Feb. 20, 2023, 3:46 PM) (on file with the Comm.).
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In March 2023, Wagner flagged for Pozmantier a recent article from legal scholar
Jonathan Turley about the projects NSF had been funding, writing mockingly that “Turley’s on
the case!”!*’ Pozmantier revealed his contempt for the legal scholar, writing “[a]s usual, he
shows he only has a passing relationship with the facts,” without identifying any shortcomings in
Turley’s article.'*!

In April 2023, the situation had progressed such that Pozmantier started organizing
“communications planning” meetings for the Track F teams, '** which continued into May. 43

140 Email from Michael Wagner to Michael Pozmantier (March 22, 2023, 11:56 AM) (on file with the Comm.).
141 Email from Michael Pozmantier to Michael Wagner (March 22, 2023, 11:06 AM) (on file with the Comm.).
142 Email from Michael Pozmantier to Track F Recipients (Apr. 25, 2023, 9:34 AM) (on file with the Comm.).
143 Email from Michael Pozmantier to Track F Recipients (May 3, 2023, 10:23 AM) (on file with the Comm.).
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NSF and researchers receiving taxpayer-funded NSF grants coordinated their responses
to media coverage of other NSF fundings as well. For example, on September 29, 2022, Just the
News wrote an article on NSF’s multi-million-dollar grants to Stanford and the University of
Washington through its Secure and Trustworthy Cyberspace (SaTC) program.'#* Like the Track
F projects, the projects funded through NSF’s SaTC were also focused on countering so-called
“(mis/dis)information online.”'** In response, on October 5, 2022, Dr. Kate Starbird, the head of
the University of Washington’s Center for an Informed Public, emailed Sara Kiesler, an NSF
official, warning that “partisan media outlets [are] making false and misleading claims” about
her work.!*® Linking to the Just the News article, Dr. Starbird criticized the claim that her “SaTC
funding was a ‘reward’ from ‘the Biden Administration’ for ‘censoring’ specific voices.” !4’

144 Greg Piper and John Solomon, Qutsourced censorship: Feds used private entity to target millions of social posts
in 2020, JUST THE NEWS (Sept. 29, 2022).

195 Id. (quoting UW’s press release: Michael Grass, $2.25 Million in NSF Funding Will Support Center for an
Informed Public Research, UNIVERSITY OF WASHINGTON INFORMATION SCHOOL (Aug. 17, 2021). Stanford and UW
were two key personnel in the EIP. See STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T
OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS
AND BUREAUCRATS: HOW THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’
POLITICAL SPEECH (Comm. Print Nov. 6, 2023).

146 Email from Dr. Kate Starbird to NSF personnel (Oct. 5, 2022, 6:14 PM) (on file with the Comm.).

147 Id.
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E. NSF Is Attempting to Stonewall Congressional Investigations

On January 24, 2023, Pozmantier emailed Paul Resnick, the head researcher for
Michigan’s WiseDex project, mentioning that Senator Joni Ernst wrote NSF a “letter of inquiry”
in November 2022 regarding a particular Track F project that had gained media attention. '*®
However, just a few days later, in a February 2, 2023 email, Pozmantier noted that “NSF is not
responding to requests from people who are interested in attacking our program.” !’ Taken
together, these emails raise questions as to whether NSF’s lack of transparency on Track F would
extend to openly defying information requests from Congress.

These emails may also help explain why NSF has failed to provide the Committee and
Select Subcommittee with an appreciable volume of documents and information responsive to
the requests sent more than nine months ago in May 2023 pursuant to the Committee’s ongoing
investigation.!>® To date, NSF has produced a mere 294 pages to the Committee in response to
requests for documents and information relating to its Track F program, maintaining an iron grip
on much of the substantially relevant information in its possession and obstructing the
Committee and Select Subcommittee’s investigation for over half a year.!”!

Time and again, NSF engaged in efforts to hide its Track F censorship program from the
American people, training the research teams on how to avoid media scrutiny and refusing to
respond substantively to congressional requests itself. The extent to which NSF has gone to
shield its taxpayer-funded censorship research raises serious concerns that NSF knows its
research activities violate the Constitution and fundamental civil liberties.

V. THE ROLE OF CONGRESS: DEFUND THE CENSORSHIP-INDUSTRIAL COMPLEX AND
FIGHT THE NEXT BATTLE TO DEFEND FREE SPEECH

If you don’t agree with the prevailing niche morality that is being imposed on both
social media and Al via ever-intensifying speech codes, you should also realize that
the fight over what Al is allowed to say/generate will be even more important — by
a lot — than the fight over social media censorship. Al is highly likely to be the
control layer for everything in the world. How it is allowed to operate is going to
matter perhaps more than anything else has ever mattered. You should be aware of
how a small and isolated coterie of partisan social engineers are trying to determine
that right now, under cover of the age-old claim that they are protecting you.

In short, don’t let the thought police suppress Al !5

— Marc Andreessen, June 6, 2023

148 Email from Michael Pozmantier to Paul Resnick (Jan. 24, 2023, 9:53 PM) (on file with the Comm.).

149 Email from Michael Pozmantier to researchers, copying Paul Resnick (Feb. 2, 2023) (on file with the Comm

150 See Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to Dr. Sethuraman Panchanathan, Dir.,
Nat. Sci. Found. (May 1, 2023) (on file with the Comm.).

151 NSF Production to the House Judiciary Committee (Aug. 25, 2023) (on file with Comm.); NSF Production to the
House Judiciary Committee (Dec. 15, 2023) (on file with Comm.); NSF Production to the House Judiciary
Committee (Feb. 5, 2024) (on file with Comm.).

152 See Marc Andreesen, Why AI Will Save the World, ANDREESEN HOROWITZ (June 6, 2023) (emphases in original).
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The Committee and the Select Subcommittee will continue their investigation to
understand the full threat to free speech in order to inform legislative solutions, such as
prohibiting NSF from funding projects used to monitor speech. Matt Taibbi and Michael
Shellenberger, two of the journalists at the forefront of this issue, have testified before the Select
Subcommittee on the intersection of government, Big Tech, universities, and other third parties,
dubbing the enterprise the “censorship-industrial complex.”!> But just how big is the
censorship-industrial complex? One of the key players, Meedan, estimated that market in 2022
for “content moderation solutions” was $10 billion. !>

With the power of the purse, the House of Representatives is uniquely positioned to
legislate to protect fundamental First Amendment rights and end the censorship-industrial
complex by draining it of its key resource: American taxpayer dollars. To be sure, other
legislative solutions have been, and will continue to be, considered. Moreover, mainstream
outlets are reporting that universities in the censorship-industrial complex are “ending” their
disinformation programs because of civil liberties concerns identified by the Committee’s and
Select Subcommittee’s investigation. !>

These successes notwithstanding, the urgency of the situation cannot be overstated. New
technologies are being developed that represent a threat of a different magnitude to online
speech, and with it, the modern town square. At a minimum, American taxpayers should not be
funding the tools that may take away one of their most important and fundamental rights. The
Committee and Select Subcommittee will continue to investigate and legislate to protect
Americans’ freedom of speech against threats old and new.

153 See Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Mar. 9, 2023) (statements of Matt
Taibbi and Michael Shellenberger).

154 Meedan’s Oral Pitch Slide Deck, supra note 74, at 24.

155 Naomi Nix et al., Misinformation research is buckling under GOP legal attacks, WASH. POST (Sept. 23, 2023).
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National Science Foundation
Office of the Director

June 13, 2023

The Honorable Jim Jordan
Chairman

Committee on the Judiciary
U.S. House of Representatives
Washington, D.C. 20515

Dear Chairman Jordan:

Thank you for your letter regarding content moderation on technology and social media
platforms. The U.S. National Science Foundation (NSF) takes very seriously our responsibilities
to the public, and strong oversight and stewardship of taxpayer dollars are vital to NSF’s ability
to deliver on its mission to promote the progress of science; to advance the national health,
prosperity, and welfare; and to secure the national defense. | appreciate the opportunity to
respond to your questions and NSF staff are working diligently to identify all responsive records.

For more than seven decades, NSF has been a critical component in powering the United States
economy, transforming American lives, and securing the national defense. NSF advances
research and innovation and American competitiveness by investing in foundational, curiosity-
driven, discovery research, as well as use-inspired, solution-oriented innovations to advance key
technologies and address societal and economic challenges Many of the technological advances
we are benefiting from today such as Artificial Intelligence, Quantum Information Science, and
Biotechnology are rooted in sustained investment over many decades. However, we currently
face intense global competition in the race to develop these technologies and the workforce
needed to secure the future of innovation. Our success in unlocking the promise of these and
other technological developments and scientific breakthroughs will determine our continued
global leadership and are central to our economic and national security.

Among the areas in which NSF is a leader on behalf of the U.S. Government is next-generation
communication networks and systems. For example, NSF investments over the last two decades
have led to millimeter wave technologies, dynamic spectrum sharing, and open radio access
networks (OpenRAN), which are enabling the fifth, sixth, and future generations of wireless
networks (“5G” and “6G”). As part of this mission, it is critical that NSF also invests in tools,
technologies, and approaches to prevent, mitigate and adapt to critical threats to communication
systems and assist end users with knowledge to make informed decisions.

NSF uses a rigorous merit_review process to ensure funding decisions are based on a fair,
competitive, and transparent process, consistent with NSF’s broad mission as well as specific
direction from Congress. Each proposal submitted to NSF is reviewed by science and
engineering experts well-versed in their particular discipline or field of expertise. Further, All
each proposal submitted to NSF is reviewed according to two merit review criteria: Intellectual

2415 Eisenhower Avenue | Alexandria, VA 22314
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Merit and Broader Impacts. NSF’s merit review process is widely considered to be the “gold
standard” of scientific review. Perhaps the best evidence of NSF’s success is the repeated
replication of its merit review model for discovery, education and innovation around the globe.
The Internet, 3D printing, the economic theory underpinning spectrum auctioning and kidney
exchanges, and the first image of a black hole are all examples of the power of NSF investments
in innovations and innovators.

In recent years, Congress has called on NSF to engage the research community to identify and
address issues of safety, ethics and adversarial influence online. Examples of this Congressional
direction include:

House Report 117-395, as referenced by the joint explanatory statement accompanying

Division B, the Commerce, Justice, Science, and Related Agencies Appropriations Act,

2023, of the FY 2023 Consolidated Appropriations Act (P.L. 117-328):

Trustworthy Algorithmic Research.—The Committee urges NSF to increase
support for research into the safety and ethical effects of content moderation and
recommendation algorithms that will advance new technical methods to reduce
the likelihood of unexpected negative effects from these algorithms. The
Foundation shall further consider using the special authority provided under
Section 5401 (f) of the National Artificial Intelligence Initiative Act, Public Law
116-283, to carry out this research. No later than 180 days after the enactment of
this Act, NSF shall provide the Committee with a report on its efforts to prioritize
such research.

The joint explanatory statement accompanying Division B, the Commerce, Justice,

Science, and Related Agencies Appropriations Act, 2022, of the FY 2022 Consolidated

Appropriations Act (P.L. 117-103):

Online Influence. —NSF is encouraged to consider additional research efforts that
will help counter influence from foreign adversaries on the Internet and social
media platforms designed to influence U.S. perspectives, sow discord during
times of pandemic and other emergencies, and undermine confidence in U.S.
elections and institutions. To the extent practicable, NSF should foster
collaboration among scientists from disparate scientific fields and engage other
Federal agencies and NAS to help identify areas of research that will provide
insight that can mitigate adversarial online influence, including by helping the
public become more resilient to undue influence.

The Identifying Outputs of Generative Adversarial Networks (IOGAN) Act (P.L. 116-

258):

Sec. 3. NSF support of research on manipulated or synthesized content and
information security.

The Director of the National Science Foundation, in consultation with
other relevant Federal agencies, shall support merit-reviewed and competitively
awarded research on manipulated or synthesized content and information
authenticity, which may include—
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(1) fundamental research on digital forensic tools or other
technologies for verifying the authenticity of information and detection of
manipulated or synthesized content, including content generated by
generative adversarial networks;

(2) fundamental research on technical tools for identifying
manipulated or synthesized content, such as watermarking systems for
generated media;

(3) social and behavioral research related to manipulated or
synthesized content, including human engagement with the content;

(4) research on public understanding and awareness of manipulated
and synthesized content, including research on best practices for educating
the public to discern authenticity of digital content; and

(5) research awards coordinated with other federal agencies and
programs, including the Defense Advanced Research Projects Agency and
the Intelligence Advanced Research Projects Agency, with coordination
enabled by the Networking and Information Technology Research and
Development Program.

NSF has a long history of addressing these types of priority research areas through special-
emphasis programs and public-private partnership to address potential biases in Al systems, with
the goal of contributing to the trustworthiness of such systems. For example, the NSF Program
on Fairness in Al in Collaboration with Amazon supports building trustworthy Al systems to
tackle grand challenges facing society. Specific topics of interest include transparency,
explainability, accountability, integrity, mitigation strategies, validation, and inclusivity. NSF’s
independent merit review process ensures projects funded through this collaboration enable
broadened acceptance of Al systems, helping the U.S. further capitalize on the potential of Al
technologies. NSF also joined with the Partnership on Al (PAI), a multistakeholder organization
that brings together academic researchers, industry, civil society organizations, and other groups
working together to better understand Al’s impact on society, to support projects exploring the
social challenges arising from Al technology and enabling scientific contributions to overcome
them.

NSF’s investments also aim to enhance authentic and trustworthy information and dissemination
in cyberspace. For example, NSF’s Secure and Trustworthy Cyberspace (SaTC) program
includes, among its research topics of interest, information integrity, and particularly emerging
threat models stemming from unverifiable information provenance. This includes adversarial
machine learning threats in model training, deployment, and reuse; privacy risks, including
model inversion and risks to individuals such as re-identification, and de-anonymization; and
forensic and formal methods for analyzing, auditing, and verifying security- and privacy-related
issues of Al components.

A key element of strengthening resilience against information manipulation is to empower
individuals through education on how to recognize, create, consume, and propagate trustworthy
information and to identify corrupted information. NSF investments support research to develop
effective educational and digital literacy pathways for all age levels, demographics, and
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technological experiences. The SaTC program also supports evidence-based and evidence-
generating methods to improve cybersecurity education and workforce development at the K-12,
undergraduate, graduate, and professional education levels. This includes approaches to improve
cybersecurity learning and learning environments, new educational materials and methods of
instruction, and assessment tools to measure student learning.

In your letter, you requested information specifically about NSF’s Convergence Accelerator
Track F: Trust & Authenticity in Communications Systems. The NSF Convergence Accelerator
supports the development of new technologies that address pressing societal and economic
challenges for the Nation. This particular Convergence Accelerator track is addressing the urgent
need for tools and techniques that help the Nation more effectively prevent, mitigate, and adapt
to critical risks to the trust and authenticity in communication systems.

The NSF Convergence Accelerator follows an ideation process for selecting convergent research
topics, or “tracks,” for the program’s yearly cohort. The ideation process involves gathering
ideas and insights from the research and innovation community to include community workshops
and findings. Selected ideas must also be grounded in scientific research, suitable for a
convergent approach, advance key technologies, and address a societal or economic challenge.

The selection process for Track F began in March 2020 by issuing a Dear Colleague Letter,
Request for Information on Future Topics (NSF-20-061). Based on the community input, two
workshop topics were chosen for the 2021 cohort track topics, one being Track F: Trust &
Authenticity in Communication Systems. The selection of the topic and the subsequent
workshop occurred in 2020, during the Trump Administration. The subsequent funding
opportunity was released in early 2021. Track F: Trust & Authenticity in Communication
Systems was selected to assist the Nation with effectively preventing, mitigating, and adapting to
critical threats to national security in the form of communication systems that our adversaries
seek to disrupt or exploit to negatively impact U.S. businesses, platforms, networks and more.
We continue to believe it is vital for the U.S. to understand how to be resilient to these types of
attacks and has the tools to do so.

In September 2021, NSF awarded up to $750,000 per team and $9 million total to twelve Track
F Phase 1 teams. At the end of Phase 1, teams competed to advance to Phase 2, as envisioned in
the original solicitation and consistent with all Convergence Accelerator tracks. NSF selected six
Track F teams for Phase 2, awarding up to $5 million per team or $30 million total over 24
months. Please find below all the awards made through the Track F program with links that will
take you to the award summaries and additional information.

NSF Convergence Accelerator Track F: America's Fourth Estate at Risk: A System for
Mapping the (Local) Journalism Life Cycle to Rebuild the Nation's News Trust

Award Number:2137846; Organization: Temple University; Start Date:10/01/2021; Award
Amount: $750,000.00.
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NSF Convergence Accelerator Track F: An Algorithmic Observatory to Address Financial
Misinformation and Disinformation in Minoritized Communities (LOI ID: L02616265)
Award Number:2137567; Organization: University of California-lrvine; Start Date: 10/01/2021;
Award Amount: $750,000.00.

NSF Convergence Accelerator Track F: Adapting and Scaling Existing Educational
Programs to Combat Inauthenticity and Instill Trust in Information

Award Number:2137530; Organization: Massachusetts Institute of Technology; Start Date:
10/01/2021; Award Amount: $750,000.00.

NSF Convergence Accelerator Track F: Building Trust in Communication Systems by
Addressing Misinformation-Driven Online Abuse and Harassment

Award Number:2137448; Organization: George Washington University; Start Date: 10/01/2021;
Award Amount: $749,222.00.

NSF Convergence Accelerator Track F: Co-designing for Trust: Reimagining Online
Information Literacies with Underserved Communities

Award Number:2230616; Organization: University of Washington; Date: 10/01/2022;
Award Amount: $2,611,462.00.

NSF Convergence Accelerator Track F: Expert VVoices Together: Building Trust in
Communication Systems by Addressing Online Abuse and Harassment

Award Number:2230683; Organization: George Washington University; Start Date: 09/15/2022;
Award Amount: $2,691,316.00.

NSF Convergence Accelerator Track F: Course Correct: Precision Guidance Against
Misinformation

Award Number:2230692; Organization: University of Wisconsin-Madison;

Start Date: 09/15/2022; Award Amount: $2,370,316.00.

NSF Convergence Accelerator Track F: How Large-Scale Identification and Intervention
Can Empower Professional Fact-Checkers to Improve Democracy and Public Health
Award Number:2137724; Organization: University of Wisconsin-Madison;

Start Date: 10/01/2021; Award Amount: $750,000.00.

NSF Convergence Accelerator Track F: Misinformation Judgments with Public

L egitimacy

Award Number:2137469; Organization: Regents of the University of Michigan - Ann Arbor;
Start Date:10/01/2021; Award Amount: $750,000.00.

NSF Convergence Accelerator Track F: Online Deception Awareness and Resilience
Training (DART)

Award Number:2230494; Organization: SUNY at Buffalo; Start Date:09/15/2022;
Award Amount: $2,500,000.00.
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Message

From: Pozmantier, Michae! ([ @nsf.2ov]

on behalfof  Pozmantier, Michae! <}l @nst.cov> R @nsf.cov]

Sent: 11/22/2021 7:59:55 PM

To: Tripodi, Francesca Bolla [Jf@email.unc.edu); [N B
G visc.edu]; Michael Wagner ([ @ visc.edu];

@hackshackers.com]; Scott Hale ([Jfj@meedan.com]; @uw.edu);
@email.gwu.edu]; |l @buffalo.edy; mu];mq;
B G cossec.org; Paul Resnick [l@umich.edu]; |GG C cs< ohio-state.edu]
cc: Smith, Shelby L. [l @nsf.gov]
Subject: NSF Convergence Accelerator: Track F Media Strategy

Attachments: Track F Media Strategy_v1.docx

@temple.edu]; Mike Wagner

All,

Thank you for participating in the meetings what were held on November 2, we learned quite a bit through the two
discussions-- I’ve also included those of you who couldn’t make the meetings to get your input as well. It’s a taken a bit
longer than | had hoped to get the notes and so forth together to begin to turn the discussion into actions. Please take a
look at the attached document and send any comments back to me to coordinate any updates or additional guidance
you may have. In addition, we need to start on the action items such as developing a basic media training kit, advanced
training, and the response checklist. Given all of your experience and your equity in NSF doing a better job in how we
deal with the media on this topic, this will be a joint effort. Some of you may already have these items developed or
have done it before, so we’re happy to defer to you in guiding the efforts here.

Please let me know which areas you'd like to contribute to. I'm hoping this will not result in much additional work for
anyone and expect this to a be an iterative process that will see us ready to adopt the response checklist and provide the
media kit and training beginning in January.

Feel free to pass this along to anyone on your teams that you feel should be included.

Happy Thanksgiving,

Mike

UM-HJUD-0000186
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Media Strategy

Background

Due to the nature of the research/work being conducted by the Track F: Trust and Authenticity
in Communication Systems funded projects, it is likely that NSF and the project teams will
become a focal point for the various groups including media, non-profit, and other
organizations. This is based on the response to reporting on a project focusing on helping local
journalists understand how their work might be misused. An article written by an organization
that is followed by various groups/publications with extensive reach was republished with the
project being mischaracterized in the process, resulting in angry emails to NSF’'s media external
mailbox. This process continued with a mention in another article further mischaracterizing the
project in a more mainstream source.

Knowing that Track F is a controversial topic, it’s important for NSF to proactively develop a
strategy to enable the Foundation and funded researchers to be in sync. Additionally, many of
the Pls, Co-Pls, and Sr. Personnel working on Track F projects have extensive experience dealing
with this issue. Two meetings were organized by the Convergence Accelerator to draw upon
this expertise, to develop the strategy to help prevent or lessen opportunities for the spreading
of misinformation about the Track.

The result of these meetings was a set of recommended activities and artifacts to be developed
by NSF, the Convergence Accelerator, and the teams to be used to assist in minimizing and
responding to issues. The information would also be shared with NSF’s Office of Legislative and
Public Affairs and other relevant parties.

Recommendations

Messaging:
¢ Always highlight the pro-democracy nature of the Track and each project

Always be accurate, any inaccuracies can be a hanging thread to be pulled

If possible, focus on the non-ideological nature of work
o Give examples of both sides **(I’'m not a fan of always trying to show both sides

because they are not always equal in impact and showing both sides can distort)

o When it's possible, use sports metaphors

¢ Focus on the scientific process

Protective Measures:
e Subscribe to monitoring service(s) to proactively help manage when project information
is published and possibly miscommunicated.
e Subscribe to scrubbing services, such as DeleteMe

UM-HJUD-0000187
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Media Training:

Develop and provide media training to NSF Convergence Accelerator staff and funded
researchers understand media engagement best practices, internal communication processes,
and standard messaging. The multi-level training will include basic training and an advanced
training.

e  Multi-level
o Basic training
= Media engagement best practices
¢ [nterview requests (e.g., Who to involve, when to provide a
written statement or have a live interview, etc.)
¢ Speaking in plain language
¢ Highlighting the scientific strategy, value and impact
= Reporter terminology (e.g., What does it mean to be ‘On the record’, ‘Off
the record, or ‘On background’?)
= Standard key messaging about the NSF Convergence Accelerator, Track F,
each funded project
=  Examples of media outlets to not engage
= Processes: Notifying your organization of the media request, when to
notify NSF
o Advanced
®  Harassment:
¢ How to respond to harassment {accompanied by Checklist)
¢  Who to notify if harassment is received

Develop Response Checklist

Actions:
1. Create a talking points document
2. Put together list of scrubbing and monitoring services
a. Some may offer free service to researchers, if not this is an allowable
project expense
3. Develop Media Basic Training Kit that can be provided without a training
session
4. Design a Media Training Session to go over more advanced topics
Develop Response Checklist in conjunction with advanced training

U

UM-HJUD-0000188
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Message

From: James Park ([ij@umich.edu]

Sent: 10/26/2021 10:38:52 PM

To: I G st ategixmanagement.com
cc I 1 o
Subject: Team 469 - first pitch slides

Attachments: Team469_First Pitch_10.27.2021.pptx

Hello, Convergence Accelerator team,
Please find attached the slides for Team 469's first pitch. We look forward to seeing you all tomorrow.

Thanks again,
James

James C. Park
Assistant Director, Center for Social Media Responsibility
School of Information | University of Michigan

UM-HJUD-0000088
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Team F-469
Misinformation Judgments with

Overview Public Legitimacy

Qur misinformation service

helps policy makers at platforms % ]

David Jurg ns éo-

get good PR for their actions on misinformation Paul Resnick Amy Zhang
” Lead Pl Pl Co-PI

. S University of University of University of

by having a clear benchmark for outcomes ;{ #% - ( &} Michigan Michigan Washington

and eliminating the need to defend internal precedures.

dam Beisky David Rand

James Park
Senior Personnel Seniar Personnel Project Manager
MIT MIT University of

Michigan

Substituted clear benchmark for: “externalizing responsibility for assessing the validity of particular actions”"00Our
misinformation service helps policy makers at platforms

who want to

Get people off our backs for how we act on misinfo

Do the things we know work without backlash

Push responsibility for difficult judgments to someone outside the company
Feel good about how they are acting on misinfo

legitimate way to act on misinformation ,

By

Externalizing the difficult responsibility of censorship

Measuring/defending outcomes instead of procedures

and Eliminating the need to defend specific procedures.

UM-HJUD-0000089
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Why Customer Problem Statement
Everyone agrees platforms should slow the spread of :":’ a_c:gn Platform Product Policy owners take will be
riticized.

misinformation but they disagree on which content is

misinformation. Thus, they are reluctant to innovate and

to be transparent.

Because there there is no clear benchmark for determining whether a new procedure is more effective and fair...
We can unleash platforms to stop misinformation if society can agree on how to evaluate what is misinformation.
Previous possibilities for why:

There is widespread agreement

Misinformation undermines liberal democracy by eroding the commonly accepted facts that allow society to reach consensus.

The misinformation-informed partisan definitions of facts are increasingly divergent, making efforts to curtail misinformation
by social media companies untenably controversial. Thus misinformation is accelerating the fracture of modern society.

Our work reestablishes bipartisan consensus on truth and therefore enables platforms to curtail the spread of misinformation,
saving modern democracy.

UM-HJUD-0000090
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How

Value Proposition

Qur external service will provide publicly legitimate
judgments. Platforms can focus on the engineering
challenge of approximating the correct decisions
quickly and at large scale.

Deliverables

A golden set service will convene juries.

Accountability reports will use the jury judgments.
A forecasting service will provide, for any content item, a
forecast of jury outcomes.

]

8t Accountabllity
Reports

A major initial project activity will be to determine the conditions of public legitimacy for such jury processes. Alternative design
elements include: who would be the jurors; how would case materials be selected; how would juries deliberate? The second

servic

UM-HJUD-0000091
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PROJECT SUMMARY

Overview:

The health of a democracy depends on the public’s ability to access reliable information (Hobbs, 2010;
Mihailidis & Thevenin, 2013). Learning how to find information and assess its quality is essential to
making informed personal and civic decisions (Lynch, 2017; Metzger et al., 2010). On the Internet,
traditional gatekeepers and hallmarks of authority are largely absent. Moreover, few understand how
search engines work and the role that search terms play in shaping the information returned. If people
consume information without the ability to assess its credibility—unable to tell who is behind a cause and
what their motives might be—they are easy prey for groups that seek to deceive, mislead, and manipulate.
In these ways and others, the toxic effects of disinformation have chipped away at the foundations of
democracy the world over (Diamond, 2020; Levitsky & Ziblatt, 2018). Members of our team have
developed and evaluated cost-effective interventions that teach K-12 and college students to find
trustworthy online sources in a wide variety of domains. Based on research with professional fact
checkers (Wineburg & McGrew, 2017, 2019), these interventions teach civic online reasoning—skills
that allow Internet users to efficiently evaluate the information that flows across their screens. Rigorous
studies conducted in secondary school and college settings show that these interventions improve
students’ ability to distinguish between quality digital information and sham (Breakstone et al., 2021a;
2021b; Brodsky et al., 2019; McGrew, 2020; McGrew et al., 2018).

In the Convergence Accelerator program, we will shift our attention from public education to education
of the public. Through a three-year road map, and with partners in academia, industry, nonprofit, and
government, we propose a multidisciplinary human-centered design process for adapting effective
interventions to new contexts--based on our expertise in the sociology of information, effective web
reading practices, curriculum development, and online delivery at scale. We will disseminate effective
approaches through an open software platform that integrates educational interventions and assessment.
We will test this approach with populations often excluded from information literacy efforts and who may
be more vulnerable to misinformation campaigns, such as rural and indigenous communities with limited
access to high-speed internet, military veterans, older adults, and military families.

The project’s Phase | output will be to co-design, test, adapt, and scale misinformation interventions that
have proven effective within educational settings to the broader public. In Phase I, we will work with
Humanities Montana, a convener of libraries and cultural institutions and advocate for engaged
citizenship, to adapt proven educational interventions to serve rural, low-income citizens, including
indigenous populations, in libraries and other community settings. Such efforts will require expertise in
the study of existing media practices of selected sub-groups, experience with developing and assessing
civic online reasoning interventions, and a proven track record of designing and delivering educational
experiences at scale.

Intellectual Merit:

We will develop a flexible, human-centered design process for adapting existing search literacy
interventions to particular contexts. In Phase I, we will use this design process to create targeted
interventions for a range of groups outside the formal educational system who are vulnerable to
misinformation campaigns, including for military veterans, military families, older adults, immigrant
populations, and low-income urban residents.

Broader Impacts:

The broader impacts of our research will be 1) to widely disseminate resources for effective search
practices across diverse communities through public media and online learning resources, 2) to publish in
journals, conferences, and other venues use-inspired research that provides a road map for understanding
the deep stories and search practices of particular communities and using that understanding to adapt
existing, effective interventions to new contexts, and 3) to develop an openly-licensed integrated software
platform of simulations and assessments that allow for the evaluation of interventions across diverse
contexts.

Confidential Treatment Requested MIT-HJC-00000016
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NSF Convergence Accelerator Track F: Adapting and Scaling Existing Educational Programs to
Combat Inauthenticity and Instill Trust in Information?

Overview

The health of a democracy depends on the public’s ability to access reliable information (Hobbs,
2010; Mihailidis & Thevenin, 2013). Learning how to find information and assess its quality is essential
to making informed personal and civic decisions (Lynch, 2017; Metzger et al., 2010). On the Internet,
traditional gatekeepers and hallmarks of authority are largely absent. Moreover, few understand how
search engines work and the role that search terms play in shaping the information returned. If people
consume information without the ability to assess its credibility—unable to tell who is behind a cause and
what their motives might be—they are easy prey for groups that seek to deceive, mislead, and manipulate.
Just as important, citizens who feel unable to identify misinformation are less likely to engage in sharing
any information, even when that information may be reliable and socially beneficial (Yang & Horning,
2020). In these ways and others, the toxic effects of disinformation have chipped away at the foundations
of democracy the world over (Diamond, 2020; Levitsky & Ziblatt, 2018).

Members of our team have developed and evaluated cost-effective interventions that teach K-12
and college students to find trustworthy online sources in a wide variety of domains. Based on research
with professional fact checkers (Wineburg & McGrew, 2017, 2019), these interventions teach a set of
skills—civic online reasoning—that allow Internet users to efficiently evaluate the information that flows
across their screens. Rigorous studies conducted in secondary school and college settings show that these
interventions improve students’ ability to distinguish between quality digital information and sham
(Breakstone et al., 2021a; 2021b; Brodsky et al., 2019; McGrew, 2020; McGrew et al., 2018).

In the Convergence Accelerator program, we will shift our attention from public education to
education of the public. Through a three-year road map, we propose a multidisciplinary human-
centered design process for adapting effective interventions to new contexts--based on our expertise
in the sociology of information, effective web reading practices, curriculum development, and
online delivery at scale. We will disseminate effective approaches through an open software
platform that integrates educational interventions and assessment. We will test this approach with
populations often excluded from information literacy efforts and who may be more vulnerable to
misinformation campaigns, such as rural and indigenous communities with limited access to high-speed
internet (Swire-Thompson & Lazer, 2020), military veterans (House Veterans' Affairs Committee, 2020),
older adults (Guess et al., 2019), and military families (Newman, 2021).

The project’s Phase I output will be to co-design, test, adapt, and scale misinformation
interventions that have proven effective within educational settings to the broader public. In Phase I, we
will work with Humanities Montana, a convener of libraries and cultural institutions and advocate for
engaged citizenship, to adapt proven educational interventions to serve rural, low-income citizens,
including indigenous populations, in libraries and other community settings. If the goal is to educate every
Internet user, we must develop processes that allow us to adapt and deliver the tools developed by our
team to new contexts and populations. Such efforts will require expertise in the study of existing media
practices of selected sub-groups, experience with developing and assessing civic online reasoning
interventions, and a proven track record of designing and delivering educational experiences at scale.

Educational interventions need to account for the distinct media literacy practices of different
communities, including where they go for information they can trust and how they come to trust those
sources. We will ground our work in ethnographic methods to understand existing media literacy
practices. By understanding the “deep stories” (Hochschild, 2016; Tripodi, 2018) that communities bring
with them when they search (e.g., Lee et al., 2021), our work will provide more context to how these
processes are exploited by media manipulators and foreign governments. This research will inform how
we adapt our interventions to help citizens become discerning consumers of digital content.

1The title has evolved slightly since the Co-Pls submitted the letter of intent with this title: Lateral Reading for All--
Adult Educational Programs for Effective Search Practices to Combat Inauthenticity in Communication.
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In Phase I, through a co-design process, we will develop a searchable library of tasks and
curriculum materials with detailed guidance about implementation in diverse contexts. To achieve the
goal of adapting, testing, and scaling community-centered misinformation interventions, we will bring
together diverse stakeholders to prototype and test a range of interventions that will include workshops
and classes, online learning modules, public service announcements (PSAS), posters, and other resources
and activities. In developing materials, we will build on extensive experience creating free online
curricula, professional development workshops, open online courses, and public media (in partnership
with Retro Report, a premier documentary news organization that produces videos for the New York
Times and other news organizations). We will evaluate materials using digital clinical simulations
(Thompson et al., 2019) and other tested assessment tools (Breakstone et al., 2021a; 2021b; McGrew et
al., 2018). We will then disseminate materials through partnerships with organizations like Humanities
Montana, as well as develop an online repository of our resources of adapted intervention materials for
use in communal settings (e.g., libraries, senior centers, and places of worship). This initial set of
materials will be made available through Stanford’s existing Civic Online Reasoning website, a site that
has logged 180,000 curriculum downloads in the last 18 months. Above all, we will develop a flexible,
human-centered design process for adapting existing interventions to new contexts.

In Phase 11, we will extend this human-centered design process to create and scale targeted
interventions for a range of additional groups who are especially vulnerable to misinformation
campaigns, including military veterans, military families, and older adults. We will follow the process
developed in Phase I: (1) generate ethnographic understanding of existing information-seeking practices;
(2) prototype interventions based on patterns identified during ethnographic research; (3) engage in an
iterative prototyping and testing with key community stakeholders; and (4) archive effective approaches,
resources, and assessment prompts. To support our work across multiple contexts, we will develop an
integrated learning and assessment platform that includes digital clinical simulations of challenging
tasks in civic online reasoning, diverse assessment items that evaluate intervention effectiveness with
distinct populations, and curricular materials for community settings like senior centers.

The multidisciplinary, multi-sector team brings expertise in combating misinformation from a
range of disciplines and methodological training including: sociology, education, the learning sciences,
information science, civics, adult online and blended learning, personalized learning at scale, and
psychometrics. The team includes members from nonprofit, industry, and academia, with proposed
partnerships in health care and the military to be developed during Phase I in preparation for Phase II.

A. Objectives and Significance of the Proposed Activity

The overarching goal of this work is to equip the general public with the knowledge and skills
needed to find trustworthy information online. Understanding communities’ unique media literacy
practices-- where they go for information, how they come to trust that information, and how their
orientation to search inputs influences outputs (Tripodi, 2018)-- is crucial to the success of training and
intervention delivery. Unlike decontextualized interventions and games, the key to our success is
authentic task environments of the live web (Caulfield, 2017; McGrew, 2020; Wineburg & McGrew,
2017). Our three year roadmap expands our efforts beyond traditional classrooms to generate a
software platform for research and interventions that can analyze, identify, and respond to the
unique socio-technical features of the communities we wish to serve. We will adapt and test existing
interventions for use with groups at increased risk for falling prey to inauthentic behavior. Through this
iterative process, we will create a repository of curriculum and assessment materials that will be made
freely available online. Our core objectives for the proposed activities include:

1. Build a Multi-Sector Partnership: Establish a collaborative community with partners from

academia, non-profits, the military, and industry to build human-centered, use-inspired
interventions that foster trust in communication among the public.
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2. Seek Information on Information Seekers: Assess how groups decide what information they
trust, where they go for news and information, and how they understand the algorithms that drive
search engines like Google.

3. Co-Design Prototype Interventions: Building on existing interventions developed by our team,
create co-design tools, media and curricula that meet the needs of the target communities.

4. lteratively Evaluate Intervention Effectiveness: Evaluate implementation and engagement in
target communities, and how much new interventions improve civic online reasoning

5. Disseminate Insights and Tools to the Field: Distribute resources including a public-facing
report, an online repository of free curricular materials, an interactive e-learning tool, a collection
of professionally produced videos, assessment items, and digital clinical simulations.

Through a set of tasks described in D. Coordination Plan below, including participation in the
NSF Innovation Curriculum, the proposed work will address these guiding questions:

1. Where do people go for information they can trust and how do they come to rely on this
information? To what extent are these practices shaped by community norms and values? How
do these practices vary across communities? How well do users understand the technology they
use to validate information (e.g., Google or Wikipedia)?

2. Can community-centered education and training materials that result from the convergence
approach create more digitally discerning citizens?

3. To what extent should intervention approaches differ across communities and contexts? What
parts of effective interventions are most likely to require contextual adaptations, and what aspects
typically work across contexts?

From Public Education to Educating the Public: Evaluating What Works and For Whom

The baseline of search skills in the U.S. population is dangerously low. People struggle to
evaluate online information. Participants who said they would base evaluations on source information
rarely did so when observed in real time (Eysenbach & Kdéhler, 2002; Flanagin & Metzger, 2007,
Hargittai et al., 2010). Individuals frequently ignored source information (Bartlett & Miller, 2011;
Barzilai & Zohar, 2012), focusing instead on the relevance (rather than quality or accuracy) of the
information provided (Walraven et al., 2009) and basing their conclusions on a website’s surface-level
features (Coiro et al., 2015; Hargittai & Young, 2012; McGrew et al., 2018). These findings may reflect
deficiencies in how people are taught to judge the credibility of Internet sources. Many of the most widely
used website evaluation materials—including those appearing on prestigious university websites—feature
outdated strategies that can lead students astray (Breakstone et al., 2018; Caulfield, 2017; Sullivan, 2019;
Wineburg et al., 2020; Wineburg & Ziv, 2020). In the largest study of its kind (Breakstone et al., 2021a),
3,446 high school students were provided a live Internet connection and tested on a series of tasks. On
one, students were shown an anonymously produced video that circulated on Facebook claiming to show
ballot stuffing during Democratic primary elections and asked to use Internet-enabled computers to
determine whether the video provided strong evidence of voter fraud. Despite access to the Internet’s
powerful search capabilities, just three of the study’s more than three thousand participants were able to
divine the true source of the video, which actually featured footage of voter fraud in Russia.

The encouraging news is that there are cost-effective solutions for improving digital discernment
at scale. Studies conducted in the last few years suggest that it is possible to improve individuals’ digital
savvy through focused educational interventions based on research with professional fact checkers
(Breakstone et al., 2021a; 2021b; Brodsky et al., 2019, 2021; Kohnen et al., 2020; McGrew, 2020;
McGrew et al., 2019). Wineburg and McGrew found substantial differences in how expert fact checkers
approached digital content compared with intelligent but less competent searchers (Wineburg & McGrew,
20164, 2016b, 2017, 2019). While less competent web readers tended to focus on reading the information
in front of them, fact checkers did the opposite, opening up new tabs across the horizontal axis of their
browsers and searching for information about the organization or individual behind it—a skill we call
lateral reading. Only after surveying other sites did fact checkers return to the original site. Using this
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discernment in one topical domain (such as nutrition) were able to transfer their strategies to evaluating
sources in another domain (Breakstone et al., 2021b). Adoption of these methods has been accelerating in
higher education and K-12. Caulfield’s SIFT method is widely disseminated in university library-based
information literacy training (Warzel, 2021) and recently, a pilot with CIVIX Canada, involved 3,000 K-
12 students in 96 classrooms (CIVIX, n.d.). SHEG’s COR materials, which span multiple topics and
disciplines, have been downloaded more than 180,000 times, featured in TIME Magazine (Steinmetz,
2018), and integrated into legislation on digital literacy (California SB-135, 2018). Below, we detail our
human-centered design process for building the underlying beliefs and cultural norms of non-student
populations into a training and delivery system for civic online reasoning.

The Need for a Human-Centered Solution to a Technology Problem: The Role of Context in
Misinformation Intervention Efficacy

Investigating how different populations understand information ecosystems, engage in search
practices, and respond to misinformation interventions are all critical precursors to adapting proven
educational interventions at scale. Research is needed on how different groups assess information and
how media literacies vary across groups. Use-inspired research into how people understand algorithms,
personalization, and how our information environment is constructed is a necessary precursor to
developing effective interventions that serve the needs of diverse populations.

In her ethnographic study of two conservative groups, Tripodi (2018) found that information-
seekers engage in a distinct set of media practices tied to the way they see the world. One practice
centered around the close reading of textual documents deemed sacred (e.g. the Bible or the Constitution).
By inverting traditional assumptions that truth is only curated at the top, this media practice allows for
everyday people to act as subject matter experts. These practices, which developed and emerged in a print
era, have been adapted to online search practices. Because interviewees distrusted both journalists and
academics, they drew on this practice to fact check how media outlets reported the news.

In fact, many respondents may have believed they were engaging in “lateral reading” (e.g. “doing
the research” using Google). However, their approach differed in crucial respects. Unlike professional
fact checkers, who practice “click restraint” (Wineburg & McGrew, 2017), users focused on the top
results of Google, seldom scrolling down or looking at subsequent paged results (Tripodi, 2018). While
lateral readers try to find secondary sources that reliably summarize expert consensus on sources and
claims (Wineburg & McGrew, 2017; Caulfield, 2017), respondents often focused on reading a wide array
of primary sources, and performing their own synthesis (Tripodi, 2018). While lateral readers seek to
eliminate bias that might skew results from search terms (Caulfield, 2017), respondents made no such
effort. Finally, unlike expert lateral readers, respondents evaluated search terms based on the nature of the
results returned. One participant saw the fact that most results presented a similar story as evidence of a
“rigged” media, rather than a heuristic of expert or professional consensus — and re-ran the search with
new terms (Tripodi, 2018).

Findings from this one subpopulation underscore the variations that we expect to find among
different groups. On the one hand, respondents lacked key understandings and techniques to search
effectively and adhered to deeper narratives that might make them suspicious of any intervention that
privileges mainstream sources or recognized experts. On the other hand, the community possessed one of
the hardest things to foster in students — the habit, a deep part of their practice, of opening up more than
one tab. In a related vein, many conservatives today are concerned about algorithmic bias
(Vaidhyanathan, 2019; Tripodi 2019a; Tripodi 2019b) in ways most students are not. Yet, in the context
of deeper communal narratives of media conspiracy, this algorithmic awareness may not yield greater
search competency and may erode institutional trust.

Communities Disproportionately Targeted. Over the full scope of a three-year project, we propose to
use human-centered design processes to adapt search literacy interventions to new contexts and
populations. We are particularly interested in developing resources for underserved populations who have
complex relationships with institutions designed to instill community trust (e.g., government, health care,
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social services). Disinformation works in conjunction with sociopolitical factors to increase the spread of
problematic content (Freelon & Wells, 2020). For example, ahead of the 2020 election, a cybersecurity
firm found that suspicious accounts targeted indigenous groups by exploiting tensions between
indigenous nations and the U.S. government (Groupsense, 2020). Fragile relationships between
government health agencies and indigenous groups in Brazil pose similar difficulties when it comes to
establishing trust in the COVID-19 vaccine (BBC News, 2021). Strategically targeting groups with
curated content that resonates with their audiences makes a misinformation campaign effective (Yin et al.,
2018). However, most rigorous interventions regarding media literacy do not take into account the
cultural contexts by which various groups decide what information to trust. We propose in-depth
investigation and information literacy interventions in the following contexts:

1) Libraries in rural areas of the United States, especially those serving adults who live in low-

income or isolated settings with limited access to high-speed internet

2) Military families, veterans, and related groups

3) Older adults, especially those facing challenges from cognitive impairment

Preliminary conversations with stakeholders from these groups indicate the diversity of these
groups’ information needs and of the misinformation threats they face. For instance, active duty military
service members, their families, and veterans are all linked by common experiences and service, but their
information needs and practices differ by context and by generation. Interventions to serve them will need
to differ as well. In developing early partnerships with military groups, we heard different needs from
different subpopulations in these groups. We will work with educators in the Department of Defense
Education Activity (DoDEA) group, the organization that runs DoD schools on military bases, to adapt
our interventions to both directly serve children in military families and then have students share their
new learning with their families. When we discussed these ideas with DoDEA stakeholders, they
immediately brought up concerns about military personnel involvement in the January 6 assault on the
Capitol and the subsequent anti-extremism training that is a military priority (PBS NewsHour, 2021).

By contrast, in developing our partnerships with colleagues who work with older adults in the
Veterans Affairs (VA) system, their concerns were more related to financial scams, medical
misinformation, and threats that are particular to veterans facing cognitive impairment. Research reveals
that patterns of neurocognitive and psychiatric comorbidities of posttraumatic stress disorder make older
veterans particularly vulnerable (Kang, Xu, & McConnell, 2018). A core research question of our
proposal involves understanding how to efficiently adapt interventions to diverse populations. Effective
interventions are contingent on understanding how various groups establish trust. What features of the
instructional design, pedagogical approach, examples, delivery mechanism, or assessments of an
intervention need to be adapted for rural libraries, veterans, and children and families of active duty
soldiers? If we can identify features that work across contexts and those that need to be context-specific,
we can more efficiently adapt proven interventions to new populations.

The Opportunity: Building Publicly Accessible, Adaptable, Scalable Interventions to Prepare
Digitally Discerning Citizens

Phase | Overview. In Phase I, we will begin our initial work through a partnership with Humanities
Montana and their network of rural libraries and cultural institutions. We will target the search literacy
learning needs of rural adults and tribal groups, with a focus on patrons who use the library as their
primary means of Internet access. We will identify 3-5 institutions to work with closely, and then begin a
human-centered design process with the following stages:

1) Ethnographic field work in Montana with library patrons and tribal groups in rural areas:

We will conduct field interviews, observations, and think aloud protocols with 15-25 library
patrons across multiple institutions, settings and cultural contexts to better understand their
existing media literacy practices. This preliminary work will identify how patrons decide what
information to trust and test their current understanding of search engines, their results, and the
Internet context.
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2) Co-design of prototype interventions: Working with Humanities Montana, our team will
connect with front-desk librarians, library system leaders, and influencers in tribal groups to
conduct a set of human-centered design sessions. These sessions will focus on developing
prototype interventions in multiple media—workshops, online learning modules, posters, PSAs,
search aides—that help rural and Montanans improve their civic online reasoning.

3) Assess effectiveness: Using our extensive assessment experience, we will use a combination of
digital clinical simulations (described below) and assessment items to evaluate which
interventions appear most promising for improving patron searches.

4) Bring promising interventions to scale: Drawing on the experience of the MIT Teaching
Systems Lab and our partners at Retro Report, we will build an online repository of openly
licensed versions of our most promising interventions and disseminate with partners.

5) Evaluate the nature and type of adaptations: We will compare our final set of adapted
interventions in the Montana context with the core, proven interventions that we have used
widely in K-20 settings to identify the kinds of adaptations necessary. By understanding how we
adapt core materials to the cultural needs to rural library patrons and tribal groups we can develop
hypotheses for how our team can adapt effective interventions in new contexts (e.g., veterans,
military families, older adults) in Phase Il and what parts work across contexts.

During Phase I, we will include our partners from DoDEA and affiliates with the VA system so
that we begin to engage them in this co-design work. We anticipate substantial logistical challenges in
arranging access to work with military populations and patients in Veterans Administration medical care,
such as understanding the restricted Internet access in active duty contexts and developing adequate
arrangements with human subjects boards (IRB) to study veteran populations. We propose working on
these challenges in Phase I, so we are ready in Phase Il to begin work in these additional contexts.

Technology Innovations for Simulation and Assessment. A key component in our efforts to
prototype, improve and assess our interventions are digital clinical simulations. Pl Reich and co-PlI
Wineburg, in a previous collaboration, developed a free open online course called Sorting Truth from
Fiction: Civic Online Reasoning, which has served thousands of registrants on edX. The course includes
digital simulations that allow participants to practice civic online reasoning skills in a partly-controlled
environment. We develop these scenarios in our openly licensed digital simulation platform called
Teacher Moments (Thompson et al., 2019). These simulations typically consist of five components:

1) A prompt for civic online reasoning task

2) Full access to the internet and/or a set of sample search results from lateral reading

3) Assessment items that allow participants to explain their process, findings, and reasoning

4) Al coaching agents that provide feedback and scaffolding

5) Debriefing videos that show expert search practitioners completing analogous tasks

Typical prompts ask participants to identify the source behind a website or evaluate a claim from
a website or social media post. Since research shows that effective fact checkers employ lateral reading
and solve information challenges by using the web to evaluate sources, our simulations always allow
participants to either fully engage in searching the web, or use a set of simulated search results. We have
some criticisms of proposed web literacy tasks or simulations that ask participants to evaluate web
sources without access to the open web; expert fact checkers don’t rely on their own intuitions as much as
they seek out collective judgments found in broader information ecosystems.

Once participants have used their newly-developed skills to evaluate a source or claim, we use
assessment items to ask them to describe their process, findings, decisions, and reasoning. For
participants who struggle with a task or approach a task incorrectly, we provide additional, personalized
support at this stage through intelligent coaching agents. For instance, in Sorting Truth from Fiction, we
ask participants to evaluate a tweet from an account called “Republican Teens”. The account is a
parody/satire account. Once participants discover this, there is no need to further evaluate the veracity of
the particular claim in the tweet. Through natural language processing, we were able to determine with at
least 90% accuracy when participants failed to identify the account as satire, and provide targeted
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deck they are building, along with related instructional media (5), or browse related items by tags (6). Al-
driven instruction and analytics insight reports automate tagging and performance data.

By the end of three years, we will have a set of adapted, scaled interventions that work in three
important contexts (libraries, VA medical settings, and DoDEA schools on military bases), an online
repository of openly-licensed materials and assessments that can be widely used across settings, and a set
of design principles explaining how effective civic online reasoning interventions can be adapted to new
contexts. We will continue to refine and iteratively improve this preliminary Phase Il plan as we gain new
insights from Phase | prototyping work and from our work with other convergence accelerator teams.

B. Convergence Research

Issues of trust and authenticity in communications systems are complex social problems that
require a convergence approach to make significant progress— “a high level of interdisciplinarity and
engagement with multiple diverse stakeholders, including researchers and the ultimate users of research
products” (NSF, 2021). The Co-Pls bring deep combined expertise developing, evaluating, automating,
and scaling interventions to combat misinformation with K-20 populations. Through close partnership
with multi-sector leaders and their constituents in rural communities, military schools and hospitals for
older adults and veterans through Phase | and Phase 1, we will co-design interventions that will be
relevant to these communities in terms of content (will the examples we choose resonate with them?),
format (how comfortable will they be with technology?), and messaging (do the intervention materials
feature individuals who reflect the culture, language, history, and assumptions of the target community?).
An integrated partnership between developer and end-user will catalyze discovery around intervention
effectiveness and adaptation, and result in a concrete set of widely available tools, training materials, and
an assessment library. We will make our data public so that any sector leader or training facilitator in the
country can access community-specific training materials. The intellectual merit of this work is in
creating a true “research platform” as defined by the NSF solicitation: an “integrated collection of tools,
techniques, and educational materials and programs” (NSF, 2021) that are chosen specifically for their
ability to accelerate research and impact in this area.

The team brings techniques from multiple disciplines and deep experience engaging multi-sector
partners: Co-PI Tripodi, trained in sociological methods, has led large-scale ethnographic studies that
position the team to conduct high-quality end-user and human-centered research with the proposed target
populations. She brings deep expertise making her work accessible to the general public, including
repeatedly testifying to the Senate on censorship through search engines and its impact on public
discourse (Tripodi, 2019a, 2019b). Co-PI Wineburg and Breakstone are trained in the learning sciences,
civics education, and assessment. Together, they bring three decades of experience in designing
curricula and rigorously evaluating their effectiveness. They have led some of the most widely cited
studies to date about students’ digital literacy and low-cost interventions to help students evaluate online
sources (Breakstone et al., 2021a; Breakstone et al., 2021b, McGrew et al., 2018; McGrew et al., 2019;
Wineburg & McGrew, 2019; Wineburg et al., 2016). They have also developed digital literacy videos that
have been viewed over two million times on YouTube (Crash Course, 2019). With more than two decades
of experience in online and blended learning and community outreach, co-Pl Caulfield has
spearheaded some of the most widely-adopted techniques in K-16 misinformation interventions and has
significant experience tailoring educational materials to community needs. Pl Reich is trained in adult
online learning and learning at scale, and has expertise developing online learning tools and leveraging
the rich data produced by these environments for rigorous evaluation, including integrating Al features.

C. Roles & Responsibilities and Partnerships
The multidisciplinary team brings expertise in learning science, online learning, civic education,
sociology, and political media scholarship. We complement this expertise with partners from nonprofit,
military, and industry sectors. Our team includes the following core members and their responsibilities:
Justin Reich (P1) is Associate Professor of Comparative Media Studies/Writing and the director
of the MIT Teaching Systems Lab (TSL), where he leads a multidisciplinary team of learning scientists,
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technologists, game developers, and evaluation experts. Reich has led the design of seven award-winning
open online courses for educators on edX and other platforms, including Sorting Truth from Fiction:
Civic Online Reasoning (edX, n.d.), developed collaboratively with SHEG. Together, these courses have
served nearly 100,000 registrants from around the world. Dr. Reich has managed over $12.5 million in
research grants and projects, and his scholarly work on open online learning has been published in
Science, Proceedings of the National Academy of Sciences, and other high-impact venues. Dr. Reich will
provide overall management of the project and lead the development of online intervention materials.

Rachel Slama (Project Manager) is the Associate Director of the MIT Teaching Systems Lab.
She brings fifteen years of experience managing complex federally-funded projects in partnership with
schools, districts, and other education partners. Hallmarks of her professional trajectory include: (1)
analyzing student outcome data for field impact across K-12 (Slama et al., 2017; Slama et al., 2015;
Slama, 2014; Slama, 2012) and postsecondary digital and large-scale learning environments (Littenberg-
Tobias et al., 2020; Ruipérez-Valiente et al., 2019; Thompson et al., 2019), (2) leading large convenings
for a range of stakeholders virtually and in-person, and (3) disseminating technical work in accessible
formats including at national state education agency convenings (Slama et al., 2018) and Senate briefings
(Slama, 2016). Dr. Slama will serve as primary project manager, and coordinate all aspects of the project.

Sam Wineburg (co-Pl) is the Margaret Jacks Professor of Education and, by courtesy, of History
& American Studies at Stanford University and Fellow of the National Academy of Education. Wineburg
founded the Stanford History Education Group whose curriculum and assessments have been downloaded
over ten million times, making it one of the largest providers of free social studies curriculum in the
world. His work since 2015 has focused on how people judge the credibility of digital content, research
that has been reported in the Wall Street Journal, the New York Times, the Washington Post, NPR, TIME
Magazine, BBC, MSNBC, and Die Zeit, and translated into dozens of languages. He will supervise
Stanford’s contributions, advise on research design and assessments, and collaborate on public outreach.

Joel Breakstone (co-project manager) is the director of SHEG, and leads their efforts to
research, develop, and disseminate free curriculum and assessments. The SHEG website attracts more
than 1.3 million visitors annually and their mailing list includes more than 130,000 educators. For the last
six years, Breakstone oversaw the creation of the Civic Online Reasoning website, which won a Global
Media and Information Literacy Award from UNESCO in 2020. His research has appeared in the British
Journal of Educational Psychology, Cognition and Instruction, and Harvard Kennedy School
Misinformation Review. He will work with Dr. Slama to co-manage the project and co-lead the
development of curricular materials, assessments, and interventions.

Mike Caulfield (co-Pl) is the director of blended and networked learning at Washington State
University, Vancouver. He was a founding member of the American Association of State Colleges and
Universities (AASCU) eCitizenship Project in 2010, and a board member from 2010-2013. Since 2016,
he has produced a variety of curricula and educational materials on source and claim contextualization
using his SIFT methodology: an award-winning open textbook, Web Literacy for Student Fact-Checkers
(2017), digital materials and assessments for AASCU’s nine university, 1,000+ student pilot on teaching
web literacy (2017-2018), the open-source online curriculum “Check, Please!” (2019), the Infodemic
website (2020), and materials, assessments, and teacher-training workshops for CIVIX Canada’s 3,200
student, 96 classroom pilot for elementary and secondary school institutions (2020-2021). On this project
he will lead co-design efforts to develop and implement curricular materials, assessments, and workshops.

Francesca Tripodi (co-Pl) is an assistant professor in the School of Information and Library
Science (SILS) and a Senior Researcher at the Center for Information Technology & Public Life
(CITAP) at UNC-Chapel Hill. Dr. Tripodi’s research examines how our interactions with search
influence our political reality. In 2019, she testified before the U.S. Senate Judiciary Committee and
explained how search processes are gamed to maximize exposure and drive ideologically-based
queries. Her forthcoming book with Yale University Press titled Searching for alternative facts: How
conservative politicians and pundits wield the power of search explores how media practices are
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exploited for politics. Dr. Tripodi will lead our ethnographic studies to ensure that interventions are
grounded in deep understanding of people and contexts.

Multi-sector Partners Working in Diverse Contexts. We have cultivated partners in media
development, librarianship, veterans’ care, and the military (please see Letters of Collaboration).

Randi Lynn Tanglen is the Executive Director of Humanities Montana, which serves
communities through speaking to Montanans’ diverse history, literature, and philosophy. The Informed
Citizen project seeks to deepen the public’s knowledge and appreciation of the vital connections between
democracy, the humanities, journalism, and an informed citizenry. The Democracy Project engages teens
in civic action through partnerships with local libraries and community organizers. Humanities Montana
has a strong network of connections with libraries and tribal groups throughout the state. They will
support our efforts to conduct ethnographic research with patrons that use libraries as primary sites of
internet access, and help implement interventions to support civic online reasoning among library patrons.

Kyra Darnton, is the Executive Producer of Retro Report, a journalism nonprofit that produces
high-quality short-form documentaries featuring meaningful context about today’s headlines. It has
produced more than 250 short documentaries that have reached tens of millions of viewers through
partnerships with The New York Times, The New Yorker, PBS Frontline, NBC, Politico, The Atlantic,
Univision, Time Magazine and others. Retro Report has recently expanded its reach with prime-time
television series on PBS and Vice TV. With a strong track record of developing engaging public media,
Retro Report will help shape the public media aspects of our interventions.

Samantha Oakley is a program manager with the American Library Association’s (ALA)
Public Programs Office who will act as an advisor during Phase | to provide feedback during prototyping
and help position our efforts for potential scaling. Oakley led ALA’s Media Literacy Education in
Libraries for Adult Audiences that this initiative builds on. If funded for Phase 1I, ALA would be brought
in as a national partner to help us scale up and implement effective interventions to wider audiences. ALA
is the foremost national organization providing resources to inspire library and information professionals
to transform their communities through essential programs and services.

Dr. Andrea Schwartz, MD, MPH is a professor at the Harvard Medical School and Medical
Director of the Geriatrics Consult Clinic at VA Boston. In Phase I, she will help address logistical
challenges to working with VA populations and develop human-centered design cycles for Phase I1.

Dr. Jennifer Fritschi is the DoDEA director of education technology and Radley Ramirez is the
Teacher of the Year in the DoDEA and an education technology director for Europe, who will partner
with us during Phase | to address logistical challenges to working in DoDEA schools and on military
bases and develop human-centered design cycles for Phase Il research.

Results from Prior NSF Support

PI Justin Reich’s most relevant completed NSF funded project is EAGER: Framing MOOC
Learning for Student Success (NSF Division of Undergraduate Education: 1646976; $300,000; 2016-
2018) with Dustin Tingley (Harvard University). Intellectual merits include the testing of a set of
behavioral interventions over 2.5 years, with one-quarter million students, from nearly every country,
across 247 online courses offered by Harvard, MIT, and Stanford (Kizilcec et al., 2020). Study findings
include a process for iterative scientific investigation that can uncover what works for whom in different
context. Broader Impacts: The results inform policymakers and school administrators about the relative
effectiveness and cost-effectiveness of these interventions, the limits of personalizing interventions with
artificial intelligence, and the challenge of scaling interventions across diverse contexts.

Dr. Reich also leads an ongoing Cyberlearning project (with Co-Pl, Carolyn Rosé; award
#1917668) to incorporate digital clinical simulations in computer science teacher education. The broader
impacts include that over 300 digital clinical simulations that have been authored in Teacher Moments
serving over 8,000 teachers in training. The intellectual merit includes implementing intelligent coaching
agents that scan users' inputs and provide targeted scaffolds and supports. Publications from the project
include a timely piece on the role of simulations in teacher education during the pandemic (Sullivan et al.,
2020) and a best paper winning article that examines simulation co-design (Dutt et al., 2021).
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E. Deliverables

We propose a set of six deliverables in Phase I, which will contribute to broader impacts across
society. On the basis of ethnographic field work in rural library settings, (1) we will publish an initial
study of the search literacy practices of information seekers who live in rural settings and/or tribal lands,
who use libraries as their primary Internet connection. Following our multi-stakeholder co-design
sessions with researchers, librarians, patrons and other stakeholders, (2) we will develop a set of
intervention and training materials that can be used, formally and informally, in library settings. (3) We
will adapt prototype interventions and training materials for online contexts, and develop additional
online videos in partnership with Retro Report. To test the effectiveness of our interventions, (4) we will
develop an online repository of assessment materials integrated with effectiveness data. On the basis of
this Phase | prototyping work, we will publish (5) a design approach to adapting effective interventions to
new contents and populations. Throughout the project, we will develop (6) collaboration materials that
outline our interdisciplinary effort and provide guidance for other teams pursuing similar aims.

As a team, we have a strong track record of consistently stewarding philanthropic and
government funding towards the successful completion of scholarly and educational projects. Given our
extensive history of collaboration and the additional support of the convergence accelerator program, we
are confident that we have the team, partners, resources, and supports needed to have a high probability of
achieving these project goals in Phase | and crafting a successful Phase Il proposal, that is refined and
informed by additional Track F partners and our Phase I findings.

In Phase 11, our goal is to expand our deliverables to two additional contexts by the end of the
two-year period—serving older adults in geriatric care through Veterans Administration hospitals and
serving military families through the DoDEA educational system. By testing our adaptation process in
libraries, elder care, and on military bases and schools (Phase Il, Year 1), we will be able to develop a
robust set of principles for adapting civic online reasoning materials to a wide variety of other civic,
educational, and religious groups (Phase 1, Year 2). Our goal is to make sure that civic online reasoning
materials are widely and publicly available to help all Americans improve their search literacy skills.

Metrics of Success. Our project will track three kinds of metrics during Phase I: 1)
Implementation progress metrics, 2) Effectiveness metrics, and 3) Dissemination metrics.

For implementation metrics, we will use the timeline on Exhibit 4 to track progress towards tasks
and goals. To assure smooth functioning of our partnership, the MIT TSL team will send a quarterly
survey to all project members and partners to evaluate our collaborative practices, meeting schedules and
structures, progress towards deliverables, and communication practices. During each quarterly review
meeting, we will collaboratively review these data and identify shortcomings in our collaboration and
improve our interdisciplinary collaborative practices. As we set the final number of partner libraries and
institutions for prototyping and implementing new interventions, we’ll track measures of usage and
implementation fidelity, such as downloads, time on site, and similar usage and engagement metrics.

For metrics of the effectiveness of our work, we will draw on SHEG’s existing Civic Online
Reasoning assessment items and digital clinical simulations that evaluate whether people can successfully
perform important search literacy tasks, such as evaluating the credibility of a source or determining if a
source supports a certain argument. These assessment items have been essential in developing both
national portraits of student search skills (Breakstone et al., 2021), and evaluating the effectiveness of
civic online reasoning interventions (McGrew et al., 2019). We can use existing materials to conduct
preliminary evaluations of our prototype interventions, and as ethnographic research develops a deeper
understanding of context-specific civic online reasoning practices, we will develop new assessment items
to evaluate the effectiveness of new kinds of interventions.

For dissemination metrics, as we develop a repository of freely available online resources we will
make them available on the SHEG website (with 1.2 million visitors per year) and on MIT online
properties such as edX and the Open Learning Library. We will track the total downloads as well as
unique institutions using our resources. Dissemination metrics will play a major role during Phase Il
scale-up efforts and we will set initial interim benchmark dissemination goals in Phase I.
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F. Track Alignment

From the solicitation: “The overarching goal of Track F is to develop prototype(s) of novel
research platforms forming integrated collection(s) of tools, techniques, and educational materials and
programs to support increased citizen trust in public information of all sorts (health, climate, news,
etc.), through more effectively preventing, mitigating, and adapting to critical threats in our
communications systems” (emphasis added). Our team unites leading experts on the development of
educational materials to improve civic online reasoning and increase citizen trust in information
ecosystems. We supplement this core educational expertise with a leading ethnographer of search
practices and experts in online learning at scale. Our combined expertise in pedagogy, digital systems,
digital learning, and information systems can serve as a resource to other Track F teams as well. Our
project will primarily focus on education, but our team regularly consults with other groups developing
techniques and technologies for improving the information ecosystems, and we look forward to bringing
our anthropological and education expertise to these teams. Similarly, we look forward to learning how
new technologies and other interdisciplinary approaches can improve educational efforts.

G. Broader Impacts and Broadening Participation Plan

Broader Impacts. Herb Lin, the Hank J. Holland Fellow in Cyber Policy and Security at
Stanford’s Hoover Institution gave the following testimony to the House Subcommittee on Cyber,
Innovative Technology, and Information Systems on 4/30/21: “The information warfare threat to the
United States is different from past threats, and it has the potential to destroy reason and reality as a
basis for societal discourse, replacing them with rage and fantasy. Perpetual civil war, political
extremism, waged in the information sphere and egged on by our adversaries is every bit as much of an
existential threat to American civilization and democracy as any military threat imaginable.”

Efficient, effective search practices are now well established through rigorous research, but most
adults either learned little about effective search practices or learned ineffective techniques. It is an urgent
matter for civil society, for democracy, and for national security for adults to learn these crucial skills for
participation in 21st century life. The broader impacts of our research will be 1) to widely disseminate
resources for teaching and learning effective search practices across diverse communities through public
media and online learning resources, 2) to publish in journals, conferences, and other venues use-inspired
research that provides a road map for understanding the deep stories and search practices of particular
communities and using that understanding to adapt existing, effective interventions to new contexts, and
3) to develop an openly-licensed integrated software platform of simulations and assessments that allow
for the evaluation of interventions across diverse contexts. Through a multisector, multidisciplinary
approach, we will adapt our public education interventions towards educating broad swaths of the
American public about the crucial skills of civic online reasoning.

Broadening Participation Plan. A human-centered, co-design approach allows key stakeholders
in diverse settings—Ilibrary patrons in rural settings and tribal lands, DODEA teachers and students,
patients in the VA medical care system—to participate in the design and development of learning
resources to support fellow community members. The interventions that we co-design will then support
the participation of underserved communities in civic life by more effectively navigating our information
ecosystem. As we measure adoption of our interventions in libraries and cultural institutions in Phase I,
we will track key demographic features of the patrons and communities of those institutions to ensure that
our efforts are broadening participation across Montana and beyond. A key goal of this research is that
more citizens, especially those from marginalized communities, will be more prepared to engage in civic
activities and STEM careers with more robust information literacy practices. Because we seek to serve
diverse communities, it is essential for our team to bring diverse students to work on our projects. For
instance, at MIT we participate annually in the MIT Summer Research Program that supports trailblazing,
first-generation college students in conducting research in MIT labs in preparation for applying to
graduate schools. We also actively recruit student researchers through affinity groups like the Black
Student Union at MIT. By broadening participation in our research activities, we hope to support diverse
leadership in the future of information studies and civic online reasoning.
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I11. Threats to free speech abroad and the risk at home

The threat to Americans’ free speech does not end at America’s shores. The global nature
of social media has made it possible for foreign censors to target American speech from afar, and
the Select Subcommittee has shown that that is happening.*® In Brazil, Justice Alexandre de
Moraes—who serves on Brazil’s Supreme Court and as president of Brazil’s Superior Electoral
Court, which oversees the country’s electoral processes—has become a one-man censorship
machine, investigating American citizens because of their online speech and forcing American
companies, such as X and Rumble, to cease operations in Brazil after they refused to comply
with his illegal censorship orders.*® In addition to standing for free speech in Brazil, the Select
Subcommittee has also probed a European bureaucrat who threatened American companies with
regulatory retaliation under European law simply for facilitating political discourse in the United
States.®® Finally, in response to Australia’s efforts to censor online speech globally, the Select
Subcommittee called on the Biden-Harris Administration to protect Americans’ First Amendment
rights and stand for free speech worldwide.>

When X’s CEO, Elon Musk, stood for free speech in Brazil and against Moraes’
censorship orders in April 2024, the Brazilian government reportedly launched an investigation
into Musk for alleged obstruction of justice and other charges.>® This attack of American free
speech caused the Select Subcommittee to examine the threats posed by anti-free speech
governments abroad. On April 17, 2024, based upon documents received pursuant to a subpoena
to X, the Select Subcommittee released a report titled, “The Attack on Free Speech Abroad and
the Biden Administration’s Silence: The Case of Brazil,” and subsequently released a second
report on May, 7, 2024, titled, “The Attack on Free Speech Abroad and the Biden
Administration’s Silence: The Case of Brazil Part 11.”%* The subpoenaed documents in the reports
revealed that, since at least 2022, the Brazilian government, led by Moraes, ordered X, Rumble,
and other social media platforms to censor over 300 accounts—including former Brazilian

49 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF
THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE ATTACK ON FREE SPEECH ABROAD AND THE BIDEN
ADMINISTRATION’S SILENCE: THE CASE OF BRAZIL (Comm. Print Apr. 17, 2024); STAFF OF H. COMM. ON THE
JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE
JUDICIARY, 118TH CONG., THE ATTACK ON FREE SPEECH ABROAD AND THE BIDEN ADMINISTRATION’S SILENCE: THE
CASE OF BRAZIL, PART IT (Comm. Print May 7, 2024).

074

51 Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary to Thierry Breton, Comm’r for Internal
Markets, European Comm’n (Aug. 15, 2024); Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary to
Thierry Breton, Comm’r for Internal Markets, European Comm’n (Sept. 10, 2024).

52 Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to Hon. Uzra Zeya, Under Sec’y for Civilian
Security, Democracy, & Human Rights, and Hon. Eileen Donahoe, Special Envoy & Coordinator for Digital
Freedom, Dep’t of State (Nov. 21, 2024).

53 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF
THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE ATTACK ON FREE SPEECH ABROAD AND THE BIDEN
ADMINISTRATION’S SILENCE: THE CASE OF BRAZIL (Comm. Print Apr. 17, 2024).

54 STAFF OF H. COMM. ON THE JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF
THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE ATTACK ON FREE SPEECH ABROAD AND THE BIDEN
ADMINISTRATION’S SILENCE: THE CASE OF BRAZIL (Comm. Print Apr. 17, 2024); STAFF OF H. COMM. ON THE
JUDICIARY AND SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE
JUDICIARY, 118TH CONG., THE ATTACK ON FREE SPEECH ABROAD AND THE BIDEN ADMINISTRATION’S SILENCE: THE
CASE OF BRAZIL, PART II (Comm. Print May 7, 2024).

Final Report 1988


https://www.dropbox.com/scl/fi/glo4rprup479k3mn8whsk/2024-04-15-The-Attack-on-Free-Speech-Abroad-and-the-Biden-Administration-s-Silence-The-Case-of-Brazil.pdf?rlkey=5a94g1in1jb8vgoiw5cd2iztg&e=2&dl=0
https://www.dropbox.com/scl/fi/glo4rprup479k3mn8whsk/2024-04-15-The-Attack-on-Free-Speech-Abroad-and-the-Biden-Administration-s-Silence-The-Case-of-Brazil.pdf?rlkey=5a94g1in1jb8vgoiw5cd2iztg&e=2&dl=0
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/The-Attack-on-Free-Speech-Abroad-and-the-Biden-Administrations-Silence-The-Case-of-Brazil-Part-II-5-7-2024.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/The-Attack-on-Free-Speech-Abroad-and-the-Biden-Administrations-Silence-The-Case-of-Brazil-Part-II-5-7-2024.pdf

President Jair Bolsonaro, critics of the Brazilian government, conservative members of the
federal legislature, journalists, members of the judiciary, and even a gospel singer and a pop
radio station—or else face fines of up to 100,000 reais (about $20,000 U.S. dollars) per day for
noncompliance.>

The same day that the Select Subcommittee issued its first report, the Select
Subcommittee wrote to the State Department to (1) share its’ findings, (2) ask the Department to
produce all documents and communications between the Department and the government of
Brazil regarding Moraes’ censorship orders to X, and (3) request a briefing “about how the State
Department intend[ed] to respond to these attacks on free speech in Brazil.”*® On May 28, 2024,
the State Department briefed the Select Subcommittee, noting that it did not intend to publicly
comment on, or respond to, Moraes’ actions.®’

The Select Subcommittee has also stood against censorship threats from the EU.*8 In
August 2024, when Thierry Breton, a European bureaucrat, threatened X, an American company,
and Elon Musk, an American citizen, for facilitating political discourse in the United States (i.e.,
livestreaming an interview with President Trump), the Select Subcommittee demanded that
Breton stop “any attempt to intimidate individuals or entities engaged in political speech in the
United States” or “otherwise interfere in the American democratic process.”® The Select
Subcommittee also arranged a briefing with the State Department to learn about how it planned
to respond to Breton’s threats.?® During the briefing, the Department confirmed that it did not
intend to publicly condemn Breton’s threats.%! Ultimately, after Breton sent a letter to the Select
Subcommittee downplaying his threatening statements and the censorship provisions of the EU
law he attempted to wield against X and Musk, the Select Subcommittee sent him another
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letter, pointing out the inaccuracies in his reply.® Six days later, Breton resigned.® Yet, the EU
threat to American free speech remains.

Most recently, the Select Subcommittee opposed Australia’s efforts to censor Americans’
speech and again called on the Biden-Harris Administration to protect Americans’ First
Amendment rights and stand for free speech worldwide.®® On November 21, 2024, the Select
Subcommittee wrote to the State Department to request a briefing regarding proposed legislation
in Australia that “would effectively require American social media platforms to censor alleged
‘misinformation’” and “could pressure American companies to censor online speech outside of
Australia, including in the United States.”®” The Select Subcommittee detailed how “[d]Juring the
COVID-19 pandemic, the Australian government repeatedly attempted to censor speech outside
of Australia, including the speech of American citizens and health professionals located in the
United States.”®® The Select Subcommittee emphasized concerns with Australia eSafety
Commissioner Julie Inman Grant’s April 2024 order to X to remove dozens of posts on the
platform “globally,” even after the company “had already blocked the posts from [X’s]
Australian users” and despite the fact that the posts did not violate X’s content moderation
policies.5

On November 22, 2024, just a day after the Select Subcommittee’s letter, The Australian
reported that Australia’s third largest political party, the Greens, would oppose the Australian
government’s censorship legislation.”” On November 24, 2024, “after it failed to garner support
from a single non-Labor senator,”’! the Australian government officially withdrew its censorship
legislation without a Senate vote, recognizing that there was “no pathway to legislate this
proposal through the Senate.”"?
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The Select Subcommittee has recognized there are foreign threats to American free
speech given the cross-border nature of online speech. Increasingly, in the name of promoting
“online safety” or combatting so-called “misinformation” or “disinformation,” foreign
government officials have attempted to leverage their laws, regulations, and courts to limit what
Americans can see and say in the United States.
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BRAZIL’S CENSORSHIP OF FREE SPEECH ONLINE

“Across the world right now, governments, in the name of the good, are considering
or adopting measures like we have in Canada. In Dublin, they’re about to enact a
draconian hate-crime bill that poses a dire threat to free speech. In Paris, President
Emanuel Macron has called for censoring online speech. In Brussels, the EU’s
Internal Market Commissioner is calling for a crackdown on ‘illegal content.” In
Brasilia, they’re fighting ‘fake news’ and ‘disinformation’ by clamping down
on legitimate online speech. To say nothing of Russia and China and Iran. America
is so exceptional—indispensable really. Please do not succumb to the same illiberal,
the same authoritarianism. Please keep fighting for what you know is right. Canada
is watching. The whole world is watching.”*

—Rupa Subramanya, Canadian journalist, testifying before the Select
Subcommittee on the Weaponization of the Federal Government, November
30, 2023

The Committee on the Judiciary and the Select Subcommittee on the Weaponization of
the Federal Government are conducting oversight of how and to what extent the Executive
Branch has coerced or colluded with companies and other intermediaries to censor lawful
speech.? In the past sixteen months, the Committee and Select Subcommittee have uncovered
serious violations of the First Amendment committed by officials throughout the Executive
Branch. The Committee and Select Subcommittee have documented:

e The Biden White House directly coercing large social media companies, such as
Facebook, to censor true information, memes, and satire, eventually leading
Facebook to change its content moderation policies;®

e The Biden White House directly coercing the world’s largest online book store,
Amazon, to censor books;*

e Stanford’s Election Integrity Partnership (EIP)—created at the request of the
Department of Homeland Security’s (DHS) Cybersecurity & Infrastructure

! Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Nov. 30, 2023) (submitted written
statement of Rupa Subramanya) (bolded emphasis added; italicized emphasis in original).

2 See Ryan Tracy, Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28, 2023).
3 See id; Jim Jordan (@Jim_Jordan), X, (July 27, 2023, 12:03 PM), (Facebook Files, Part 1),
https://twitter.com/Jim_Jordan/status/1684595375875760128; Jim Jordan (@Jim_Jordan), X, (July 28, 2023, 12:03
PM), (Facebook Files, Part 2), https://twitter.com/Jim_Jordan/status/1684957660515328001; Jim Jordan
(@Jim_Jordan), X, (Aug. 3, 2023, 11:00 AM), (Facebook Files Part 3),
https://twitter.com/Jim_Jordan/status/1687116316073930752; Jim Jordan (@Jim_Jordan), X, (Sept. 5, 2023, 6:17
PM), (Facebook Files Part 5), https://twitter.com/Jim_Jordan/status/1699184930331267539; Jim Jordan
(@Jim_Jordan), X, (Nov. 30, 2023, 8:44 AM) (YouTube Files Part 1),
https://twitter.com/Jim_Jordan/status/1730221179632226337; Jim Jordan (@Jim_Jordan), X, (Dec. 1, 2023, 2:26
PM) (YouTube Files Part 2), https://twitter.com/Jim_Jordan/status/1730669728002142706.

4 See Jim Jordan (@Jim_Jordan), X, (Feb. 5, 2024, 5:44 PM) (Amazon Files),
https://twitter.com/Jim_Jordan/status/1754637204146581783.
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Security Agency (CISA)—working with the federal government to flag thousands
of links and submit recommendations directly to large social media platforms to
censor Americans’ online speech in the lead-up to the 2020 U.S. election;® and

e The Federal Trade Commission (FTC) harassing Elon Musk’s Twitter (now X)
because of Musk’s commitment to free speech, even going so far as to target
several journalists who reported on the anti-free speech stance of the old Twitter

i 6
regime.

The Committee and Select Subcommittee’s oversight has shown that the government censorship
that begins with a stated purpose of combatting alleged “misinformation” or “disinformation”
inevitably mutates into silencing political opponents and views disfavored by those currently in
power.’

These violations of the First Amendment and attacks on the most fundamental American
civil liberty—freedom of speech—are deeply troubling. But they often pale in comparison to
how some foreign governments are eroding basic democratic values and stifling debate in their
countries. In furtherance of its legislative oversight, the Select Subcommittee has received
testimony about how other countries’ governments, including Canada, France, and Brazil, have
sought to censor speech online.® These examples of foreign governments cracking down on free

5 STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY,
118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW THE
FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm. Print
Nov. 6, 2023); see also Jim Jordan (@Jim_Jordan), X, (Nov. 6, 2023, 6:42 PM),
https://twitter.com/Jim_Jordan/status/1721674461408006431; STAFF OF SELECT SUBCOMM. ON THE
WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE WEAPONIZATION OF
CISA: How A “CYBERSECURITY” AGENCY COLLUDED WITH BIG TECH AND “DISINFORMATION” PARTNERS TO
CENSOR AMERICANS (Comm. Print June 26, 2023).

® Ryan Tracy, FTC Twitter Investigation Sought Elon Musk’s Internal Communications, Journalist Names, WALL
ST.J. (Mar. 8, 2023); STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FEDERAL GOVERNMENT OF THE
H. COMM. ON THE JUDICIARY, 118™ CONG., THE WEAPONIZATION OF THE FEDERAL TRADE COMMISSION: AN
AGENCY’S OVERREACH TO HARASS ELON MuSK’S TWITTER (Comm. Print Mar. 7, 2023), at 5 (“[O]n December 13,
the FTC demanded details of Twitter’s interactions with journalists, including ‘Bari Weiss, Matt Taibbi, Michael
Shellenberger, Abigail Shrier,” and the identities of all other journalists to whom Twitter had potentially provided
access of its internal records.”)

7 See Ryan Tracy, Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28, 2023);
Jim Jordan (@Jim_Jordan), X, (July 27, 2023, 12:03 PM), (Facebook Files, Part 1),
https://twitter.com/Jim_Jordan/status/1684595375875760128; Jim Jordan (@Jim_Jordan), X, (July 28, 2023, 12:03
PM), (Facebook Files, Part 2), https://twitter.com/Jim_Jordan/status/1684957660515328001; Jim Jordan
(@Jim_Jordan), X, (Aug. 3, 2023, 11:00 AM), (Facebook Files Part 3),
https://twitter.com/Jim_Jordan/status/1687116316073930752.

8 See, e.g., Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on the
Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Nov. 30, 2023) (submitted written
statement of Rupa Subramanya) (“Across the world right now, governments, in the name of the good, are
considering or adopting measures like we have in Canada. In Dublin, they’re about to enact a draconian hate-crime
bill that poses a dire threat to free speech. In Paris, President Emanuel Macron has called for censoring online
speech. In Brussels, the EU’s Internal Market Commissioner is calling for a crackdown on ‘illegal content.” In
Brasilia, they’re fighting ‘fake news’ and “disinformation’ by clamping down on legitimate online speech. To
say nothing of Russia and China and Iran. America is so exceptional—indispensable really. Please do not succumb
to the same illiberal, the same authoritarianism. Please keep fighting for what you know is right. Canada is
watching. The whole world is watching.”) (bolded emphasis added,; italicized emphasis in original).
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speech abroad serve as a stark warning to Americans about the threats posed by government
censorship here at home. They also help to inform the Committee’s and Select Subcommittee’s
legislative work to fight government censorship and promote freedom of speech.

In 2019, Brazil’s Supreme Court granted itself new powers to “act as an investigator,
prosecutor and judge all at once in some cases.”® Rather than relying on a prosecutor or a law
enforcement officer to open an investigation, the president of Brazil’s Supreme Court, José
Antonio Dias Toffoli, “issued an order granting the Supreme Court itself the authority to open an
investigation.”® Former Brazilian Supreme Court justices openly criticized the move as
unprecedented and in violation of Brazil’s constitution.*

In this unprecedented order, Toffoli selected fellow Brazil Supreme Court Justice
Alexandre de Moraes to run the first investigation conducted by the court.'? Moraes first joined
the Supreme Federal Court in 2017.1* Moraes has been described as a “political animal” with
hopes of being president of Brazil someday.'* Moraes has also served as president of the
Superior Electoral Court since August 2022.° The Superior Electoral Court is the highest court
in Brazil that oversees the country’s electoral processes and is frequently the court that issues
orders compelling the censorship of alleged misinformation about elections.®

With this new, extraordinary power, Moraes attacked critics from the right and left with
impunity. Moraes reportedly ordered social media platforms to remove posts and accounts even
when “much of the content did not break [the companies’] rules” and “often without giving a
reason.”’ As another example, he ordered federal agents to raid eight businessmen in July 2019,
in addition to freezing their bank accounts and suspending their social media accounts.8
Previously, Moraes had “ordered a federal police raid on 10 addresses tied to social media users

9 Jack Nicas and André Spigariol, To Defend Democracy, Is Brazil’s Top Court Going Too Far?, N.Y. TIMES (Sept.
26, 2022).

014,

1d.

124.

13 d.

14 Ramon Sahmkow, Alexandre De Moraes: Brazil Judge In Feud With Elon Musk, BARRON’S (April 15, 2024).

15 Jack Nicas and André Spigariol, To Defend Democracy, Is Brazil’s Top Court Going Too Far?, N.Y. TIMES (Sept.
26, 2022).

16 The “Electoral Justice Permanent Program on Countering Disinformation,” created in August 2021, issued a
report in 2022 detailing a “strategic plan” to be developed for the 2022 election cycle. Strategic Plan Elections
2022, BRAZIL’S ELECTORAL JUSTICE PERMANENT PROGRAM ON COUNTERING DISINFORMATION (2022). The report
cites the Election Integrity Partnership’s (“EIP”) final report in 2020 as an international document used by the
Program as a “main theoretical reference[]” for addressing alleged disinformation. Id. at 16, 19. The Select
Subcommittee’s investigation unveiled that the EIP was set up at the request of the U.S. Department of Homeland
Security. STAFF OF SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED. GOV’T OF THE H. COMM. ON THE
JUDICIARY, 118TH CONG., THE WEAPONIZATION OF ‘DISINFORMATION’ PSEUDO-EXPERTS AND BUREAUCRATS: HOW
THE FEDERAL GOVERNMENT PARTNERED WITH UNIVERSITIES TO CENSOR AMERICANS’ POLITICAL SPEECH (Comm.
Print Nov. 6, 2023). The Select Subcommittee also obtained the secret misinformation reports that the EIP sent
directly to social media companies with specific censorship recommendations; contrary to its purported purpose of
combatting disinformation, the EIP targeted Americans’ posts containing true information, satire, and political
opinions. Id.

17 Jack Nicas and André Spigariol, To Defend Democracy, Is Brazil’s Top Court Going Too Far?, N.Y. TIMES (Sept.
26, 2022).

181d.
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who had criticized the court.”*® After Moraes ordered a Brazilian magazine to remove an online
article alleging links between Toffoli and a corruption investigation, then-Justice Marco Aurélio
Mello remarked, “I’ve been on the court for 28 years and 1’ve never seen a decision like this, to
take down an article,” adding that, “The Supreme Court was always engaged in preserving
freedom of speech. This is a step backward.”2°

Recent reporting and public statements from X’s Global Government Affairs team have
indicated that X is being “forced by court decisions to block certain popular accounts in Brazil”
or else face serious consequences, such as incurring large fines, arresting X employees, and
causing X to shut down in Brazil.?* On April 6, 2024, X Corp.’s CEO, Elon Musk, in the name
of defending free speech online, posted that the social media platform would be “lifting all
restrictions” demanded by the Brazilian government.?? The Brazilian government has reportedly
launched an investigation into Musk for alleged obstruction of justice and other charges because
Musk has refused to acquiesce to the Brazilian court’s, most notably Moraes’s, censorship
demands.?® To that end, to understand the threats posed by anti-free speech governments abroad,
the Committee issued a subpoena to X Corp. for documents and records relating to recent efforts
by the Superior Electoral Court and the Supreme Federal Court in Brazil to compel X to censor
social-media accounts in the country.

The subpoenaed documents and records reveal that, since at least 2022, the Supreme
Federal Court in Brazil, on which Moraes serves as a justice, and the Superior Electoral Court in
Brazil, led by Moraes, have ordered X Corp. to suspend or remove nearly 150 accounts on the
popular social media platform. These censorship demands were targeted specifically at critics of
the Brazilian government: conservative members of the federal legislature, journalists, members
of the judiciary, and even a gospel singer and a pop radio station—in other words, anyone with a
platform to criticize the ruling leftist government. The Brazilian court, specifically Moraes,
justified the censorship on the grounds that “it is necessary, appropriate[,] and urgent to stop the
possible spread of hate speech, subversion of order[,] and encouragement to break institutional
and democratic normality by blocking accounts on social networks.”?* Frequently, these orders
have given the social media companies only two hours to comply with the censorship demands
or else face fines of up to 100,000 reais (about $20,000 dollars) per day for noncompliance.?®

19 |_eticia Casado and Manuela Andreoni, Brazil’s Judiciary, Once Symbol of Anti-Corruption Drive, Now Faces
Scrutiny, N.Y. TIMES (Apr. 27, 2019).

2.

2L X Global Government Affairs (@GlobalAffairs), X (Apr. 6, 2024, 5:52 PM),

https://twitter.com/Global Affairs/status/1776729732970594483; Elon Musk (@elonmusk), X (Apr. 6, 2024, 6:31
PM), https://twitter.com/elonmusk/status/1776739518240170254.

22 Elon Musk (@elonmusk), X (Apr. 6, 2024, 6:31 PM),
https://twitter.com/elonmusk/status/1776739518240170254.

23 See Alex Hern and Tom Phillips, Elon Musk faces Brazil inquiry after defying X court order, GUARDIAN (April 8,
2024); see also Michael Shellenberger, Elon Musk Is All That Stands In The Way Of Totalitarianism, PusLIC (Apr.
8, 2024); Michael Shellenberger, Socialist Strategy Behind Brazilian President Lula’s War On Free Speech, PusLIC
(Apr. 11, 2024).

24 See, e.g., Order to Discord, Meta (Facebook and Instagram), Rumble, Telegram, and Twitter, Justice Alexandre de
Moraes of Supreme Federal Court of Brazil, Inquiry 4.923 at HICX-00054 (June 13, 2023); see Monark Voltou
(@MonarkVoltou), X, https://twitter.com/monarkvoltou.

% See, e.g., id.
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Most notably, the Superior Electoral Court in Brazil censored former Brazilian President
Jair Messias Bolsonaro, one of the main critics of Moraes, in the weeks following Brazil’s
presidential election in 2022.26 According to a November 22, 2023 order obtained by the Select
Subcommittee, the court found Bolsonaro guilty of “practicing irregular propaganda” on X for
“messages [that] are either untrue or out of context.”?’

As another example, in a June 13, 2023 order obtained by the Select Subcommittee,
Moraes ordered the censorship of Bruno Aiub, a YouTuber and Rumble podcaster who goes by
the username “Monark” and has been called “Brazil’s Joe Rogan” due to his popularity.? In the
order, Moraes noted that despite his previous order deplatforming Aiub from every major social
media platform, Aiub had since created new accounts and channels.?® Moraes was particularly
upset that Aiub allegedly “spread fraudulent news about the actions of this SUPREME COURT
and the SUPERIOR ELECTORAL COURT.”% Specifically, Moraes took issue with Aiub’s
statements about Moraes: “We see the TSE [Superior Electoral Court] censoring people, we see
Alexandre de Moraes arresting people.”3! In other words, Moraes ordered the censorship of a
Brazilian citizen for criticizing Moraes for censoring Brazilians.

Below is just a subset of the over 300 accounts that the Brazilian government is currently
trying to force X and other social media companies to censor:

Political Opposition:

e Jair Messias Bolsonaro: 38th President of Brazil.*?

e Marcos do Val: Current Member of the Federal Senate in Brazil (the upper house of
the National Congress of Brazil, the country’s federal legislative body) with 300,000
followers on X.*3

e Alan Rick: Current Member of the Federal Senate in Brazil.3*

26 QOrder to Twitter, Justice Benedito Gongalves of Superior Electoral Court of Brazil, at HICX-00209-217 (Nov. 22,
2023).

21d.

28 QOrder to Discord, Meta (Facebook and Instagram), Rumble, Telegram, and Twitter, Justice Alexandre de Moraes
of Supreme Federal Court of Brazil, Inquiry 4.923 at HICX-00054 (June 13, 2023); see Jack Nicas and Ana lonova,
Brazil’s Joe Rogan Faces His Own Firestorm Over Free Speech, N.Y. TIMES (Feb. 13, 2022).

29 Order to Discord, Meta (Facebook and Instagram), Rumble, Telegram, and Twitter, Justice Alexandre de Moraes
of Supreme Federal Court of Brazil, Inquiry 4.923 at HICX-00054 (June 13, 2023).

%01d.; see Monark Voltou (@MonarkVoltou), X, https://twitter.com/monarkvoltou.

d.

32 Order to Twitter, Justice Benedito Gongalves of Superior Electoral Court of Brazil, at HICX-00209-217 (Nov. 22,
2023).

33 Order to Meta (Facebook and Instagram), Gettr, LinkedIn, TikTok, Telegram, Twitter (X), and YouTube; Justice
Alexandre de Moraes of Supreme Federal Court of Brazil, Petition 10.975 at HICX-00045 (June 15, 2023); see
Marcos do Val (@marcosdoval), X, https://twitter.com/marcosdoval.

34 Order to Facebook, Rumble, Telegram, TikTok, Twitter, and YouTube, Justice Alexandre de Moraes of Supreme
Federal Court of Brazil, Inquiry 4.879 at HICX-00130 (Jan. 11, 2023); see Alan Rick (@alan_rick), X,
https://twitter.com/alan_rick.
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e Carla Zambelli: Current Member of the Brazil Chamber of Deputies (the lower house
of the National Congress of Brazil, the country’s federal legislative body) with 2.4
million followers on X.%

e Marcel van Hattem: Current Member of the Brazil Chamber of Deputies with
969,000 followers on X.3°

e Cristiane Brasil: Former member of the Brazil Chamber of Deputies.®’

e Ed Raposo: Former candidate for the Brazil Chamber of Deputies.*

Journalists and Commentators:

e Guilherme Fiuza: Brazilian journalist with 1.8 million followers on X.*°

e Paulo Figueiredo Filho: Brazilian journalist with 1.3 million followers on X.%°

. Roﬂrigo Constantino: Brazilian political commentator with 1.6 million followers on
X.

e Elisa Robson: Brazilian journalist; former candidate for the Brazil Chamber of
Deputies.*?

e Flavio Gordon: Brazilian journalist with 229,000 followers on X.*3

3 Order to Facebook, Twitter, Instagram, YouTube, Telegram, TikTok, Gettr, WhatsApp, and LinkedIn, Justice
Alexandre de Moraes of Superior Electoral Court of Brazil, Civil Petition 241 at HICX-00238 (Nov. 1, 2022); see
Carla Zambelli (@Zambelli2210), X, https://twitter.com/Zambelli2210.

3 QOrder to Facebook, Instagram, LinkedIn, YouTube, TikTok, Telegram, and Twitter, Justice Alexandre de Moraes
of Superior Electoral Court of Brazil, Civil Petition 241 at HICX-00262 (Nov. 3, 2022); see Marcel van Hattem
(@marcelvanhattem), X, https://twitter.com/marcelvanhattem.

37 Order to Twitter and Facebook, Justice Alexandre de Moraes of Supreme Federal Court of Brazil, Inquiry 4.781 at
HJCX-00100 (Oct. 22, 2022); see Cristiane Brasil (@crisbrasilreal), X, https://twitter.com/crisbrasilreal.

38 QOrder to Twitter, YouTube, and Instagram, Justice Alexandre de Moraes of Superior Electoral Court of Brazil,
Civil Petition 241 at HICX-00394 (Nov. 26, 2022); see Ed Raposo (@EdRaposo_), X,
https://twitter.com/edraposo_.

39 Order to Facebook, Telegram, Twitter, and YouTube, Justice Alexandre de Moraes of Supreme Federal Court of
Brazil, Inquiry 4.781 at HICX-00112 (Jan. 2, 2023); see Guilherme Fiuza (@GFiuza@Oficial), X,
https://twitter.com/GFiuza_Oficial.

40 Order to Twitter, Justice Alexandre de Moraes of Supreme Federal Court of Brazil, Petition 10.802 at HICX-
00061 (May 17, 2023); see Paulo Figueiredo Filho (@OPFigueiredo), X, https://twitter.com/OPFigueiredo; see also
Paulo Figueiredo Filho (@realpfigueiredo), X, https://twitter.com/realpfigueiredo.

41 Order to Facebook, Twitter, YouTube, and Patreon, Justice Alexandre de Moraes of Supreme Federal Court of
Brazil, Inquiry 4.781 at HICX-00146 (Dec. 30, 2022); see Rodrigo Constantino (@Rconstantino), X,
https://twitter.com/Rconstantino.

42 Order to Twitter, Justice Alexandre de Moraes of Supreme Federal Court of Brazil, Petition 10.625 at HICX-
00106 (Jan. 12, 2024); see Elisa Robson (@elisarobsondf), X, https://twitter.com/elisarobsondf.

43 Order to Twitter, Justice Alexandre de Moraes of Supreme Federal Court of Brazil, Civil Petition 241 at HICX-
00383 (Nov. 23, 2022); see Flavio Gordon (@flaviogordon), X, https://twitter.com/flaviogordon.
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Judiciary & Legal Profession:

e Ludmila Lins Grilo: Former judge with 341,000 followers on X.*4
e Marcelo Rocha Monteiro: Public prosecutor and law professor.*

Pop Culture:

e Davi Sacer: Brazilian gospel singer-songwriter with more than 600,000 followers on
X.46

e Radio RCN: Pop radio station.*’

Government-directed censorship is not a problem contained only to authoritarian
governments in faraway lands; it is happening here in the United States. The Committee’s and
Select Subcommittee’s findings of the Biden Administration’s attack on free speech reveal how
the Biden Administration, like Brazil, has sought to silence the Administration’s critics. On just
its third day of the new Administration, the Biden White House demanded that Twitter remove
Robert F. Kennedy, Jr.’s tweet that contained no misinformation “ASAP” and urged Twitter to
“keep an eye out for tweets that fall in this same ~genre.”* Turning its attention to Facebook, the
Biden Administration demanded that the company censor one of its top critics on cable
television, Tucker Carlson, even though his reporting was truthful and did not violate Facebook’s
standards.*® Unsatisfied with going after social media companies, the Biden White House even
turned itssgttention to book stores, pressuring Amazon to censor books expressing skepticism of
vaccines.

Perhaps unsurprisingly, then, the Biden Administration seems to have been silent in the
face of these free speech attacks abroad. The State Department’s Office of the Under Secretary
for Civilian Security, Democracy, and Human Rights exists to “advance the security of the
American people by assisting countries around the world to build more democratic, secure,

44 Order to Twitter, Justice Alexandre de Moraes of Supreme Federal Court of Brazil, Petition 9.935 at HICX-00114
(Sept. 23, 2022); see Ludmila Lins Grilo (@ludmilagrilo), X, https://twitter.com/ludmilagrilo.

4 QOrder to Twitter, Justice Alexandre de Moraes of Supreme Federal Court of Brazil, Inquiry 4.781 at HICX-00118
(Nov. 7, 2023); see Marcelo Rocha Monteiro (@MarceloRochaMon), X, https://twitter.com/MarceloRochaMon.

46 Order to Facebook and Twitter, Justice Alexandre de Moraes of Supreme Federal Court of Brazil, Petition 4.781
at HICX-00094 (Nov. 14, 2022); see Davi Sacer (@DaviSacer), X, https://twitter.com/DaviSacer.

47 Order to Twitter, Justice Alexandre de Moraes of Supreme Federal Court of Brazil, Inquiry 4.954 at HICX-00126
(Order Not Dated); see Radio RCN (@RCNradiochatnet), X, https://twitter.com/RCNradiochatnet.

48 Missouri v. Biden, 3:22-cv-01213, (W.D. La. Jan. 11, 2023) ECF No. 174-1 (Ex. A),
https://www.courtlistener.com/docket/63290154/174/1/missouri-v-biden/; see also Robert F. Kennedy Jr
(@RobertKennedylJr), X (Jan. 22, 2021, 5:41 PM),
https://twitter.com/RobertKennedyJr/status/1352748139665645569.

49 Rep. Jim Jordan (@Jim_Jordan), X (July 27, 2023, 12:03 PM),
https://twitter.com/Jim_Jordan/status/1684595394515214336.

%0 See Jim Jordan (@Jim_Jordan), X, (Feb. 5, 2024, 5:44 PM) (Amazon Files),
https://twitter.com/Jim_Jordan/status/1754637204146581783.
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stable, and just societies.”>! The Department, and Under Secretary Uzra Zeya, have been
noticeably silent as Brazil and other countries have sought to censor speech online.>?

This interim report exposes Brazil’s censorship campaign and presents a startling case
study of how a government can justify censorship in the name of stopping so-called “hate”
speech and the “subversion” of “order.” This report includes the following documents:

e Two copies each of 28 orders, in Portuguese and in English translation, issued by
Justice Alexandre de Moraes to X Corp.;>

e An additional 23 orders issued by Justice Alexandre de Moraes for which X Corp.
does not have an English translation;>* and

e 37 orders issued by the Superior Electoral Court of Brazil.>®

Congress must take seriously the warnings from Brazil and other countries seeking to
suppress speech online. We must never think that it cannot happen here. The Committee and
Select Subcommittee have aggressively conducted oversight—issuing subpoenas, conducting
fact-finding, and convening multiple hearings—to shed light on government-induced censorship
in the United States and to inform additional legislative remedies. Members of the Committee
and Select Subcommittee have proposed legislation, including H.R. 4791, the Free Speech
Protection Act, and H.R. 4848, the Censorship Accountability Act, to protect the First
Amendment and to put a stop to these constitutional abuses. ¢

The Committee and Select Subcommittee will continue to investigate, hold hearings, and
consider additional legislation to protect free speech online and hold those who violate
Americans’ fundamental First Amendment freedoms accountable. The attacks on free speech
abroad serve as a warning for America. Since his public commitment to free speech, Mr. Musk
has faced criticism and attacks from governments around the world, including the United States.
In Brazil, censorship of the opposing political party and investigative journalists occurs via court
order. Under the Biden Administration, censorship demands are delivered in closed-door
meetings with implicit regulatory threats, on top of lawfare for political opponents. Now, more
than ever, Congress must act to uphold its duty to protect free expression.

51 Our Mission, Under Secretary for Civilian Security, Democracy, and Human Rights, U.S. Dep’t of State (last
accessed Apr. 11, 2024).

%2 To date, neither the State Department nor the U.S. Embassy in Brazil have issued any public statements
mentioning X, Moraes, the Court’s censorship demands, or this troubling attack on free speech despite extensive
public reporting on Moraes’s yearslong censorship campaign and recent targeting of Musk.

53 See App’x at 13-165.

54 See App’x at 166-220.

55 See App’x at 221-540.

% See Press Release, House Judiciary Committee, Chairman Jordan, Senator Paul Fight to Protect Americans’ First
Amendment Rights Against Government Censorship (July 20, 2023), https://judiciary.house.gov/media/press-
releases/chairman-jordan-senator-paul-fight-protect-americans-first-amendment-rights; Press Release, Rep. Dan
Bishop, Reps. Bishop and Hageman Introduce Bill to Hold Government Censors Accountable (July 26, 2023),
https://danbishop.house.gov/media/press-releases/reps-bishop-and-hageman-introduce-bill-hold-government-
censors-accountable; Press Release, Rep. Harriet Hageman, Judiciary Committee Passes Two Hageman Sponsored
Bills (Feb. 29, 2024), https://hageman.house.gov/media/press-releases/judiciary-committee-passes-two-hageman-
sponsored-bills.
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PET 10981 / DF

I've sent a letter to the PF asking for information." - Federal Deputy
Bia Kicis.

The petitioner goes on to say that "the posts are far from the simple
exercise of the free expression of thought and represent a real threat to the
democratic rule of law" and that "the repercussions resulting from the sharing of
information as 1f 1t were from the OAB - an entity that represents and governs
the country - confirms the disorder practiced by the OACB."The
repercussions resulting from the sharing of information [that] appears to be that
of the OAB - the body that represents and regulates the legal system in the
country - confirms the disorder caused by the OACB, by distorting the
OAB's purpose, which is to defend the legal order of the democratic state of
law, human rights and social justice, and to advocate for the proper
application
of the laws, for the swift administration of the judiciary and for the improvement
of legal culture and institutions,in accordance with Art. 44, I, of Federal Law n.
8.906/1994 "

The applicant informs that he notified the mentioned association by
means of Official Letter No. 26/2023 so that it would cease the irregular
registration of its volunteer lawyers in custody hearings, in favor of detainees
as a result of the anti-democratic acts of 8/1/2023, without proof of the granting
of a mandate, but, despite the confirmation of receipt of the notification by the

representative of the entity, "recent publications on their social media
profiles (hitps.//twitter.com!AdvogadosQOach) show the continuity of their
supposedly ‘pro bano' work (... ) with a warning that lawyers could be using their
Status as 'volunteers' associated with the 'OACB' but, at the same time, asking for
payment of a pecuniary consideration for their defense
(hitps.//twitter.com/AdvogadosQOacb/status/1616156133844193283), which
would, in theory, be repudiated by the association".

In the second petition, the applicant asked for the “"extrajudicial
notification” to be attached, signed by the representatives of the Respondent
and addressed at the same time to the President of the Sectional
Council/DF of the Brazilian Bar Association and to the President of the
Federal Council of the OAB, from which he highlights the following

excerpts, which he believes reinforce the arguments already made:

"there are complaints from inmates of alleged veiled
suggestions that the
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Oficio eletronico n°® 7289/2023
Brasilia, 2 de junho de 2023.

Ao Senhor
Administrador do TWITTER Brasil Rede de Informacéao Ltda.

Inquérito n°® 4923

AUTOR(A/S)(ES)  : MINISTERIO PUBLICO FEDERAL
PROC.(A/S)YES)  : PROCURADOR-GERAL DA REPUBLICA
INVEST.(A/S) :

ADV.(A/S)
INVEST.(A/S)
ADV.(A/S)
INVEST.(A/S)
ADV.(A/S)
INVEST.(A/S)
ADV.(A/S)

E OUTRO(A/S)

15072/DF, 14768/ES) E OUTRO(A/S)

(31680/DF, 68794/GO,

. 202448/MG) E OUTRO(A/S)
AUT. POL. : DELEGADO DE POLICIA FEDERAL

(Geréncia de Processos Originarios Criminais)

Senhor Administrador,

Comunico-lhe os termos do(a) despacho/decisdo proferido(a) nos autos em
epigrafe, cuja copia segue anexa, para as providéncias necessarias para a reativagao da conta
TWITTER: @taoquei1 de Barbara Zambaldi Destefani.

Atenciosamente,

Ministro Alexandre de Moraes
Relator
Documento assinado digitalmente
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Tribunal Regional Eleitoral de Rondonia
PJe - Processo Judicial Eletronico

29/09/2022
Numero: 0601765-67.2022.6.22.0000

Classe: REPRESENTACAO

Orgao julgador colegiado: Colegiado do Tribunal Regional Eleitoral
Orgéo julgador: JUIZ AUXILIAR 2 (ACIR TEIXEIRA)

Ultima distribuicéo : 26/09/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Redes Sociais
Objeto do processo: REPRESENTAGAO - PROPAGANDA ELEITORAL
Segredo de justica? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Partes ProcuradoriTerceiro vinculado

Procuradoria Regional Eleitoral de Rondénia
(REPRESENTANTE}

VALCLEI QUEIROZ DA SILVA (REPRESENTADO)

AGIR POR RONDONIA 36-AGIR / 90-PROS
(REPRESENTADO})

Procuradoria Regional Eleitoral de Rondénia (FISCAL DA
LE}

Documentos

Data da Documento Tipo
Assinatura

79880 29/00/2022 12:21 |Decisédo Deciséo
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Tribunal Regional Eleitoral do Mato Grosso
PJe - Processo Judicial Eletronico

17/10/2022

Numero: 0601831-53.2022.6.11.0000

Classe: REPRESENTACAO

Orgao julgador colegiado: Colegiado do Tribunal Regional Eleitoral

Orgéo julgador: Juiz Auxiliar 2 - Fabio Henrique de Moraes Fiorenza

Ultima distribuicéo : 14/10/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - internet, Execug¢éao - De Muita Eleitoral,
Propaganda Politica - Propaganda Eleitoral - Divulgag¢ao de Noticia Sabidamente Falsa

Objeto do processo: Agido de Representacio Eleitoral ajuizada pelo Ministério Publico Eleitoral em
desfavor de FACEBOOK SERVICOS ONLINE DO BRASIL LTDA, BYTEDANCE BRASIL
TECNOLOGIA LTDA e TWITTER BRASIL REDE DE INFORMACAO LTDA LTDA, por veiculagéo de
desinformacao (fake news) nas redes sociais Tiktok, Twitter e Whatsapp, que noticiam faisamente a
atuacio da Justica Eleitoral nos municipios de Sdo José dos Quatro Marcos e Mirassol D'oeste/MT,
em video e demais anexos, propagando a seguinte mensagem: "Ontem a igreja catélica de Quatro
Marcos, vizinha de Mirassol, foi fechada pela justica eleitoral pois as pessoas foram proibidas de
fazer uma vigilia de oragao pelo Brasil, alegaram que a vigilia podia favorecer a direita. J4 comegou
a perseguicao religiosa.” , referente as elei¢gbes gerais de 2022.

Segredo de justica? NAO

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Partes ProcuradoriTerceiro vinculado

Procuradoria Regional Eleitoral (REPRESENTANTE)
FACEBOOK SERVICOS ONLINE DO BRASIL LTDA.
(REPRESENTADO)

BYTEDANCE BRASIL TECNOLOGIA LTDA.
(REPRESENTADO}

TWITTER BRASIL REDE DE INFORMACAO LTDA
(REPRESENTADO)

Procuradoria Regional Eleitoral (FISCAL DA LE}}

Documentos

Data da Documento Tipo
Assinatura

18329(17/10/2022 13:35 | Decisdo Decisé@o

394
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Tribunal Superior Eleitoral
PJe - Processo Judicial Eletronico

31/10/2022

Numero: 0601823-82.2022.6.00.0000

Classe: PETICAO CIVEL

Orgéo julgador colegiado: Colegiado do Tribunal Superior Eleitoral
Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 31/10/2022

Valor da causa: R$ 0,00
Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgagao de Noticia Sabidamente Falsa

Objeto do processo: A AEED informa que, a partir de atividades de monitoramento de dados abertos
de midias sociais, esta Assessoria Especial detectou a realizagdo de manifesta¢io publica, na
forma de live, baseada em afirmagdes falsas ou gravemente descontextualizadas que atingem a
integridade as eleigbes, sendo estes os dados essenciais:

Segredo de justica? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Partes Procurador/Terceiro vinculado

TRIBUNAL SUPERIOR ELEITORAL (REQUERENTE)
Procurador Geral Eleitoral (FISCAL DA LE})

Documentos

Data da Documento Tipo
Assinatura

15832131/10/2022 20:38 | Decisdo Decisé@o

1342
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

05/12/2022
Numero: 0601843-73.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 01/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgag¢ao de Noticia Sabidamente Falsa
Objeto do processo: A Assessoria Especial de Enfrentamento a Desinformag¢ao (AEED) informa a
que, a partir de atividades de monitoramento de dados abertos de midias sociais, detectou a
realizacdo de manifestagées publicas em publicacdes na plataforma Twitter, Facebook, Instagram,
Telegram, Whatsapp, Youtube, TikTok, Gettr e Linkedin baseadas em afirmagdes falsas ou
gravemente descontextualizadas, que atingem a normalidade e a integridade as elei¢des,
incentivando a recusa dos resultados e fazendo apologia a um golpe militar.

Obs: documentos extraidos do SEI 15694-4
Segredo de Justica? NAO

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADQ)
CARLA ZAMBELLI SALGADO (INTERESSADA)

THIAGO ROCHA DOMINGUES (ADVYOGADO})
PAULA ZANI DE LEMOS CORDEIRO (ADVYOGADO}
KARINA DE PAULA KUFA (ADVOGADO)

Outros participantes

Procurador Geral Eleitoral (FISCAL DA LE}

Documentos

Data da Documento Tipo
Assinatura

158462080 {05/12/2022 Decisdo Decisédo

12:22
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

17/02/2023
Numero: 0601843-73.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 01/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgag¢ao de Noticia Sabidamente Falsa
Objeto do processo: A Assessoria Especial de Enfrentamento a Desinformag¢ao (AEED) informa a
que, a partir de atividades de monitoramento de dados abertos de midias sociais, detectou a
realizacdo de manifestagées publicas em publicacdes na plataforma Twitter, Facebook, Instagram,
Telegram, Whatsapp, Youtube, TikTok, Gettr e Linkedin baseadas em afirmagdes falsas ou
gravemente descontextualizadas, que atingem a normalidade e a integridade as elei¢des,
incentivando a recusa dos resultados e fazendo apologia a um golpe militar.

Obs: documentos extraidos do SEI 15694-4
Segredo de Justica? NAO

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADQ)
CARLA ZAMBELLI SALGADO (INTERESSADA)

THIAGO ROCHA DOMINGUES (ADVYOGADO})
PAULA ZANI DE LEMOS CORDEIRO (ADVYOGADO}
KARINA DE PAULA KUFA (ADVOGADO)

Outros participantes

Procurador Geral Eleitoral (FISCAL DA LE}

Documentos

Data da Documento Tipo
Assinatura

158653857 [17/02/2023 Decisdo Decisédo

15:17
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

10/11/2022
Numero: 0601853-20.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral
Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 02/11/2022

Valor da causa: R$ 0,00
Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa

Objeto do processo: A AEED informa que, partir de atividades de monitoramento de dados abertos
de midias sociais, detectou, nesta data, notas contas criadas pela deputada federal Carla Zambelli,
em diversas midias sociais, com o fim de driblar decisdo de remog¢io exarada por esta Corte

Superior.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advogados

TRIBUNAL SUPERIOR ELEITORAL (REQUERENTE)

Outros participantes

Procurador Geral Eleitoral (FISCAL DA LE})

Data da
Assinatura

158367701 [10/11/2022 DeCISéO
14:48

Decisédo

CONFIDENTIAL 263 HJCX-00251
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268
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269
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270
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271
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273
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274
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275
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276
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277



Final Report 2270

278
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279
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280
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Tribunal Superior Eleitoral
PJe - Processo Judicial Eletronico

04/11/2022
Numero: 0601867-04.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 04/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgag¢ao de Noticia Sabidamente Falsa
Objeto do processo: A Assessoria Especial de Enfrentamento a Desinformac¢ao (AEED) informa que
a partir de atividades de monitoramento de dados abertos de midias sociais detectou, nesta data, a
realizacdo de manifestagdes publicas em publicacdes no perfil @ TomRiplay07
{https://twitter.com/TomRiplay07) na plataforma Twitter baseadas em afirmac¢oes falsas ou
gravemente descontextualizadas, que atingem a normalidade e a integridade as elei¢des,
incentivando a recusa dos resuitados das Elei¢cdes 2022 e fazendo apologia a um golpe militar.

Documentos extraidos do SE! 16002-0
Segredo de justica? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Partes Procurador/Terceiro vinculado

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADO)
Procurador Geral Eleitoral (FISCAL DA LED

Documentos

Data da Documento Tipo
Assinatura

15834 104/11/2022 19:39 | Decisdo Deciséo

2535

CONFIDENTIAL 281 HJCX-00269
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290
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Final Report 2284

292



Final Report 2285

293
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294
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295



Final Report 2288

296



Final Report 2289

297



Tribunal Superior Eleitoral

PJe - Processo Judicial Eletronico

Final Report 2290

Numero: 0601875-78.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 05/11/2022
Valor da causa: R$ 0,00

05/11/2022

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa

Objeto do processo: Extraido do SEI 2022.00.000016089-5

Segredo de justica? SIM
Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Partes

Procurador/Terceiro vinculado

TRIBUNAL SUPERIOR ELEITORAL (REQUERENTE)

Procurador Geral Eleitoral (FISCAL DA LE}

Documentos

Id. Data Documento

Tipo

158347943 |05/11/2022 Decisao
14:20

Decis@o

CONFIDENTIAL

298

HJCX-00286
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301
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302
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

08/11/2022
Numero: 0601877-48.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 05/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Extraido do SEI 2022.00.000016091-7

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (REQUERENTE)

158354446 |08/11/2022 Decisgo Decis&o

15:34

CONFIDENTIAL 303 HJCX-00291
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Final Report 2300

Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

06/11/2022
Numero: 0601881-85.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 06/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: SEl 16096-8

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158349295 106/11/2022 Decisgo Decisédo

11:53

CONFIDENTIAL 308 HJCX-00296
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316
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317
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319
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320
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Final Report 2318

326



Final Report 2319

327
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

01/02/2023
Numero: 0601881-85.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 06/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: SEl 16096-8

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158587988 |31/01/2023 Decisgo Decis&o

19:30

CONFIDENTIAL 328 HJCX-00316
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Final Report 2322

330



Final Report 2323

331



Final Report 2324

Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

08/11/2022
Numero: 0601889-62.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 07/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI n. 16116-6.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158353339 108/11/2022 Decisgo Decis&o

15:32

CONFIDENTIAL 332 HJCX-00320
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Final Report 2355
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Final Report 2356

364



Final Report 2357

Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

06/02/2023
Numero: 0601889-62.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 07/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI n. 16116-6.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158608715 {06/02/2023 Decisgo Decisédo

10:43

CONFIDENTIAL 365 HJCX-00353
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Processo Judicial Eletrénico
PJe - Processo Judicial Eletronico

08/11/2022
Numero: 0601894-84.2022.6.00.0000

Classe: PETIGAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuigdo : 08/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacéo de Noticia Sabidamente Falsa
Objeto do processo: SEl 2022.00.000016282-0

Segredo de Justica? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipacgdo de tutela? SIM

Advogados
TRIBUNAL SUPERIOR ELEITORAL (REQUERENTE)

158355057 |08/11/2022 Decisdo v Deciséo

18:48

CONFIDENTIAL 369 HJCX-00357
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Final Report 2372

Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

14/11/2022
Niamero: 0601912-08.2022.6.00.0000

Classe: PETICAO CIVEL

Orgéo julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicao : 12/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacao de Noticia Sabidamente Falsa
Objeto do processo: A Assessoria Especial de Enfrentamento a Desinformacéo (AEED) informa
que, a partir de atividades de monitoramento de dados abertos de midias sociais, detectou a
circulacdo em redes sociais de video e mensagens que atinge a integridade e a normalidade do
processo eleitoral, incentivando, com base em falsas acusacdes de fraude, a recusa dos resuitados
do pleito presidencial de 2022.

- documento extraido do SEl 16612-5

Segredo de Justica? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagao de tutela? SIM

Advogados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADO)

participantes

Procurador Geral Eleitoral (FISCAL DA LED

Documentos

Deciso Decis&o

CONFIDENTIAL 380 HJCX-00368
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TRIBUNAL SUPERIOR ELEITORAL

PETICAO CIVEL (241) N° 0601912-08.2022.6.00.0000 (PJe) - BRASILIA - DISTRITO FEDERAL

RELATOR: MINISTRO ALEXANDRE DE MORAES
INTERESSADO: TRIBUNAL SUPERIOR ELEITORAL

DECISAQ

Diante de decisdo encaminhada pelo SUPREMO TRIBUNAL FEDERAL ¢ dada a similaridade dos
conteidos ja reputados uregulares no 1D 158375403, inclusive com incitagdo a violéncia fisica aos
Ministros desta Corte do do Supremo Tribunal Federal, portanto, em complementariedade, de ordem,
DETERMINO com base nos arts. 2°, § 1°, da Res.-TSE n® 23.714/2022, 41, da Lei n° 9.504/97, 249 ¢ 296
do Codigo Eleitoral, DETERMINO as plataformas Facebook, Instagram e Twitter a remogdo definitiva e
imediata das respectivas postagens identificadas pelos links abaixo:

https://twitter.com/fernandopclinea/status/1591635897501773824 ?s=48&{=Uwx2gt2
gxndg¥Y_VUHmMXww

hitps:/ftwitter.com/caminhoneiros22/status/159172484 7566053384 75=48&t=vih2fBB!
fegbkgggbbOMCyg

hitps:/twilter.com/ullraiantesing/status/15918128324460 13442 7s=48&1=vih2{BBlfsqgb
kqagbbOMCg

hitps: Mwitter.com/giselenatural/siatus/15917558587527 29088 7s=488&t=vih2fBBIfsqb
kaggbbOMCg

DETERMINQO, ainda, para ambas as plataformas, a remog¢ao definitiva ¢ imediata dos perfis relacionados e
do contetido dos videos e mensagens, veiculados na integra ou parcialmente em outras postagens para além
das acima relacionadas, bem como de eventuais postagens futuras que venham a replicar o mesmo conteudo,
devendo ser preservada uma copia do conteido, pelo prazo de 6 (seis) meses, para caso se€ja necessario
realizar investigagdo posterior:

https://twitter.com/FernandoPclinea
https://twitter.com/Caminhoneiros22

CONFIDENTIAL 381 HJCX-00369
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https://twitter.com/UltrajanteSinc

https://twitter.com/GiseleNatural

O descumprimento de quaisquer das determinagdes acima acarretard a imposi¢do de pena de multa ora
fixada no valor de R$150.000,00 (cento e cinquenta mil reais) por hora de descumprimento, contada a partir
do término da segunda hora apds o recebimento da notificagdo.

Cumpra-se com urgéncia.

Apoés, ENCAMINHEM-SE coépia eletronica dos autos a Procuradoria-Geral Eleitoral para que promova as

medidas cabiveis.

Brasilia, 13 de novembro de 2022,

Marco Antonio Martin Vargas
Juiz Auxiliar da Presidéncia do Tribunal Superior Eleitoral

CONFIDENTIAL 382 HJCX-00370



Final Report 2375

Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

20/11/2022
Numero: 0601942-43.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 20/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158396395 120/11/2022 Deciséo Deciséo

12:30

CONFIBENTIAL 383 HJCX-00371
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

25/11/2022
Numero: 0601942-43.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 20/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158440714 125/11/2022 Deciséo Deciséo

19:22

CONFIBENTIAL 387 HJCX-00375
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

20/11/2022
Numero: 0601941-58.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 20/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI 17031-9

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158396393 120/11/2022 Decisgo Decisédo

12:41

CONFIDENTIAL 389 HJCX-00377
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

24/11/2022
Numero: 0601963-19.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 23/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI n. 17265-6.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158427230 {24/11/2022 Decisgo Decisédo

12:15

CONFIDENTIAL 395 HJCX-00383
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

01/02/2023
Numero: 0601963-19.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 23/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI n. 17265-6.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158579779 |31/01/2023 Decisgo Decis&o

19:25

CONFIDENTIAL 403 HJCX-00391
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

26/11/2022
Numero: 0601969-26.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 26/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI n. 17498-5.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158444591 | 26/11/2022 Deciséo Decisao

11:19

CONFIDENTIAL 406 HJCX-00394
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

01/02/2023
Numero: 0601969-26.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 26/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI n. 17498-5.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158579782 {31/01/2023 Decisgo Decisédo

19:23

CONFIDENTIAL 421 HJCX-00409
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

26/12/2022
Numero: 0602037-73.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 26/12/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI 18920-6.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158540040 126/12/2022 Decisgo Decisédo

16:32

CONFIDENTIAL 425 HJCX-00413



Final Report 2418

426



Final Report 2419

427



Final Report 2420

428



Final Report 2421

429



Final Report 2422

430



Final Report 2423

431



Final Report 2424

432



Final Report 2425

433



Final Report 2426

Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

29/12/2022
Numero: 0602041-13.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 29/12/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI 19036-0.

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158546047 |29/12/2022 Intimagao Intimag&o
17:12 —
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

06/01/2023
Numero: 0600003-91.2023.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 04/01/2023

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do processo SEl n° 2022.00.00019105-7

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (REQUERENTE)

158548104 {05/01/2023 Decisgo Decisédo

12:21
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TRIBUNAL SUPERIOR ELEITORAL

PETIGAO CIVEL (241) N° 0600004-76.2023.6.00.0000 (PJe) - BRASILIA - DISTRITO FEDERAL

RELATOR: MINISTRO ALEXANDRE DE MORAES
INTERESSADO: TRIBUNAL SUPERIOR ELEITORAL

DECISAO

Trata-se de procedimento iniciado a partir de informagdo encaminhada pela Assessoria Especial de
Enfrentamento a Desinformacg&o, concernente a perfil golpista que incentivam a ideia de uma intervencdo militar, no
contexto dos atentados violentos as sedes dos trés Poderes, ocorridos nesta data, em contraposicdo a legitima
expressao do voto popular registrada no pleito presidencial de 2022:

Perfil: Junior Melo Terra

URL: hitps/Awitter. comifiuniormslam

Numero de seguidores: 74,7 mil

Postagens (rol exemplificativo):

CONFIDENTIAL 433 HJCX-00441
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Ssraueiine

Sdezaundry Ds slive

Funfor Mot TERRAR

Considerando a gravidade e a notoriedade dos fatos narrados, dispensavel a realizag8o de diligéncia de
constatagao.

E o breve relato. Decido.

A legislagdo vigente confere a Justiga Eleitoral uma ferramenta de ampla aplicagdo, voltada a preservagéo
da paridade de armas, da normalidade e da integridade do processo eleitoral, podendo abranger a comunicagdo em
sentido amplo, por meio de medidas preventivas ou repressivas necessarias a evitar ou afastar a pratica de atos que
atentem contra as normas estruturantes da competigéo eleitoral.

CONFIDENTIAL 454 HJCX-00442
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A luz do que dispde o § 2° do art. 41 da Lei das Eleigdes, o encargo em questio abarca ndo apenas as
violagbes de propaganda, mas ainda todo tipo de ilicitude capaz de comprometer a higidez e a eficacia do processo
eleitoral, sendo esse, precisamente, o quadro dos ataques institucionais levados a efeito no campo da desinformacéo.

A partir dos fatos relatados, estdo presentes, em hipdtese, os ilicitos previstos nos arts. 2° da Res.-TSE n°
23.714/2022 e 296 do Cadigo Eleitoral, e 286 do Cdédigo Penal:

Art. 2°. E vedada a divulgagdo ou compartilhamento de fatos sabidamente inveridicos ou
gravemente descontextualizados que atinjam a integridade do processo eleitoral, inclusive os processos
de votagdo, apuracéo e totalizagdo de votos.

Art. 296. Promover desordem que prejudique os trabalhos eleitorais:

Pena — detencéo até dois meses e pagamento de 60 a 90 dias-multa.

Art. 286. Incitar, publicamente, a pratica de crime.

Pena — detencéo, de trés a seis meses, e multa.

O art. 2° da Res.-TSE n° 23.714/2022 visa a preservar as condigdes de normalidade do pleito, eliminando
os riscos sociais associados a desinformagéo, a partir da disseminacgéo generalizada de noticias falsas que prejudicam
a aceitagdo pacifica dos resultados, em manifesta lesdo a soberania popular (arts. 1°, paragrafo Unico e 14, “caput” e §
9°, da Constituicdo da Replblica) e a estabilidade do processo democratico.

Em paralelo, a divulgacdo, consciente e deliberada de informagdes falsas sobre a atuacdo da Justica
Eleitoral ou das autoridades ou servidores que a compdem, atribuindo-lhes, direta ou indiretamente, comportamento
fraudulento ou ilicito, implica na promog&o de desordem informativa que prejudica, substancialmente, a realizagdo de
seus correspondentes encargos institucionais, atraindo, em tese, a pratica do crime previsto no art. 296 do Cddigo
Eleitoral.

Por fim, o incentivo publico a ruptura institucional, com a consequente anulagdo da vontade popular
livremente externada nas urnas eletrénicas configura o delito de incitagdo ao crime, previsto no art. 286 do Coédigo
Penal, uma vez que a aboli¢gdo violenta do Estado democratico de direito e a tentativa de golpe de Estado estio
igualmente tipificadas naquele codigo, designadamente nos arts. 359-L e 359-M.

E evidente que as postagens possuem potencial para tumultuar o cendrio politico, na medida em que,
explicitamente, incentivam comportamentos ilegais e beligerantes, atraindo, como consequéncia, a possibilidade de
altercagdes ou episddios violentos, como os ocorridos hoje.

Trata-se de condutas ilegais de natureza grave, que autorizam o exercicio do poder administrativo para
fazer cessar ilicitos, conferido as autoridades eleitorais pelos arts. 249 do Cédigo Eleitoral, 41 da Lei 9.504/1997, e 2°, §
1° da Res.-TSE n°® 23.714/2022.

Ante o exposto, de ordem, com base nos arts. 2°, § 1° da Res.-TSE n° 23.714/2022, 41, da Lei n°® 9.504/97,
249 e 296 do Cédigo Eleitoral, DETERMINO a plataforma assinalada a remogéo definitiva e imediata do perfil
relacionado, sob pena de multa ora fixada no valor de R$150.000,00 {cento e cinquenta mil reais) por hora de
descumprimento, contada a partir do término da primeira hora apos o recebimento da notificacéo.

Cumpra-se com urgéncia.

Apods, ENCAMINHEM-SE copia eletrénica dos autos a Procuradoria-Geral Eleitoral para que promova as
medidas cabiveis.

Brasilia, 8 de janeiro de 2023.

Marco Antonio Martin Vargas
Juiz Auxiliar da Presidéncia do Tribunal Superior Eleitoral
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

01/02/2023
Numero: 0600004-76.2023.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 08/01/2023

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgacdo de Noticia Sabidamente Falsa
Objeto do processo: Documentos extraidos do SEI 140-7

Segredo de Justiga? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Advodgados

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

158589864 |31/01/2023 Decisgo Decis&o

19:28
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Tribunal Superior Eleitoral
PJe - Processo Judicial Eletronico

04/11/2022
Numero: 0601869-71.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral

Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 04/11/2022

Valor da causa: R$ 0,00

Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgac¢ao de Noticia Sabidamente Falsa
Objeto do processo: Extraido do SEI 2022.00.000016070-4

Segredo de justica? SIM

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

Partes ProcuradoriTerceiro vinculado

TRIBUNAL SUPERIOR ELEITORAL (REQUERENTE)
Procurador Geral Eleitoral (FISCAL DA LE}

Documentos

Diata da Documerito Tipo
Assinatura

15834 04/11/2022 19:36 | Decisédo Decisé&o

5113
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Processo Judicial Eletronico
PJe - Processo Judicial Eletronico

05/06/2023

Numero: 0601964-04.2022.6.00.0000

Classe: PETICAO CIVEL

Orgao julgador colegiado: Colegiado do Tribunal Superior Eleitoral
Orgao julgador: Ministro Presidente Alexandre de Moraes

Ultima distribuicéo : 23/11/2022

Valor da causa: R$ 0,00
Assuntos: Propaganda Politica - Propaganda Eleitoral - Divulgac¢ao de Noticia Sabidamente Falsa

Objeto do processo: Documentos extraidos do SEI 17074-2
Segredo de Justica? NAO

Justica gratuita? NAO

Pedido de liminar ou antecipagéo de tutela? SIM

TRIBUNAL SUPERIOR ELEITORAL (INTERESSADOQ)

Outros participantes

Procurador Geral Eleitoral (FISCAL DA LE}

Documentos

Data da Documento Tipo
Assinatura

159033471 |05/06/2023 Decisao Decis&o

10:37
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THE ATTACK ON FREE SPEECH ABROAD AND THE BIDEN ADMINISTRATION’S
SILENCE: THE CASE OF BRAZIL

Part 11
Interim Staff Report of the
Committee on the Judiciary
and the

Select Subcommittee on the Weaponization of the Federal Government

U.S. House of Representatives

May 7, 2024
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BRAZIL’S CENSORSHIP OF FREE SPEECH ONLINE

The Committee on the Judiciary and the Select Subcommittee on the Weaponization of
the Federal Government are conducting oversight of how and to what extent the Executive
Branch has coerced or colluded with companies and other intermediaries to censor lawful
speech.! As witnesses have testified to the Select Subcommittee, the United States must be
careful to protect and defend freedom of speech in America, especially amid a wave of
government censorship and other anti-democratic actions worldwide.>

On April 17, 2024, the Committee and Select Subcommittee issued a 540-page report
regarding the Brazilian government’s censorship efforts and the Biden Administration’s silence
on the issue.® On the same day, the Committee and the Select Subcommittee wrote to the U.S.
Department of State’s Under Secretary for Civilian Security, Democracy, and Human Rights,
and the Special Envoy and Coordinator for Digital Freedom asking for a briefing “about how the
State Department intends to respond to these attacks on free speech in Brazil,” and for relevant
documents and communications between the State Department and the government of Brazil
regarding the censorship orders.*

The Committee and Select Subcommittee’s report described how Brazil’s ruling leftist
government targeted, and largely succeeded in censoring, conservative members of the federal
legislature, members of the judiciary, journalists, radio stations, and even a gospel singer.” These
censorship efforts have been spearheaded by Alexandre de Moraes, a justice on the Supreme
Federal Court in Brazil, and the President of the Superior Electoral Court in Brazil.®

Since that report, the Committee and Select Subcommittee have obtained new documents
that shed additional light on this censorship regime, including an April 2024 order to X as well as
nine orders to Rumble or entities owned by Rumble.” The newly obtained documents tell a story

! See Ryan Tracy, Facebook Bowed to White House Pressure, Removed Covid Posts, WALL ST. J. (July 28, 2023).

2 See generally Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on
the Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Nov. 30, 2023) (written
testimony of Rupa Subramanya) (““Across the world right now, governments, in the name of the good, are
considering or adopting measures like we have in Canada. In Dublin, they’re about to enact a draconian hate-crime
bill that poses a dire threat to free speech. In Paris, President Emanuel Macron has called for censoring online
speech. In Brussels, the EU’s Internal Market Commissioner is calling for a crackdown on “illegal content.” In
Brasilia, they’re fighting “fake news” and “disinformation” by clamping down on legitimate online speech. To
say nothing of Russia and China and Iran. America is so exceptional—indispensable really. Please do not succumb
to the same illiberal, the same authoritarianism. Please keep fighting for what you know is right. Canada is
watching. The whole world is watching.”) (bolded emphasis added; italicized emphasis in original).

3 See STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED.
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE ATTACK ON FREE SPEECH ABROAD AND THE BIDEN
ADMINISTRATION’S SILENCE: THE CASE OF BRAZIL (Comm. Print Apr. 17, 2024).

4 Letter from Rep. Jim Jordan, Chairman, H. Comm. on the Judiciary, to the Hon. Uzra Zeya, Under Secretary for
Civilian Security, Democracy, and Human Rights, and the Hon. Eileen Donahoe, Special Envoy and Coordinator for
Digital Freedom (Apr. 17, 2024).

> STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED.
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE ATTACK ON FREE SPEECH ABROAD AND THE BIDEN
ADMINISTRATION’S SILENCE: THE CASE OF BRAZIL (Comm. Print Apr. 17, 2024), at 4.

6 1d. at 3-5.

7 See App’x.
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similar to the one detailed in the Committee and Select Subcommittee’s first report. Brazilian
authorities, particularly Moraes, have ordered social media companies to suspend or remove
popular accounts on Rumble.® On December 22, 2023, Rumble’s CEO, Chris Pavlovski,
announced that Rumble would not comply with the censorship demands from Brazilian courts
and instead would “disable access to Rumble for users in Brazil.”’

Though in a different form, secret government-directed censorship is not a problem
limited to Brazil or other foreign governments; it is happening here in the United States.' Like
Brazil, the Biden Administration has attacked journalists, political opponents, and Americans
across the political spectrum in an attempt to silence the Administration’s many critics.!! These
attacks on free speech abroad serve as a warning for America.'?> The Committee and Select
Subcommittee will continue to conduct oversight and develop legislative remedies to protect the
First Amendment.

$1d.

% See Chris Pavlovski (@chrispavloski), X (Dec. 22, 2023, 4:05 PM),
https://twitter.com/chrispavlovski/status/1738304870434631800.

10 STAFF OF THE H. COMM. ON THE JUDICIARY AND THE SELECT SUBCOMM. ON THE WEAPONIZATION OF THE FED.
GOV’T OF THE H. COMM. ON THE JUDICIARY, 118TH CONG., THE CENSORSHIP-INDUSTRIAL COMPLEX: HOW TOP
BIDEN WHITE HOUSE OFFICIALS COERCED BIG TECH TO CENSOR AMERICANS, TRUE INFORMATION, AND CRITICS OF
THE BIDEN ADMINISTRATION (Comm. Print May 1, 2024).

.

12 See generally Hearing on the Weaponization of the Federal Government: Hearing Before the Select Subcomm. on
the Weaponization of the Fed. Gov’t of the H. Comm. on the Judiciary, 118th Cong. (Nov. 30, 2023) (written
testimony of Rupa Subramanya).
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Exhibit 1

Federal Supreme Court, Petition 12.227
(Apr. 17, 2024)
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@%/?/)@W&O- (:O/;{»A{M&(z/ Q%a-/qu/

Oficio eletrénico n® 7106/2024
Brasilia, 17 de abril de 2024,

Ao Senhor
Administrador do X BRASIL (ex-TWITTER) Ltda.

Petigao n® 12227

Senhor Administrador,

Encaminho-lhe os termos da decisdo de copia anexa para adogio das
providéncias necessarias ao seu cumprimento, para que, no prazo de 2 {duas} horas,
preceda o blogueio aos canais/perfis/contas abaixo descriminados, sob pena de multa diaria
de R$ 100.000,00 {cem mil reais), com ¢ fornecimento de seus dados cadastrais a esta
Suprema Corte ¢ a integral preservagaa do seu contetdo:

https:/twitter.com/rafaeclmorenoss

Atenciosamenie,

Ministro Alexandre de Moraes
Reiator
Documento assinado digitalmente

CONFIDENTIAL HJCX-00529
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PET 12227 / DF

cumprimento das medidas, {b) apresentar e gerar, quando da coleta e do

armazenamento dos materiais em ambiente virtual, os cdédigos de

verificagao e de autenticagdo (cédigos hash), com vistas a adequada
manutencao da cadeia de custodia e a validade dos vestigios digitais; e (
analisar o material e o conteudo eletrénico apreendidos de fo

dias.
Expega-se 0 necessario.
Os oficios destinados ao Banco Central do Brasil, C

de Justica e empresas provedoras de rtedes socials deverdo ser
idas de busca pela

encaminhados somente apds o cumprimento das

® autoridade policial.
Ciéncia a Procuradoria-Geral da Rep

Cumpra-se. '

Brasilia, 1? de abril de 2024.

DRE DE MORAES
Relator

Ministro

nto assinado digitalmente

27
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Rumble Exhibits
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Exhibit 2

Federal Supreme Court, Investigation
4.879 (Jan. 11, 2023)

35



Investigation 4.879 Federal District

Rapporteur
Plaintiff(s)

Prosecutor(s)

Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)

To Companies
FACEBOOK SERVICOS ONLINE DO BRASIL LTDA

RUMBLE
TELEGRAM
TIK TOK
TWITTER
YOUTUBE

: Justice Alexandre de Moraes
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential
: Confidential

Re: Investigation 4.879

Dear Officer,
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Brasilia, January 11, 2023.



Final Report 2570

| inform you that a decision was rendered on the confidential case record above for IMMEDIATE
execution, as follows:

In view of the foregoing, | ORDER the issuance of official letters to companies FACEBOOK,
RUMBLE, TELEGRAM, TIK TOK, TWITTER and YOUTUBE for them to proceed with the blocking of
the channels/profiles/accounts detailed below within two (2) hours, on pain of a daily fine of one
hundred thousand reais (BRL 100,000.00), and provide their registration data to this SUPREME
COURT and the full preservation of their contents: [add all indicated links:

FACEBOOK
https://www.facebook.com/people/Patriotas/100068182532776/
https://www..facebook.com/nikolasferreiradm
https://www..facebook.com/search/top?q=jos%C3%A9%20medeiros
https://www.facebook.com/people/Barbara-Te-Atualizei/100086379919151/
https://www.facebook.com/alanrickm

INSTAGRAM
@monarkoficial
@patriotasb
@nikolasferreiradm
@josemedeirosmt
@alanrickm
@ana_lucia_bagueira
@teatualizeioficial

RUMBLE
https://rumble.com/Monark

TELEGRAM

t.me/patriotasb
https://t.me/nikolasferreira
https://t.me/monarktalks
https://t.me/monarkk
https://t.me/profepaulamarisa

TIK TOK
https://www.tiktok.eom/@pnikolasferreiradm
https://www.tiktok.eom/@teatualizei22
https://www.tiktok.eom/@monarktalks
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INQUERITO 4.879 DISTRITO FEDERAL
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RELATOR : MIN. ALEXANDRE DE MORAES \
AUTOR(A/S)(ES) :SOB SIGILO @
PROC.(A/SHES) :SOB SIGILO &
INVEST.(A/S) :SOB SIGILO @
ADV.(A/S) :SOB SIGILO b
INVEST.(A/S) :SOB SICILO

ADV.(A/S) :SOB SIGILO @

INVEST.(A/S) :SOB SIGILC

ADV, (A/S) :S0B SIGILO

INVEST.(A/S) :SOB SICILO ’\@

ADV.(A/S) :SOB SIGILO 'l 0

INVEST.(A/S) :S0B SIGILO \\

ADV.(A/S) :SOB SIGILO o

INVEST.(A/S) :S0B SIGIL

ADV.(A/S) :SOB SIGILO

INVEST.(A/S) :S0B
ADV.(A/S) :50B SIG

INVEST.(A/S) : GILO
ADV.(A/S) IGILO
INVEST.(A/S) B SIGILO
ADV.(A/S) %:SOB SIGILO
INVEST.{A/S) :SOB SIGILO
ADV.(A/S) N :SOB SIGILO

&

. ® As empresas
\ FACEBOOK SERVICOS ONLINE DO BRASIL LTDA

Brasilia, 11 de janeiro de 2023.

‘ Q RUMBLE
TELEGRAM

TIK TOK
TWITTER
YOUTUBE

Ref: Inquérito 4.879
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Exhibit 3

Federal Supreme Court, Investigation
4.923 (June 14, 2023)
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[Coat of arms of Brazil]
Federal Supreme Court
URGENT

Electronic Official Letter No. 8064/2023

Brasilia, June 14, 2023.

To
RUMBLE Manager in Brazil

Investigation No. 4923

PLAINTIFF(S) : FEDERAL PROSECUTION OFFICE

PROSECUTOR(S) : FEDERAL PROSECUTOR

SUSPECT(S) - IBANEIS ROCHA BARROS JUNIOR

arornevis)

SUSPECT(S) : ANDERSON GUSTAVO TORRES

ATTORNEY(S) :

SUSPECT(S) : FERNANDO DE SOUSA OLIVEIRA

ATTORNEY(S) :

SUSPECT(S) - FABIO AUGUSTO VIEIRA

amorevis) - [ I O I DN B
I

POLICE : FEDERAL POLICE CHIEF

AUTHORITY

(Management of Original Criminal Proceedings)
Mr. Manager,

| am forwarding you the terms of the decision attached hereto as a copy so that you can take the
necessary measures to comply with it and block BRUNO MONTEIRO AlUB’s account within two (2)
hours, under penalty of a daily fine of one hundred thousand reais (BRL 100,000.00), with the provision of
its registration data to this SUPREME COURT and the full preservation of their content:

RUMBLE:
https://rumble.com/c/Monarkx



Kind regards,

Justice Alexandre de Moraes
Rapporteur
Document digitally signed

Investigation 4.923 Federal District

Rapporteur
Plaintiff(s)
Prosecutor(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Suspect(s)
Attorney(s)
Police
Authority

In a decision rendered on this case record on 1/8/2023, in view of the violent escalation of the criminal acts
which resulted in the invasion of the buildings of the PALACIO DO PLANALTO, the NATIONAL
CONGRESS, the FEDERAL SUPREME COURT with plundering of public property, as widely reported by
the national press, | determined, among other measures, the issuance of an official letter to companies
Facebook, Tik Tok and Twitter, for them to proceed with the blocking within two (2) hours of the indicated
channels/profiles/accounts, which instigated and publicized the criminal acts under investigation, under
penalty of a daily fine of one hundred thousand reais (BRL 100,000.00), with the provision of their

: Justice Alexandre de Moraes

: FEDERAL PROSECUTION OFFICE
: FEDERAL PROSECUTOR

: IBANEIS ROCHA BARROS JUNIOR

: ANDERSON GUSTAVO TORRES

: FERNANDO DE SOUSA OLIVEIRA

: FABIO AUGUSTO VIEIRA

: FEDERAL POLICE CHIEF

Decision

Final Report 2578

registration data to this SUPREME COURT and the full preservation of their content.

The Special Advice on Confronting Disinformation of the SUPERIOR ELECTORAL COURT informs that,
through a survey on social media open data, detected a publication made by the influencer and podcaster
“Monark” on the digital platform Rumble, containing an interview with the Member of the Brazilian House of
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Representatives FILIPE BARROS (PL- PR), in the wake of which false news are spread about the integrity
of electoral institutions (Official Letter AEED/GAB-SPR/GAB-PRES no. 2419/2023).

This is the brief report. DECISION.

As | emphasized when the decision was rendered on 1/8/2023, the despicable terrorist attacks on
Democracy and Republican Institutions will be held accountable, as will the financiers, instigators, and the
former and current conniving and criminal public officials who continue in the illicit conduct of committing
anti-democratic actions. On 1/8/2023, as is widely known nationally and internationally, the violent
escalation of criminal acts resulted in the invasion of the buildings of PALACIO DO PLANALTO, the
NATIONAL CONGRESS and the FEDERAL SUPREME COURT, with plundering of public property.

The role of the instigators of the acts, especially on social media, is of no less relevant circumstance,
making it clear that the aforementioned communication means are an essential part of the criminal
enterprise that resulted in the appalling acts witnessed on 1/8/2023, and in the subsequent acts scheduled
for the following days, subject to decisions in this case record and in ADPF 519.

In this context, | have repeatedly emphasized that the Federal Constitution enshrines the binomial
‘FREEDOM and LIABILITY”; not irresponsibly allowing abuse to be carried out in the exercise of a
constitutionally enshrined right; not allowing the use of “freedom of expression” as a protective shield for
the practice of hateful, anti-democratic speech, threats, aggression, criminal offenses and all sorts of
unlawful activities.

Freedom of expression is not Freedom of aggression!

Freedom of expression is not Freedom to destroy Democracy, Institutions and the dignity and
honor of others!

Freedom of expression is not Freedom to propagate lying, aggressive, hateful and prejudiced
speech!

In view of the pointed out circumstances, it is essential to carry out due diligence, including the exceptional
removal of individual guarantees that cannot be used as a real protective shield for the practice of illegal
activities, nor as an argument for removing or diminishing civil or criminal liability for criminal acts, under
penalty of disrespecting a true Rule of Law (HC No. 70.814-5/SP, Reporting Justice CELSO DE MELLO,
First Panel, Court Gazette dated June 24, 1994).

Thus, as reported, the decision rendered on 1/8/2023 determined the blocking of several profiles/channels
owned by BRUNO AIUB MONTEIRO, known as “Monark”, on the social networks Instagram
(@monarkoficial), Rumble (https://rumble.com/Monark), Telegram (https://t.me/monarktalks and
https://t.me/monarkk), Tik Tok (https://www.tiktok.com/@monarktalks ) Twitter (@monark) and Youtube
(https://www.youtube.com/@MonarkTalksCortesOficial).
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However, in a new channel created on the Rumble platform (https://rumble.com/oMonarkx), which already
has 287 thousand followers, BRUNO MONTEIRO AIUB, as reported by AEED/TSE, started again to
publish fraudulent news about the actions of this SUPREME COURT and the SUPERIOR ELECTORAL
COURT, in the following terms:

“Monark says: 'And it's not the guy who's going there, fighting and putting in place... because, every time
the Supreme Court makes a move like that, it spends its political capital. This takes a toll on it. [...] So, why
is it (Supreme) willing to pay this cost? Why is it (Supreme) willing to guarantee non-transparency in
elections? We see the TSE censoring people, we see Alexandre de Moraes arresting people, you
see a lot of things happening, and at the same time they are preventing the transparency of the
ballot boxes? You become wary, what monkey business is happening at the ballot boxes there?
Why? Why doesn’t our political system want to let the Brazilian people have more certainty? What
is the interest? Manipulate the ballot boxes? Manipulate the elections? That's what | keep

LRl

thinking....

Furthermore, AEED/TSE point out to the creation of several other profiles, in complete disregard of the
previously rendered decision:

Twitter: https://twitter.com/MonarkVoltou (16.2 thousand followers)
Instagram: https://www.instagram.com/monark.talks/ (101 thousand followers)
Telegram: https://t.me/monarktalks

Discord: https://discord.gg/8NKCaAuHf9

Thus, it becomes necessary, appropriate and urgent to interrupt the possible spread of speeches with
hateful content, subversion of order and encouragement of the breakdown of institutional and democratic
normality by blocking social network accounts, to stop the harm or threat to right (article 5, XXXV, Federal
Constitution), as previously highlighted.

In view of the foregoing, | ORDER the issuance of official letters to companies DISCORD, META INC.,
RUMBLE, TELEGRAM and TWITTER, for them to proceed with the blocking of the
channels/profiles/accounts detailed below within two (2) hours, on pain of a daily fine of one hundred
thousand reais (BRL 100,000.00), and provide their registration data to this SUPREME COURT and the
full preservation of their contents: [add all indicated links:

DISCORD
https://discord.gg/8NKCaAuHf9

META INC.
https://www.instagram.com/monark.talks/
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RUMBLE
https://rumble.com/c/Monarkx

TELEGRAM
https://t.me/monarktalks

TWITTER
https://twitter.com/MonarkVoltou

| FURTHER ORDER THE IMPOSITION OF A PROVISIONAL MEASURE against BRUNO MONTEIRO
AIUB, consisting of abstaining from publishing, promoting, replicating and sharing fraudulent news (fake
news) subject of this decision, under penalty of a DAILY FINE OF ten thousand reais (BRL 10,000.00) in
case of non-compliance.

Insert Official Letter AEED/GAB-SPR/GAB-PRES No. 2419/2023 in the case record.
Be it notified to the police authority.

For the knowledge of the Attorney General's Office.

Be it published.

Brasilia, June 13, 2023.

Justice ALEXANDRE DE MORAES
Rapporteur
Document digitally signed
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Oficio eletrénico n® 8064/2023
Brasilia, 14 de junho de 2023.

Ao Senhor
Administrador do RUMBLE no Brasil

Inquérito n°® 4923

AUTOR(A/S)(ES)  : MINISTERIO PUBLICO FEDERAL
PROC.(A/S)ES)  : PROCURADOR-GERAL DA REPUBLICA

INVEST.(A/S) - IBANEIS ROCHA BARROS JUNIOR

ADV.(A/S) - CLEBER LOPES DE OLIVEIRA (15068/DF, 50206/GO) E OUTRO(A/
S)

INVEST.(A/S) - ANDERSON GUSTAVO TORRES

ADV.(A/S) - EUMAR ROBERTO NOVACKI (64600/DF)

INVEST.(A/S) - FERNANDO DE SOUSA OLIVEIRA

ADV.(A/S) - DANILO DAVID RIBEIRO (15072/DF, 14768/ES) E OUTRO(A/S)

INVEST.(A/S) - FABIO AUGUSTO VIEIRA

ADV.(A/S) : JOAO PAULO DE OLIVEIRA BOAVENTURA (31680/DF, 68794/GO,
202448/MG) E OUTRO(A/S)

AUT. POL. - DELEGADO DE POLICIA FEDERAL

(Geréncia de Processos Originarios Criminais)

Senhor Administrador,

Encaminho-lhe os termos da decisdo de coépia anexa para adog¢ao das
providéncias necessarias ao seu cumprimento, para que, no prazo de 2 (duas) horas,
proceda ao bloqueio da conta de BRUNO MONTEIRO AIUB, sob pena de multa diaria de R$
100.000,00 (cem mil reais), com o fornecimento de seus dados cadastrais a esta SUPREMA
CORTE e a integral preservagao de seu conteudo:

RUMBLE: https://rumble.com/c/Monarkx

Atenciosamente,

Ministro Alexandre de Moraes
Relator
Documento assinado digitalmente
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INQUERITO 4.923 DISTRITO FEDERAL

RELATOR : MIN. ALEXANDRE DE MORAES
AUTOR(A/S)(ES) :MINISTERIO PUBLICO FEDERAL
PROC.(A/S)(ES) :PROCURADOR-GERAL DA REPUBLICA
INVEST.(A/S) :IBANEIS ROCHA BARROS JUNIOR
ADV.(/5) I = N |
INVEST.(A/S) : ANDERSON GUSTAVO TORRES

ADV.(4/9) I
INVEST.(A/S) :FERNANDO DE SOUSA OLIVEIRA
ADV.(4/9) I | B
INVEST.(A/S) :FABIO AUGUSTO VIEIRA

ADV.(4/9) T ~
AUT. POL. :DELEGADO DE POLICIA FEDERAL

DECISAO

Em decisao proferida nestes autos em 8/1/2023, em razao da escalada
violenta dos atos criminosos resultou na invasao dos prédios do
PALACIO DO PLANALTO, do CONGRESSO NACIONAL do
SUPREMO TRIBUNAL FEDERAL, com depredacao do patrimonio
publico, conforme amplamente noticiado pela imprensa nacional,
determinei, entre outras medidas, a expedicao de oficio as empresas
Facebook, Tik Tok e Twitter, para que, no prazo de 2 (duas) horas,
procedessem ao bloqueio dos canais/perfis/contas indicados, que
instigaram e divulgaram os atos criminosos investigados, sob pena de
multa diaria de R$ 100.000,00 (cem mil reais), com o fornecimento de seus
dados cadastrais a esta SUPREMA CORTE e a integral preservacao de seu
conteudo.

A Assessoria Especial de Enfrentamento a Desinformagao do
TRIBUNAL SUPERIOR ELEITORAL informa que, mediante pesquisa em
dados abertos de midias sociais, detectou publicacao realizada pelo
influenciador e podcaster “Monark”, na plataforma digital Rumble,
contendo entrevista com o Deputado Federal FILIPE BARROS (PL-PR),
na esteira da qual sao difundidas noticias falsas sobre a integridade das
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institui¢des eleitorais (Oficio AEED/GAB-SPR/GAB-PRES n® 2419/2023).

E o breve relato. DECIDO.

Conforme ressaltei por ocasidao da decisao proferida em 8/1/2023, os
despreziveis ataques terroristas a Democracia e as Institui¢des
Republicanas serao responsabilizados, assim como os financiadores,
instigadores e os anteriores e atuais agentes publicos coniventes e
criminosos, que continuam na ilicita conduta da pratica de atos
antidemocraticos. Na data de 8/1/2023, como é de amplo conhecimento
nacional e internacional, a escalada violenta dos atos criminosos resultou
na invasao dos prédios do PALACIO DO PLANALTO, do CONGRESSO
NACIONAL e do SUPREMO TRIBUNAL FEDERAL, com depredacao do
patrimonio publico.

O papel dos instigadores dos atos, especialmente nas redes socais,
ndo ¢é circunstancia de menor relevancia, ficando claro que os referidos
meios de comunicagao sao parte essencial da empreitada criminosa que
resultou nos estarrecedores atos testemunhados no dia 8/1/2023, e nos
subsequentes atos programados para os dias seguintes, objeto de decisoes
nestes autos e na ADPF 519.

Nesse contexto, tenho reiteradamente enfatizado que a Constituigao
Federal consagra o bindmio “LIBERDADE e RESPONSABILIDADE”; nao
permitindo de maneira irresponsavel a efetivagao de abuso no exercicio
de um direito constitucionalmente consagrado;, nao permitindo a
utilizacao da “liberdade de expressao” como escudo protetivo para a
pratica de discursos de odio, antidemocraticos, ameagas, agressoes,

infragOes penais e toda a sorte de atividades ilicitas.
Liberdade de expressao nao é Liberdade de agressao!
Liberdade de expressao ndo é Liberdade de destruicao
da Democracia, das Instituicbes e da dignidade e honra

alheias!

Liberdade de expressao nao é Liberdade de propagacao
de discursos mentirosos, agressivos, de o6dio e
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preconceituosos!

Em face das circunstancias apontadas, imprescindivel a realizacao de
diligéncias, inclusive com o afastamento excepcional de garantias
individuais que nao podem ser utilizadas como um verdadeiro escudo
protetivo para a pratica de atividades ilicitas, tampouco como argumento
para afastamento ou diminui¢do da responsabilidade civil ou penal por
atos criminosos, sob pena de desrespeito a um verdadeiro Estado de
Direito (HC n® 70.814-5/SP, Rel. Min. CELSO DE MELLO, Primeira
Turma, DJ de 24/6/1994).

Desse modo, conforme relatado, por meio da decisdao proferida em
8/1/2023, foi determinado o bloqueio de diversos perfis/canais de
titularidade de BRUNO AIUB MONTEIRO, conhecido como “Monark”,
nas redes sociais Instagram (@monarkoficial), Rumble
(https://rumble.com/Monark), Telegram (https://t. me/monarktalks e
https://t. me/monarkk), Tik Tok (https://www.tiktok.com/@monarktalks_)
Twitter (@monark) e Youtube
(https://www.youtube.com/@MonarkTalksCortesOficial).

Entretanto, em novo canal criado na plataforma Rumble
(https://rumble.com/c/Monarkx), que ja conta com 287 mil seguidores,
BRUNO MONTEIRO AIUB, conforme relatado pela AEED/TSE, voltou a
divulgar noticias fraudulentas acerca da atuagao desta SUPREMA
CORTE e do TRIBUNAL SUPERIOR ELEITORAL, nos seguintes termos:

“Monark diz: ‘E nao é o cara que ta indo 14, lutando e
colocando... porque, toda vez que o Supremo faz um
movimento desse, ele gasta fichas politicas. Isso tem um custo
pra ele. [...] Entao, porque ele (Supremo) estd disposto a pagar
este custo? Por que ele (Supremo) esta disposto a garantir uma
nado-transparéncia nas elei¢des? A gente vé o TSE censurando
gente, a gente vé o Alexandre de Moraes prendendo pessoas,
vocé vé um monte de coisa acontecendo, e ao mesmo tempo
eles impedindo a transparéncia das urnas? Vocé fica
desconfiado, que maracutaia esta acontecendo nas urnas ali?
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Por qué? Por que o nosso sistema politico ndo quer deixar o
povo brasileiro ter mais seguranca? Qual é o interesse?
Manipular as urnas? Manipular as elei¢des? E isso que eu fico

a4

pensando...”.

Além disso, a AEED/TSE indicou a criagao de diversos outros perfis,

em completo desrespeito a decisdo anteriormente proferida:

Twitter:  https://twitter.com/MonarkVoltou (16,2 mil
seguidores)

Instagram: https://www.instagram.com/monark.talks/
(101 mil seguidores)

Telegram: https://t. me/monarktalks

Discord: https://discord.gg/8NKCaAuHf9

Assim, se torna necessdria, adequada e urgente a interrupg¢ao de
eventual propagacao dos discursos com conteudo de ddio, subversao da
ordem e incentivo a quebra da normalidade institucional e democratica
mediante bloqueio de contas em redes sociais, com objetivo de
interromper a lesao ou ameaga a direito (art. 52, XXXV, Constituicao
Federal), conforme anteriormente ressaltado.

Diante do exposto, DETERMINO a expedicao de oficio as empresas
DISCORD, META INC., RUMBLE, TELEGRAM e TWITTER, para que, no
prazo de 2 (duas) horas, procedam ao bloqueio dos canais/perfis/contas
abaixo discriminados, sob pena de multa didria de R$ 100.000,00 (cem mil
reais), com o fornecimento de seus dados cadastrais a esta SUPREMA
CORTE e a integral preservacio de seu  conteudo:
[acrescentar todos os links indicados:

DISCORD
https://discord.gg/SNKCaAuHf9

META INC.
https://www.instagram.com/monark.talks/
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RUMBLE
https://rumble.com/c/Monarkx

TELEGRAM
https://t. me/monarktalks

TWITTER
https://twitter.com/MonarkVoltou

DETERMINO, AINDA, A IMPOSICAO DE MEDIDA CAUTELAR
em face de BRUNO MONTEIRO AIUB, consistente na abstencao de
publicagdo, promocgdo, replicagio e compartilhamento das noticias
fraudulentas (fake news) objeto da presente decisao, sob pena de MULTA
DIARIA DE R$ 10.000,00 (dez mil reais) no caso de descumprimento.

Junte-se aos autos o Oficio AEED/GAB-SPR/GAB-PRES n® 2419/2023.

Comunique-se a autoridade policial.

Ciéncia a Procuradoria-Geral da Republica.

Publique-se.

Brasilia, 13 de junho de 2023.

Ministro ALEXANDRE DE MORAES
Relator
Documento assinado digitalmente
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Exhibit 4

Federal Supreme Court, Investigation
4.923 (July 28, 2023)
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Investigation 4.923 Federal District

Rapporteur : Justice Alexandre de Moraes
Plaintiff(s) : Federal Prosecution Office
Prosecutor(s) : Federal Prosecutor
Suspect(s) : Ibaneis Rocha Barros Junior
atorneys) I
Suspect(s) : Anderson Gustavo Torres
atorney(s) |
Suspect(s) : Fernando de Sousa Oliveira
attorney(s) -
Suspect(s) : Fabio Augusto Vieira
atorneys) [
Police :Federal Police Chief
Authority

Brasilia, July 28, 2023.
To company
RUMBLE

Re.: Investigation 4.923

Dear Officer,

| inform you that a decision was rendered on the confidential case record above for IMMEDIATE
execution, as follows:

| FURTHER ORDER the companies/providers listed below to proceed with the blocking of the
channels/profiles/accounts detailed below on pain of a daily fine of one hundred thousand reais
(BRL 100,000.00), and provide their registration data to this SUPREME COURT and the full
preservation of their contents:

RUMBLE

https://rumble.eom/c/MONARKS

https://rumble.com/c/Monarky_ (Monarky)
https://rumble.eom/c/c-1516765 (CorteMonark)
https://rumble.eom/c/MONARKTALKSCUTS (Monark Talk Cuts)
https://rumble.com/user/Monarkx (MonarkX)
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THE PLATFORMS SHALL FURTHER:

(a) IMMEDIATELY SUSPEND the transfer of any amounts arising from monetization,
services used for donations, payment for advertising and registration of supporters,
and those arising from monetized lives, including those carried out through the
provision of transmission keys to the channels/profiles indicated above

(b) SUSPEND the transfer of any amounts arising from the monetization of services
used for donations, payment for advertising and registration of supporters and arising

from monetized broadcast of the program entitled “MONARK TALKS”; and

(c) indicate the individual amounts earned by the channels, profiles and pages
mentioned above, with reports to be presented within five (5) days.

Given the confidential nature of this case record, the required arrangements for its maintenance shall be
taken.

With nothing further, | take this opportunity to renew my assurances of high esteem and consideration.

Justice ALEXANDRE DE MORAES
Rapporteur
document digitally signed
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Exhibit 5

Federal Supreme Court, Petition 9.935
(Dec. 14, 2023)
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Petition 9.935 Federal District

Rapporteur : Justice Alexandre de Moraes
Petitioner(s) : Confidential
Attorney(s) : Confidential
Respondent(s) : Confidential
Attorney(s) : Confidential
Brasilia, December 14, 2023.
To company
RUMBLE

Re: Petition 9.935

Dear Officer,

| inform you that a decision was rendered on the confidential case record above for IMMEDIATE execution, as

follows:

In view of the foregoing, | ORDER, in integrative manner in relation to decisions of 1/13/2022, 2/10/2022,
2/13/2022, 2/15/2022, 2/17/2022, 2/23/2022, 3/8/2022, 3/18/2022, 3/23/2022, 4/4/2022, 5/20/2022,
6/7/2022, 6/27/2022, 10/5/2022, 10/20/2022, 11/5/2022, 11/6/2022, 11/15/2022, 11/18/2022, 2/23/2023,
3/15/2023, 4/26/2023, 6/21/202, 9/22/2023, 9/27/2023 and 10/20/2012, that a notice be served on
companies TWITTER, META, TELEGRAM, RUMBLE and LOCALS for them to proceed with the blocking of the
channels/profiles/accounts detailed below within two (2) hours, on pain of a daily fine of one hundred
thousand reais (BRL 100,000.00), with the provision of their registration data to this SUPREME COURT, and

full preservation of their contents:

RUMBLE
https://rumble.eom/c/canaltercalivre

| FURTHER ORDER SAID COMPANIES to immediately suspend the transfer of amounts arising from
monetization, services used for donations, payment of advertising and registration of supporters, and arising
from monetized lives, including those made through the provision of transmission keys to the
channels/profiles mentioned above, informing this SUPREME COURT of all transfers made up to the date of

receipt of the court order.

Given the confidential nature of this case record, the required arrangements for its maintenance shall be taken.
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With nothing further, | take this opportunity to renew my assurances of high esteem and consideration.

Justice ALEXANDRE DE MORAES
Rapporteur

document digitally signed
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